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Abstract

The aim of this paper is to examine indications for a common curssistgm on the Internet
for spontaneous transactions. First the framework for such a currgistgms and the
theoretical background on common currencies are discussed. Examples oforcomm
currencies already in use are evaluated according to a seteoicdéveloped by the authors.
Furthermore the theoretical ideas and the insights gained by the sralfathese currency

systems are synthesized to answer the question in the title. Threepalsewith an outlook
into the future.



1. Introduction

The Internet is a large international network, which has already pits/great flexibility in
the past. The number of users is estimated as well over 20 npkiople worldwide today
(see [RESNICK94], p. xxi). Although the Internet has its roots in a witydyackground the
vast growth in the last years is due to the commercial areaoshauountries there are several
competing service providers (see [SCHELLER94], pp. 14-17 for a list @figars in
Germany) which are connected with one another.

Open electronic networks, especially the Internet, have shown an enormous growth during the
last years. Much of this growth is attributed to commercial da@s/i Among marketing
activities and pre-arranged transactions (like EDI on the Intetimext® is already a place for
spontaneous purchases (see [ROCKELEIN95] for a list of systemgufohases on the
Internet). A vital part of a purchase is the payment subtransaction. The iggbbiad of public
networks like the Internet leads to special problems concerning threncurused for such a
transaction. Both parties might be located in different countries agtit mave no idea of the
value of the currency of the other country. Some participants might betaet to use the
currency of another country, even the almost ubiquitous US dollar is avoided by some people,
perhaps for economic, political or cultural reasons. Systems for spootaredectronic
payments should therefore consider the global nature of the Interneutdsdb this might

be a common currency for the Internet.

In chapter two we lay the theoretical background of our work by defining thsie tearms
used in this paper and by summarizing the theory of optimum currency aaréabe free
banking theory. These theories are used as the theoretical basis fanalysis of the
feasibility of common currency systems in the Internet. In chaptee thrset of criteria used
for the evaluation of the common currency systems already availaliee innternet is
described. In chapter four the results of the application of thisefremk to the existing
common currency systems are presented. In chapter five we synttiestheoretical ideas
of chapter two and the insights gained by the evaluation of the curreneynsyist use and
try to give an answer to the question in the title of our paper. Chsigteummarizes our
findings and gives an outlook to the future.

2. Theoretical Background and Definitions of Terms

The following terms are central to our arguments: purchases, Intecoebmy, common
currency and spontaneous transaction.

(1) Purchases in the German civil law

For the analysis of purchases a model that subdivides such a t@msse#ims to be

appropriate. The authors have chosen the model used in the German civil law.

According to German civil law (as laid down in the BGB - Birgeeg Gesetzbuch) a

successful purchase consists of the following steps:

(&) The merchant places an “invitation to offer.” This can be viarasivg, via a store front
window with products and price tags and similar means.



(b) The buyer makes an offer to purchase something. For example he asksktiewant
to buy that vase from your ad in the newspaper today.”

(c) The merchant agrees to that. With these two declarationdldhaitwo parties enter a
legal contract.

(d) The handing over of the object purchased constitutes a separate contract.

(e) Similarly the payment is also a separate contract.

While this view of the purchase with the base contract and the éparate “abstract”
fulfillment contracts is not known in many other countries (see e.gRENZ81], pp. 10-21)
it helps in the discussion of conducting purchases in electronic netwadsdeeof the clear
separation of the different steps. This paper focuses exclusively on subpart (e).

(2) Internet economy

The term ,economy” refers to the complex structure of economitiaetawhich result from
the process of collaboration between public and private actors (eqy.ciatpanies, private
households) [VAHLEN93]. It can be characterised in many ways (e.gctimomic system,
the social system, the degree of exchange with other economies).figparstanding for
.real” systems (e.g. the German economy) the term ,economy* alsoesenohypothetic
construct which is used as the basis of economic modelling.

The term ,Internet economy* as used in this paper refers to tloos®mic relations which
take place in the Internet. The definition is not a strict one, howaséhe great majority of
economic relations only partially takes place on the Internet. We t@afdcus on those
economic activities, for which the use of the Internet helps to rethéceistance between
producer and customsubstantially. In this sense the following three types of activities can
be distinguished:

strong reduction: e.g. subscription of an electronic periodical in which all three aotstr
(base contract, handing over and payment) are handled over the Internet;

medium reduction: e.g. the purchase of genuine specialities of certain areas (ettjsisc
whiskey, cuckoo clocks of the German Black Forest) in which the Intbriveds together
producer and customer, supports the payment procedure and eventually mbdiatetsidl
shipping of the product;

low reduction: e.g. the purchase of groceries at a local store after seeimdeetnonic
advertisement (in the sense of an invitation to offer) in whichrttegriet is of no great use in
reducing the distance between producer and customer.

(3) Common currency

The term ,currency” is used in (at least) two ways [PEARCES81]:

« strictly, that component of a country’s money stock that literallyutates from hand to
hand, i.e. coin and banknotes;

* in a broader sense, a country’s money, e.g. sterling, the US dollar, in which case tbrefers
the total money stock of that country.

In this paper the first definition is not applicable for obvious reasoossidering the second
definition one can argue that the strict reference to a country isauaissary so that one
could define the term ,currency” comprising a ,money“ which is used amenthan one
country (as is the case with the ECU, see below). The term ,,concorrency” refers to this



type of currency which is used in an area not restricted to national bameaen if it
substitutes the national currencies of the countries involved (as wouldebease if the
European Community (EC) countries would form a monetary union) or ifssiged addition
to the national currencies (as is the case with the US dolachwvis used in many countries
along with the national currencies). In the case of the Internethanon currency could be
used throughout the wired world.

When discussing the issue of a common currency on the Internet the ihgillowestion
arises: Do common currency systems provide real ,currencies“ciongentional sense or
simply new financial instruments (like cheques)?

First the answer of this question depends on the design of the systeneaBvtiee current
systems tend to resemble a new financial instrument, one camagmne the creation of
.feal® cash. Currently, electronic cash systems require cexdgthlclearing to eliminate
double spending and to mint new coins which is not necessary in the cesa ofsh.
Electronic cash systems are more like an order to transfer fromdsone account or place of
holding to another which is very similar to the definition of cheque. Howévere are also
some differences between traditional financial instruments antieglee cash: e.g. electronic
cash is basically anonymous, untraceable and it is a bearer instri@oahseems to us that
the current definitions are poor in capturing the notion of electronic cash.

(4) Spontaneous transaction

According to the intensity of the reflection involved one can classifyhages as follows
(see [BANSCHO93], p. 10; the types of purchases are sorted so that the intensity decreases):
e extensive purchases,

 limited purchases,

» habitualized purchases,

» spontaneous purchases (also called ,impulse” purchases).

The term ,spontaneous transaction“ describes a transaction in vigcftustomer” reacts
without gathering, ordering and evaluating information (in the sense of develojega
and comparing alternatives) before the decision. The reaction coraeslydio the stimuli of
certain offerings (see [BANSCH93], p. 231). Spontaneous transactionsyusvalve small
amounts.

In the following we discuss two theories which can be applied to tHeata of common
currencies: the theory of optimum currency areas by Mundell with xtensions by
McKinnon and DeGrauwe and the free-banking theory by Hayek.

The theory of optimum currency areas

A theory of optimum currency areas was first developed by Robert Muind&éB61 (see
[MUNDELLG61]). This theory can be applied to evaluate the economic conseegief

introducing a common currency. According to his work the feasibility of anommcurrency

(that is of fixed exchange rates opposed to floating ones) for two redepends on the
extent of the factor mobility between those two regions. Factor mohildans that capital
and labor can freely float back and forth between the regions. Aftee siisturbance the
adaption through the transfer, especially of labor, substitutes the adaption thchagiga of



the exchange rate that would take place otherwise. This theory wasdegpay McKinnon
shortly after (see [MCKINNONG3]). He states that it is notydhk factor mobility that plays
an important role in determining the advantage of a common currency buhalextent of
the trade volume between those two regions (called ,,openness” of regions).

DeGrauwe [DEGRAUWE94] combines these approaches and uses the thexptmaim
currency areas to compare costs and benefits of a monetary union. Thielead a common
currency stems from the fact that when a country relinquishestitsmabcurrency, it also
relinquishes an instrument of economic policy. Difficulties ariséhd countries using a
common currency are hit by asymmetric shocks (both demand and supply shotks), if
countries have different preferences about inflation and unemploymem, dfifterences in
labour market institutions are substantial, if the growth ratesi? Gre different and/or if
different fiscal systems exist (,Seigniorage” problem). The benefi a common currency
result from eliminating transaction costs (direct: eliminatiorcadgts for exchanging money;
indirect: reducing the scope for price discrimination) and from weelgains through less
uncertainty about future exchange rates (which results e.g. in a beitking price
mechanism) (for a detailed description of costs and benefits @imemon currency see
[DEGRAUWEY94], pp. 5ff and 60ff).

The comparison of costs and benefits leads to the conclusion that fileesseof a common
currency depends heavily on the two variables ,real divergence of the desnofnthe
countries involved” and ,labour market flexibility“. The more the regiamscpuntries) that

are planning to introduce a common currency differ from one another, the more labour market
flexibility is needed to equalize asymmetric shocks.

The free-banking theory

A common currency of the Internet would be supranational hence itikeily lalso be non-
governmental. Thus another currency theory should be considered here, thenkiew ba
theory. A well-known advocate of free banking was the Nobel laureate Hapek who
devoted a whole book (“Denationalization of money” [HAYEK90]) to this theéinge
banking means that private owned banks can issue their own (paper) moneydifieesnt
sorts of money compete for the acceptance by the market participaisthappens through
the extent of trust people place into these different curréndikis is a radicalization of the
free commerce idea (versus communist state-controlled economyinNothe economy is
relatively free from state influence but also the monetary sysiote that this does not
prevent governments from setting framework rules for the privateraie® as they currently
do for the economy.

Case Study: The Private ECU

Some of the ideas of these theories have become reality withetteé thee private ECU. The
ECU (which stands for “European Currency Unit”) was created bydhbetges of the EC in
1978. It is defined as a basket index of several national currendi&3 obuntries. Although

1 One often voiced critique uses Gresham’s Law {ee@xample [DEGRAUWE94], p. 174f) which claims
that bad money drives out good money. Note that applies only if both currencies are legal teraiea
therefore has no relevance here (see [BOFINGERB434). Instead the opposite will happen: good egon
drives out the bad (see [HAYEKOO0], p. 41ff and B).4However, this process can be delayed by thigetn
speed of the spread of information.

2 Another kind of money not under direct governmEogamtral bank control is the Eurodollar markete se
[GLASNERS9], p. 161ff.



it was introduced at first only to support accounting among the EC immtgytt was soon
much wider used in the private market (see for example [MEHNER®88]OWRY93]).
[HERLT94] places the ECU as third in the euro-bond market for 1991héointernational
bond market the ECU is on the fifth place with a share of 8% fosdh®e year (according to
[BUNDESBANK92], p. 200). For private use financial instruments sudhaaslers’ checks,
credit cards, current and saving accounts denominated in ECU wheetcilso, the ECU
is used for the settlement of import and export. It must be strékae all this took place
without enforcement from the governments of the EC countries. As opposael pitans of
the EC countries signed in the Maastricht treaty, some authorses@nmend to use a sort
of private ECU (or in some cases a new currency, called ,hardE@lensure a smooth
transition to a monetary union in Europe. The argument runs that thus the &uoijEens,
not the governments, would decide when they are willing to abolish thesnakhtiurrencies
(see e.g. [DEGRAUWEY94], who presents also arguments against this view).

3. Framework for payment transactions on the Intern¢

We developed a set of criteria which can be used to evaluate sy$bentonducting
spontaneous payment transactions on the Internet. The criteria asgfieda into the
following three groups: mandatory or kill requirements, important requinésrend optional
requirements. Without paying attention to the mandatory requirements tieensigs most
probably simply not credible enough to survive. The important requirementstoetieose
properties that make the system usable which is a necessayupiesfor acceptance of the
system. For money that is not accepted is worthless, the ,impodat@fia are in a sense
.,mandatory“, too. However, we want to make a distinction between the taohmical
arguments and those criteria that refer to the actual use ofydtems. The optional
requirements are somewhat ,nice-to-have”. Maybe different sydtaneenducting payment
transactions on the Internet provide different features referringhése criteria. The
development of the following requirements was based on the theoretagsia of common
currencies (see chapter 2) and on literature dealing with electtash systems in detail (see
e.g. [MATONIS95] whose additional properties result basically fromdifferences among
current or proposed schemes).

In addition to these requirements the start-up-procedure of a currenesnggsanother major
issue. At first a basic stock of money has to be brought into ciraalathis, however, can
lead to inflation from excessive money supply which has to be avoided intordetuce
credibility into the system.

3.1 Mandatory Requirements

Security

» transmission security: The payment transmission across the pubiorkeshould be
immune to alteration or eavesdropping.

» prevention and detection of fraud: Fraud (for example orders for which péduogie are
billed, theft, sellers place a higher charge than the agreed amaunis @revented or can
at least be detected and the identity of the defrauders can be revealed.



Backing

The value of the electronic cash has to be backed by some commoditygue@e highly
valuable (e.g. gold), institution (e.g. a government or a bank which is credidued the
world) or it has to be indexed (e.g. to other currencies or to a baslairreincies, see
[GLASNERS89], p. 227-241).

3.2 Important Requirements

Provision for anonymity

There are different types of anonymity:

» counterparty anonymity: Both contract parties do not know the identity ofatheh This
can also be unidirectional (for example the buyer knows the merchant btktenother
way round as it is with day-to-day cash purchases on the street).

* issuer anonymity: The company employing the payment system is not abléetd data
on the individual purchases like the amount or the goods involved.

» pseudonymity: This is a weaker form of anonymity. If a party is known onlg pseudo-
nym, the link between the real person and the pseudonym can only be found by a third
party that might be the company running the payment system. In this wayethbamt
can link different purchases by the same customer with each othaotbuith the real
person.)

The reason for this criterion is that most people like to enjoy spnwvacy, especially
concerning spontaneous transactions. Merchants and payment system providetrsbehoul
unable to build extensive customer profiles.

Setup and transaction costs

The cost for the setup of such a system (such as opening an accouhg aaddaction cost
should be low. High setup costs would be an obstacle to a wide acceptaheesystem.

Considering the rather small amounts of money which are likely to bkaeged in

spontaneous transactions neither the producers/retailers nor the assteitheaccept a

payment system which requires high transaction costs.

Easy use

A payment system should be easy to install and use. No deep knowledgknataleand
network issues should be necessary. The user should never be left andleamparameters
of the financial transaction he is conducting at the moment. Importearhpters are e.g. the
identity of the recipient and the amount involved. Financial systems padia&éy currencies
work only if they are used by a sufficient number of people. Thus, the emtrgrbahould
be low, so that every Internet user can easily use the system.

Two-way transactions

Users are not divided into two classes (merchants and consumeesgrgbody can act as
the originator or recipient of a cash transfer. This is an impopaatequisite because
otherwise the electronic cash is only a poor substitute for ,real’ cash.

Portability of coins



One should be able to move electronic cash from one computer to anoththisasttbuld

also be possible via non-network means (e.g. disks). This criterion gogsveith the crite-

rion ,easy use®, as portability makes the handling of electronic ashrelt would be espe-
cially useful during the start-up phase of an electronic cash sysdor example a certain
amount of electronic money on disk could be handed out for free with the purchase of goods.

Off-line capability

Users can conduct transactions even in the absence of a network awmreuwt especially
without a connection to some central computer operating the systemisTdmnsimportant
prerequisite as spontaneous transactions are not carried out if ahegtde completed
within a certain amount of time.

3.3 Optional Requirements

Duration of the coins

Cash coins should not expire, that is they should never loose their valisecldty reasons
in some systems it is required that cash coins have to be usemhadtions within a certain
period of time from issuing. After that time they cannot be usedyfraed have to be
returned to the issuing bank.

Divisible coins

Cash coins should be divisible by the customers themselves, that sathég divided into
smaller coins without having to call in a bank to change. Thus, an advanta{getobnic
currency over real currency would be given as no changing would be necessaghtiut
the system (which lowers transaction costs all the more, d€@h@2] and [Wayner96], p.
68-74 who describe such a system).

Use of non-political unit of value

The currency is not denominated in an existing national currency (seelalpter 2). This
would certainly increase the willingness to accept the currencgnre parts of the world
where the people, the national governments or the central banks redpeatvieot eager to
accept another nation’s currency.

4. Technology for Common Currency Systems

In this chapter we evaluate the common currency systems currentlglgaionn the Internet
using the set of criteria we developed in chapter three. Beforehanliligteate the credit
card transaction as a surrogate for a common currency. We investgaikortcomings
which makes this system unsuitable $ppntaneoudransactions on the Internet.

4.1 Credit Card Transaction as a Surrogate for a Common Currency

The present day settling method for international financial transactions of the |aysetha
use of credit cards (CC for short). A buyer communicates somedrdaiahe credit card (a
set of credit card number, expiration date and the name of the hotegularly used) to the



seller, who first performs some chetks the data. The merchant then initiates a transaction
through the world wide CC system to credit him with the amount and to thebcustomer.
The communication necessary to initiate such a transaction cinleaaccomplished on the
Internet. This could be done via electronic mail or via forms on thddWedeWeb, see

figure 1.
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Unfortunately such a scheme
has severe security problems.
Since Internet transmissions
are normally clear text and
travel through lots of

intermediate routers

automated snooping of credit
card details poses a real
threat, for everyone who has
got access to the above
mentioned dataset could place
orders using this data. CC
account holders are able to
revoke any fraudulant debits
but this requires close

Figure 1: Form on the WorldWideWeb to input CC details monitoring of their monthly

receipts. Also each reversed

transaction is costly since it requires manual processing and ikes thae cost of the credit
card system. There are several solutions in development, one of whith eacrypt
transmissions involving sensitive data. A WorldWideWeb form simdathat in the figure

above, but employing encryption is shown in figure 2 (Note the unbroken key in the lowe

left corner indicating this fact).

3 A credit card number for example has a check digit.
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B3 Another development for the
88| secure transmission of CC
data across the Internet is
SET (,Secure Electronic
Transaction“, see [SET96a]
and [SET96b]). This is a joint
effort by CC organizations
(Mastercard and VISA) and
software companies (IBM,
Microsoft and Netscape
among others).  Another
system called “First Virtual”
(already in existence for more
than a year; see
| [WAYNER96], S. 85-100)
| relies on pre-transfer via fax

Forweard Open

Location: |https :f fransact.netseape com fbints Axsvr

BILLING INFORMATION

HOTE: Pleasze be assured that all credit card information submitted in the Hetscape General Store is
kept zecure by Metscape's Secure 3ockets Layer Protocaol.

Credit Card | AMERICAN EXPRESS | @

Card Humber |

Erpiration Date | Jan(l} |[ 1995 |

Click on Sl Crdarto get an Order Receipt with vour Customer
Crder Murnber. Your credit card will be billed and the order

proceszed. If vou do not get an Order Receipt, there is a problem

with your erder information. Check the order form to be sure all

fields hawe been filled in. Keep your Order Number for future

reference.

01 =215 or snail mail of the CC data.
Figure 2. Secure form for CC purchases, CC data will \béth this system only a
transferred in encrypted form unique identifier (and not the

CC data itself) is transmitted
via the internet and each transaction has to be separately confirmed via electronic mail.
There are, however, several basic problems with credit cards:

» One has to have a credit card to participate.

» CC transactions normally use the currency of the country where thehanéris located.
Therefore, for a participant unfamiliar with this currency thesfease” criterion is not fully
satisfied.

* Since all CC transactions are cleared through the CC organizéiianare aware of the
identities of the participants and since the merchant learngdémtity of the buyer, the
anonymity criterion is not satisfied.

» CC transactions carry a base transaction cost that is high enougtkéotimeem unsuitable
for transactions involving small amounts.

» The protocol structure e.g. of SET is complex (see [SET96b], p. 133gahikad to long
delays resulting in cancellations of spontaneous transactions.

While being a widely available alternative today for transactions wm@lhigher amounts,
all these points show that the use of credit cards as a surrogatedmmon currency system
is not adequate.

4.2 Electronic Cash Systems

Common Technological Background

All electronic cash systems stem from cryptographic algorithms developed in these(ghte
[CHAUM92] or [WAYNER96], p. 49-65 for a good introduction to the technique;
[WAYNER96], p. 15-45 also explains the basic algorithms). The basic apprsa&ach
electronic coin is a globally unique string of digits (serial numbea} s electronically
signed (for electronic signatures see [ROCKELEIN95], p. 259 or [WARSE, p. 28ff) by
the issuing bank while debiting the account of the user. This coin can theanberred to



another user who presents it to the bank to credit his account. The baskakiest of all the
serial numbers and the depositors of the coins it receives o preaent double-deposits of
coins (This results in an online check and no privacy). To achieve priviaaynCadds a
technique called “blind signatures” (see [CHAUMS82]). The bank “blindighs the coin, so
it cannot link a coin to the person who withdrew it later. To get ridhefonline checks
reuired to prevent double deposits, another algorithm is used (see [@BHiN& principle
procedure is as follows: With each payment the software of the pegerto answer a
guestion to the software of the merchant. When the merchant depostiring the bank
after that, he includes the received answer. A single answelsewahing to the bank, but
two answers (from a double-deposit) are enough to identify the person hrem the
coin. So when two coins with an identical serial numbers show up diathie all three
possible fraudsters can be identified (the two merchants and the customer).

Magic Money

Magic Money from PrOduct Cypher (see for example [WAYNER96], p. 169-17&frsely
available implementation of an electronic cash system using &heofabove explained
techniques (so the following requirements are intrinsically fulfilled: sgc@nonymity, two-
way transactions, portability of coins, off-line capability). It canubed to create a private
currency system. There have been several trials to build a curréihciylagic Money. Matt
Thomlinson conducted a free (no setup and transaction cost) experimeatalint
[THOMLINSONO96] he reported some of his findings: One major problers kacking, as
this was an experiment only. Several enthusiasts pledged some cole bass at the local
pub to back the currency. Another drawback was the user interfacdext iand command-
line based only, and requires four manually initiated messages pedactians A problem
was also how to get started, i.e. how to increase the money stadktong without inducing
inflation (see chapter 3). The currency was denominated in ,GhostMakk&lal use was
restricted to a fairly exclusive circle (about 30 people and 200 GhostMarks).

Thus the application of the criteria listed above to Magic Money based on this trial gives:

Security reasonable, esp. if combined with trangport
security for example secure electronic mail

Backing weak

Provision for Anonymity yes

Setup and Transaction Costs zero

Easy Use low

Two-way Transactions yes

Portability of Coins yes

Off-line Capability yes

Infinite Duration basically yes, but only experimental trial

Divisible Coins no

Use of non-Political Unit of Value yes

Ecash from DigiCash

David Chaum, who basically invented electronic cash and holds severaltkaysga it, has
founded a company called DigiCash. This company produces electronic cagresafilled
“ecash”. The software is based on the above mentioned techniques botlcwses online



checking for fraud detection. So the following requirements are intaihgidulfilled:
security, anonymity, two-way transactions. The client software hddldaBuser interaction
(see the figures 5 and 6) and is very easy to operate. Unfortunatddgrtkesoftware is not
available, so it is not possible to create your own currency at theentorfihe software
interacts with the WorldWideWeb, the prevalent service on the Inteaveadays. It can also
be used standalone with manual initiation of an ecash transfen dism@ put electronic coins
in a file so that they can be transferred via other means, forpdgatectronic mail or disks
(thus fulfilling the requirement ,portability of coins®). The operatiompiple when initiated

via the WorldWideWeb is depicted in figure 3.

ECASH
BANK

6.Valid Coins

5.Validate Coins Indication

(deposit them)

3.Payment Request

Cyberwallet 4.5end Coing | Merchant

7. Receipt 2. Merchant invoked.

.H 1.Request URL o

9.Goods returned by Web server

¢B.Goods

Web Server

On a WorldWideWeb page there
can be a special link to initiate an
ecash transaction through a click
by the user in the Web client

software (step 1). The Web server
opens a connection to a special
server program that is part of the
ecash software (step 2). This
program then sends a request
through the network to the

computer of the client, which is

handled by the ecash client
program (step 3). When the user
confirms the transaction, the coins
are sent to the server (step 4). The

server validates the coins with the
Figure 3: Operating principle of Ecash, taken frofNK software (step 5 and 6) and

sends the client software a
[PEIRCE95] e

notification of acceptance of the
coins (step 7). It then instructs the Web Server (step 8) to délieegoods (e.g. the result of
a database query, software, etc.) to the user (step 9). The aigware can also be
configured to automatically accept specified payment requests taheasperations. Ecash
can be either an account operated by the bank software or it can iresdtefiles on the
computer of the user. Therefore, in case of problems with the corhpatevhich the user
runs the client software, not all of his money would be’ Ifrabney in the account would
never be affected by such a failure). Deposit and withdraw operatiomsmgnmoney back
and forth between the two locations can be initiated from the d@tware. DigiCash is
constantly improving its software, latest additions are reported tombki-currency
capabilities.

Cyberbucks field trial®

DigiCash has set up a free field trial for ecash (see fanpla[WAYNER96], p. 159-167).
Their currency is called “cyberbucks”. They issued 100 cyberbucks to $thd ®:000 people
who applied for an account. This field trial attracted a lot of pebpte as users (more than

for example a hard disk crash

Backups can of course prevent this and in additiemewest software version contains provisiongtover
such lost ecash.

6 There were several software versions used in the trial. This section is based on version 2.1.5a.
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60.000 showed interest in an account) and merchants (DigiCash reporthami€®0 shops

on their WorldWideWeb pages).

Even physical goods (for example postcards or T-shirts) can be boughtwihbacks.
Dollar to cyberbuck exchange rates are quoted, see figure 4 for an exahapke Grant
reports an exchange rate of 4 British pounds for 100 cyberbucks on actuallyetsmpl
exchanges in August/September 1995. Otherwise no backing was used. Howduagethe
interest in the system (as it is a ,cool thing“ to have) givesesamtrinsic value to

cyberbucks.
[=] Fire Cloud Solutions EShop [
@ 7| & ol Q) g6

[ [http:rmwmfirecioud.comeshapreshop it

Ecash Exchange Market

We trade US§ for chi. We also frade chf or US§ For anather market please see [prass here]. Befare
you try to sell us any of your US§ or ch§, please read the jnstructions and agreement. Even if you
have patronized our shop before, please review the agreement, as it changes often. Prices as of
September 14, 1995
We buy chi. We bid:

+ US§S for [chi100

« US§a for [chdzon

« US$z0 for [ch$soon

+ US§38 for [chE 1000
We also buy US$. We hid:

T T o T RO, [T

+ ch§ 100 for US$S
+ ch$zoo for US$14
+ ch$ 1000 for US§45

EIEI

Figure 4: Dollar to cyberbucks exchange market

One of the authors of this
paper participates in this
field trial. In figure 5 the

status of a fresh cyberbuck
account is depicted. Most of
the money is in the account
and 10 cash cyberbucks are
available. They are broken
into small amounts, so that
at least eight payments can
be made with them before a
change of coins would be

necessary.
When a transaction is
initiated, the user is

prompted to confirm an
incoming payment request
(see figure 6).

Figure 5: Ecash status window

1/100

ECash Status Ecash Bequest
Account Information: Incoming payment request
Bank balance: $50.00 Shop account ID: msattler@ jungle.com
Bank address: bank@bank digicash com Amount: $0.25
Ascount ID: wolfgang@wi.whu-koblenz de Description: CU-SeeMe Reflector List (Macintosh)
Uzername: %Wolfgang Rickelsin
In cash: $10.00
Guaranteed payrents: 3
Make this payment?
.
Coin value 2 of coins Total value Flgure 6 EcaSh payment requeSt
$0.01 8 $0.08 15
oo : e With the DigiCash software coins can be put in a file for
sooe z p0ed offine transmission. Figure 7 contains
$0.32 5 288 cyberbucl7<
$0 .64 7 $4 48 |

7 Warning: Trying to deposit this in a cyberbuck @aat will result in a double spending error (Of cg®) not

for the first one to try this, only for all successors).



----- BEA N ECASH PAYMENT- - - - -

oLnywABJaGgi qCukl ECkI ECkI EBkI EBKI EBkYQxDO3Zk! QxI | LZkl ECkoFAl JSJ
VUPHV5hMST6D01Xi KKZAZXSf 0ZSUVIDXf y Oz 6y p4dv2r P700992MIT+(QyRCSr FRo
aXMgaXMgb25seSBhl HRI ¢3QyZndy| HRoZSBChGVkl GNvbnzl cnmvuY2UnkoCUgJCB
BJ GEAAAAAJ CBAKGgUKCr ki | Bgd PAJ+s RKnBkUnmoR7MB9nwZ2+gZdvavt e X7r mpoy
ypUL+kh9YnQVBOv (f uF82CVQVi 55cL7Wi y6y CBAWKso3eYf ppPAYSI Eww7kqgl iy
3f 7v2d3nQAyf 9INKBE6Q cVpzM7UhvSuHcJ2C f 0S9r AYwg/ AEF3SEOgTVs3nTGNBA
gqcanl / zYZCBAaGhod==

----- END ECASH PAYMENT- - - - -

Figure 7: 1/100 cyberbuck from the Ecash trial

The application of the criteria listed above to the cyberbuck system gives:

Security high

Backing no (although intrinsic value)

Provision for Anonymity yes

Setup and Transaction Costs zero

Easy Use high

Two-way Transactions yes

Portability of Coins yes

Off-line Capability limited (online clearing: at the time of V]e
reception of coins an online connection| to
the bank is necessary)

Infinite Duration no (but long grace period to change |old
coins into new ones)

Divisible Coins no

Use of non-Political Unit of Value yes

Ecash from Mark Twain bank

Recently DigiCash has begun to partner with banks to set up other ceste@cie effort
started in October 1995 together with the Mark Twain Bank, St. Louiss(Mii, USAY.
Their currency is linked to the US dollar; that means one “dollaomf the Mark
Twain/DigiCash system is always worth one US dollar. Mark Twharges an initial setup
cost, a monthly amount and a fee for exchanges of US dollar to and feash“&om Mark
Twain” (as of January 1995 prices started at $11/$1/$3 respectivelypsatisoons within the
Mark Twain ecash system are free.

The fulfillment of the criteria is similar to the cyberbuck gystwith three exceptions: the

currency is backed by indexation to the dollar, it is not free and it uses a political vaitie
(US dollar).

5. Synthesis

The Internet has several properties that conform to some of the above mentioeqdigites
of both theories. In the following some arguments are outlined which wk tlave to be

8 Another such effort was started in Finland on March 13, 1996.



considered to answer the question of feasibility of common currencyrs/fe spontaneous
transactions on public networks from an economic point of view.

The application of the theory of optimum currency areas is quite uiffes the electronic

cash systems do not substitute national currencies (at leastthetbeginning). So, the cost
side stated by the theory cannot be evaluated very well. Neverthaless,of the basic

insights can help us to decide what the conditions are on which eleateshicsystems can
be designed viably. Important factors will be:

» credibility of the systemt The case study of the ECU shows a way to achieve price
level stability by linking the currency to an index. [GLASNERS89], p. 227- 241uslisc
ses several further index options. As a common currency system fiotehaet would
merely be a complement to existing national currencies, a siaplaoach as in the
case of the ECU (i.e., an index to a basket of currencies) seems to be feasible.

* the ,openness” of the Internet economy For Internet transactions there are no
geographic limitations and fast transfer especially of “informatjoads” is possible.
Therefore a high factor mobility is “virtually” given to those goods fdrich the
reduction of the distance between producer and customer is substamgiabr{ the
Internet it does not matter where the database queried is pdogated on the globe).
Information spreads more quickly on the Internet than anywhere elsee(gee
[BaBa95]), so information consistency problems (which for example would deé
driving out of bad money and thus yield trouble for a free banking system) dppipt a
here. Additionally, since the Internet is a global phenomenon it brings togethe
participants of all appearances, races, ages, countries etc. Thiismer transactions
on the Internet are more likely to cross national boundaries than tmgxéonomic
systems.

» the size of the ,Internet economy*:The Internet economy is still in its infant stage so
there is not yet a firm monetary system established. However, congidine
enormous growth rate of this system one can expect a substantiaf gespecially
cross-border) transactions to be supported by the Internet soon. Thus, thetlinte
economy should be large enough to make an own currency desirable.

» the size of transaction costs to be saves already pointed out, the transaction costs
within an electronic cash system are much lower than in reakrayrsystems.
Additionally, the transaction costs to exhchange national currencies bave t
compared with the transaction costs to exchange national currencidseagidctronic
cash as a lot of transactions will take place outside the Inténneur view the savings
from eliminating transaction costs are substantial and even higmeththaavings of a
monetary union which are expected by the EC countries (relatively, ofecowsin
absolute terms).

In our view the initial question - A common currency system for spontariemsactions on
public networks - is it feasible? - can be answered along the following lines:

technically feasible? - Yes, the technology for electronic casisactions on the Internet
is already available (see chapter 4), however, DigiCash’s relectarense its systém
is currently an obstacle to a significant spread;

economically feasible? - Yes, but it depends heavily on the design clystem (see
chapter 3 and our arguments above);

This is necessary since DigiCash holds several patents in this area.



« politically feasible? - We cannot say yet! There are already regulatonyestfaby national
governments or central banks respectively.

All these points together make the issue of a common currency systetine Internet
promising.

6. Conclusion and Future Developments

The theoretic foundations for a common currency system on the Interreesia@vn and an
existing example (DigiCash) modeled according to the theory and satishosy of the
mentioned prerequisites was depicted. The huge success of this gyssnma promising
future to similar systems. Since the ecash system from Digikas proven that it works and
thus built up reputation, systems using it could take advantage of thisirtrtesthnical
security to achieve trust in the currency. A common currency systerd beubuilt upon
several similar currencies leading to a free banking system on the Internet.

Hayek states in his free banking theory that there will be congret#mong the various
currencies launched in the Internet. The best currency (in termsedibidity) will then
succeed. Gresham predicts the plain opposite: ,bad money* will driv@ootl money* (in
terms of inflation). We note that issues of credibility and usability will play thedeyin the
guestion of feasibility of electronic cash systems.

However, on the Internet the stage is set for the biggest fieldofriHayeks free-banking
theory we have ever seen.
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