A Web proxy must accurately predict network perfor-
mance between itself and its servers and clients in order to
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Abstract

client. The proxy can then distill each object fetched

from the server into a version that is smaller, but of lower

fidelity. When the server-proxy path is faster than the

make good distillation decisions. In this paper, we show Proxy-clientpath, the overhead of distillation is morertha
that the current approaches — either assuming the proxy offset by the shortened transmission time along the slow
is well-connected to all servers or using long-term obser- link, improving response time for the client.

vations — to make such predictions are insufficient. We
propose a new prediction methagktimation with uncer-
tainty, that will play a crucial role in web proxies as well

as in other important problems.

1 Introduction

The diversity of speeds with which end users access rft

Correct distillation requires good estimates of the speed
along the server-proxy and proxy-client paths. For exam-
ple, users connected by mobile links can have distillation
decisions made for themynamically Objects are dis-
tilled little if at all when the bandwidth between proxy
d client is high, and are aggressively distilled when that

work services is steadily increasing. Typical home usé?&th is slow [6].

have network connectivity in the tens of Kb/s — sev- Unfortunately, proxies often assume that all remote ser-
eral orders of magnitude slower than institutional usekgces arewell-connectedo the proxy, and focus only on
Mobile users can experience connectivity that varies ov@e speed of the path to the client. A Web server that is
similar ranges as the mobile host takes advantage of ggnnected to the rest of the network by a slow modem
ployed network technologies. Web services are often dpre will never serve items quickly enough to justify distil
timized for those users connected by high-speed linkstion. More recently, a proxy that uses long-term average
weakly-connected users are then forced to cope with p@eihavior to each destination has been implemented [3].
performance when accessing those services. Rather tigs proxy can discover persistent performance limita-
force services to optimize to the slowest potential cugons, but cannot predict short-term variations in perfor-
tomer, a proxy-basedistillation architecture has beenmance due to transient load.

proposed [1].
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Figure 1: Proxy Architecture

This paper argues that both of these approaches are in-
adequate as the basis for making distillation decisions. In
order to show this, we have measured how each approach
would affect the Web browsing of a small group of users
at the University of Michigan. Section 2 describes how
these measurements were collected. Section 3 quantifies
the impact of assuming that connections are always fast or
can be predicted with long-term averages. In Section 4 we
propose a new methodstimation with uncertainfythat
will provide for better distillation decisions.

While we have focused primarily on Web proxies, a
good bandwidth estimator is crucial to a number of im-
portant problems. For example, one needs good estimates

In this architecture, shown in Figure 1, a proxy is placeaf network performance for prefetching in a distributed
at the border between weakly-connected clients and #stem [10, 11]. Good estimates are also essential in dis-
rest of the network. The path from a server to the proxsibuted query planning [2, 4] and caches that consider the
will often be much faster than that from the proxy to theost of re-fetching in replacement decisions [12].



2 Experimental Method client proxy server

In order to explore the impact of various assumptions in
distillation decisions, we measured the Web browsing of
a small set of users in the EECS department of the Uni-
versity of Michigan. This traffic was measured at a proxy
for all of our users’ Web activity over one month. The
proxy provided no distillation or other added services; it
was used only to measure fetch throughput from remote
servers.

The proxy generates aaccess loghat records infor-
mation about client requests, one line per request. When
a request arrives at the proxy, it is forwarded to the re-
mote web server, which provides a response. An HTTP
response consists of a set of headers followed by the re-
quested data. The proxy first receives the headers and )
sends them back to the client before reading and forward- Figure 2: Parallel Requests for Embedded Objects
ing the data itself.

We have modified our proxy to record two timestampgnajler of the post-header timestamps, while the second
for each fetch: one after fetching the headers, and q@§ne |arger of the post-fetch timestamps. We found that
after fetchmg the_end of the data. The log record for eaghoy, of logged responses experience such overlapping.
fetch contains: client I.P address, server [P address, URLThe proxy interleaves fetching pieces of an object from
MIME type, request time, post-header timestamp, PO§fi remote server with forwarding those pieces to the
fetch timestamp, and the number of data bytes receivgfla |t the path from the proxy to the client is the bot-
In order to guarantee privacy — and encourage as maiyeck. the measured throughputwill again understate the
people as possible to Use our proxy — we log only trE‘%\pacity from server to proxy. We do not log such obser-
MDS5 hashes [8] of the first three entries. Thus, We C3fdtions; they are extremely rare, since our users almost
correlate fetches to the same server, but cannot 'den%}fvays have excellent connections to the proxy.

servers, clients, or fetched objects. _ We modified Apache version 1.3.1 to act as our data
) The throughput between the server and the proxy is %%'Ilection proxy. It ran on a 300 MHz Pentium Il ma-
fined as: b chine with 64 MB of RAM running Linux 2.0.35. The log
T= (1) file was approximately 22 MB with an average of 4000 re-

by =t guests per day. Altogether there are 1660 distinct servers
Whereb is the number of data bytes fetchet, is the in the log. However, about 40 servers account for_ more
timestamp taken after all data is obtained, apds the than 50% of all the requests. The Iogge_d_ reponses include
timestamp taken after the headers have been fetched. 76% successfutesponses, 17%ot modifiedresponses,

Browsers fetch a web page by first fetching the pagé"gd 7% other responses. We report only the successful
text and then issuing separate requests for each embedf8H°NS€S:

object. In order to overlap connection set-up and tea.sé- E . | R |
down with the transfer of useful data, browsers often is? Xpe”menta esults

sue requests for embedded objects concurrently. Thes&g-ysed the collected data to answer two questions. First,
quests likely are to the same server; an example is ShayyRat is the impact of assuming that the paths between the
in Figure 2. proxy and all servers are fast? Second, what is the impact

The times!, andt, denote the periods during which theyt sing long-term observations to predict individual fetc
proxy receives data from the server for the first and secofjgles?

request, respectively. In this example, the transmissfon o . .

the two responses happens concurrently, and the available  Assuming Fast Links

network capacity is divided between them. If we were fbhe most common strategy used by distilling proxies is to
measure the throughput separately for each request, agsume that all remote services are well-connected to the
would understate the aggregate throughput between gtiexy. In other words, the time for the proxy to fetch an
server and the proxy. Thus, whenever two log entries witibject from a remote server is negligible compared to the
the same endpoints overlap in time, we merge them inttirae to distill and forward that same object.

single entry. The new entry has a size that is the sum of thé=igure 3 shows the distribution of bandwidths observed
size of the two merged entries. The first timestamp is thbg our proxy when fetching images from remote servers.




sults this summary to predict the time required to obtain
the requested object.
The success of this approach depends on the degree to
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301 which long-term summaries can predict individual fetch
8 25 times. To gauge the predictive power of such observa-
g 20 | tions, we first selected the most popular server from our
% logs?! We then predicted the times for a single day’s worth
S of fetches by relying on the previous week’s fetch times,
10 measuring the degree to which our predictions matched
5 | reality.

We used amrror ratio metric to determine the accuracy
of long-term prediction. For the fetch of an object of size

64 128 256 512 1024 2048 4096 >4096

Estimated Bandwidth (Kb/s) s, we first examine the prior week’s fetches to predict its
performance. Over wide area links, TCP slow-start domi-
Figure 3: Image Retrieval Bandwidth nates the throughput of small transfers; therefore, we con-

sider only those objects larger thaji2 and smaller than
) 2s. We then take the median of those observations as the
Because TCP slow-start can have a dominant effect fQg jicted fetch timet,,. We say that this predicted time is

transfers over paths with large round-trip times, smallgg et to within an error ratio;, of the actual timet,, if
objects tgnd to ha_ve lower bandwidths. In this h'Stpgr‘f"Wsatisfies the following inequality:

we consider only images that are 5KB or greater in size;

most distilling proxies consider only images, and those tp
smaller than 5K in size are not likely to benefit from dis- o Sta STlp ©)
tillation. This number was selected to be conservative. ] ] ) o
Other work suggests distilling images larger than 1K [3E$/e consider the error ratio of a particular prediction to be
using this size as the cutoff would shift the distribution i€ Smallest possible value.

Figure 3 to the left.

There were 15,742 images over 5K fetched duringdal 35
collection. Each bucket represents the percentage of o
servations that fell between that bar’s X value and the pre
vious one; for example, the second bar shows that almc
6% of all fetches were at bandwidths between 64 Kb/s ar
128 Kb/s. The final bucket contains all fetches that wer
faster than 4 Mb/s.

The central message of this histogram is that more the
one in ten images are fetched near or below typical mc
dem speeds. A proxy that assumed all fetches were fe
would distill these images rather than simply forwarding 0
them. The user would then see a lower quality imag
without a corresponding reduction in response time; th Error Ratio
server-proxy path is the constraining link, and distithati
will not deliver the last byte of the image more quickly. In  Figure 4: Error Ratio in Long-Term Predictions
fact, response time would likely increase due to the adde
delay of distillation.

3.2 Using Long-Term Averages Figure 4 shows the distribution of prediction accuracy

Rather than simply assuming that all fetches are fast, {I% fetches of all sizes. There are 313 predictions repre-

proxy must use some method of estimating the time it w nted in the hls_to_gram. Each bucket represents the per-
take to fetch an object from a remote service. One s >ntage of predictions that had error ratios between that

gested approach [3] has been to use a technique simila %’S X value and the prewoul? one. For e>l<a_mple, the sec-
SPAND [9] to make these predictions. In this approacﬂnd bar shows that almost 24% of all predictions had error

the proxy logs interactions with each server and client fﬁt'os between 1.1and 1.2. The final bar gives the percent-

protocol stubs. An off-line algorithm periodically sum?29€ of predictions with error ratios of 2.0 or greater.

marizes these ob;ervations, grouped b_y endpoint and sizegecause we record only the MDS5 hashes of server names, wetdo no
When each fetch is requested by the client, the proxy canew what server this was.
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While most predictions are quite good, more than 1 the error ratio for the long-term predictions to the most
10 of them are still off by a factor of 2 or more. Such epopular server, in sequence. Error ratios above the X axis
roneous predictions can lead a proxy to make sub-optimapresent estimates that were too high; those below the X
distillation decisions. The proxy will either throw awayaxis are estimates that were too low. Points plotted at the
information needlessly or not distill aggressively enougdxtremes show error ratios of 2.0 or greater.

to give good response times.
220
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In order for a proxy to make the best possible distilla- 16
tion decisions, it must accurately predict each individual 1.4
fetch. However, it is unlikely that we will be able to build ¢ 1.2
an oracular proxy that is always able to predict correctlyfcf 10 1” n
If two hosts are close together — as the client and th% V v !
proxy are likely to be — performance observations are

likely to be very stable. However, traffic performance be-
tween two widely separated Internet hosts shows signifi- 1.6 L
cant variance [7], and observing a sequence of bandwidth 1.8
observations can lead one to believe they are no more thags o
noise. Predictions

Inlight of this, a proxy should have the following prop-  £igyre 5: Error Ratio Over a Series of Predictions
erties to be as useful as possible:

1.4

e It must accurately estimate transfer time from
servers. These estimates must depend in part orOn first glance, it appears that there is little predictive
short-term observations. power in short-term observations. However, on closer in-

. . spection there is some opportunity for improvement. We
* Each estimate should be accompanied biggree of have labeled three regions of interest in the graph. In

gg?\jgﬁ/zce This confidence should ideally be ConFegion 1, the deviation from the long-term prediction is

fairly small; it could be used with a high degree of confi-

e The proxy should take both the estimate and the cd#ence.
fidence into account when making distillation deci- Inregion 2, the predictions are consistently too high, of-
sions. When confidence is low, the proxy should en exceeding an error ratio of 2.0. During this period, the
conservative in the prediction’s use unless directéhe to fetch objects from the server was much longer than
otherwise by user preferences. usual. This could have been caused either by increased
, ) cross-traffic, or by load at the server. During this period it
As shown in Section 3.2, long-term averages are nghy|d be possible to observe that the long-term average is

sufficient as predictors of bandwidth; the proxy must takg, optimistic, and quickly adjust the estimates downward
into account short-term variations. Simple approaches Gghmeet reality.

work well for the short connection between client and In region 3, the predictions are alternately far too fast

proxy. For example, Odyssey uses: and far too slow. If estimates had confidences attached,

pi = abiq + (1 — a)pi_y ©) thg proxy yvould be able to detgrmine thatitwas in a range

of instability. In such cases, it would be best to conser-
wherep; is the predicted bandwidth of thith fetch, and; vatively assume that the object will arrive quickly at the
is the actual bandwidth during that fetehis 3/4, givinga proxy. If wrong, the proxy might throw away extra infor-
heavy bias towards the most recent observation. This maation through too-aggressive distillation. The alteisreat
been shown to have sufficient predictive power in realistie- assuming a lower bandwidth, and forwarding the item
situations [5], while retaining good agility — the abilityunchanged — might result in unnecessarily long response
to react quickly to change in mobile environments. times when the assumption is unwarranted.

However, since performance observations over wide-We plan to build an estimator that includes confidences
area connections carry much more noise, something mtwrecope with situations similar to the three above. It is
sophisticated is required to predict performance betwedepicted in Figure 6, and is similar to a canonical feedback
the proxy and servers. To see why, consider Figure 5giintrol system. At each fetch, the estimator will compare
shows the same predictions as Figure 4, but in differdtg predictions with the actual values. By designing an
form. Rather than a histogram of error ratios, it showappropriate set of heuristics, one can identify consistent
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Figure 6: A Better Estimator

predictor

errors, such as might happen in region 2, or noisy state

such as region 3.

5 Conclusion

[5]

@

Correct distillation decisions at a proxy require accurate
predictions of the time to fetch an object from a remote

service. Because the servers storing the original objects ]
7] V. Paxson. End-to-End Internet Packet Dynamics.

are often far away in the network topology, accurately e

timating that time is an extremely difficult problem. As

we have shown, simply assuming all fetches will be fast is
incorrect, as is using only long-term averages and ignoi—8] R. Rivest. The MD5 Message-Digest Algorithm. In-

ing short-term fluctuations.

We propose to build an estimator framework that uses
feedback control to both improve the accuracy of estif9]
mates as well as attach a certainty to them. When esti-
mates are accurate, the proxy can make much better dis-
tillation decisions. When the estimates are very uncertain
the proxy must make some conservative assumptions in

order to preserve good response time for the end users,

addition to distillation proxies, such an estimator woul
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