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Abstract consists of multiplestake-holdersprimarily comprising the

) ] . OEM (handset manufacturer), telecommunications provider
We are now in the post-PC era, yet our mobile devices argy carrier, application developers, and the device’s ovher
insecure. We consider the different stake—holders in tsday human user). Carriers typically also serve in the role of-pla
mobile device ecosystem, and analyze why widely-deployegorm integrator, customizing an OEM’s handset with addi-
hardware security primitives on mobile device platforms ar o4 features and branding (typically via firmware or cust
inaccessible to application developers and end-usersy&Ve s 455). To date, security properties desirable from theppers
tematize existing proposals for leveraging such primsiive {jyes of application developers and users have been segonda
anq show'that they can mgieed strengthen the §ecurlty ProRovncerns to the OEMs and carriers [13, 38, 54].
erties avallable_ to appllcatlons_and users, all withouticed The historically closed partnerships between OEMs and
ing the properties currently enjoyed by OEMs and networkeayriers have lead to a monolithic trust model within today’
carriers. We also highlight shortcomings of existing p®po  fie|ded hardware security primitives. Everything “inside”
alls and mgke recommendations for future research that mayssmed to be trustworthy, i.e., the software modules éxecu
yield practical, deployable results. ing in the isolated environment often reside in each other's

. trusted computing base (TCB). As long as this situation per-

1 Introduction sists, OEMs and carriers will not allow third-party code to
We are putting ever more trust in mobile devices. We usdeverage these features. Only in a few cases, where the OEM
them for e-commerce and banking, whether through a webas partnered with a third party, are these features used to
browser or specializedpps Such apps hold high-value cre- Protect theuser'sdata (c.f§2, Google Wallet).
dentials and process sensitive data that need to be pritecte We approach this scenario optimistically, and argue that

Meanwhile, mobile phone OSes are untrustworthy. Whilethere is room to meet the needs of application developers and
in principle they attempt to be more secure than desktop OSd#sers while adding negligible cost. We thus define the princi
(e.g., by preventing modified OSes from booting, by usingpa| challenge for the technical communitg: present sound
safer languages, or by sandboxing mechanisms for thiry-par technical evidence that application developers and users
apps such as capabilities), in practice they are still fnaug can simultaneously benefit from hardware security fea-
with vulnerabilities. tures without detracting from the security properties re-

Mobile OSes are as complex as desktop OSes. IsolZauired for the OEMs and carriers.! Our goal in this paper
tion and sandboxing provided by the OS is routinely bro-is to systematize deployed (or readily available) hardware
ken, c.f. Apple iOS jail-breaking bglicking a button on a  curity features, and to provide an extensive and realisté e
web pag€15,51]. Mobile OSes often share code with open-uation of existing (largely academic) proposals for muetip
source OSes such as GNU/Linux, but often lag behind in apnd these features amongst stake-holders.
plying security fixes, meaning that attackers need only look We proceed ir§3 by defining a set of security features that
at recent patches to the open-source code to find vulnerabilb@y be useful for application developers that need to peoces
ities in the mobile device's code. Therefore, there is a nee§ensitive data. Our focus is on protecting secrets belgngin
for isolation and security primitives exposed to applicati 0 theuser, such as credentials used to authenticate to online
developers in such a way that they need not trust the host O§ervices and locally cached data.

We argue that this problem is severe enough to have gar- We next provide an overview of hardware security features
nered significant attention outside of the security comiyuni available on today’s mobile platformg4). We show that
Demand for mobile applications with stronger security re-hardware security features that can provide the desirgat pro
quirements has given rise to add-on hardware with strongeg'ties to application developers are prevalent, but theyyar
security properties§@). This situation is unfortunate, given ically notaccessible in COTS devices’ default configurasio
that many current mobile devices already have hardware sup-
port for isolated execution environments and other sgcurit  *We wish to distinguish this challenge from proposals thatM3En-

features. However. these features are not made available f52€ their hardware costs by including additional haresacurity fea-
’ ! tures that are exclusively of interest to application depets and users. Our

all parties who may be_nefit from their presence. intention in this paper is to emphasize practicality, ands ttiefine such pro-
Today’s mobile device hardware and software ecosystemosals to be out of scope.




We then move on to evaluate existing proposals (given theapabilities for their own applications.
hardware security features available on mobile devices) fo There is evidence that Apple has similar plans for its prod-
creating a trustworthy execution environment that is able t ucts; they recently published a patent for an embedded SE
safely run sensitive applications that are potentiallysi@n  with space allocated for both a Universal Subscriber Idgnti
ered untrustworthy by other stake-holde§§)( We show Module (USIM) application and “other” applications [50].
that multiplexing these secure execution environments for Services such as Square and GoPay allows merchants to
mutually-distrusting sensitive applications is quitegibke if ~ complete credit card transactions with their mobile devise
the threat model for application developers and users is pring an application and a magnetic stripe reader [39]. While
marily software-based attackss). Square’s security policiésindicate that they do not store

Finally (§7), we provide an end-to-end analysis and rec-credit card data on the mobile device, the data does not appea
ommendations for the current best practices for making théo be adequately protected when it passes through the mo-
most of mobile hardware-based security features, from théile device. Researchers have verified that the stripe reade
points of view of each stake-holder. Unfortunately, withou does not protect the secrecy or integrity of the read-d&th [4
firmware or software changes by OEMs and carriers, indi-This implies that malware on the mobile device could likely
vidual application developers today have little opportyito ~ eavesdrop on credit-card data for swiped cards or injelgrsto
leverage the hardware security primitives in today’s n®bil credit-card information to make a purchase [42].
platforms. The only real options are either to partner with a These applications could benefit greatly from the
mobile platform integrator, to distribute a customizedipler  hardware-backed security features we describg3n A
eral (e.g., a smart-card-like device that can integratd wit trusted path§3.5) could enforce that the intended client ap-
phone, such as a storage card with additional functionality plication has exclusive access to the audio port (with which
or to purchase unlocked development hardware. We providthe card readers interface), thus protecting the secratinan
recommendations for OEMs and carriers for how they cartegrity of that data from malware. They could also benefit
make hardware-based security capabilities more readily agreatly from a remote attestation mechanisj®.g), which
cessible to application developers without compromisiveg t the servers could use to ensure that received-data is actu-
security of their existing uses. ally from the authorized client-application, and that ieds

. . . a trusted-path to the reader, thus helping to ensure that the
2 Demand for Applications Requiring  physical credit card was actually present.
Hardware Security Companies have attemptgd to fill the gap Ie_ft behind by
the lack of developer-accessible hardware security featom
Does providing third-party developers with access tomobile devices, by implementing removable Secure Elements
hardware-supported security features make sense for t&Es). Removable Secure Elements (also known as Indepen-
OEMs or carriers? This is an important consideration for ardent Secure Elements or Secure Memory Cards) are SESs in-
industry where a few cents in cost savings can be the decidingrfaced to removable memory such as a Universal Integrated
factor for features. We show that there are many applicationCircuit Card (UICC) or Secure Digital (SD) Card [46].
on mobile devices that require strong security featured, an Secure memory cards allow third-party developers to de-
that must currently work-around the lack of those featuresvelop applications for one Secure Element interface instea
Being forced to deal with these work-arounds stifles the marof having to account for the specific interface requiremefts
ket for security-sensitive mobile applications, and em@#is  various handset manufacturers. Since secure memory cards
the security of the applications that are deployed anyways. are removable, consumers can easily move credentials to
Google Wallet allows consumers to use their mobile other handsets or devices. On the other hand, removable SEs
phones as a virtual wallet. The application stores users’ pa may be more vulnerable to physical attack (e.g., the SE may
ment credentials locally, which are then used to make t@ansa be more easily lost, stolen, or corrupted).
tions via near field communication (NFC) with point-of-sale  UICC is a general-purpose platform for smart-card appli-
(POS) devices. To store the users’ credentials secureligbVa cations. UICC is capable of hosting applications for thelcar
relies on a co-processor called a Secure Element (SE) whidBsuer—such as USIM for voice and data access—in addi-
provides isolated executiofi3.1), secure storag€3.2), and  tion to hosting non-telecommunications applicationstidel
a trusted path§@3.5) to the on-board NFC radio. Unfortu- ing mobile payments and ticketing. As a multi-tenant SE, the
nately, the SE only runs code that is signed by the devic&JICC's operating system manages memory access for multi-
manufacturer. This may be because the SE lacks the abiple mutually-distrusting applications [30].
ity to isolate authorized modules from each-other, or it may Giesecke & Devrient offer a 2 GB microSD card cou-
simply be considered a waste of time. As a result, developpled with a Secure Element—the Mobile Security Card.
ers without Google’s clout will not be able to leverage theseThe SE supports cryptographic functions including SHA-
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256, DES/3-DES, AES, and RSAThis functionality enables  work (MSSF) implements a trusted execution environment
security-sensitive applications such as disk encrypsorgle  (TrEE) that is protected from the OS [34]. However, this en-
sign-on, building access control, and PKI key managementwironment is not open to third party developers.
Tyfone offers a similar product called SideSafe.

The number of new applications requiring hardware secu3.2 Secure Storage

rity features is evidence that there is demand for hardwareSecure storage provides secrecy, integrity, and/or feeshn
backed s_ecgrity primitives among third-party businesse%r a software module’s daat rest(primarily when the de-
and application developers. Unfortunately, some of th&.q js howered off, but also under certain conditions based

workarounds may act_ually ir_lcrease the attacl_< surface_folrjpon which software has loaded). The most common exam-
fraud [42]. Several third parties have stepped in to provide, s qemonstrating the need for secure storage is access cre-

hardware-backed security features in_ the form of_remoyabl entials, such as a cached password or a private asymmetric
Secure Elements. OEMs could provide a more tightly intey g, 5her examples include sensitive information cached f
grated experience for developers, and avoid potentiat8cu y¢fiine consumption, such as bills or medical information.
vulnerabilities by opening up pre-existing hardware Segur 145t mobile OSes provide this property at least using file

primitives to application developers. system permissions, which are enforced by the operating sys
3 Desired Security Features tem. File system perm_issions alone can be circ_umvented by
compromising the OS itself. They can also be circumvented
Here we describe a set of features intended to enable secug offline attacks such as by loading an alternative OS that
execution on mobile devices. This can be interpreted as théoes not respect those permissions, or by removing the stor-
wish-list for a security-conscious application developéte  age media and accessing it directly.
strength of these features can typically be measured by the A stronger form of secure storage can be built using a stor-
size, complexity, and attack surface of the components thaige location that is physically protected, and with access ¢
must be relied upon for a given security property to holdsThi trol implemented independently of the OS. E.g., on the PC,
is often referred to as theusted computing bagg CB). the TPM has a small amount of on-board NVRAM for this
On many systems, the OS provides security-relevant APlgurpose. A physically protected piece of secure storage use
for application developers. However, this places the OS inn this way is called aoot of trust for storageor RTS.
the TCB, meaning that a compromised OS voids the relevant A root of trust for storage can be used to bootstrap a larger
security properties. We briefly discuss whether and how thgecure storage mechanism, usgegled storageThe sealed
security features below are provided on today’s mobile-platstorage primitive uses a key protected by the RTS to encrypt
forms, and some strategies for providing these properbies tthe given data, and to protect the authenticity of that data
applications without including the OS in the TCB. and of attached meta-data. The metadata includes an access-
. control-policy for which code is authorized to request giper
3.1 Isolated Execution tion (e.g., represented as a hash over the code), and dienti
Isolated execution gives the application developer thé abi other data such as which software module sealed the data in
ity to run a software module in complete isolation from otherthe first place. Sealed data (ciphertext) can then be stared o
code. It provides secrecy and integrity of that module’secod an unprotected storage device.
and data atun-time Today’s mobile OSes provide process- Extra steps are required to providgate continuityfor
based isolation to protect applications’ address spacés amealed data on untrusted storage; otherwise the sealed data
other system resources. However, these mechanisms are Gifray be undetectably rolled back to an older version. This
cumventable when the OS itself is compromised. could be a problem, e.g., if the sealed data is an accesgstont
To provide isolated execution that does not depend on thgst or a revocation list. Freshness protection can be imple
operating system, some alternative execution environmenhented using trusted counters, a small piece of proteaed st
not under control of the OS is required. Such an environage for a counter or hash, or a trusted time source [44].
ment could be provided by a layer running under the OS on  Symbian and Meego make use of protected memory and
the same hardware (i.e., a hypervisor), or in a parallel-envisealed storage [34]. Symbian’s installer system dististyes
ronment (such as a separate coprocessor). \We examine sokg@ween removable and permanently-installed storageit and
candidate isolated execution environments and theirlsltita calculates a hash over any applications installed to remov-
ity for mobile platforms ing5. able media, and stores that hash in permanently-instatied s
Regarding today’s mobile platforms, the Meego Linux dis-age. Applications executed from removable media are subse-
tribution for mobile devices does include provisions fa@-is  quently integrity-checked using the relevant hash.
lated execution. Meego’s Mobile Simplified Security Frame- MSSF uses keys kept in its Trusted Execution Environment
“nttp: //waw. gd- sfs. cont t he- nobi | e- secur i ty- car d/ (TrEE) (§3.1_) to protect the integrity o.f'applicgtion pinaries,
mobi | e- securi ty- car d- se- 1- 0/ and to provide a sealed storage facility, whishavailable
Shttp://tyfone. com to third party developers [34]. While this offers protection




against offline attacks, since third party applicationsrave  with unauthorized code.
allowed to execute in the TrEE, data protected by this mech- Attestation mechanisms are typically built using a private
anism is vulnerable to online attacks via a compromised OSkey that is only accessible by a small TCE(1) and kept in
Recent versions of iOS combine a user-secret with a prosecure storage8.2). A certificate issued by a trusted party,
tected device-key to implement secure storage [5]. Howevesuch as the device manufacturer, certifies that the comelspo
the device-key does not appear to be access-controlled bgg public key belongs to the device. One or more platform
code identity, meaning that an attacker can defeat this mecltonfiguration registers store measurements of loaded code.
anism if he is able to obtain the user secret, e.g., via malwar The private key can then be used to generate signed attesta-
or via performing an online brute-force attack [22, 32]. tions about its state or the state of the rest of the system.
Android offers an AccountManager API [2]. The model It can be useful to contrast an attestation schemeézare
used by this API supports code modules that perform operboot scheme. Secure boot is the process of performing in-
ations on the stored credential rather than releasing them dtegrity checks (e.g., verifying a cryptographic hash oiitelg
rectly, which would make it amenable to a model with sealedsignature) on each stage of the boot process, and halting if a
storage and isolated execution. Unfortunately, it appeeais  stage fails its check. A fully booted device is thus implicit
the data is currently stored in plaintext, and can be reg¢dev believed to be in an approved configuration. Attestation sep
via direct access to the storage device or by compromisingrates the process of measuring (performing a cryptographi
the operating system [1, 59]. hash) each stage of execution from the process of evaluating
Android began offering file-system encryption in version whether a set of measurements represents a valid configura-
3.0 [3]. However, this feature is protected only by a user-tion. Especially when there are multiple stake-holdersyise
secret entered at boot time, meaning that it can be circumboot does not scale all the way to individual third-party ap-
vented by compromising the operating system at runtime, oplications. Remote attestation can convey meaningfulrinfo
by brute-forcing the user-secret in an offline attack. Amdiro mation under such conditions, because individual atiesisat
4.0 will also support a new keychain API [4]. The details of can be sent to the relevant stake-holders for evaluation.
this APl and of how the data is protected are not yet available Some forms of remote attestation are implemented and
) used on today’s mobile platforms [34]. However, as far as
3.3 Remote Attestation we know, no such mechanisms are made available to arbitrary

Remote attestation allows remote parties to verify thatra pa third-party developers.

ticular message originated from a particular software nedu
Remote attestation is useful in cases where a remote service
wishes to ensure that it is communicating with aknown client3.4  Secure Provisioning
and not with malware. For attestation to be meaningful, it
must attest to the entire TCB of the given application. ForSecure provisioning is a mechanism to send datasieeaific
an application running on a normal OS, the attestation wouldoftware modulerunning on aspecific devicewhile protect-
necessarily include a measurement of the OS kernel, which isg that data’s secrecy and integrity. This is useful for mi-
part of that TCB, and of the application itself. Aremote part grating data between a user’s devices. For example, a user
such as an online banking service, could use this informatio may have a credential database that he wishes to migrate or
if it knew a list of valid OS kernel identities and a list of ichl ~ synchronize across devices while ensuring that only theeeor
client banking-app identities, to ensure that the systeth hasponding credential-application running on the intendestd
booted a known-good kernel, and that the OS had launchedtaation device will be able to access that data.
known-good version of the client banking app. One way to build a secure provisioning mechanism is to
Remote attestations are more meaningful when the TCB isse remote attestatiof3.3) to attest that a public encryption
relatively small and stable. In the example of a bankingiapp! key belongs to a particular software module running on a par-
cation, if a critical component of the app ran as a module irticular device. The sender can then use that key to protézt da
an isolated execution environment with a remote-att@stati to be sent to the target software module on the target device.
capability, then the attestation would only need to inclade = Some of today’s mobile platforms implement mechanisms
measurement of the smaller isolated execution environmerib authenticate external information from the hardwarkesta
code, and of the given module. Not only would it be easietholders (e.g., software updates), with the hash of the pub-
to keep track of a list of known-good images (assuming thatic portion of the signing key stored immutably on the de-
the isolated execution environment’s code is relatively st vice [34]. Other secure provisioning mechanisms are likely
ble), but the attestation would be more meaningful becausenplemented and used by device manufacturers to imple-
the isolated execution environment is presumed to be Iesss sument features such as digital rights management. As far as
ceptible to run-time compromise. This is important becauseve know, however, secure provisioning mechanisms are not
the attestation only tells the verifier what code ieaded  available for direct use by arbitrary third-party develspen
it would not detect if a run-time exploit overwrote that code mobile platforms.



3.5 Trusted Path ing the desired security properties. Finally, we provide tw

Trusted path protects authenticity, and optionally secesad case stu.dles of Inexpensive mobdevelopmenplatiorms .
S S with myriad security features, to serve as references again
availability, of communication between a software module hich to compare mass-market devices
and a peripheral (e.g., keyboard or touchscreen) [24, 31, 3 P '
55]. When used with human-interface devices, this prop4.1 ARM Platform:
erty allows a human user to ascertain precisely the applica- Hardware and Security Architecture
tion with which she is currently interacting. With full triesl
path support, malicious applications that attempt to speof
gitimate applications by creating identical-looking useer-
faces will conceivably become ineffective. While human fac-
tors abound in designing the precise Ul elements [17,48], th
technical underpinnings that enable any such architecture ~ ® Network interconnectsire the low-level physical on-
main a significant challenge. chip interconnection primitives that bind various system
Trusted path to sensors and actuators can be another useful components together. These include switches, bridges,
feature. For example, trusted paths to sensors can be used to and routing fabric. AMBA defines two basic types of
facilitate “citizen-journalism” applications, where aftszare interconnects: (i) the Advanced eXtensible Interface
module uses trusted path to ensure that it is receiving unal-  (AXI) — a high performance master and slave intercon-
tered sensor input, and then uses remote attestation mecha- Nhect interface, and (ii) the Advanced Peripheral Bus
nisms to attest to the accuracy of the sensed data [23, 48]. (APB)—a low-bandwidth interface to peripherals.
Building secure trusted paths is a challenging problem. In e Memory controllerscorrespond to the predominant
principle, many mobile platforms support a form of trusted ~ memory types: (i) static memory controllers (SMC) in-
path, but the TCB is relatively large and untrustworthy. For  terfaced with SRAM, and (ii) dynamic memory con-
example, thaHomebutton on iOS and Android devices con- trollers (DMC) interfaced with DRAM.
stitutes asecure attention sequentigat by design uncircum- e System controllersnclude the: (i) Generic interrupt
ventably transfers control of the user interface to the OS’s  controller (GIC)—for managing device interrupts, (ii)
“Home” screen. Once there, the user can transfer controlto  DMA controllers (DMAC)—for direct memory access
the desired application. by peripheral devices, and (iii) TrustZone Address Space
However, the TCB for such mechanisms includes the en-  Controller (TZASC) and TrustZone Memory Adapter
tire OS. For the Android Home button, the TCB also includes (TZMA)—for partitioning memory between multiple

ARM’s platform architecture comprises the Advanced Micro-
controller Bus Architecture (AMBA) and different types of
interconnects, controllers and peripherals. ARM calls¢he
the “CoreLink”, which has four major components (Figure 1).

third-party apps that the user installed with the “launtear “worlds” in a split-world architecture§@.2.1).

pability. An app that the user installs with the launcherazap e System peripheralsnclude LCDs, timers, UARTS,
bility can replace the Home screen with its own arbitrary in- GPIO pins, etc. These peripherals can be further as-
terface (potentially impersonating the previous Homeestre signed to specific “worlds”).

if it didn’t advertise itself as a custom Home screen). Itis \ve now proceed to discuss the above components in the
then free to impersonate other apps by spoofing the Ul of thg,text of each of the security features describei8in
requested app instead of launching the requested app.

The OS can be removed from the TCB of such trusted®-2 Isolated Execution
paths by preventing the OS from communicating directly withmultiple hardware primitives exist for isolated execution
the device and running the device driver in an isolated enviARM architecture devices today. ARM first introduced their
ronment. This requires the platform to support a low-levelTrystzone Security Extensions in 2003 [6], enabling a “two-
access-control policy for access to peripherals. ARM's#ru  world” model, whereby both secure and non-secure software

Zone extensions facilitate this type of isolatigd 2.1). can coexist on the same processor. Today, TrustZone fsature
) o are available for many system components beyond just the
4 Available Hardware Primitives CPU(s), as we discuss below.

) . . ] ARM recently announced hardware support for virtualiza-
In this section we discuss currently-available hardwaceise tjon for their Cortex A15 CPU family [11]. These extensions
rity primitives with a focus on existing smartphone and &bl - onapje more traditional virtualization solutions in thenfoof
platforms. As the vast majority of these platforms are baiit hypervisors or virtual machine monitors [45].
the ARM architecture, we first present a generic ARM plat- . .
form hardware and security architecture, focusing oungisc 4-2-1  Split-World-based Isolated Execution
sion on platform hardware components that help realize thdRM'’s TrustZone Security Extensions [7] enable a single
features discussed §3. We then identify design gaps and im- physical processor core to safely and efficiently executke co
plementation challenges in off-the-shelf mobile devidestt in two “worlds"—the secure worldfor security sensitive ap-
prevent third-party application developers from fullyliza  plication code and theormal worldfor non-secure applica-
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Figure 1: Generic ARM platform hardware and security asdtiire.
tions (Figure 2). CPU state is banked between both worlds; Secure-World 1 Normal-World
- - 1
the secure-world can access all normal World_state, but not C User Mode )IC User Mode )
vice-versa. A new processor mode, calledrtienitor mode .
supports context switching between the secure-world and @upervisor Mod@,@upervisor Mod@
- I 1
the normal-world and can be eqtered either asynchronously |C HYP Mode )
(e.g., as a result of hardware interrupts or exceptions) or
synchronously by the execution of the Secure Monitor Call | Monitor Mode |

(SMC) instruction. Note that the SMC instruction can only

be executed from the supervisor mode (SVC) in the normalFigure 2: ARM Isolated Execution Hardware Primitives.
world. The monitor mode software is responsible for context Split-world-based isolation enables both secure and nor-
switching CPU state that is not automatically banked. mal processor worlds. Virtualization-based isolationsaeld

Memory Isolation. ARM’s TrustZone Security Extensions higher-privileged layer for a hypervisor in the normal vabrl
split CPU state into two distinct worlds, but they alone aatnn

partition memory between the two worlds. Memory isolationregions. The TZASC has a secure-world-only programming
is achieved using a combination of TrustZone-aware Memorynterface that can be used to designate a given memory region
Management Units (MMU), TrustZone Address Space Conas secure or normal. The TZASC rejects memory transac-
trollers (TZASC), TrustZone Memory Adapters (TZMA), tions from the normal-world that are directed towards secur
and Tightly Coupled Memory (TCM). memory regions. The TZMA provides similar functionality
A TrustZone-aware MMU provides a distinct MMU inter- for off-chip ROM or SRAM. With a TZMA, ROM or SRAM
face for each processor world, enabling each world to havéan be partitioned between the two worlds.
a local set of virtual-to-physical memory address traimiat ~ Tightly Coupled Memory (TCM) is memory that is in the
tables. The translation tables have protection mechanisn&me physical package as the CPU, so that physical tamper-
which prevent the normal-world from accessing secure-vorl ing with the external pins of an integrated circuit will be in
memory. Such MMUs employ tagged Translation Look-asidegffective in trying to learn the information stored in TCM.
Buffers (TLB), where entries are tagged with the identity of TCMs are typically blocks of fast on-chip SRAM that exist
the world. This enables secure- and normal-world entries t@t the same level as the CPU’s L1 cache subsystem. Secure-
co-exist so as to improve performance [7]. world software is responsible for configuring access permis
The TZASC interfaces devices such as Dynamic Memonysions (secure vs. normal) for a given TCM block.
Controllers (DMC) to partition DRAM into distinct memory Peripheral isolation. Peripherals in the ARM platform archi-
tecture can be designatedsesureor normal Secure periph-
erals are intended to be accessible by the secure world while



normal peripherals can be accessed from both worlds. Thu$ying secure interrupt line configurations. Thus, securdavo
there is a need to isolate secure and normal peripheralaso ttcode and data can be protected from potentially malicious
software running in the normal world cannot maliciously or normal-world interrupt handlers, but TrustZone by itsalf i
inadvertently address secure-world peripherals. not sufficient to implement device virtualization.

ARM's “CoreLink” architecture connects high-speed sys- 5 5 i ajization-based Isolated Execution
tem devices such as the CPU and memory controllers using
the Advanced eXtensible Interface (AX|) bus [9] The rest ofARM’S Virtualization Extensions prOVide hardware virtual
the system peripherals are typically connected using the Adzation support to normal-world software starting with the
vanced Peripheral Bus (APB). The AXI-to-APB bridge de- Cortex A15 CPU family [11]. The basic model for a virtual-
vice is responsible for interfacing the APB interconnedthw ized system involves a hypervisor, that runs in a new normal-
the AXI fabric. The AXI bus transaction packets include anworld mode called Hyp mode (Figure 2). The hypervisor
identification field that designates the transaction asreemu  is responsible for multiplexing guest OSes, which run in the
normal. However, the APB transactions do not have such gormal world’s traditional OS and user modes. Note that soft
provision [10]. This places the responsibility for managin Ware using the secure world is unchanged by this model, as
Security-re|evant state with the AXI-to-APB br|dge the hyperViSOf has no access to secure world state. The hy-

A TrustZone-aware AXI-to-APB bridge contains addresspPervisor can optionally trap any calls from a guest OS to the
decode logic that selects the desired peripheral basedeon t§ecure world. As hardware-supported virtualization dechi
security state of the incoming AXI transaction; the bridgetures have been studied for over four decades [45], we elide
rejects normal-world transactions to peripherals desegha further detail on the ARM specifics.
to_be used _by the secure_—world. A TrustZone AXI_—to-APB 4.3 Secure Storage
bridge can include an optional software programming inter-
face that allows dynamic switching of the security state of acurrent ARM platform specifications do not include a root of

given peripheral. This can be used for sharing a peripherdfust for long-term secure storage. Platform hardware end
between both the secure and normal worlds. are free to choose and implement a proprietary mechanism if

DMA Protection. Certain peripherals (e.g., LCD controllers desired. In this section we discuss hardware roots of taust f

and storage controllers) can transfer data to and from memorsecure storage that are available on devices today.

using Direct Memory Access (D_MA), which is not access-4.31 Secure Elements

controlled by the AXI-to-APB bridge. A TrustZone-aware . . .
DMA controller (DMAC) supports concurrent secure and The Secure Element (SE).prowd.es a solution fqr establish-
normal peripheral DMA accesses, each with independent inng a root of.trust for moblle deV|'ces. SEs prq\{lde Sto“”!ge
terrupt events. Together with the TZASC, TZMA, GIC, and and processing of digital credentials and sensitive dag in

the AXI-to-APB bridge, the DMAC can prevent a peripheral physically separate protec_ted module such as a smart-card,
assigned to the normal-world from performing a DMA trans- tNereby reducing the physical attack surface. IdeallyShe

fer to or from secure-world memory regions provides a flexible secure platform that supports many ap-
Hardware Interrupt Isolation. As peripherals can be as- plications, each of which can be customized and managed

signed to either the secure or normal world, there is a need ﬂgdeper?der;tly [14]. Securebels(rjnedn:]s fe(;ll into three br?d ¢
provide basic interrupt isolation so that interrupts fraure ~ €901ies: software SEs, embedded hardware SEs, and remov-

peripherals are always handled in secure world able hardware SEs [46]. For the purposes of this discussion

Hardware interrupts on the current ARM platforms can be'Ve Only consider hardware-based SE solutions.

categorized into: IRQ (normal interrupt request) and FIQ 'An embedded SEisan I,C fixed to a m_obile devige tq pro-
(fast interrupt request). The Generic Interrupt Controlle V_'de a high degree of security for applications handllngssen
(GIC) can configure interrupt lines as secure or normal andV€ data. Embedded SEs are commonly used to provide secu-
enables secure-world software (in monitor mode) to seleclty for near field communication (NFC) applications such as
tively trap such system hardware interrupts. This enable§Utomatecj accesls control,l t|cke|tI|ng, and mogllg dpagmemt Sy |
flexible interrupt partitioning models. For example, IR@s1c tems. For example, Google Wallet uses embedded secure el-

be assigned for normal-world operations and FIQs for securé?MeNts to store and manage encrypted payment card creden-

. 6 H i -
world operations. The CPU core provides support for intertials,” so that they are never available to a compromised mo

rupt identification and redirection. For example, if an IRQ _biIe device OS. Development platforms such as_the FreeScale
occurs during normal-world execution, it is handed over tgMX53 (§4.8.1) and Texas Instr_uments M-Sh|el§“_,l448.2),

the normal-world interrupt handler immediately. However, emP'OY an embedded SE tp provide a tamper-resistant secure
an IRQ occurs during secure-world execution, the monitor£Xecution irlld storage gnwr;:nmgnt. bl h
mode handler is invoked which can choose to handle the IRQ Removable SES are interfaced to réemovable memory suc
or inject it back to the normal-world. The GIC hardware also®S @ Secure Digital (SD) Card or Universal Integrated Cir-
includes logic to prevent normal-world software from modi-

Shtt p: // www. googl e. cond wal | et/ faq. ht m



cuit Card (UICC). With removable SEs, third-party devel- cation, leaving the OEMs free to customize a specific imple-
opers can develop applications against a single platformmentation to suit their business needs. This means that OEMs
independent interface. However, removable SEs are readilgould leave out components whose absence can severely con-
physically separated from the mobile device (e.g., the S mastrain some security features and in some cases even break
be independently lost or stolen). Giesecke & Devrient andeature correctness. For example, the absence of a TZASC
Tyfone are notable vendors currently selling removable. SEs(and/or TZMA) leaves main memory (DRAM/SRAM) acces-

. sible to both the secure and normal worlds. The only way to
4.4 Remote Attestation enforce memory isolation between the worlds is to use TCM
A remote attestation primitive relies on a private key tisat i (§ 4.2.1), which has a very limited size (typically 16-32 KB).
exclusively accessible by a small TCB, and the presence dsimilarly, DMA protection requires a TrustZone-aware DMA
one or more registers to store measurements (cryptograph@entroller, GIC, TZASC (and/or TZMA), and a TrustZone-
hashes) of the loaded cod{8(3). A vast majority of off-the- aware AXI-to-APB bridge. The absence of one of these com-
shelf mobile devices include support for secure or authentiponents will result in the DMA protection being ineffective
cated boot. The boot-ROM is a small immutable piece of Unfortunately, most of today’s off-the-shelf mobile dessc
code which has access to a public key (or its hash) and aunclude a single set of devices shared between the secure and
thenticates boot components that are signed by the device anormal worlds and do not include all the required components
thority’s private key. Platforms such as the FreeScale 88X to fully realize the hardware security primitives descdbe
(64.8.1) and Texas Instruments’ M-Shield(8.2) contain se- previously. This results in a huge gap between functional
cure on-chip keys (implemented using e-fuses) that are onepecification and device implementation. OEMs and carri-
time-programmable keys accessible only from inside a desers are generally not concerned with DMA-style attacks or
ignated secure environment for such authentication pegpos including a TZASC (and/or TZMA) because their physical
However, none of the hardware platforms, to the best of ousecurity requirements already force them to process sensit
knowledge, support platform registers to accumulate meadata in TCM or other device-specific isolated environments
surements of the loaded code. In principle, this suppordcou unreachable via DMA.
be added in software by leveraging the hardware isolation Many OEMs explicitly lock-out platform security features.

primitives and secure storage described previously. For example, TrustZone secure-world is enabled or disabled
L by a single bit in the system configuration register [7]. Once
4.5 Secure Provisioning this bit is set to 1 (disabling secure-world), it can no lange

Current mobile platforms implement mechanisms to authenbe cleared until a device reset. In many off-the-shelf neobil
ticate external information, with the hash of the public-por devices such as the Droid, Droid-X, BeagleBoard, and some
tion of the signing key stored immutably on the device [34]. Gumstix platforms, this bit is set to 1 by the boot-ROM code,
However, such capabilities are currently restricted to GEM in essence allowing only normal-world operations.

or carriers (e.g., software updates, assigning differdent- From a developer’s perspective, an abundance of documen-
ties to the device) and remain unavailable for use by arfitra tation and open-source (or low-cost) development tools are
third-party developers. two key factors that facilitate device and platform adoptio
While ARM offers decent documentation and development
4.6 Trusted Path tools (FastModel/RVDS/RTSM) to leverage the hardware se-

Platforms such as M-Shield4.8.2) provide basic hardware CUrity primitives, the cost of the tools (outside of acadgmi
primitives to realize a trusted path. A special chip inter-iS grea}tgr than cost of a typical device. We believe th!s to be
connect allows peripheral and memory accesses only by tHé S|gn|f|cant reason why the open-source and hobbyist com-
designated secure environment, and secure DMA channef8Unity has not rallied around ARM's tools.

to guarantee data confidentiality from origin to destirmatio .

Such capabilities are being used for DRM (video streaming)4'8 Platform Case Studies

on certain off-the-shelf mobile devices [28], but it rengin We now describe several readily available, inexpensiveldev

unclear if they are available to third-party developers. opment platforms that come with a host of interesting secu-
. d Chall rity features. These examples serve to show that there is no
4.7 Design gaps and Challenges shortage obecurity potentiain mobile device platforms.

Having described the ARM hardware platform and security .

architecture and how the different components interplay to4'8'1 FreeScale . MX53

provide various hardware security features, we now idgntif The FreeScale i.MX53 is a $149 MSRP development board

design gaps and implementation challenges in off-thefshelwith an ARM Cortex A8 CPU and many security features.

mobile devices that prevent third-party application depels  Secure-Boot ProcessThe i.MX53 supports a High Assur-

from fully realizing the desired security features. ance Boot (HAB) process where the system boot-ROM pre-
ARM'’s hardware platform architecture is only a specifi- vents the platform from executing unauthorized softwairre du



Open Application enforcesisolation by enforcing the system’s security policy

Sequre Middioware Rxarmhint rules during secure environment entry, execution, and exit
s, | M-Shield also provides hardware primitives fousted
T path A Secure_ DI\/I_A_controIIer _t_ags DMA transfers to
P _protect.the conﬁdenuahty of sensitive high-value data-du
Machine ing their processing and transfer throughout the platform.
e To further ensure protection against attacks, a secure chip
SHauD interconnect a||0WS accessing peripherals and memorigs on
AES oo by the secure environment and/or by secure DMA channels so
e e that the confidentiality of sensitive information is guassd
through the entire data path, from origin to destination.
M-Shield Mobile Security Technology M-Shield includes a public-key infrastructure that pr@sd

a secure means to validate the authenticity and integrity of
Figure 3: TI's M-Shield Mobile Security Architecture [12]. software on the platfor_m before e_xecutlon, thereby sujmmprt
secure-bootaind enablingauthenticated-boot The platform
exposes the TrustZone ARJG.3.3) for managing secure ser-
vices. According to the white-paper [12], there are assedia

ing the poot sequence. Using digital 5|gnatures 0 recegniz iddieware and developer APIs for developing such secure
authentic software, HAB supports booting the device to a__ . . -

o . : e services. However, documentation detailing those APIs doe
known initial state, running software signed by the (lifed-

. . . not seem to be readily available.
write-once) designated authority.
Secure Cryptographic Key Storage.The i.MX53 Secgrity 5 |solated Execution Environments
Controller provides a small Secure RAM area that is self-
clearing on tamper detection or software deallocation. TheAn execution environment that is isolated from the device op
controller is TrustZone-aware and provides configurable acerating system§@.1) is perhaps the most critical security fea-
cess controls. The Code can execute out of the Secure RAMure described 3. Such an environment can be used to
Secure Cryptographic Computing Engine. The i.MX53  run secure services that multiplex hardware-backed ggcuri
Security Accelerator (SAHARA) provides a dedicated cryp-features, such as secure storagq), amongst the various
tographic engine for importing data to or exporting datarfro  Stake-holders, including third party application deveisp
Secure RAM. It has a 256-bit dedicated secret master key Greater flexibility can be offered to third-party develaper
that is protected from other software or hardware accesseBy allowing them to run modules inside that environment.
The SAHARA has a dedicated TrustZone-aware DMA con-This mechanism provides the strongest security for those
troller and accelerates the following cryptographic fimms: ~ modules, since data can be prevented from leaving the secure
AES, DES/3DES, ARC4, MD5, HMAC, SHA-1, SHA-224 environment. However, it also requires ensuring that saféw
and SHA-256. It also features entropy generation. modules in that environment cannot compromise each other,
DMA Controller. The i.MX53 Smart Direct Memory Ac- the environment itself, or the main OS. While this increases
cess (SDMA) controller is a software programmable DMA the size and complexity of the isolated environment’s &dst
controller that supports two security levels: (a) open mede computing-base, such an environment remains smaller and
where the CPU has full control to load scripts and executiorinore trustworthy than a full-featured OS.
context into SDMA RAM and modify SDMA registers; and  The available isolated-execution hardware primitives
(b) locked mode—where selected SDMA registers becomé§4.2) offer several options for implementing isolated execu

read-only to prevent modification of software reset, exception environments. We consider two high-level approaches:
tion, and debug handling. either using a parallel execution environment, or multiple

482 Texas Instruments’ M-Shield ing a single execution environment using a hypervisor.
Texas Instruments M-Shield mobile security technology [12 5.1 Parallel Isolated Execution
is a system-level security solution with hardware and soft-One strategy for isolated execution is to put sensitive code
ware components (Figure 3). M-Shield provides one-timan a distinct, parallel environment. As describedsh2.1,
programmable on-chip keys (using e-fuses) that are accesurrent ARM platforms that support TrustZone offer a mech-
sible only from inside the secure environment, and are typanism by which secure software can execute in isolation
ically used for authentication and encryption. M-Shielsibal within a special processor world. Several research propos-
provides a hardware AES and public-key accelerator, as wells [19-21, 35,57, 60] employ TrustZone to achieve isatatio
as DES/3DES, SHA and MD5 hardware accelerators. and provide a subset of the security properties discussid in
The M-Shield secure environment has a secure state m&®ther approaches make use of a physically separate protecte
chine (SSM) as well as secure ROM and RAM. The SSMmodule such as a smart-card to achieve isolation. One no-



table example is the Trusted Execution Module (TEM) [16], tiplexing security-critical baseband functionality orethame
which is capable of securely executing procedures (calted processor as popular unmodified OSes and user-facing ap-
sureg expressing arbitrary computation. The TEM itself is plications, thereby reducing the cost of materials in a $mar

a byte-code interpreter for a small special-purpose progra phone [40,43]. Indeed, this appears to be OK Labs’ primary
ming language. This interpreter is realized as a JavaCard apusiness model. From a developer stand-point, hypervisor
plet, hosted inside a JavaCard-enabled [52] smart-card. Arframeworks allow creation of custom security applications
other example is a smart-card-based Mobile Trusted Moduléhat can benefit from improved isolation (e.g., mobile bagki
(MTM) [18] that implements the MTM functionality in Java and payments or anti-malware). From a user’s perspective, a
applets that can be downloaded into the smart-card. We prdypervisor framework may enable simultaneous execution of
vide a detailed discussion of the above frameworksin different OSes, offering a rich set of security features exid

. ecution environments on a single mobile device.

5.2 Hypervisors Hypervisors are deployed in custom (OEM- and carrier-
A microkernelis a minimal OS, with many components that specific) environments on roughly 1 billion off-the-shelém
would be part of a monolithic OS, particularly device drver bile devices [40, 43]. These can be, and likely already are,
either removed or running as deprivileged processefy-A used to run security-critical services in isolation fronubyf
pervisoris a microkernel that can run other OSes as deprivifeatured OS running on the same CPU. Unfortunately, we ob-
leged processes. OSes can run unmodified if the environmeserve that this is done transparently to the user and to-third
provided by the hypervisor (optionally with help from some party developers. These devices do not provide an open API
of its deprivileged services) matches the physical hardwarto third-party developers to rutheir own module$n an iso-
expected by that OS. Otherwise we say that the OS must Hated execution environment provided by the hypervisor.
para-virtualized—maodified to run in the environment that is
provided by the hypervisor.

A hypervisor can be used to implement an execution enAll known ARM hypervisors except for KYMARM use para-
vironment that is isolated from the main OS by running thevirtualization to support guest OSes (Figure 4). While KV-
operating system as one process (a virtual machine), and BYARM is targeted at full virtualization, it is a work-in-
running the modules to-be-isolated as separate processes. progress that presently supports a customized v2.6.27eof th

We now briefly summarize some noteworthy existing ARM Linux kernel, and faults due to a bug while booting the kernel
hypervisor projects shown in Figure 4. Current closed-seur ~ While paravirtualization in general has proven success-
hypervisors include Winter [57], seL4 [33], OKL4 [40], and ful, and many individual drivers are paravirtualized on gan
INTEGRITY [29]. Winter outlines an approach to merge commodity platforms such as x86, there is an unavoidable ad-
TCG-style Trusted Computing concepts with ARM Trust- ditional maintenance cost for paravirtualization. Unléss
Zone technology in order to build an open Linux-basedparavirtualized hardware architecture and correspon@sg
embedded trusted computing platform. The selL4 projecénd driver changes are accepted as a first-class archéectur
gained notoriety in 2009 when they announced a formallyoy the OS kernel, the maintainers of the paravirtualization
verified microkernel for the ARM architecture. OKL4 is a related changes will perpetually be playing catch-up.
microkernel-based embedded hypervisor with a small foot- Thus, the price of paravirtualization is increased mainte-
print and CPU support to target mobile telephony. The IN-nance cost and more limited availability in terms of supgart
TEGRITY multivisor uses a security kernel to provide do- guest operating system versions. For example, Samsung'’s
main isolation and is targeted at in-vehicle infotainmemd a Xen for ARM requires modifying approximately 5000 lines

5.2.1 Limitations of Paravirtualization

next-generation mobile devices. of code in the Linux kernel [58]. The most recent kernel ver-
Codezerd, XenARM [58], and KVMARM® are some sion it can support is a modified Linux 2.6.11 kernel, a rela-
noteworthy open-source hypervisor initiatives. Thetively old version of Linux released in 2005.

CodeZero project proposes a hypervisor based on th% )
L4 microkernel, written in C/C++ in under 10K SLOC. Sam- API Architectures

sung has supported the Xen hypervisor project o producgy,,ing discussed the hardware primitives available on to-
an o_pen-source varl_ant of the Xen hypervisor fo_r the ARMday’s mobile platforms iri4, and how those can be used to

architecture. A port is underway of the popular Linux KVM i niement reduced-TCB isolated execution environments in
(Kerel Virtual Machine) to the ARM architecture. §5, we now discuss potential application programmer inter-

Hypervisor frameworks potentially hold value for all stake ¢;~aq (APIs) that those isolated execution environmenis ma
holders (OEMSs, carriers developers, and users). From aBxpose to developers.

OEM perspective, secure hypervisor frameworks allow mul-

6.1 API Types
"http: //ww. | 4dev. org . )
8t tp: //wiki.ncl.cs. col unbia. edu/ wi ki / KVMARM We distinguish between two types of APISpp-IEE APIs
Mai nPage andModule-IEEAPIs.
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HyperVisor/Microkernel | Virtualization Type | Code Availability | Maturity Level
Winter Split-world Closed-source Unknown

SelL4 Para-virtualization | Closed-source Unknown

OKL4 Para-virtualization | Closed-source Mature
INTEGRITY Para-virtualization | Closed-source Mature
CodeZero Para-virtualization | Open-source Work-in-Progress|
XenARM Para-virtualization | Open-source Work-in-Progress|
KVMARM Full-virtualization Open-source Work-in-Progress,

Figure 4: Noteworthy ARM hypervisors and microkernels.

App-IEE APIs specify how normal applications running ment will be able to access provisioned data. A trusted path
on the main OS interact with the isolated execution enviimplemented via Module-IEE APIs can provide assurance to
ronment. Such APIs could include mechanisms for commuthe user that he is communicating with the intended module
nicating with modules running inside the isolated executio running in the isolated execution environment.
environment, for discovering service-modules runningdi@s We now summarize the benefits to application developers
the isolated execution environment, or for loading thiedtp  that arise from OEM- or carrier-provided security serviees
software modules into the isolated execution environment. posed through an App-IEE interface. Secure storg§g8e2)

Module-IEEAPIs specify how to develop modules running can be implemented by allowing direct access to a secure
inside the isolated execution environment. As discussed istorage location, or by implementing a sealed-data APlaDat
63 and§5, such environments will typically minimize their sealed in this way would be protected from offline attacks,
size and complexity by not offering the functionality of difu  and attacks where a different OS is booted (since the sealed-
featured OS. Instead, these APIs will typically offer some o data-service would refuse to unseal for the modified OS).
all of the security services discusseds®, some APIs for Remote attestatior;8.3) implemented in the App-IEE-only
communicating with software running on the full OS, and model can attest that a known OS image booted. This can
possibly some APIs for communicating directly with periph- provide some assurance to remote parties that they are com-
erals (i.e., a trusted path to those peripherals). municating with a client that started in a known configunatio

However, such mechanisms cannot detect if the OS has been
6.2 App-IEE-only model vs compromised after it was booted. Similarly, a secure provi-
App-IEE + Module-IEE model sioning §3.4) service built in the App-IEE-only model can

A minimal way to make hardware security features availableensure that exported data can only be accessed by a known
to application developers is for OEMs or network carriers todevice that booted a known OS. However, it would have to
provide security-relevant services running inside théaieal  Tust that' OS to not compromise the data itself or to allow
execution environment, and expose them via App-IEE APIsunauthorized applications to access that data. A trusagld-p
This approach may be attractive to OEMs and carriers, wh&ervice {3.5) implemented in the App-IEE-only model can
may not want to bear the risk of allowing third-party code to €nsure to the_ user that an agthonzed QS booted, but not that
run in the device’s isolated environment, or the cost of im-the OS remains uncompromised after it has booted.
plementing strong isolation between modules in that enviro .
ment. Unfortunately, without providing application devel 6.3 Candidate APIs
ers with an isolated execution environme§8.Q) in which  We next discuss several published APIs. All of these specify
to run their modules, the security properties gained have App-IEE APIs; some of them additionally specify Module-
large TCB that includes the entire OS at runtime. Still, evenEE APIs.
this strategy improves the set of security features availiab .
third-party developers today, as we detail below. 6.3.1 Mobile Trusted Module
We first summarize the desirable properties that arise whefhe Mobile Trusted Module (MTM) is a specification by the
a Module-IEE API for running custom code in the isolated Trusted Computing Group (TCG) for a set of trusted com-
execution environmeris available to application developers. puting primitives [53]. Like the Trusted Platform Module on
Module-IEE APIs for secure storage enable developers to erPCs, the MTM provides APIs for secure storage and for at-
sure that only their module can access sealed data, even if tiestation, but does not by itself provide an isolated exenut
OS is compromised. Module-IEE APIs for remote attesta-environment for third-party code or facilities for trusteaith.
tion can run code isolated from the OS, and need not include Unlike the TPM, the MTM is explicitly designed to be im-
the OS’s measurements in their remote attestations. Medulglemented irsoftware In particular, it is amenable to being
IEE APIs for secure provisioning can ensure that only themplemented as a module running inside an isolated execu-
intended module running in the isolated execution environtion environment on a mobile platform. Also unlike the TPM,
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the MTM explicitly supports the instantiation of severatpa  ObC'’s key provisioning design seems to be optimized for
allel instances. This feature is intended to support amimt®8 DRM use-cases, where it is undesirable to have to re-encrypt
for each of a few stake-holders on a mobile platform. In prin-media for each individual device, As a result, it relies heav
ciple, it could be used to support a private MTM instance toily on the physical security of all participating devicese-S
each individual software module that is loaded into an iso-cured data is provisioned or migrated between devices by
lated execution environment. encrypting it under a global program-family symmetric key.
Adding an MTM alone to a mobile platform and allowing That key is, in turn, provisioned to devices trusted to pro-
third-party developers to access it via App-IEE APIs wouldtect it and to use it in accordance with ObC policy (i.e., only
serve to expose the underlying hardware security featares iuse it to encrypt or decrypt data for ObC programs that are
a uniform way across hardware platforms. part of the program-family). In this model, compromising
The MTM could also be used in architectures where third-the program-family key from any participating device is-suf
party code is allowed to execute in an isolated execution erficient to compromise the confidentiality and integrity ofala
vironment. However, simply giving secure modules directmigrated by that program-family on any device—a break-
access to a single shared MTM instance would put all runence, run-anywhere attack. Hence, for applications protec
ning modules into each-other’'s TCB; e.g., modules would beng data that is confidential to the device owner, such as web
able to unseal data belonging to other modules. This limsite or banking credentials, it would be preferable to reduc
itation could be addressed by instantiating a fresh, mjvat that attack surface to the set of devices trustethay user
MTM instance for each module that runs. Optionally, to It may be possible to extend ObC to support a user-centric
minimize complexity and resource-usage, these on-demandust model, by replacing program-family-keys with user-
MTMs could implement only a small subset of the MTM keys, and putting the user in charge of provisioning thogs ke
specification. This is similar to the approach taken by preto the devices that the user owns or otherwise trusts. Such
vious research on x86 platforms, with the MTM taking the a provisioning mechanism could be built using a remote-
place of the TPM [41,47]. attestation mechanism; while ObC assumes the existence of
Another, orthogonal, way to use an MTM is for the iso- such a mechanism (using device-keys), its APl does not ex-
lated execution environment itself to use the MTM as a backpose a remote attestation feature to secure software nsdule
end. This strategy could provide a uniform interface for im-However, adding such an API would be straightforward.
plementing the isolated execution environment itself sgro  The primary implementation of ObC uses Texas Instru-
multiple hardware platforms. ments’ M-Shield [12] to provide an isolated execution envi-
While several researchers have implemented the MTM [18tonment, secure storage, and integrity of the isolatedwexec
21,36,57,60], itis not to our knowledge implemented on anytion environment (via secure boot). While multiple commod-
off-the-shelf mobile platforms. ity smartphones are equipped with the necessary hardware
6.3.2 OnBoard Credentials s_uppqrt for OpC, enabling it requires a specially ;igned _de—
vice firmware image from the OEM or carrier, and is outside

OnBoard Credentials (ObC) [19,35] is an architecture te prothe reach of third-party developers and device owners.
vide an isolated execution environment to third-party -soft

ware modules written in the L8ascripting language. Itin- 6.3.3 TrustZone API
cludes both App-IEE and Module-IEE APIs.

ObC provides most of the features describeg3dnan iso-
lated execution environment, secure (sealed) storagesexn

The TrustZone API (not to be confused with the TrustZone
d hardware features) is an App-IEE API for managing and in-

cure provisioning. It also provides a form of trusted patin i voking modules in an isolated execution environment [8].
plemented using a management application with a customiz- The TrustZone APl appears to have been designed to work

able interface. Unfortunately it does not provide a remoteW'th services running in the TrustZone secure wofkiZ.1)

attestation API, though adding one would be straightfodwar in particular; however, the model is fairly abstract and-pro

While ObC supports only Lua modules and not native-code/ides interfaces for selectinghich secure “device” to com-

modules, this design decision was made so that its isolate'@u_mCate with. Hence, the TrustZone API could cgncewably
execution environment would have very small run-time mem. e implemented to communicate with secure services backed

ory requirements (6 KB for the Lua interpreter). This allows with other protection mechanisms, or even services running

L . o . te device.

ObC to fit into on-chip memory, thus mitigating physical at- on aremo . . .

tacks such as bus-sniffing. This feature is beneficial foresom T(;'el (publicly available) Trt:fltZQne AIZIbdoemt mfcl:Jde f
use-cases, e.g., to protect the owner’s secrets from being c Module-IEE APIs. Hendce, ‘;V lle It Cﬁu ' be ﬁ useful set o
promised if the device is physically lost or stolen, or DRM ap APIs to expose to app developers, allowing them to commu-

plications where the legitimate owner of the physical devic nicate W|th services running in an |so_lated execution em#r
may be the attacker. ment, by itself it does not fully specify the APIs needed for

developingsuch service modules.
Swwv. | ua. or g We are not aware of any mobile platforms where the Trust-
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Zone APl is open to third-party developers. this hardware is being monopolized by a single application.
. . Given the rise in add-on security devices, it is reasonable
6.3.4  GP Trusted Execution Environment (TEE) to question why the OEMs and carriers have not responded
The GlobalPlatform consortium is developing a set of stanmore aggressively by opening up or including additional se-
dards for a Trusted Execution Environment (TEE) [27]. It curity features. On this issue we can only speculate, but we
includes both App-IEE APIs for applications to interactiwit |ist here a few plausible explanations: (1) an existingurelt
isolated modules [25], and Module-IEE APIs for developing of security-through-obscurity is reluctant to embracengea
such modules [26]. (2) business interests are attempting to corner the maoket f
While the system architecture specifically suggests optiongheir exclusive use; (3) fragmentation in existing prog@sa
where the environment is created by multiplexing resourcegampers their adoption for fear of future incompatibittier
with an untrusted OS, to our knowledge the only implemen-(4) there is little awareness of the level of maturity for pro
tations of the TEE use a dedicated device such as a Secupgsals for multiplexing hardware security features betwee
Element §4.3.1) or smartcard, and only run applications in multiple stake-holders.
the secure environment that are pre-approved by the entity We reject the position that OEMs or carriers are unable
deploying that device. to monetize such additions. Features sell phones, and secu-
The TEE client specification [25] includes APIs for con- rity primitives enable application developers to produeg/n
necting to and invoking a secure application. The TEE inkinds of applications. We reject the position that DRM is the
ternal specification [26] defines the runtime support avail-only viable use for such features. Digital media is inhdyent
able to secure applications running inside the TEE. These imbreak-once, run-anywhere, andaitll eventually be broken.
clude communication with calling code outside of the TEE,We argue that hardware-backed security features can imme-
secure storage (though it is unclear if state continuity@ p diately add significant value in such areas as protectinguse
vided [44]), cryptographic primitives, and trusted time. cached login credentials and encrypting users’ data while a
Of the security features frof8, those missing are remote rest on the phone. Mobile payments and myriad other appli-
attestation, secure provisioning, and trusted path. Inciple  cations can follow in quick succession.
remote attestation can be added, which, as discussg8l.8) (
can be used to build secure provisioning. 7.1 Research Community Recommendations

7 Analysis and Recommendations It is our recommendation to the research community to
continue to investigate viable architectures for multipig

We now give our analysis of the security properties that to-mutually-distrusting stake-holders on resource-coirsh
day’s mobile devices can provide, and offer recommendationhardware security primitive§6). This is especially impor-
to the research community, to app developers, to platform intant as virtualization extensions make their way to the ARM
tegrators, and to hardware vendors. architecture §4.2.2), opening up the possibility for two di-
The set of primary stake-holders today includes only thevergent approaches (split-world vs. virtualization). &pk
OEMs and telecommunications carriers (and their immediattention should be paid to the possibility for a heterogese
ate business partners). Thus, the hardware security primthreat model: OEMs and carriers are concerned about de-
tives that are actually included in mass-market mobilegevi fenses against physical attacks, whereas many use-cases fo
are only those of interest to the OEMs and telecommunicaprotecting the end-user’s data are primarily concernedl wit
tions providers. It is our primary recommendation that ap-software-based attacks that arrive via a network connectio
plication developers and device owners be considered first- Development hardware with a multitude of unlocked secu-
classstake-holdersoy OEMs and telecommunications ser- rity features is now readily available and inexpensiy& §).
vice providers. While economics may prevent the inclusionThough hardware with virtualization extensions remains un
of additional hardware security primitives in mass-madest  available at the time of this writing, ARM’s toolkit enables
vices without a compelling business reason, those prigstiv emulation of Cortex A15 platforms today. Open-source con-
which are present should be leveraged to offer additional sdributions of viable multiplexing architectures can setoe
curity features to application developers and devices msvne raise awareness with OEMs, carriers, and application devel
We have shown that—while helpful—the security APIs opers. We are optimistic that a robust reference implermenta
provided to application developers by today’'s mobile OSegion could even enjoy widespread deployment.
are inadequate because of the continuing ease with which The fear of fragmentation of security APIs can be ad-
mobile device OSes are compromised. We have also showtressed by developing consistent interfaces. We recommend
(§2) that the market has responded to the need for securithe adoption of consistent Module-IEE and App-IEE APIs,
features with add-on hardware that provides Secure Elemesb that application developers that endeavor to privilege-
functionality, either exclusively or in conjunction wittew  separate their programs today can continue to reap the se-
I/O interfaces. Some newer devices (e.g., the Nexus S) are beurity benefits into the future without significant risk of in
ginning to include embedded Secure Elements; unfortupatel compatibility or maintenance / support nightmares. Suppor
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for multiple feature sets may also be reasonable. For exa position where it is able to compromise the entire device.

ample, credential programs such as those enabled by Ons .

Board Credentials6.3.2) may reasonably coexist with more D/'4 Hardware Vendor Recommendations

feature-rich isolated execution environments that alloi-a Unconstrained memory isolation and improved protection

trary computation (within resource limits). against DMA-based attack$4.7) are significant needs in
current device hardware. It is more difficult for us to jugtif

7.2 Application Developer Recommendations  the added expense in device hardware at the present time. If

It is our recommendation to app”cation deve|0pers to Conlhe market does indeed parallel our recommendations in the
tinue to demand improved security APIs and primitives inPreceding sections, and existing hardware security featur
the development environment for popular mobile device-platP€gin to enable new applications, then the logical nextistep
forms. The incredible volume of misinformation bandied o offer additional hardware security features.
about on Internet forums about how to protect cached cre- 10 this end, our recommendation is to address the DMA
dentials, encrypt data at rest, or give users a false sense yeecurity problem§4.7). This will not only add protection
security is deeply disturbing. against currently prevalent attacks from malicious pesiph
We encourage application developers to learn about ex@ls [56], but will also result in the automatic inclusion of
isting proposals for Module-IEE and App-IEE APIs, and to memory address-space controllers such as a TZASC and/or
consider their implications for the architecture of theipte ~ TZMA (§4.2.1), so that security-sensitive modules that ex-
cations. Especially those developers with an interest@nep €cute in isolation need not grapple with today's dearth of
source can produce reference implementations that we expetightly Coupled Memory.
may be rapidly adopted by other developers. References
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