Distributed Pro toring
Bru e S hneier ?

John Kelsey ??

Jay Walker ???

We develop a proto ol for \distributed pro toring" whi h
allows a network of graders to grade individual problems solved by a
network of test takers. The mutual anonymity of the test takers and
graders is ensured using anonymous MIXs, but an audit trail is provided
in the event of a grading dispute. We dis uss other appli ations for this
proto ol, more generally de ned as \digital pie ework."

Abstra t.

1 Introdu tion
We would like to take some submission from a user (e.g. a ontest entry, a solution
to a problem in an exam, or a paper submitted to a refereed ele troni journal)
and pass it anonymously to be judged by one or more graders. We want the
graders to be able to send an authenti ated result ba k, and we need to be able
to pay them for their work. Eventually, we will make some de ision on the basis
of this result: an exam is given a grade, a paper a epted or reje ted, a winner
de lared in a ontest. We all this general problem \Distributed Pro toring."
There are many appli ations for this kind of proto ol, and it an be more generally thought of as \Digital Pie ework." Ali e has a problem requiring human
judgment (grading test answers, in the example above) whi h an possibly be
divided into several pie es (ea h test question an be graded individually). There
is a network of experts (graders) who are available to solve problems (they log
onto the system at will, and are sent test answers to grade as they be ome available). The experts solve the problems (grade the questions) and transmit their
solutions ba k to Ali e. This system ould be anonymous or not. Ali e needs to
be able to verify the experts' redentials (they must post erti ed opies of their
redentials) and possibly their identity, and some means of paying them for their
work.
There ould be an entire network devoted to digital pie ework. Experts in a
variety of elds ould post their redentials, and people needing expertise ould
post their requests. An \experts wanted" list might look like:
{

?
??
???

I want an a ademi paper on quantum me hani s reviewed anonymously by
three quali ed a ademi s not lo ated in the U.S. The reviews are due on a
parti ular date.

Counterpane Systems, 101 East Minnehaha Parkway, Minneapolis, MN 55419
s hneier ounterpane. om

Counterpane Systems, 101 East Minnehaha Parkway, Minneapolis, MN 55419
kelsey ounterpane. om

Walker Digital, In ., 4 High Ridge Park, Stamford, CT 06905

{

{

{

{
{

{

{

I am a businessman in the steel salvage business with a question as to how
to handle a personnel problem. I would like my question answered by a
personnel professional at a Fortune 1000 ompany who is not in the steel
business and who has dealt with the same or similar problem at least ve
times in their own ompany. I am willing to pay $100 for answers or at least
250 words. Anonymity is a eptable, but I will pay an extra $100 if the
person is identi ed to me and I am allowed to all him.
I am an attorney who is seeking other businesses who have had a problem
with the XYZ ompany's plasti produ ts. I will pay $50 for ea h do umented
example of problems, up to 100 problems.
I am looking to de ode a hieroglyphi unearthed on a site in Israel. I will
pay $50 for ea h solution of at least ten words, and $500 for the omplete
solution. Answers will be a epted from 4 andidates who send me their
redentials.
I am seeking to hire a quali ed stru tural engineer for a two-week assignment
performing a weight-load analysis for various wooden bridges.
I am arguing with an insuran e ompany, and need three independent medi al opinions no later than the following Friday. I seek only the opinions
of do tors who are board- erti ed inner ear spe ialists and who have been
pra ti ing for ve or more years. Ea h opinion must be at least 200 words in
length. If the opinion is anonymous or unoÆ ial, I'll pay $100. If the opinion
is the physi ian's oÆ ial opinion, I'll pay $250.
I am looking to nd Ali e Smith, last known address 100 York Street, Anytown, USA. I will pay $500 to the rst person who provides me with a veri ed
pla e of employment for this person.
To all people who have eaten at my restaurant, I will pay $5 for a 100 word
des ription of how to improve my servi e or menu: limit, 50 people.

For the rest of this paper, we will restri t our dis ussion to the distributed
pro toring problem. Many se urity issues arise in this kind of proto ol. Among
them:
a.
b.
.
d.
e.
1.1

a.
b.
.
d.

How do we know that the test's rules are being followed?
How do we know that the grader is grading tests impartially and orre tly?
How do we ensure anonymity of the test takers and graders?
How do we prevent ollusion between some test takers and some graders?
How do we prevent outside interferen e with the pro ess?
Notation and Conventions
P K EP K
P KU

.

U (X ) represents the publi -key en ryption of

X

under publi key

U (X ) represents the digital signature of X under private key S KU .
( ) represents the symmetri en ryption of X under key K0 .
P KU represents the publi key of user U .

S I GNSK
EK0 X
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e.
f.
g.

S KU
I DU
X; Y

represents the private key of user U .
represents the identi ation number or ode of user U .
represents the on atenation of X with Y .

2 Te hniques
2.1

Anonymity and MIXs

An \anonymous MIX" is an intermediary ommuni ations node whi h attempts
to make it very diÆ ult for anyone to tra e the path of a message whi h passes
through the MIX. The idea behind MIXs is dis ussed in [Cha81℄, and is used
in ele tion s hemes [Cha81, PIK94℄ and anonymous remailers on the Internet
[S h95, TG96℄. In our proto ol, we use anonymous MIXs to prevent an eavesdropper who has a ess omplete a ess to the network's traÆ from being able
to ompromise the system.
When Ali e sends Bob a message through an anonymous MIX, the following
(roughly) takes pla e:
1. Ali e wishes to send message P to Bob anonymously. She rst forms
K0 = a random session key.
Z0 = an all-zero string of some random length.
X0 = P K EP KM (K0 ), where P KM is the MIX's publi key.
M0 = X0 ; EK0 (I DB ; Z0 ; P ), where I DB represents Bob's identity.
She then sends M0 to the MIX. Note that Ali e may also have en rypted
and digitally signed the message she's sending to Bob. This has no bearing
at all on how the MIX pro esses it.
2. The MIX re eives M0 . It de rypts this into I DB ; P . It looks up Bob's publi
key from I DB , and then forms
K1 = a random session key.
Z1 = an all-zero string of some random length.
X1 = P K EP KB (K1 ), where P KB is Bob's publi key.
M1 = X1 ; EK1 (Z1 ; P ).
It waits some random amount of time before sending M1 to Bob. During
this time, it is pro essing many other messages, both sending and re eiving
them.
3. Bob re eives M1 . He de rypts it and re overs P .
In order to anonymize messages that pass through a MIX, we must have a
fairly large volume of messages oming in and out and a random delay involved in
forwarding those messages. Otherwise, it is possible for an opponent to wat h and
time messages going into and oming out of the MIX, and use this information
to determine the sour e and destination of ea h message. The whole point of the
strings of random-length all-zero string (it an be a random-length string of any
random bits, but there needs to be some way to determine where Zi ends and P
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begins) is to disguise the size of the messages; an eavesdropper who wat hes the
messages oming in and out of the MIX annot link them by their size. Messages
may also be broken into many pie es to avoid this problem. Similarly, messages
must be en rypted to the MIX, so that the messages an be de rypted and then
re-en rypted with a di erent key.
2.2

Steganography, Marking, and Collusion

There exist te hniques for embedding a hidden message in almost any freeformat data. This an be used to allow Ali e to mark her submission in some
invisible way, so that if Bob is olluding with her, he an identify her submission.
Given that submissions generally need to be free-format, there is not a general
ryptographi solution for this problem.
The study of how to embed invisible marks and messages in other messages is alled steganography. Many su h te hniques of varying quality are wellpubli ized. However, one general rule is that it is very hard to eliminate any
han e of su h hidden information without radi ally altering the \ overtext"
data. However, proper design of the tests may help make it hard to insert overt
signals into the submission in pra ti e. Mainly, however, we rely on the diÆ ulty
of making onta t with the graders and bribing or threatening very many of
them into o-operating, to make this atta k less threatening.

3 The Proto ol
In this proto ol, the players are:
{
{
{
{

Ali e | the user submitting something to be judged.
Bob | the person judging Ali e's submission.
Carol | the person oordinating the whole thing. She is ompletely trusted
by all parties.
Dave | a person who may want to have Ali e prove the results to him.

We use publi -key ryptography for en ryption and digital signatures. The
exa t algorithms are unimportant at the proto ol level; an overview of the te hniques involved is [S h96℄. All publi keys are signed by some erti ation authority. Certi ates an be sent with messages, and di erent keys an be used
for en ryption and digitial signatures. Carol knows everyone's publi key, and
everyone knows hers. The anonymous MIXs either know everyone's publi keys,
or their publi keys are sent along with their identities. Everyone is assumed to
know the MIXs' publi keys.
3.1

The Basi

Proto ol

1. Ali e reates some submission, S . This may be in response to a question
from an exam booklet, or a ontest, or a post submitted to a moderated
newsgroup, or whatever. She then forms
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= a random session key. This should not be onfused with the key
Ali e uses to send the message to the anonymous MIX.
R0 = a random hallenge either generated by Ali e or given to her by
someone else, depending on appli ation. In some ases, R0 is used to
seed the test ma hine.
X0 = P K EP KC (K0 ), where P KC is Carol's publi key.
X1 = S I GNSKA (I DA ; R0 ; S ), where S KA is Ali e's private key and I DA
represents Ali e's identity.
M0 = X0 ; EK0 (I DA ; R0 ; S; X1 ).
She sends M0 to Carol via an anonymous MIX.
2. Carol re eives M0 . She de rypts it, and veri es the signature. She also veri es
that she's never seen this submission before. She randomly sele ts a Bob out
of all the graders available. She then forms
K1 = a random session key.
N = a random submission identi er.
T1 = a timestamp.
X2 = P K EP KB (K1 ), where P KB is Bob's publi key.
X3 = S I GNSKC (I DC ; N; T1 ; I ; S ), where S KC is Carol's private key
and I DC represents Carol's identity, and where I are the grading instru tions.
X4 = EK1 (I DC ; N; T1 ; I ; S; X3 )
M1 = X2 ; X4 .
She sends M1 to Bob via anonymous MIX. She stores N , I DA , R0 , S , and
T1 .
3. Bob re eives M1 . He de rypts it, and veri es the signature and timestamp.
He then grades the submission, S , a ording the the instru tions, I . When
this is nished, he has formed a grade, G. He then forms
K2 = a random session key.
X5 = P K EP KC (K2 ).
X6 = S I GNSKB (I DB ; N; G), where S KB is Bob's private key and I DC
represents Bob's identity.
X7 = EK2 (I DB ; N; G; X6 )
M2 = X5 ; X7 .
He sends M2 to Carol via anonymous MIX.
4. Carol re eives M2 . She de rypts it and veri es the signature. She sear hes
for the mat hing N among her urrently a tive submissions. If she doesn't
nd it, an error has o urred, and someone will need to follow up, but the
proto ol ends. If she does nd it, however, she notes that Bob has returned
the submission (so he an be paid for it). She then looks up Ali e's hallenge,
address, and timestamp, and forms
K3 = a random session key.
T2 = a new timestamp.
X8 = P K EP KA (K3 ), where P KA is Ali e's publi key.
X9 = S I GNSKC (I DA ; R0 ; T2 ; S; G).
M3 = X8 ; EK3 (I DA ; R0 ; T2 ; S; G; X9 ).
K0
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Carol sends M3 to Ali e via anonymous MIX.
5. Ali e re eives M3 , and veri es the signature. She now has an authenti ated
grade on this submission, along with a timestamp to show when she submitted it.
In step (1), Ali e en rypts the submission under the publi key of Carol,
the o-ordinator of the pro toring system. This gives Ali e some on dentiality
(important for some kinds of tests), makes it harder for others to opy Ali e's
submission, and also prevents an eavesdropper from seeing Ali e's spe i submission, and thus being able to easily tra e it.
Ali e also signs the submission under her own private key. This prevents
someone from hanging Ali e's submission, either to help or hurt her s ore,
without knowledge of her private key. If we are on erned that Ali e may give
or lose her private key to someone else interested in hanging her submission,
then we an also have the test-taking ma hine digitally sign the submission with
a key that's kept in tamper-resistant storage somewhere.
Ali e in orporates a random hallenge into her submission. This allows another party, Dave, to verify that she's a tually getting these results, without
having to look over her shoulder and verify her s ore.
In step (2), Carol generates and uses N , an anonymous identi ation ode for
this submission. This allows her to eÆ iently ross-referen e between submissions
already sent out to graders, and those waiting for a return from the graders.
Carol needs to verify that she has never seen the submission before, in order
to prevent Ali e from submitting multiple S values and keeping the one with
the best grade. In some appli ations she an he k R0 ; in other appli ations she
needs to keep a database of whi h exam questions Ali e has already answered.
Carol's timestamp prevents simple replay atta ks. Her publi -key and symmetri en ryption prevents loss of on dentiality of submissions, and also to
ompli ate attempts to gure out whi h submission went to whi h grader. Finally, her digital signature ensures that graders don't grade bogus submissions,
and that nobody an hange any of these submissions without being noti ed.
In step (4), Carol signs the message; this authenti ates the grade for Ali e and
Dave, as well as ensuring that no mali ious or a idental hanges to the grade
have o urred. Carol en rypts the message, ensuring Ali e's on dentiality. And
Carol in ludes both a timestamp (from when the submission was re eived) and
R0 . This allows Ali e and Dave to be
ertain that this isn't simply a replay
of someone else's su essful test result. It also ontains S , so that Ali e an
immediately noti e any hanges that have o urred in S .
At this point Ali e must also verify that she expe ted X7 from Bob. Otherwise, if N were easy to guess, Ali e ould send the grade that she wanted
to Carol before Bob did. Or another grader ould send a grade to Carol for a
pending submission and re eive pay, even if that grader was not assigned to the
submission.
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3.2

Enhan ements and Variations

Showing Results to Someone Else If Ali e is making a submission whose
result she must show Dave, then she gets R0 from Dave. In this way, she is able
to prove that there is no replay going on.

Preventing Signaling by Dave If Ali e is on erned that Dave might pass
use R0 as a subliminal hannel [Sim85, Sim94℄ to pass intormation to Carol,
they an mutually agree on R0 . The simplest way is probably as follows:

1.
2.
3.
4.
5.

Ali e generates random R1 , and sends Dave hash(R1 ).
Dave sends Ali e R2 .
Ali e generates R0 = R1  R2 .
Ali e makes her submission, and re eives her answer ba k.
Ali e sends Dave R1 and the response she re eived from Carol.

Sometimes, it may be important to judge the graders' ompeten e and impartiality. In this ase, the same
questions or submissions an be sent to both a trusted grader and an untrusted
one. Then, the answers an be ompared. Alternatively, ea h submission might
have some han e of being sent out to more than one grader. Signi ant disagreements would ause Carol to review both grades, and possibly to determine
that one grader was being partial or in ompetent.

Auditing the Performan e of the Graders

3.3
{

{

{

What Can Go Wrong?

The anonymous MIXs may fail, making it possible for a network eavesdropper to determine whi h graders graded whi h submissions. This opens up
possibilities for all kinds of potential problems, espe ially involving bribery
or bla kmail of the graders. If Carol adds random delays in steps (2) and (4),
she an a t as an anonymous MIX herself, though it would still be preferable
to use a larger set of anonymous MIXs as well. Additionally, she may wish to
agree ahead of time with some of the graders and test-takers, or with others,
to send and re eive \null messages," whi h look like real messages until derypted. This ould happen either be ause the MIX ma hines are subverted,
or be ause they don't have enough traÆ , don't have random enough delays,
et .
If the publi key or symmetri en ryption algorithms are broken or badly
implemented, then the anonymity of the graders and users an be ompromised.
If the digital signature or hashing algorithms are broken or badly implemented, then it will be possible to arry out a tive atta ks in whi h Ali e's
submission is repla ed with a better (or worse) submission.
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{

{
{

Some test-takers may onspire with some graders to get unfairly high grades.
In most ases, this an be done using some steganographi te hniques to
embed an identi ation string into the submission, and possibly even into
the grade. The only general solution to this seems to be to make sure that
the graders are audited o asionally, and to ensure that most graders are
honest.
Graders may be in ompetent or dishonest, and not do a thorough job grading.
Depending on the way graders are rewarded for their work, it may be possible
to a quire a list of all the graders. This would make bla kmail or bribery far
simpler. Where possible, anonymous payment methods should be used.

4 Appli ations
There are many possible appli ations based on these ideas. Three are dis ussed
brie y in this se tion.
4.1

Distributed Pro toring of Exams

Distributed pro toring of exams simply allows a user to take an exam under some
simple s rutiny to prevent heating, and then allows that exam to be graded by
people who have never met the user and probably never will.
The proto ol dis ussed in subse tion 3.1 is dire tly used for this appli ation.
Ali e's instru tor, Dave, gives her random hallenge R0 . She responds, after
taking the exam, with the response returned to her by Carol. Carol, of ourse,
keeps a database to ensure that Ali e only responds with one answer to ea h
exam question.
One potential problem is that the graders may not be very onsistent. Many
people who grade exams or programs try to grade them all in one sitting to
avoid treating one group of students di erently than another. It may make sense
to require the same grader to grade many exams, or the same problems from
many submissions. Alternatively, it may make sense to have several graders judge
ea h exam, and average out their s ores, or even normalize test s ores based on
averages per grader.
4.2

Judging a Contest

Contests go on all the time. Some ask parti ipants to sket h a suggested new
ompany logo, or ome up with a new slogan. Others might ask the parti ipants to estimate some number (like the number of jelly beans that t in a
large room), or solve some puzzle (su h as a very large and omplex rossword
puzzle.) Distributed pro toring in this ase is used to impartially judge ontest
submissions.
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Contest submissions are di erent from exams in that they are probably
graded by several people in sequen e, as the graders weed out all but the best
submissions. The only major hange in this appli ation's use of the proto ol
in se tion 3.1 is that steps (2) through (4) may take pla e many times for the
same submission. Ea h time, Ali e is noti ed of how her submission has fared.
Eventually, if Ali e is the winner, she is sent her nal noti ation. For judging
a ontest, Carol may send ea h submission to several judges at on e, and then
take the average of their grades as the true s ore. There may then be a nal
judgement between the most promising three or four submissions.
Along with the things dis ussed in se tion 3.3, there are other potential
problems here:
{

{

4.3

These ontests may have monetary prizes. This raises a whole set of possible
problems regarding payment proto ols and su h. Also, many atta ks be ome
worth onsidering when there is a large potential payo for su eeding.
Contests with a single orr t or best answer, or a straightforward judging
riteria, would never need a set of human graders. However, the more subje tive the grades are, the harder it is to determine whether a given grader
is giving some submissions better treatment than others. This implies that
judgements should probably be done using many di erent graders, and averaging their s ores somehow.
Refereeing a Journal or Newsgroup Submission

Moderated Usenet newsgroups and internet mailing lists have existed for a while
now, and refereed te hni al journals for mu h longer. The te hni al journal of
the future will probably look like a marriage of the two. A distributed pro toring system is useful in getting a submission dire tly to one or more referees.
Depending on the appli ation, there may be several levels of refereeing between
initial submission and nal a eptan e.
For most moderated newsgroups, the intent of moderation is simply to lter
out irrelevant or inappropriate submissions. The moderators seldom (if ever)
lter the submissions for quality and originality of te hni al work. The problem
in moderating a newsgroup is dealing with volume.
Distributed pro toring works here be ause a large number of graders an ea h
take part in moderating the newsgroup. Most newsgroup arti les an be ltered
for relevan e and appropriate topi pretty qui kly. If there is some method by
whi h people pay to re eive or use the newsgroup, then ea h moderator an be
paid a ording to how many arti les he grades. (The quality of his judgement will
also ome into play, probably in determining whether or not he will ontinue to
be a moderator for the group.) The proto ol des ribed in se tion 3.1 is followed,
ex ept that in step (d), Carol posts Ali e's submission to the newsgroup. In some
ases, she also in ludes the grade. Note that the grade may be more about the
post's topi (keywords, for example) than about its quality.
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Te hni al journals are quite di erent. Most have a mu h more narrow audien e, and they generally lter for te hni al quality of the submissions. Grading
will take longer for a te hni al journal, and there will probably be several graders
involved. Also, for a te hni al journal, it is quite reasonable for the graders to
reje t the submission for now, but make some suggestions for ways to make the
submission a eptable at a later time.
Distributed pro toring works well here be ause the grading pro ess needs to
be anonymous, and be ause while there needs to be a thorough review of submissions, turn-around time is also important. For this appli ation, the proto ol in
se tion 3.1 is modi ed in step (2): the submission is probably sent out to several
graders. The nal grade is based on all the grades olle ted: possibly a majority
vote of a ept or reje t. However, all omments are passed ba k to Ali e in step
(4). It would not be unusual for Ali e to alter the submission based on those
re ommendations before resubmitting it for nal approval. Final approval means
that in step (4) of the proto ol, Carol forwards the submission to the journal's
printing or remailing system, as well as to Ali e.
Along with the things dis ussed in se tion 3.3, there are other potential
problems here:
{

Moderators or referees may not do a thorough enough job grading the submissions. For example, a dishonest newsgroup moderator might only read the
rst paragraph of a submission before de iding to a ept or reje t it. The auditing te hniques dis ussed above should minimize this problem. Also, there
will probably be a re ord kept of ea h grader's a eptan es and reje tions.
There may even be a way to allow the subs ribers to rate the submissions'
quality, and thus e e tively grade the graders.

5 Con lusions
There exists a need to eÆ iently mat h people with expertise with people requiring that expertize; exam pro toring is only one example of this. We have shown
how to use anonymous MIXs to support this ommer e in expertise. Potential
appli ations in lude buying expert opinions, hiring of temporary, part-time, and
permanent employees, and marketing resear h. The more diverse the appli ations that use the MIX proto ol, the more se urity inherent in the system.
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