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Abstract

Simulation models for congestion control have typically investigated a small number of topologies. The most
common, by far, is the so-called barbell (or “dumb-bell”)
topology: sources fanning-in to a single congested link,
followed by fan-out to receivers ([14, 11, 3, 9, 6] are a
small sample of such papers). Still common, but less frequent, are models that have included cross-traffic across
the congested link or links (e.g. [6, 17]). Some work
has even investigated multiple congested links, but usually with only a single path through the congested links
(c.f. [7]). A totally distinct simulation methodology eschews the use of fixed or hand-crafted small topologies
and instead relies on the generation of random network
topologies based on realistic topology generators such as
[5, 26, 4, 20].
There are (at least) two problems with both approaches: the lack of comprehensive realism and difficulty of useful reproducibility. First, scenarios (network
topology, traffic load, etc.) must duplicate realistic and
representative network behaviors. By “representative” we
mean that the set of simulation scenarios should cover the
broad range of behaviors that arise in the real networks.
Second, scenarios must be useful in comparing the relative behavior of two (or more) different network protocols
or algorithms.
This short paper presents a simple argument. First, that
the barbell topology is not representative of the Internet.
We mean this both in the sense that other topologies exist
and that common protocols (such as TCP) exhibit behavior on those other topologies not captured in the barbell
topology. In support of this claim, we report that a measurable fraction of packets in the Internet pass through
multiple congestion points. Second, we argue that this
distinction between topologies is relevant by presenting a
scenario with multiple congestion points that exhibits behavior that seems unexpected based on intuition derived
from the barbell topology. We do not claim to have “a better topology”. Rather, we claim that no single topology

While network simulations for congestion control
studies have often varied traffic loads and protocol
parameters, they have typically investigated only a few
topologies. The most common is by far the so-called
“barbell” topology. In this paper we argue, first, that
the barbell topology is not representative of the Internet.
In particular, we report that a measurable fraction of
packets pass through multiple congestion points. Second,
we argue that the distinction between the “barbell”
topology and more complex topologies is relevant by
presenting a scenario with multiple congestion points
that exhibits behavior that seems unexpected based on
intuition derived from the barbell topology (in particular,
a TCP-only system that exhibits behavior technically
considered “congestion collapse”). We make the larger
argument that the typical methodology currently accepted
for evaluating network protocols is flawed. Finally, we
briefly comment on some issues that arise in designing
a simulation methodology that will be better suited to
comparison of network protocol performance.
Keywords: network simulation, topology, congestion
control, benchmarking, measurement

1 Introduction
No prudent engineer will deploy a new network protocol on a large scale until after the protocol has been
validated in some way. The ultimate validation is performance measurement of the protocol deployed in a running system of reasonable scale and over a long duration.
But because this deployment cannot occur without some
previous validation, most analysis and validation of proposed network protocols or queue management schemes
must depend, at least initially, upon simulation.
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or scenario is sufficiently representative. More generally,
we make the larger argument that the typical methodology currently accepted for evaluating network protocols
is flawed.
We focus on barbell topologies not because they are
particularly evil or flawed, but because they are particularly common. For the purpose of this paper we need
to analyse a specific example, and (i) barbell topologies
are the predominant model used today, and, despite this,
(ii) in a general sense, the contemporary Internet actually
looks quite different than the barbell topology: the backbone is typically overprovisioned, while areas of potential
congestion exist near every sender and receiver (e.g. peering points, slow tail circuits, the uplink between small
ISPs and their ISP . . . ). In contrast, the barbell topology
generally assumes that a single point of congestion exists
somewhere in the middle of the network; our informal
description of the Internet makes it seem likely that some
number of paths will encounter two or more congestion
points with more than adequate capacity in between them.
The paper is organized as follows. We first present
measurements that show non-barbell like behavior on real
paths. Section 2 describes our measurement techniques,
with our measurement results presented in Section 2.4. In
Section 3 we show how such topologies can produce results that seem surprising in light of received wisdom derived from the barbell topology. Finally, based on these
results, we argue that current methods of using network
simulation to validate network protocols are inadequate,
and we sketch the general outlines that might characterize
a better approach.

2

congestion points.

2.1

Measuring network-internal delays

Let s denote our measurement source and d denote a
destination of interest. Suppose we wish to measure the
delay on individual segments of the path s!d. We can
directly estimate the delay on the link (or segment) x!y
between nodes x and y as follows. Let tx and ty denote
the timestamps returned from ICMP Timestamp Request
packets1 sent back-to-back from s to nodes x and y respectively. If the path s!x is a prefix of s!y , then
we can also assume that the two packets will experience
approximately the same delay on s!x. In such a case
Æ
ty tx will yield an initial estimate of the total delay
on the measured segment x!y . The total delay includes
both the fixed link delay (transmission time and propagation delay over the measured segment) and the queuing
delay on x ! y .
As clocks on x and y are not necessarily synchronized,
we must assume that they differ by an offset Ox;y . (For
now, let us assume that the skew in the rate that the clocks
advance is small enough so that the change in Ox;y over
the period of measurement is within error tolerance.) Æ
tlink
Ox;y . Given Æi and Æj , two
ty
tx
tqueueing
observations of Æ , then Æi Æj
tqueueing (because tlink
and Ox;y cancel out).
Let Æmin
Æi ; i 2 ; m after m observations.
Assuming constant clock-offset, for sufficiently large m,
Æmin denotes with “high” probability the event of zero
Æj Æmin gives the
queueing delay on x ! y . Then Æj0
desired network internal queueing delay on path x ! y .
The computation of Æj0 depends upon the path to x being a prefix of the path to y . Measurements suggest that irregular routing in the Internet often violates this assumption [2] thus demanding extreme care. We say that nodes
x; y are members of the same tomography group, if (i)
s!x is a prefix of s!y , and (ii) if the path from x to y
in s!y lies on s!d. (s!x need not overlap with s!d
at all, as long as condition (i) is satisfied). Tomography
groups partition the nodes of the path into equivalence
classes. A node is called an orphan if it is the only member of its tomography group. We can compute Æj0 using
direct measurements for any pair of nodes, x; y , in the
same tomography group.
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The existence of connections with multiple congestion points

We start with the hypothesis that a non-negligible fraction of connections in the Internet encounter more than
one congested link. To prove this, we examine the paths
formed between a small number of sources (our measurement sites) and a large number of target hosts. For detecting congestion points within a path, we use the network
delay tomography technique described in [2, 1]. Given
a path and a set of nodes partitioning the path into segments, the technique uses packet pairs to estimate oneway delay distributions per-segment, which can then be
used to characterize segments as containing a congestion
point.
In the following paragraphs, we briefly describe the
measurement technique and present its use for determining the fraction of connections interacting with multiple

1 In the past, some concern has been raised about techniques that rely
on router-based ICMP measurements [15, 18], that routers may sometimes delay processing of ICMP messages, a practice that may introduce
errors. Such concerns have recently been examined by Govindan and
Paxson [12] (and confirmed in our own measurements [2]). These measurements indicate that the delay distributions of ICMP packets rarely
differ noticeably from the delay distributions of regular traffic.

2

Tomography groups are determined using TTLconstrained probes similar to the traceroute
tool [13]: we first determine the end-to-end-path from
s to the destination d and then the path from s to each
hop in the end-to-end path. This information is used to
determine whether a pair of nodes satisfies conditions (i)
and (ii).
The computation of Æj0 also depends upon the clockoffset, Ox;y , being constant. As this is rarely the case in
practice, it is necessary to compensate for such errors for
our measurements to be useful. We discuss our approach
to clock calibration in Section 2.3.1.

2.2

congested.
2.3.1 Clock calibration
Clock calibration issues must be addressed practically
in the context of our particular experiments to retain as
much of the data we collect as possible with a high degree of confidence in the calibration corrections we apply. We have simplified the general problem somewhat
by using source machines whose clocks we know to be
adjustment-free – no jumps, no skew changes. The length
of the probing runs, generally around 30 minutes, affords
approaches that may not be adaptable to much shorter
probe durations.
We divide the probing run into intervals, and examine
the minimum one-way transit times (OTTs) in each interval in each direction. A 12-second interval size generally
gives a good distribution of sequences of at least four consecutive minimal OTTs for the same direction that are colinear, probably corresponding to congestion-free transits
– even for target machines with clocks regularly jumpadjusted as frequently as once every 60 seconds. After the
first pass that identifies the colinear-OTT stretches in each
direction, a further pass, involving cross-stretch collinearity checks, reveals the target clock’s jump adjustments
and skew changes, and allows the coalescing of stretches,
for the same or opposite directions, even across gaps occasioned by congestion-ridden intervals not usable in the
first pass.
The result of these passes is a map of the probing run
into regions of homogeneous target clock linear correction. Readings outside the mapped correctable regions
are discarded. The details of the algorithms are beyond
the scope of the present paper. Other strategies for skew
and adjustment detection are discussed in [27, 23, 21].

Measurement setup

The experiment involves determining which paths to
measure, determining how to partition paths for network
tomography, performing the measurements and analyzing
the results.
The paths considered in this study are based on IP addresses provided by the University of Pennsylvania SEAS
Web server. We choose random targets from this list, determining hosts that reply to ICMP Timestamp requests.
We first “screen” each path to determine if there is congestion end-to-end. For this, the tomography method
is used in a null configuration (e.g. measuring end-toend one-way queuing delays to the target). We send 300
probes in 200 ms intervals.
When an end-to-end path is determined to be congested, we need to partition the path into measurable segments. Given the path structure (e.g. tomography groups
and their members) and a target number of segments, nt ,
we consider possible partitions as follows. First, we connodes from a single
sider every possible choice of nt
tomography group, for each tomography group. Then,
we choose the set of nodes that minimizes the sum of
squared distances (in terms of hop count) between adjacent nodes. This favors well balanced paths. For simplicity, we do not consider the case of overlapping pairs,
although this could greatly improve our ability to achieve
insightful partitions.
Once the path is appropriately segmented, we send
3000 probes to the head and tail of each segment, probing
each segment in 500 ms intervals. To avoid introducing
congestion due to probe traffic, we limit the number of
concurrent experiments to 6, and set the number of segments measured per path to 4.
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2.3

2.3.2 Characterizing a segment as congested
We need an appropriate measure of congestion, based on
the estimates provided by the tomography technique, to
determine whether a path segment is congested. A simple
approach is to use a quantile-threshold test on the measured queueing delay estimates within a certain measurement window, w. A path segment is characterized as congested in the interval t; t w if the x-quantile of queueing delay estimates is larger than a threshold th e.g. at
least
x  w samples within a window of w estimates
are larger than the threshold th. It becomes crucial to select appropriate values for x, th and w. Higher values of
x (and lower values of th) make the test more sensitive
to transient queueing. Selecting an arbitrary x; th pair
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Analysis method

We discuss how clock calibration is implemented and
how measured segments and paths are characterized as
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2.4

fraction of intervals with multiple congestion points

fraction of paths

1
seems inappropriate: we do not have strong evidence sugquantile (x)
0.70
gesting specific values, and the technique, as used, does
0.80
0.84
not offer any insights on the correlation between queue0.8
0.86
0.88
ing delay and packet loss (that would affect TCP flows).
0.90
0.92
We thus have to rely on a (seemingly) reasonable range
0.6
for those parameters, focusing on values of x between
0.7 and 0.9, and th between 30 ms an 80 ms (although
we also report on higher values for illustration, to aid in
0.4
examining the consistency of the results).
Use of a measurement window is needed because of the
0.2
relatively long duration of our measurements on each path
(approximately 30 minutes). We need to capture conges0
tion phenomena at time-scales that match the lifetime of
20
40
60
80
100
120
delay threshold (th)
flows that are subject to congestion on the path, and using the quantile-threshold test on the full 30 minutes will
hide shorter periods of congestion that would indeed in- Figure 1: Fraction of congested paths that have multiple conteract with flows on the path. Besides that, it is also nec- gestion points in at least one measurement interval
1
essary to distinguish between simultaneously congested
x=0.70
x=0.75
path segments and possibly migrating congestion points.
x=0.84
x=0.88
For the purposes of this paper, we thus consider (some0.75
how arbitrarily) a window size of 100 samples, which
covers approximately 50 seconds of observations.

Results

We present results using measurements from 1869
paths2 examined in April-May 2002.
In Figure 1 we show the number of paths that have multiple congestion points (simultaneously) in at least one
measurement window, as a fraction of congested paths.
We present figures for different values of the x-threshold.
There are three observations to make. First, there is a
striking difference in the figures between for higher val: and x
: , due to both
ues of x between x
transient queuing as well as possible estimation error (due
to the packet-pair assumption).
Second, for the lower values of x and as th increases,
the fraction of paths with multiple congestion points appears to be reasonably consistent.
Third, regardless of x and th parameters, the fraction
of paths with multiple congestion points appears significant but may be misleading, as the long duration of our
measurements increases the chances that congestion will
be observed in at least one measurement interval. It becomes necessary to examine in more detail if multiple
congestion points appear occasionally for every path (for
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Figure 2: Fraction of congested paths vs. fraction of multiple
congestion point intervals (variable x, fixed th = 50ms)

= 0 92

reasons including measurement error), or if this behavior
is persistent.
For each path that was ever found to be congested, we
count the number of measurement intervals in which the
path had multiple congestion points, as a fraction of the
total number of intervals in which the path was found to
be congested. In Figure 2 we display the resulting distribution. We observe that between 3 and 9% of congested
paths that ever experienced congestion for even one interval, in fact went through multiple congestion points in
every interval, 6 to 12% in roughly half the intervals and
12 to 16% in a quarter of all intervals.

2 Our first pass initially probed 38,275 paths. Of those, 2,777 were
selected as appropriate candidates to investigate in more detail, breaking
them down into segments. 908 of those were ultimately rejected for a
variety of reasons such as target host disconnecting, clocks that could
not be accurately calibrated, etc.

It seems safe to say that roughly a bit under 1 out of 10
congested paths pass through multiple congestion points.
4

2.5

Limitations

see in Section 3 are not the results of either experiencing or ignoring packet loss.

There are a number of limitations of the measurement
study which need to be considered in interpreting the results. Our design aims to err on the side of conservative
estimates.













Results may not reflect the long-term behavior of
Internet paths. This is an inherent limitation of
many measurement studies. We note that the results presented in this paper appear to agree with
our preliminary experiment [2] taken 6 months earlier. Establishing the long-term persistence of this
phenomenon in the Internet is, however, beyond the
scope of this work.

As measurements are taken from a small set of sites,
the paths we examine always have one endpoint at
one of our measurement source. This could be a
problem if measurements were taken behind a congested link, as this would introduce at least one
Our results should thus be interpreted as indicative
congestion point per path. Fortunately, our measurements are taken from relatively well-connected rather than quantitative.
networks, with segments close to the measurement
source rarely characterized as congested. This
makes our estimate safe but also rather conserva- 3 Performance implications of multiple
tive (data taken from a home via a cable-modem may
congestion points
look significantly worse).
Is there any significance to the fact that a measurable
fraction of congested flows actually experience congestion at multiple points, and that backbone links tend to be
over-provisioned? Or, is this just an irrelevant distinction
from the common barbell topology?
We argue that the distinction is relevant by presenting a scenario engineered to display two counter-intuitive
behaviors. First, a system consisting only of long-lived
TCP flows is undergoing (in the technical sense) congestion collapse; this is somewhat unexpected after the congestion avoidance algorithms in [14] and the arguments
in [8]. Second, the culprit that is being too aggressive are
the flows going through multiple congested links, with
(relatively) long RTT. It is well known that the network is
biased against TCP flows going through multiple congestion points: they get “beaten down” and receive less than
equal share of the net[7, 19] by roughly a factor of the
square root of the number of congestion points. It is also
well known[10] that flows with long RTTs increase their
window size at a slower rate than flows with short RTTs,
and therefore converge to smaller cwnd sizes, on the average, with flows getting bandwidth roughly in proportion
to the inverse of their RTT.

Irregular routing and the need to keep probe traffic
load low restricts our selection of nodes that partition
a path into measurable segments. Further, our desire
to sample as many paths as possible limits the time
we can spend finding optimal segment partitions for
any one path, even when a better partition exists.
Consequently, we may sometimes choose partitions
that include multiple congestion points within a single segment; such a path will be incorrectly labeled
as having a single point of congestion.
Our traffic measurements may not be representative.
The distribution of packets is (obviously) denser during times of heavier loads. However, our probes are
sent at uniformly distributed times during the day.
Therefore, proportionally, a higher percentage of our
packets will experience light load, thereby biasing
our results towards measuring less congestion. This
bias may also be reinforced because our probes do
not coincide with actual data transfers to the target
address. (Our set of potential target addresses is collected in a separate pass before we begin any measurements.)
We depend on delay statistics as an indicator of congestion, that may affect connections on several congestion points along a path. However, the interaction between the identified congestion points and the
connections is not examined.

3.1 Simulation Scenario

We consider the 12-node topology of Figure 3, and
three sets of TCP flows labeled A, X and Y . Flows in
X and Y create background traffic, competing with flows
It may seem unreasonable that we ignore packet in A on links h ; i and h ; i. Flows in A thereby pass
losses in our determination of congestion. However, through two congested links. To avoid synchronization,
s; s and
as discussed in Section 4, the congestion effects we all flows are started at random times in t
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Figure 3: Topology for simulation experiments
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and RED scheduling. The results of this experiment are
shown in Figure 4. The important feature to note is that
as the number of flows over path A increases, the aggregate goodput drops. This shows that the system undergoes congestion collapse [22, 8], because increasing the
offered network load (the number of flows A) results in
a decrease in aggregate goodput (the sum of the packets
delivered to all 3 data sinks).
It is easy to see why this occurs. The aggregation of
flows traveling over path A simultaneously takes link capacity away from both flows X and Y . If flow A were to
settle on a lower average cwnd that effectively decreased
its rate by R, then X and Y would each, similarly, increase their effective rate by R, for a net increase in total
goodput of R. On the other hand, if flow A were to settle
on a higher average cwnd that effectively increased its
rate by R, then X and Y would each decrease their effective rate by R, for a net decrease in total goodput rate
of R. As more individual flows travel over path A, the
behavior of the aggregate flow gets more aggressive and
settles on a higher cumulative cwnd, thereby decreasing
total goodput.
Note that the congestion collapse would not occur with
only a single point of congestion (although the allocation
of bandwidth might be unfair), nor would it occur if h ; i
were a low capacity link (because that would limit A’s
aggregate throughput, and A would not be able to steal
bandwidth from both X and Y ).
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Figure 4: Goodput vs. number of A flows

3.2
are active throughout the experiment. All experiments
last for 300 seconds of simulation time and the results
reported are medians over 100 experiments.
The performance metric of interest for this study is aggregate goodput rate, defined as the average cumulative
rate of useful data received by applications. The effect
of multiple congestion points on other aspects of TCP
behavior, such as fairness, are explored in other studies
(c.f. [7]). We start measuring goodput only at the time all
flows have successfully sent at least one segment to the
application layer at the receiver3.
We initially consider 5 flows in X and 5 flows in Y and
vary the number of flows in A. The minimum round-trip
time (RTT) is 48 ms for flows in A, and 38 ms for X and
Y . For all flows, we use the Reno variant of TCP. All
queues have a size of 40 packets; we use both Drop-Tail

Results are pervasive

Figure 4 shows that congestion collapse occurs under both RED[11] and Tail-drop. Further experiments
confirm that, given the topology of Figure 3, this phenomenon persists across a wide range of parameters, with
different queue sizes (Figure 5), different RTT ratios
between multiple congestion point flows A and “background” flows X (Figure 6), and different TCP algorithms
(Figure 7). Larger queue sizes exacerbate the initial collapse, but approach the limit of aggregate goodput more
slowly. Increasing RTT of X , or decreasing RTT for
A, both4 result in making the aggregate flows over A
more aggressive. Consequently, congestion collapse occurs more rapidly. Congestion collapse seems to occur
regardless of the version of TCP; we experimented with
Reno, Sack and Vegas (we did not simulate mixed implementations).

3 Retransmission intervals for SYN packets are fixed, so lost SYN
packets may result in arbitrary delays for connection startup time. Measurements taken before all flows have passed the SYN/ACK stage will
not reflect the reported “number of flows”.

4 We only show the results of changing the RTT for A; changing the
RTT for X displays similar results.
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to be the least likely party; the flows with both the longer
RTT and the most points of congestion. We will discuss
Figure 5: Performance degradation with multiple congestion
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We consider the problem of classifying the type and
cause of the congestion collapse described in Section 3. In [8], Floyd et. al. categorize five forms
of congestion collapse: (1) classical congestion collapse, (2) collapse from undelivered packets, (3)
fragmentation-based collapse, (4) collapse from increased control traffic, and (5) collapse from stale
packets. It is easy to see that none of these categories apply here. The form of congestion collapse
here can best be described as collapse from underutilized links.
The essential factor behind this form of congestion
collapse is the lack of global cooperation between
switches. This particular form of congestion collapse is totally independent of the end-to-end congestion avoidance algorithms. Flow A cannot avoid
collapse by unilaterally being less aggressive — unless it possessed some global knowledge: knowledge about two links it does not use. To see this,
consider the case where flows X and Y each share
the last link in their paths with flows X 0 and Y 0 respectively. If X and Y get squeezed more by the
aggregate flow over A, then X 0 and Y 0 take up the
slack — X and X 0 (or Y and Y 0 ) together, will utilize 100% of the capacity to the sink. However, if
the aggregate flow over A backs off, then X and Y
get more capacity at the expense of X 0 and Y 0 , but
nobody uses the excess capacity on the final link to
A’s sink. This contrasts with the example in Figure 3 in that the most efficient bandwidth allocation
is achieved here by the aggregate flow, A, being aggressive and greedy while in Figure 3 the most efficient allocation occured when A backed off — yet,
in both cases A encounters the same traffic on all of

the links it traverses — it cannot distinguish between
the cases. There is no way for the flows over A to
determine ideal behavior without knowing about X 0
and Y 0 .



existing analytic models of TCP behavior. A distinction must be drawn between our (flawed) intuition
derived from such models, and the models themselves. A is an aggregation of flows, and not a single flow – as such it behaves far more aggressively
than a single flow. We have not verified that individual component flows of A behave according to standard TCP models (we have every reason to suppose
they do!), but note that a sufficiently large number
of flows should overcome the penalty of long RTT
as well as multiple congestion-points.

Although technically the behavior described here is
in fact congestion collapse (because goodput decreases with an increase in offered load), nevertheless the term seems somewhat inappropriate.
The issue is not that the loss in goodput approaches
a limit other than 0, and each increase in load causes
less and less goodput degradation. Upon reflection,
the existence of a non-zero limit is not an issue
— although different than classical congestion collapse [22], this is actually consistent with the use of
the term in [8]. The value of the limit is not an issue,
either — we can construct scenarios such as this that
can have arbitrarily bad global utilization, by simply
adding more independent paths that partially overlap
with A. The example in Figure 3 has only two congestion points, corresponding to the partial overlap
of A with independent flows X and Y . The goodput
converges to 1/2 of the combined capacity of h ; i
and h ; i (the min-cut that provides the max-flow
between the sources and destinations). As a coarse
approximation, if N distinct paths overlap with A,
then global utilization (achieved aggregate goodput
divided by optimal aggregate goodput) approaches
=N as we increase the number of flows over A.
Thus, by increasing N , we can achieve arbitrarily
bad utilization (as close to 0% as we want).

34

However, informally we have observed that even researchers knowledgeable about TCP dynamics often
inadvertently expect aggregations of flows to behave
similarly to the individual component flows, unless
the issue of the aggressiveness of multiple flows is
explicitly brought to their attention.
It would be a mistake to conclude based on our measurements and example that the barbell topology itself
was somehow more fundamentally flawed for evaluation
of congestion control than any other choice of network
topology. It would be similarly silly to suppose that the
topology of Figure 3 was especially useful in highlighting
the most common cases of congestion. On the contrary,
the barbell topology seems to be a good candidate to understand and evaluate the behavior of protocols under the
simplest and most basic conditions of congestion. Our
topology seems useful in highlighting a different set of
behaviors.
The reasonable conclusion is that no single topology is
adequate to cover all interesting cases.

12

1

Rather, our discomfort with the term collapse stems
from the fundamental tension, in this case, between
local (and global) fairness and global goodput. Collapse is a pejorative term; it seems to imply that the
system should have achieved a better result, somehow. In fact, absent a policy specification of the relative importance of fairness to flows and global goodput, it is unclear that any allocation of bandwidth is
satisfactory. Optimal goodput can only be achieved
by starving the A flows. Fairness to the flows over A
can only be achieved by degrading global utilization.

5
5.1

Towards a better evaluation methodology

We have argued that the use of a single topology, or
even a single class of topologies, is inadequate for the
evaluation of network protocols because it is possible that
topology-sensitive properties may be overlooked or misunderstood. We have also argued that simulation is necessary to validate protocols before real-world deployment.
If simulation is necessary, but a single scenario is insufficient, then clearly a suite of simulation scenarios is
needed.
The specific composition of such a suite is not yet clear,
but a preliminary sketch of some pitfalls to avoid and
some guidelines to follow in constructing such a suite is
possible.

If such a policy were specified, then an omniscient
router could achieve a good allocation of bandwidth,
but in practice the lack of global cooperation between switches would render that unachievable in
our case (and would justify the term “congestion collapse”).



Conclusion

It may superficially seem as if the behavior of longRTT and multiple-congestion-point flows contradict
8

a form of regression testing, to make sure that small modifications to programs in one area do not break behavior
in other areas. In this vein, we often are willing to trade
off properties that may not simply be measurable. The
qualitative danger of, say, a distributed denial of service
attack may not be commensurable with expected completion time of file transfers. Third, given that simulation is
meant to provide confidence that large-scale deployment
is reasonable, one function of such a suite would be to
stress situations which had provoked race conditions and
anomalies in earlier protocols.
Given these constraints, it seems inevitable that such a
suite will need be a communal effort in design and maintenance. Fortunately, the Web has made efforts easier. It
is easy to imagine a web site for the collection, development, and publication of annotated standard topologies
with careful explanation and interpretation of possible results.

It is desirable that any practical suite should be usable
as a matter of course to evaluate every network proposal.
One of the advantages that have attracted so many researchers to use the barbell topology is that so many others have used it before, and therefore simulation results
are comparable. Introducing complexity in the model
makes the results hard to interpret; care must be used in
constructing such models (resemblance to the real world,
realistic behavior that is likely to highlight problems in
protocols under consideration, and careful explanation
and interpretation of possible results). Standardizing such
models as reference testbeds amortizes the cost of model
construction over many more experiments and provides a
basis of comparison.
If a single standardized suite is to be used for all protocol evaluations, and it is intended to be used as a tool
for comparing protocol evaluations, then this argues for
such a suite to be as small as practicable, else the burden
on researchers will be too high, and the suite will not be
used, and it will therefore not be available as a tool of
comparison.
Diverse topologies and scenarios are required to highlight behaviors. Even admirably comprehensive attempts
to include a broad range of network loads and topologies
(c.f. Keshav [17]) have still been biased toward variants
on the barbell topology, and would have missed, for example, the behavior described in this paper.
Simply adding new scenarios to increase diversity conflicts with the goal of small size. Therefore only carefully
crafted scenarios will be reasonable — scenarios chosen
to capture behaviors that are known to be interesting and
relevant, and with evidence that such behavior may exist
in real networks.
Randomly generated topologies are not likely to capture specific behaviors without careful intervention and
design in the topology generator. Such generators will be
useful, however, in testing problems of scale.
It is tempting to look to existing architectural benchmarks such as SPEC [25] or SPLASH [24] as a model.
However, although such benchmarks have been proposed
in the past (c.f. [16]), there are several compelling reasons
why a network simulation suite should not be a benchmark intended to yield a single number. First, unlike processor design where the end result must be a single instruction set architecture and a small number of compatible processors, multiple protocols can exist and co-exist.
Therefore the appropriate question is not “what is the best
protocol?”, but rather “what is the most appropriate protocol in such a situation?” Answers may differ depending
on the situation. Second, validation through simulation is
not performed simply to evaluate performance; rather it is

5.2 Concluding Remarks
In this paper we have shown that by suitably choosing a network topology for simulation, we can exhibit behavior that runs counter to received wisdom. In particular, we have exhibited a case where a set of congestionaware TCP flows undergo congestion collapse, where
flows going through more congestion points and with
longer round trip times get bandwidth at the expense of
flows with single bottlenecks and short round trips. Further, we have evidence that the necessary ingredients for
such behavior exist in the Internet.
It is unfair to conclude from this that TCP is flawed,
or that flows through multiple congestion points deserve
special investigation. We conclude only that we should
not become complacent about our understanding of network protocols, that protocols (including TCP) exhibit
more complex behaviors than we might expect, and that
what may seem like fundamental properties of protocols
(for example, that a congestion-aware TCP can avoid congestion collapse) can depend upon the simulation topology. Therefore, reliance upon a small set of simulation
topologies is inadvisable, and may miss important protocol interaction. Active work is needed to carefully collect
a suite of simulation scenarios that represent both common configurations and anomalous behavior.
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