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Abstra t
In the bare publi -key model (BPK in short), ea h veri er is assumed to have deposited a publi key in a le that is a essible by all users at all times. In this model,
introdu ed by Canetti et al. [STOC 2000℄, onstant-round bla k-box on urrent and
resettable zero knowledge is possible as opposed to the standard model for zero knowledge. As pointed out by Mi ali and Reyzin [Crypto 2001℄, the notion of soundness in
this model is more subtle and omplex than in the lassi al model and indeed four distin t notions have been introdu ed (from weakest to strongest): one-time, sequential,
on urrent and resettable soundness.
In this paper we present the rst onstant-round on urrently sound resettable zeroknowledge argument system in the bare publi -key model for NP . More spe i ally, we
present a 4-round proto ol, whi h is optimal as far as the number of rounds is on erned.
Our result solves the main open problem on resettable zero knowledge in the BPK model
and improves the previous works of Mi ali and Reyzin [EuroCrypt 2001℄ and Zhao et
al. [EuroCrypt 2003℄ sin e they a hieved on urrent soundness in stronger models.

1 Introdu tion
The lassi al notion of a zero-knowledge proof has been introdu ed in [1℄. Roughly speaking,
in a zero-knowledge proof a prover an prove to a veri er the validity of a statement without
releasing any additional information. In order to prove that a zero-knowledge proto ol does
not leak information it is required to show the existen e of a probabilisti polynomial-time
algorithm, referred to as Simulator, whose output is indistinguishable from the output of the
intera tion between the prover and the veri er. Sin e its introdu tion, the on ept of a zeroknowledge proof and the simulation paradigm have been widely used to prove the se urity
of many proto ols. More re ently, it has been re ognized that in several pra ti al settings
the original notion of zero knowledge (whi h in its original formulation only onsidered one
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prover and one veri er that arried out the proof pro edure in isolation) was insuÆ ient.
For example, the notion of on urrent zero knowledge [2℄ formalizes se urity in a s enario in
whi h several veri ers a ess on urrently the same prover and mali iously oordinate their
a tions so to extra t information from the prover. Motivated by onsiderations regarding
smart ards, the notion of resettable zero knowledge (rZK, in short) was introdu ed in [3℄.
An rZK proof remains \se ure" even if the veri er is allowed to tamper with the prover and
to reset the prover in the middle of a proof to any previous state and then asks di erent
questions. It is easy to see that on urrent zero knowledge is a spe ial ase of resettable
zero knowledge and, urrently, rZK is the strongest notion of zero knowledge that has
been studied. Unfortunately, if we only onsider bla k-box zero knowledge, onstant-round
on urrent zero knowledge is only possible for trivial languages (see [4℄). Moreover, the
existen e of a onstant-round on urrent zero-knowledge argument in the non-bla k-box
model (see [5℄ for the main results in the non-bla k-box model) is urrently an open question.
Su h negative results have motivated the introdu tion of the bare publi -key model [3℄ (BPK,
in short). Here ea h possible veri er deposits a publi key pk in a publi le and keeps
private the asso iated se ret information sk. From then on, all provers intera ting with
su h a veri er will use pk and the veri er annot hange pk from proof to proof. Canetti
et al. [3℄ showed that onstant-round rZK is possible in the BPK model. However, the fa t
that the veri er has a publi key means that it is vulnerable to an atta k by a mali ious
prover that opens several sessions with the same veri er in order to violate the soundness
ondition. This is to be ontrasted with the standard models for intera tive zero knowledge
[1℄ or non-intera tive zero knowledge [6℄ where, as far as soundness is on erned, it does
not matter whether a mali ious prover is intera ting on e or multiple times with the same
veri er.
Indeed, in [7℄, Mi ali and Reyzin pointed out, among other ontributions, that the known
onstant-round rZK arguments in the BPK model did not seem to be sound if a prover was
allowed to on urrently intera t with several instan es of the same veri er. In other words,
the known rZK arguments in the BPK were not on urrently sound.
Mi ali and Reyzin gave in [7℄ a 4-round argument system whi h is sequentially sound
(i.e., the soundness holds if a prover an play only sequential sessions) and probably is not
on urrently sound, and they also showed that the same holds for the ve-round proto ol
of Canetti et al. [3℄. Moreover they proved that resettable soundness annot be a hieved in
the bla k-box model. In [8℄, Barak et al. used non-bla k-box te hniques in order to obtain
a onstant-round rZK argument of knowledge but their proto ol enjoys only sequential
soundness.
In order to design a on urrently sound resettable zero-knowledge argument system,
Mi ali and Reyzin proposed (see [9℄) the upper bounded publi -key (UPK, in short) model
in whi h a honest veri er possesses a ounter and uses the same private key no more than a
xed polynomial number of times. A weaker model than the UPK model but still stronger
than the BPK model is the weak publi -key (WPK, in short) model introdu ed in [10℄. In
this model an honest veri er an use the same key no more than a xed polynomial number
of times for ea h statement to be proved.
Other models were proposed in order to a hieve onstant-round on urrent zero knowl2

edge. In parti ular, in [2, 11℄ a onstant-round on urrent zero-knowledge proof system is
presented by relaxing the asyn hrony of the model or the zero-knowledge property. In [12℄
a onstant-round on urrent zero-knowledge proof system is presented by requiring a prepro essing stage in whi h both the provers and the veri ers are involved. In [13℄ a onstantround on urrent zero-knowledge proof is presented assuming the existen e of a trusted
auxiliary string. All these models are onsidered stronger than the BPK model.
Our results. In this paper we present the rst onstant-round on urrently sound resettable zero-knowledge argument system in the BPK model for NP . In parti ular we show a

4-round argument that is optimal in light of a lower bound for on urrent soundness proved
in [7℄. We stress that our result is the best one an hope for in terms of ombined se urity
against mali ious provers and veri ers if we restri t ourselves to bla k-box zero knowledge,
sin e in this setting simultaneously a hieving resettable soundness and zero knowledge has
been shown to be possible only for languages in BPP by [7℄. Our onstru tion employs
the te hnique of omplexity leveraging used in the previous results [3, 7, 10℄ in order to
prove the soundness of their proto ols and is based on the existen e of a veri ably binding ryptosystem semanti ally se ure against subexponential adversaries. The existen e of
ryptographi primitives se ure against subexponential adversaries is used also in [3, 7, 10℄
and the existen e of a onstant-round bla k-box rZK argument system in the BPK model
assuming only ryptographi primitives se ure against polynomial-time adversaries is an
interesting open question.

2 De nitions
The BPK model. The Bare Publi -Key (BPK, in short) model assumes that:
1. there exists a publi le F that is a olle tion of re ords, ea h ontaining a publi key;

2. an (honest) prover is an intera tive deterministi polynomial-time algorithm that takes
as input a se urity parameter 1n, F , an n-bit string x, su h that x 2 L and L is an
NP-language, an auxiliary input y, a referen e to an entry of F and a random tape;
3. an (honest) veri er V is an intera tive deterministi polynomial-time algorithm that
works in the following two stages: 1) in a rst stage on input a se urity parameter 1n
and a random tape, V generates a key pair (pk; sk) and stores pk in one entry of the
le F ; 2) in the se ond stage, V takes as input sk, a statement x 2 L and a random
string, V performs an intera tive proto ol with a prover, and outputs \a ept" or
\reje t";
4. the rst intera tion of ea h prover starts after that all veri ers have ompleted their
rst stage.

De nition 2.1 Given an NP-language L and its orresponding relation RL , we say that
a pair hP; V i is omplete for L, if for all n-bit strings x 2 L and any witness y su h that
(x; y) 2 RL, the probability that V intera ting with P on input y, outputs \reje t"is negligible
in n.
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Mali ious provers in the BPK model. Let s be a positive polynomial and P  be a

probabilisti polynomial-time algorithm that takes as rst input 1n.
P  is an s-sequential mali ious prover if it runs in at most s(n) stages in the following
way: in stage 1, P  re eives a publi key pk and outputs an n-bit string x . In every
even stage, P  starts from the nal on guration of the previous stage, sends and re eives
messages of a single intera tive proto ol on input pk and an de ide to abort the stage in
any moment and to start the next one. In every odd stage i > 1, P  starts from the nal
on guration of the previous stage and outputs an n-bit string xi.
P  is an s- on urrent mali ious prover if on input a publi key pk of V , an perform
the following s(n) intera tive proto ols with V : 1) if P  is already running i proto ols
0  i < s(n) he an start a new proto ol with V hoosing the new statement to be proved;
2) he an output a message for any running proto ol, re eive immediately the response from
V and ontinue.
1

Atta ks in the BPK model. In [7℄ the following atta ks have been de ned.
Given an s-sequential mali ious prover P  and an honest veri er V , a sequential atta k
is performed in the following way: 1) the rst stage of V is run on input 1n and a random
string so that a pair (pk; sk) is obtained; 2) the rst stage of P  is run on input 1n and pk
and x1 is obtained; 3) for 1  i  s(n)=2 the 2i-th stage of P  is run letting it intera t with
V that re eives as input sk; xi and a random string ri , while the (2i + 1)-th stage of P  is
run to obtain xi.
Given an s- on urrent mali ious prover P  and an honest veri er V , a on urrent atta k
is performed in the following way: 1) the rst stage of V is run on input 1n and a random
string so that a pair (pk; sk) is obtained; 2) P  is run on input 1n and pk; 3) whenever P 
starts a new proto ol hoosing a statement, V is run on inputs the new statement, a new

random string and sk.

De nition 2.2 Given a omplete pair hP; V i for an NP-language L in the BPK model,
then hP; V i is a on urrently (resp. sequentially) sound intera tive argument system for L
if for all positive polynomial s, for all s- on urrent (resp s-sequential) mali ious prover P  ,
for any false statement \x 2 L" the probability that in an exe ution of a on urrent (resp.
sequential) atta k V outputs \a ept" for su h a statement is negligible in n.

The strongest notion of zero knowledge, referred to as resettable zero knowledge, gives to
a veri er the ability to rewind the prover to a previous state. This is signi antly di erent
from a s enario of multiple intera tions between prover and veri er sin e after a rewinding
the prover uses the same random bits.
We now give the formal de nition of a bla k-box resettable zero-knowledge argument
system for NP in the bare publi -key model.
De nition 2.3 An intera tive argument system hP; V i in the BPK model is bla k-box resettable zero-knowledge if there exists a probabilisti polynomial-time algorithm S su h that
for any probabilisti polynomial time V  , for any polynomials s; t, for any xi 2 L, jxi j = n,
i = 1; : : : ; s(n), V  runs in at most t steps and the following two distributions are indistinguishable:
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1. the output of V  that generates F with s(n) entries and intera ts (even on urrently)
a polynomial number of times with ea h P (xi ; yi ; j; rk ; F ) where yi is a witness for
xi 2 L, jxi j = n and rk is a random tape for 1  i; j; k  s(n);
2. the output of S intera ting with V  on input x1 ; : : : ; xs(n) .
Moreover we de ne su h an adversarial veri er V  as an (s; t)-resetting mali ious veri er.

An important tool used in this paper is that of a non-intera tive zero-knowledge argument system.
De nition 2.4 A pair of probabilisti polynomial-time algorithms (NiPk,NiVk) is a nonintera tive zero-knowledge argument system for an NP language L if there exists a polynomial k(),
1. (Completeness) for all x 2 L, with jxj = n and NP-witness y for x 2 L,

P r[

R

f0; 1gk n ; 
( )

(x; y; ) : NiVk(x; ; ) = 1℄ = 1:

NiPk

2. (Soundness) for all x 62 L

P r[

R

f0; 1gk n ; 9 : NiVk(x; ; ) = 1℄
( )

is negligible.
3. (Simulatability) there exists a probabilisti polynomial-time algorithm S su h that the
family of distributions

f(; )

R

S (x) : (; )gx2L and f

R

f0; 1gk n ; 
( )

R

NiPk

(x; y; ) : (; )gx2L

are omputationally indistinguishable.

We assume, without loss of generality, that a random referen e string of length n is suÆ ient
for proving theorems of length n (that is, we assume k(n) = n).

3 Con urrently Sound rZK Argument System for NP in the
BPK model
In this se tion we present a onstant-round on urrently sound resettable zero-knowledge
argument in the BPK model for all NP languages.
In our onstru tion we assume the existen e of an en ryption s heme that is se ure with
respe t to sub-exponential adversaries and that is veri ably binding. We next review the
notion of semanti se urity adapted for sub-exponential adversaries and present the notion
of a veri ably binding ryptosystem.
An en ryption s heme is a triple of eÆ ient algorithms PK = (G; E; D). The key generator
algorithm G on input a random k-bit string r (the se urity parameter) outputs a pair (pk; sk)
5

of publi and private key. The publi key pk is used to en rypt a string m by omputing
E(pk; m; r ) where r is a random string of length jmj.
Semanti se urity [14℄ is de ned by onsidering the following experiment for en ryption
s heme PK = (G; E; D) involving a two-part adversary A = (A ; A ). The key generator
G is run on a random k -bit string and keys (pk; sk) are given in output. Two poly(k )bit strings ! and ! are returned by A on input pk. Then b is taken at random from
f0; 1g and an en ryption  of !b is omputed. We say that adversary A is su essful for
PK if the probability that A outputs b on input pk; ! ; ! and  is non-negligibly (in k )
greater than 1=2. We say that PK is -se ure if no adversary running in time o(2k ) is
su essful. The lassi al notion of semanti se urity is instead obtained by requiring that
no polynomial-time adversary is su essful.
Roughly speaking, a veri ably binding ryptosystem PK is a ryptosystem for whi h 1)
given a string pk and an integer k, it is easy to verify that pk is a legal publi key with
se urity parameter k and 2) to ea h iphertext orresponds at most one plaintext.
More formally,
De nition 3.1 An -se ure en ryption s heme PK = (G; E; D) is veri ably binding i :
1. (binding): for any probabilisti polynomial-time algorithm A it holds that
0

0

1

1

0

1

P r[(pk; m0 ; m1 ; r0 ; r1 )

0

1

A(1k ) : E(pk; m ; r ) = E(pk; m ; r )℄
0

0

1

1

is negligible in k;
2. (veri ability): there exists a probabilisti polynomial-time algorithm Ver su h that
if pk belongs to the output spa e of G on input a k-bit string then Ver(pk; 1k ) = 1;
k
Ver(pk; 1 ) = 0 otherwise.

Assumptions. To prove the properties of our proto ol we make the following omplexity

theoreti assumptions:
1. The existen e of an -se ure veri ably binding en ryption s heme PK = (G; E; D) for
some  > 0.
We brie y note that the El Gamal en ryption s heme [15℄ is veri ably binding sin e
an exponentiation in Zq is one to one and it an be easily veri ed that a positive
integer q is a prime.
2. The existen e of a one-to-one length-preserving one-way fun tion f : f0; 1g ! f0; 1g
whi h, in turn, implies the existen e of a pseudo-random family of fun tions R = fRsg.
3. The existen e of a non-intera tive zero-knowledge proof system (NIZK, in short)
(NiPm; NiVm) for an NP - omplete language.
4. The existen e of a 3-round witness indistinguishable argument of knowledge WI =
(WI ; WI ; WI ) for a spe i polynomial-time relation that we de ne in the following
way. Let f be a one-to-one length-preserving one-way fun tion and let PK be an se ure veri ably binding en ryption s heme. Then de ne the polynomial-time relation
1

2

3
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C = C (PK; f ) as onsisting of all pairs ((pk; v); (wit)), where pk is a publi key of the
output spa e of G and v is a string and either wit = sk and (pk; sk) is in the output
spa e of G or wit = u and f (u) = v.
Before des ribing our proto ol formally, let us try to onvey the main idea behind it.
Fix an NP language L and let x be the input statement. The prover generates a puzzle (in
our onstru tion, the puzzle onsists of a string v and solving the puzzle onsists in nding
the inverse f (v) of the one-to-one length-preserving one-way fun tion f ) and sends it to
the veri er. The veri er uses WI to prove knowledge of the private key ski asso iated to
her publi key pki or knowledge of the solution of the puzzle given to her by the prover.
Moreover, the prover and the veri er play a oin tossing proto ol, based on the en ryption
s heme PK to generate a referen e string for the NIZK proof that x 2 L.
In our implementation of the FLS-paradigm [16℄, in the intera tion between the prover
and the veri er, the veri er will use his knowledge of the private key to run WI. In order
to prove on urrent soundness, we show an algorithm A that intera ts with
a (possibly)
heating prover P  and breaks an -se ure en ryption s heme in time o(2k ). The puzzle
helps algorithm A in simulating the veri er with respe t to a hallenge publi key pk for
whi h it does not have a ess to the private key. Indeed, A instead of proving knowledge of
the private key asso iated to pk proves knowledge of the solution of the puzzle by performing
exhaustive sear h. By arefully pi king the size of the puzzle (and thus the time required
to solve it) we an make sure A runs in time o(2k ).
Note that when A inverts the one-to-one length-preserving one-way fun tion and omputes the witness-indistinguishable argument of knowledge, it runs in subexponential time
in order to simulate the veri er without performing rewinds. Straight-line quasi-polynomial
time simulatable argument systems were studied in detail in [17℄, where this relaxed simulation notion is used to de rease the round omplexity of argument systems. We use a
similar te hnique but for sub-exponential time simulation of arguments of knowledge.
If the steps des ribed above were exe uted sequentially, we would have an 8-round
proto ol (one round for the prover to send the puzzle, three rounds for the oin tossing, three rounds for the witness-indistinguishable argument of knowledge, and one round
for the NIZK). However, observe that the oin-tossing proto ol and the 3-round witnessindistinguishable argument of knowledge an be performed in parallel thus redu ing the the
round omplexity to 5 rounds. Moreover, we an save one more round, by letting the prover
send the puzzle in parallel with the se ond round of the witness indistinguishable argument
of knowledge. To do so, we need a spe ial implementation of this primitive sin e, when the
proto ol starts, only the size of the statement is known and the statement itself is part of
the se ond round. Let us now give the details of our onstru tion.
1

The publi le. The publi le F ontains entries onsisting in publi keys with se urity
parameter k for the publi -key ryptosystem PK.
Private inputs. The private input of the prover onsists of a witness y for x 2 L. The

private input of the veri er onsists of the se ret key ski orresponding to the publi key

pki .
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The proto ol. Suppose that the prover wants to prove that x 2 L and denote by n =
poly(k ) the length of x. We denote by i the index of the veri er in the publi
le so that
the veri er knows the private key ski asso iated with the i-th publi key pki of the publi
le F .
In the rst round V randomly pi ks an n-bit string v that will be used as V 's ontribution to the referen e string for the non-intera tive zero-knowledge proto ol. V ompute the
en ryption  of v using an n-bit string rv as randomness and by using publi key pki. Moreover, V runs WI1 in order to ompute the rst message a1 of the witness-indistinguishable
argument of knowledge. Then V sends (; a1 ) to P . In the se ond round P veri es that pki
is a legal publi key for PK with k as se urity parameter and then omputes its ontribution

to the random string to be used for the non-intera tive argument by pi king a random seed
s and omputing (u; p ) = Rs(x Æ y Æ F Æ  Æ a Æ i) (\Æ" denotes on atenation) where fRs g
is a family of pseudorandom fun tions. The string u has length k0  k (to be determined
later) whereas p has length n and is P 's ontribution for the referen e string. P runs WI
to ompute the se ond message a of the witness-indistinguishable argument of knowledge.
Moreover P omputes v = f (u) where f is a one-to-one length-preserving one-way fun tion
and sends (p; a ; v) to the veri er. In the third round of the proto ol V uses his knowledge
of the private key to run WI obtaining a , so that she proves that she knows either the
private key asso iated with pki or f (v). V then sends a , v and rv to P . In the last
round of the proto ol P veri es that the witness-indistinguishable argument of knowledge
is orre t and that  is an en ryption of v . Then P runs algorithm NiPm on input x and
using  = p  v as referen e string obtaining a proof p that is sent to V . A more formal
des ription of the proto ols is found in Figure 1.
1

2

2

2

3

1

3

3

Theorem 3.2 If there exists an -se ure veri ably binding en ryption s heme, a one-to-one
length-preserving one-way fun tion then there exists a onstant-round on urrently sound
resettable zero-knowledge argument for all languages in NP in the BPK model.
Proof.

Consider the proto ol found in Figure 1.

Completeness. If x 2 L then P an always ompute the proof  and V a epts it.
Con urrent soundness. Assume by ontradi tion that the proto ol is not on urrently
sound. Thus there exists an s- on urrent mali ious prover P  that by, on urrently intera ting with V , has non-negligible probability p(n) of making the veri er a ept some x 62 L
of length n. We assume we know the index of the session j  in whi h the prover will su eed

in heating (this assumption will be later removed) and exhibit an algorithm A that has
bla k-box a ess to P  (i.e., A simulates the work of a veri er V ) and breaks the en ryption
s heme PK in o(2k ) steps, thus rea hing a ontradi tion.
We now des ribe algorithm A. A runs in two stages. First, on input the hallenge
publi key pk, A randomly pi ks two strings ! and ! of the same length as the length
of the referen e string used by (NiPm,NiVm) for inputs of length n. Then A re eives as a
hallenge an en ryption ~ of !b omputed using publi key pk and b 2 f0; 1g. A's task is
0
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to guess b 2 f0; 1g with a non-negligible advantage over 1=2 (we assume that b is randomly
hosen).
For all the sessions, A intera ts with the an s- on urrent prover P  mounting a on urrent atta k, and simulates the veri er by omputing the two messages as explained below.
When A rea hes session j  , A outputs her guess for bit b.
1. Session j 6= j  .
At V -round-1, A sends an en ryption  of a randomly hosen string v omputed with
rv as randomness and sends the rst round of the witness-indistinguishable argument
of knowledge a . Upon re eiving message (p; a ; v) from P , A inverts the one-toone length-preserving one-way
fun tion f on v obtaining u = f (v) by performing
0
k
exhaustive sear h in f0; 1g . A then omputes a by running WI on input instan e
(pki; v) and witness u and sends to P  the triple (v ; a ; rv ).
Note that A plays round V -round-1 identi ally to the honest veri er while A plays
round V -round-3 by using a di erent witness w.r.t. V for the non-intera tive zeroknowledge argument of knowledge that however is on urrent witness indistinguishable.
2. Session j  .
At V -round-1, A omputes the rst message of the witness-indistinguishable argument
of knowledge a and sets  equal to the hallenge en ryption ~. Then A sends (; a )
to V .
At V -round-3, A annot ontinue with this session sin e she does not know the deryption of  (remember that  = ~) and thus an not play the third round. However,
by assumption P  an produ e with non-negligible probability a string  that is
a epted by NiVm on input x and referen e string b = !b  p. Let  be an upper
bound on the length of su h a non-intera tive zero-knowledge argument. A he ks, by
exhaustive sear h, if there exists  2 f0; 1g , su h that NiVm a epts  on input x
and  as referen e string. Then A sear hes for a string  2 f0; 1g by onsidering
 as referen e string. If a proof  is found and no proof  is found then A outputs
0; in the opposite ase A outputs 1; otherwise (that is, if both or neither proof exists)
A randomly guesses the bit b.
We note that the distribution of the rst message of session j  is still identi al to the
distribution of the honest veri er's message.
Let us now show that the probability that A orre tly guesses b is non-negligibly larger
that 1=2. We have that
1
P r[A outputs b℄ = P r[9b ^ 6 9 b ℄ + (P r[9b ^ 9 b ℄ + P r[6 9b ^ 6 9 b ℄)
2
= 21 + 12 (P r[9b^ 6 9 b ℄ P r[6 9b ^ 9 b℄)
= 21 + 12 (P r[9b^ 6 9 b ^ x 62 L℄ P r[6 9b ^ 9 b ^ x 62 L℄) :
9
1

2

1

3

3

3

1

1

0

0

1

0

0

1

1

1

1

1

1

1

1

1

The last equality follows from the observation that, by the ompleteness of the NIZK, the
events 6 9 b and 6 9b an happen only if x 62 L. Now, we have
1 1
P r[A outputs b℄ = + (P r[9b ^ x 62 L℄ P r[9b ^ 9 b ^ x 62 L℄
2 2
P r[6 9b ^ 9 b ^ x 62 L℄)
= 21 + p(2n) P r[9 2b ^ x 62 L℄ :
Now, sin e the string ! b is pi ked at random and P  has no information about it,
the string  b is random and thus, by the soundness of (NiPm,NiVm), P r[9 b ^ x 62 L℄
is negligible. Therefore, the probability that A orre tly guesses b is non-negligibly larger
than 1=2.
We note that algorithm A takes time poly(n)  (2 +2k0 ). Writing  as  = n , for some
onstant , we pi k k and k0 so that n < k= and k0 < k= . We thus have that
A breaks
=2
=
k
an -se ure veri ably binding ryptosystem in time bounded by poly(k )(2 +2k=2 ) =
o(2k ):
Therefore the existen e of A ontradi ts the -se urity of the ryptosystem.
In our proof we assumed that A knows the value j . If this is not the ase that A an
simply guess the values and the same analysis applies and the probability that A orre tly
guesses b de reases by a polynomial fa tor.
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Resettable Zero Knowledge. Let V  be an (s; t)-resetting veri er. We now present
a probabilisti polynomial-time algorithm S  S V that has bla k-box a ess to V  and

whose output is omputationally indistinguishable from the view of the intera tions between
P and V  .
We start with an informal dis ussion. The onstru tion of S is very similar to the
onstru tion of the simulator for the onstant-round (sequentially sound) resettable zeroknowledge argument for any NP language and in the BPK model, given in [3℄ (proto ol
6.2). In parti ular, note that both the proto ol of Figure 1 and proto ol 6.2 in [3℄ an
be abstra tly des ribed as follows. The prover and the veri er run a 3-round argument of
knowledge, where the veri er, a ting as a prover, proves knowledge to the prover, a ting as
veri er, of some trapdoor information. Knowledge of the trapdoor information allows for
eÆ ient simulation of the intera tion between the prover and the veri er. In [3℄, the trapdoor
information is the private key asso iated with the veri er's publi key. In our proto ol, the
trapdoor information is either the private key asso iated with the veri er's publi key (for
the real veri er) or the inverse of an output of a one-to-one length-preserving one-way
fun tion sent from the prover to the veri er. Note that just to obtain round optimality
we use a spe ial witness-indistinguishable argument of knowledge where the statement is
known only after that the se ond round is played while its size is known from the beginning.
Due to this di eren e, our simulator only di ers from the one of [3℄ in the fa t that we
need to prove that when the simulator runs the extra tor of the argument of knowledge,
with high probability it extra ts the veri er's private key (rather than f (v)). The rest of
the onstru tion of our simulator is on eptually identi al to that of [3℄, but we still review
a more pre ise des ription here for ompleteness.
1
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First of all, without loss of generality, we make the following two simplifying assumptions. Re all that, sin e our proto ol is a resettable zero-knowledge argument system, V 
is allowed to reset the prover. However, in [3℄ Canetti et al. proved that in su h a setting
a veri er that on urrently intera ts with many in arnations of the prover does not get
any advantage with respe t to a sequential (resetting) veri er (that is, a veri er that runs
a new session only after having terminated the previous one). Thus in this proof we will
onsider V  as a sequential (resetting) veri er. A se ond assumption is that we an de ne
S for a modi ation of our proto ol in whi h the prover uses a truly random fun tion rather
than a pseudo-random one to ompute her random bits. Proving that the two views are
omputationally indistinguishable is rather standard.
S runs the rst stage of V  so that the publi le omposed by s(n) entries is obtained.
In the se ond stage, the aim of the simulator is to obtain the private keys orresponding to
the publi keys of the publi le. Let V (F ) be the state of V  at the end of the rst stage.
In the following, we say that a session is solved by S if S has the private key orresponding
to the publi key used by V  in this session. The work of S in the se ond stage of the
simulation is omposed by at most s(n)+1 sequential phases. In ea h phase, either S has a
han e of terminating the simulation or S learns one more private key. At the end of ea h
phase S rewinds V  to state V  (F ). The simulation ends as soon as S manages to solve all
sessions of a phase.
We des ribe now the work of S during a phase. On e a session is started, S re eives the
rst message from V . Then there are two ases. If the session is solved by S then S an
simulate the prover; otherwise, S tries to obtain the private key used in this session so that
all future sessions involving this veri er will be solved by S .
Spe i ally, rst onsider the simpler ase of a solved session. We distinguish two subases. First, we onsider the sub- ase where the rst message in the session (; a ) has
not appeared before for the same in arnation of the prover, i.e., (; a ) has not appeared
before for the same prover ora le a essed by V  with the same random tape, same witness
and same theorem. Then S runs the simulator for (NiPm,NiVm) on input x and obtains
a pair ( ;  ) and then for es  equal to  in the following way. Sin e S knows the
veri er's se ret-key (we are assuming in this sub- ase that the session is solved), S an
de rypt  and thus obtain the string v omputed by the veri er at the rst round. Thus
S sets p = v   . Consequently, in round P -round-4, S will send \proof"  (that is
omputationally indistinguishable from the proof omputed by the real prover). We use
here the binding property of the en ryption s heme sin e S must de rypt  obtaining the
same value v that will be sent by V  in round V -round-3.
Now we onsider the sub- ase where the rst message in the session (; a ) has already
appeared in su h a phase for the same in arnation of the prover. Here S sends the same
strings p; a and the same k0-bit string v that was sent in the previous session ontaining
(; a ) as rst message for the same in arnation of the prover. Even for the ase of the third
message of a session that has already appeared for the same in arnation of the prover, S
replies with the same round P -round-4 played before.
We now onsider the harder ase of a session whi h is not solved by S . In this ase
S uses the argument of knowledge of V  to obtain the private key used in this session.
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Spe i ally, in any unsolved session, the simulator uses the extra tor E asso iated with the
witness-indistinguishable argument of knowledge used by the veri er.
Re all that we denote by (; a ) the rst message sent by the veri er in the urrent
session, by pki the veri er's publi key and by v = f (u) the puzzle sent by the simulator
when simulating the prover's rst message. We now distinguish three possible ases.
Case 1: The message (; a ) has not yet appeared in a previous session for the same
in arnation of the prover and the extra tor E obtains ski as witness. Note that S obtains
the veri er's private key by running E . This is the most benign of the three ases sin e the
session is now solved.
Case 2: The message (; a ) has not yet appeared in a previous session for the same
in arnation of the prover and the extra tor E obtains f (v) as witness. Note however that
the value v has been hosen by S itself. If this ase happens with non-negligible probability
then we an use V  to invert the one-way fun tion f . We stress that this ase is the only
on eptual di eren e between our proof and the proof of rZK of proto ol 6:2 in [3℄.
Case 3: The message (; a ) has already appeared in a previous session for the same
in arnation of the prover. Note that sin e we are assuming that the urrent session is not
solved by S , this means that in at least one previous session, V  sent ( ; a ) but then did
not ontinue with su h a session. This prevents S from simulating as in ase 2 sin e the
simulation would not be orre t. (Spe i ally, as dis ussed in [3℄, in a real exe ution of the
argument, the pseudo-random string used as random string for the prover's rst message
is determined by the previous un ompleted session (the input of Rs is the same in both
ases and the seed s is taken from the same random string) and therefore annot be reset
by S to simulate this ase by running an independent exe ution of E .) This problem is
bypassed pre isely as in [3℄. That is, S tries to ontinue the simulation from the maximal
sequen e of exe utions whi h does not ontain (; a ) as a rst step of the veri er for su h
an in arnation of the prover, using a new random fun tion.
The same analysis in [3℄ shows that this simulation strategy ends in expe ted polynomial
time and returns a distribution indistinguishable from a real exe ution of the argument. 
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3-round WI Argument of Knowledge. As already pointed out above, we an save one
round (and thus obtain a 4-round argument system instead of a 5-round one) by having the
prover send the puzzle after the veri er has started the witness-indistinguishable argument
of knowledge. In this argument of knowledge, the veri er a ts as a prover and shows
knowledge of either the se ret key asso iated with his private key or of a solution of the
puzzle. Consequently, the input statement _ beta of su h an argument of knowledge is not
known from the start and a tually, when the rst message is produ ed, only is known.
Next we brie y des ribe su h an argument of knowledge for by adapting to our needs
the te hnique used by [18℄ (used also in [19℄) to obtain a non-intera tive zero-knowledge
proof system for Hamiltoni ity.
1. The prover ommits to n randomly generated Hamiltonian y les (ea h edge is hidden
in a ommitted adja en y matrix of degree n);
2. the graph G is presented to the prover and the veri er and veri er sends an n-bit
12

random hallenge;
3. if the i-th bit of the hallenge is 0 then the prover opens the i-th Hamiltonian y le;
4. if the i-th bit of the hallenge is 1 then the prover sends a permutation i and shows
that ea h edge that is missing in the graph i(G) orresponds to a ommitment of 0
in the i-th ommitted Hamiltonian y le.
Completeness, soundness and witness indistinguishability an be easily veri ed. The proto ol is an argument of knowledge sin e an extra tor that rewinds the prover and hanges
the hallenge obtains a Hamiltonian y le of G.

4 Con lusions
In an asyn hronous environment like the Internet resettable zero-knowledge proto ols that
are not on urrently sound in the BPK model annot be onsidered se ure and previous
on urrently sound proto ols required stronger assumptions than the BPK model.
In this work we have positively losed one of the main open problems regarding zero
knowledge in the BPK model. We have shown that a onstant-round on urrently sound
resettable zero-knowledge argument system in the BPK model exists. In parti ular, we have
shown a 4-round proto ol whi h is optimal for the bla k-box model.
A knowledgments. We would like to thank the anonymous referees of Crypto '04 for
their very useful remarks on our submission.
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Common input: the publi le F , n-bit string x 2 L and index i that
spe i es the i-th entry of F . Publi key pki has se urity parameter k.
P 's private input: a witness y for x 2 L.
V 's private input: private key ski .
V -round-1:
1. randomly pi k v f0; 1gn and rv f0; 1gn ;
2. ompute  = E(pki; v ; rv ) and a1 = WI1 (1k );
3. send (; a1 ) to P ;
P -round-2:
1. verify that pki is a publi key with se urity parameter k for PK;
2. randomly pi k s f0; 1gn and ompute R = Rs(x Æ y Æ F Æ  Æ a1 Æ i);
let u be the string onsisting of the rst k0 bits of R and p the string
onsisting of the next n bits of R;
3. ompute a2 = WI2(a1 );
4. ompute v = f (u) where f is a one-to-one length preserving one-way

fun tion;
5. send (p; a ; v) to V ;
V -round-3:
1. verify that v is a k0 -bit string;
2. set  = p  v ;
3. run algorithm WI on input instan e (pki; v), messages a ; a using ski
as a witness and obtaining a ;
4. send (v ; a ; rv ) to P ;
P -round-4:
1. verify that  = E(pki; v ; rv );
2. set  = p  v ;
3. verify that (a ; a ; a ) is the orre t trans ript of the 3-round witness
indistinguishable argument on input instan e (pki; v);
4. run NiPm on input instan e x, y as a witness and  as referen e string
obtaining proof ;
5. send  to V ;
V -de ision: verify that  is a proof by running algorithm NiVm on input
x;  and .
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Figure 1: The 4-round on urrently sound rZK argument system for NP in the BPK model.
The values k and k0 are determined as fun tions of n in the proof of on urrent soundness.

15

