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Standard bodies and organizations are pushing for in reasingly larger RSA keys. Today, RSA keys range from 512 bits to 2048 bits
and some bodies envision 4096-bit RSA keys in the near future.
This paper devises a new methodology for generating RSA keys. Contrary to what is usually done, the key generation is divided into two
phases. The rst phase is performed o -line, before the input parameters are even known. The se ond phase is performed on-line by the smart
ard on e the input parameters are known, and is meant to be very fast.
Compared to the fastest reported method ([4℄), our solution |or more
pre isely the on-line phase thereof, is on eptually more advan ed and
a hieves extreme exe ution speeds as generating 1024-bit or 2048-bit
RSA keys amounts to pra ti al running times lowered by several orders
of magnitude. Moreover, our te hnique a hieves on-line generation of
RSA keys of arbitrary length from a small set of seeds omputed during
the o -line phase. Subsequently, in addition to be fast and exible, our
solution also features attra tively low memory requirements.
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1 Introdu tion
Publi -key ryptography fa es the problem of the authenti ation of the publi
keys: How an we be sure that a pair of publi key/user's identity are mat hing.
A related problem is how to distribute publi keys trustfully. These issues are
proved to be the bottlene k for a wide deployment of publi -key systems, su h
as the RSA ryptosystem [8℄. It is here the Publi Key Infrastru tures (PKIs)
ome into play [6℄. The idea behind PKI is fairly simple. It basi ally onsists in
produ ing an analogue of a phone dire tory. In the 'PKI dire tory', one should
be able to nd a user (or more generally an appli ation) and the orresponding
publi key. Of ourse, this dire tory must in some sense be erti ed. To this
purpose, in addition to the name and the publi key, the dire tory also ontains
a erti ate issued by a Certi ation Authority (CA). Furthermore, in order to
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make the system inter-operable, ea h user belongs to a domain and ea h domain
has its own asso iated erti ation authority. Then, when the user has to be
identi ed and authenti ated, he just produ es the erti ate issued by the CA
of his domain. This erti ate is a digital signature by the CA on at least the
user's publi key and his identity (along with some other redentials, if needed).
At present, when smart ards hold publi keys, it is ommon that a ompanion erti ate is issued by a CA, for ea h embedded publi key. A erti ate has
a ost, even if the orresponding publi key is never used by the ard holder.
Moreover, the memory whi h is used to store the keys, generated o -board, has
to be paid even if the end-user never uses the publi -key fun tions.
A heaper solution may be to have an on-board key generation. So, sets of
keys will be generated only if they will be used. A se ond advantage is that
there is more memory available. Furthermore, we should note that on-board key
generation is more se ure as the private keys are only known by the ard holder,
i.e., the end-user. Although attra tive, this se ond solution may be too slow for
ertain appli ations. The on-board generation of a omplete 2048-bit RSA key
takes 30 se onds with the very eÆ ient algorithm of [4℄, on average.
This paper is aimed at presenting a mixed o -board/on-board solution. The
variable and time- onsuming part is performed o -line: it produ es small seeds
that are used in the se ond, fast, on-line part of the generation of the keys
themselves. Moreover, it an virtually a ommodate any RSA bit-length and
any publi exponent. As a result, we obtain a fast, exible, on-board RSA key
generation algorithm.
The rest of this paper is organized as follows. In the next se tion, we introdu e
the notations and brie y review the RSA ryptosystem. In Se tion 3, building
on the algorithm of [3℄, we present our eÆ ient o -line/on-line key generation
algorithm. Finally, we on lude in Se tion 4.

2 The RSA Cryptosystem
The RSA ryptosystem [8℄ is a pair of algorithms: a publi algorithm (en ryption or signature veri ation) and a private algorithm (de ryption or signature
generation). Its se urity relies on the diÆ ulty of integer fa torization.
Ea h user hooses two large primes p and q , and publishes the produ t N =
pq. Next, he hooses a publi exponent e that is relatively prime to (p 1) and
(q 1). Finally, he omputes the se ret exponent d a ording to

ed  1 (mod l m(p 1; q 1)) :
(1)
The publi parameters are (N; e) and the se ret parameters are (p; q; d).
To send a message m to Bob, Ali e looks to Bob's publi key (e; N ) and forms
the iphertext = (m)e mod N , where  is an appropriate padding fun tion
(e.g., OAEP [1℄). Next, to re over the plaintext m, Bob uses his se ret de ryption
key d to obtain (m) = d mod N and so m.
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This en ryption s heme an be onverted into a signature s heme. If Bob
wants to sign a message m, he uses his se ret key d to ompute the signature
s = (m)d mod N (a valid hoi e for  is PSS [2℄). Next, he sends m and s to
Ali e. Then Ali e an verify that s orresponds to Bob's signature on message
m by he king whether se  (m) (mod N ) where e is the publi exponent of
Bob.

2.1 General moduli
RSA moduli are not restri ted to produ ts of two large primes. It is for example
Q
possible to work with moduli onsisting of 3 or more fa tors. If N = i2 pi
(with pi large primes) denotes an RSA modulus then publi exponent e must be
o-prime to (N ) where  is the Carmi hl fun tion and se ret exponent d is
de ned a ording to ed  1 (mod (N )).

2.2 Chinese remaindering
It is possible to speed up the private operation (i.e., de ryption or signature
generation) through Chinese remaindering [7℄: the private operation is arried
out modulo ea h prime fa tor of modulus N and these partial results are then
re ombined. For example, if N = pq , we set dp = d mod (p 1), dq = d mod
(q 1) and ompute Rp = dp mod p and Rq = dq mod q . Next, letting iq =
1=q mod p, we obtain d mod N as
CRT(Rp ; Rq ) = Rq + q [iq (Rp

Rq ) mod p℄ :

(2)

This mode of operation is referred to as CRT mode and the se ret parameters
are (p; q; dp ; dq ; iq ).

3 Generation of RSA Keys
As brie y mentioned in the previous se tion, the RSA setup requires the values
of publi exponent e and of the key length (i.e., the length of modulus N ). We
let ` denote the bit-length of N . Then, on input e and ` (determined by the
appli ation), the ard must possess two primes p and q so that

(i) (p 1) and (q 1) are o-prime to e, and
(ii) N = pq is exa tly an `-bit integer.

The obvious solution is to let the ard randomly ompute on-board values
for p and q from e and `. The drawba k in this approa h is the running time;
typi ally, given the state-of-the-art, a 2048-bit RSA key requires 30 se onds. Another solution onsists in pre- omputing values for p and q for various pairs (e; `)
and to store those values in eeprom-like, non volatile memory. The drawba k
here is either the ost |eeprom-like memory is expensive| (when there are
lots of hosen pairs (e; `)) or the la k of interoperability (when there are few
hosen pairs (e; `)).
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In the sequel, we are looking for qui k and heap pro esses for produ ing
two primes p and q satisfying Conditions (i) and (ii). To ensure that N = pq
is exa tly an `-bit integer, it suÆ es to hoose p 2 d2(` `0 ) 1=2 e; 2` `0 1
and q 2 d2`0 1=2 e; 2`0 1 for some 1 < `0 < `. Indeed, we then have
N  min(p) min(q)  2` 1 and N  max(p) max(q) < 2`, as required. Consequently, Condition
 (ii) above redu es to nding primes in a range of the form
d2`0 1=2 e; 2`0 1 .

3.1 First solution
A very natural yet umbersome solution onsists in pre omputing and writing
in the ard's non-volatile memory a set of integer values fi g su h that for
ea h i, PRNG(i ) yields a prime number. Here, PRNG denotes a pseudo-random
number generator, that is, a deterministi fun tion that expanses xed-length
integers to bit-streams of desirable length (for instan e 1024 bits). On e the
ard is personalized with its own set of seeds, it simply omputes p = PRNG(i )
whenever the generation of a prime number is required. Ea h time, a ounter
for i is de remented so that the routine will jump one seed ahead in non-volatile
memory at the next exe ution.
Clearly, the seeds i should be as short as possible in order to minimize
the memory spa e needed to store them all in the ard. On the other hand,
these have to be large enough to prevent anyone from being able to guess their
value and anti ipate prime numbers the ard is meant to generate during its
lifetime (as this would lead to a omplete breaking). The on-line phase, i.e., the
sequen e of omputations arried out by the ard when some prime is generated, is trivially simple (one single invo ation of PRNG) and an be extremely
fast. There exist, indeed, numerous ways of basing a pseudo-random generator
on a ryptographi ally se ure hash fun tion or blo k- ipher that a hieve highest
exe ution throughputs. Unfortunately, the o -line phase ne essary to pre ompute the seeds may be quite long. Indeed, the pro ess of randomly pi king some
 su h that PRNG() is prime annot be mu h smarter than applying primality
tests on PRNG( ) for random values of  . This yields roughly
Pr [PRNG( ) prime℄ 

1

jPRNGj  ln 2 :
ommon setting where jPRNGj = 1024, about 709:78 primality

Therefore, in the
tests are ne essary for sele ting a single seed, on average. This omplexity may
be halved down by for ing PRNG( ) to be odd for any  (and we would also have
to take into a ount the onstraint that g d(p 1; e) = 1 with respe t to the
RSA ryptosystem).

3.2 Se ond solution
The o -line phase of the previous solution is somewhat time- onsuming. This
se tion investigates how to speed up this phase (at the expense, however, of a
slightly slower on-line phase).
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3.2.1 Granularity An eÆ ient prime generation algorithm has been devised
in [4℄. It exploits Q
the elementary property that a prime number has no trivial
fa tors. Let  = pi prime pi be the produ t of the rst small primes. The algorithm of [4℄ pro eeds in two steps. The rst step onsists in generating a number
relatively prime to  , say k , and the se ond step is, given k , the onstru tion of
a prime andidate q satisfying g d(q;  ) = g d(k;  ) = 1. If andidate q is not
prime, then k is updated and a new prime andidate is onstru ted, and so on.
Be ause andidate q is su h that it is already prime to the rst primes (namely,
to  ), the probability that it is prime is high and so few iterations have to be
performed until a prime q is found.
Building on [3℄, we now present an algorithm that works for any given bitlength `0 for prime q being generated (the generation of p is similar). We assume
that we are given a lower bound B0 for `0 : `0  B0 . For example, one an hoose
B0 = 256 sin e aQfa43 tor smaller than 256 bits is nowadays onsidered inse ure.
We de ne  = i=1 pi = 2  3    191 < 2256 . (More generally,
 is de ned as
Q
the largest produ t of the onse utive rst primes so that i pi < 2B0 .) We also
de ne the unique integers v and w satisfying
(

l

b2`0 =  v < b2`0 =
2`0  < w  2`0
1 2

`0 1=2 m

1 2

+

(3)

namely, v = b2 
and w = 20 .
Next, given an element k 2 Z  (that is, k 2 f0; : : :;  1g and g d(k;  ) =
1), we onstru t prime andidate q as

q = k + j

 ` 

for some j 2 [v; w

1℄

:

(4)

[An eÆ ient way for generating invertible elements in Z  is presented in x 3.2.2;
see Lemma 1.℄
As k 2 Z  , it follows that g d(q;  ) = g d(k;  ) = 1. Moreover, we have
min(q ) = 1 + v  d2`0 1=2 e and max(
1) + (w 1)  2`0 1,
 q ) = (
`
1=2
`
0
0
or equivalently, q 2 d2
e; 2 1 . If the so-obtained q is not prime, we
update k as k ak (mod  ) with a 2 Z  . This implies that the updated k
also belongs to Z  sin e Z  is a group.
The usual way to test the primality (or more exa tly, the pseudo-primality)
of a number is the Rabin-Miller test. We refer the reader to [5, Chapter 4℄ for
details on Rabin-Miller test and variants thereof.
A des ription of our modi ed algorithm is depi ted in Fig. 1. This algorithm
outputs an `0 -bit prime q , for any value for `0 .

3.2.2 Storage eÆ ien y A dire t appli ation of the previous algorithm

(Fig. 1) requires for ea h RSA key bit-length the storage of k and j in order
to re- onstru t q . A rst improvement onsists in onstru ting j from a short
random seed, say 64-bit long, used as the input of a mask generating fun tion
(MGF), rather than randomly hoosing j as in Step 2 of Fig. 1 (a on rete onstru tion of MGF an be found in [2, Appendix A℄). Let  be a 64-bit random
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Input:

` e

parameters 0 , , and
(of large order) in Z 
Output: a prime 2 d2`0 1=2 e 2`0 1

a

q

l

;

`0 1=2 m

and
= 2
Compute = b2 
Randomly hoose 2R f
1g and set
Randomly hoose 2R Z
Set
+
If ( is not prime) or (g d(
1) 6= 1) then
(a) Set
(mod )
(b) Go to Step 4
6. Output

v

1.
2.
3.
4.
5.

q k l
q
k ak
q

j
k

Fig. 1.

w
v; : : : ; w

 `0 

l j

e;q



RSA Prime Generation Algorithm.

value. Given `0 , the values of v and w are omputed a ording to Eq. (3) and j
is de ned as MGF1 ( ) (mod (w v )) + v . This simple improvement drasti ally
redu es the amount of eeprom-like memory ne needed as only the values of 
and k have to be stored (the value of  is in ode memory).
Further memory an be saved by observing that if k(0) denotes the initial
value of k 2 Z  then the primes generated by our algorithm have the form

q = af k
1

(0)

mod  + j

(5)

where f is the number of failures of the test in Step 4 (Fig. 1). The se ond
observation is that a value k(0) 2 Z  an be easily omputed from a short
random seed using an MGF. We use the following lemma.

Lemma 1 ([3, Proposition 2℄). For all b; 2 Z s.t. g d(b;


+ b(1 ( ) ) 2 Z 

have

;  ) = 1, we

where ( ) denotes the Carmi hl fun tion of

.

As an immediate
orollary, if b 2 Z  so do ( b) and onsequently +

b(   1) (mod  ). Therefore, given the random seed , we an form k
(

)

(0)

as

k

= MGF2 ( ) + bMGF3 () (MGF2 ( )( )


(0)



1) (mod  )

(6)

where b is an element of large order in Z  (preferably of order ( )).
The rst and se ond improvements imply that only the value of  (typi ally,
a 64-bit value) and the di erent values of f for desired key lengths need to
be stored in eeprom-like memory. For RSA moduli up to 2048 bits, numeri al
experiments show that a upper bound for f is ertainly 28 (hen e f an be oded
on one byte).
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For example, in order to be able to produ e RSA moduli ranging from 512 to
2048 bits with a granularity of 32 bits (they are 49 possible su h key lengths), a
ard needs to store  (8 bytes) and values for f for primes p and q (2  49 = 98
bytes), that is, a total of 106 bytes (848 bits) in eeprom-like memory.
A last tri k to redu e the needed memory is to write in ode-memory several
values of  (and the orresponding ( )) for di erent key lengths by noting
that a larger value for  leads to smaller values for f .

3.2.3 Interoperability We now onsider Condition (i), namely we want that
RSA primes p and q verify the relation g d(p 1; e) = g d(q 1; e) = 1 where e
denotes the publi exponent.
From Eq. (5), we observe that a prime, say q , generated by the algorithm of
Fig. 1 satis es q = af 1 k(0) mod  + j . Hen e, provided that e divides  , we
have

q  af k
1

(0)

(mod e)

:

(7)

Moreover, assuming that e is prime, the ondition g d(e; q 1) = 1 redu es
to g d(e; q 1) 6= e () q 6 1 (mod e). Consequently, if publi exponent e
is a prime dividing  then the ondition g d(e; q 1) = 1 is ful lled whenever
af 1k(0) 6 1 (mod e). A way to a hieve this
onsists in hoosing a  1 (mod e)
(but of large order as an element of Z  ) and to for e k(0) so that k(0) 6 1
(mod e). Hen e, the resulting prime q satis es q  k(0) 6 1 (mod e), as desired.
The ard does not know a priori the value of exponent e; the value of e is
determined by the appli ation. However, most appli ations (i.e., > 95%) use for
e values in the set f3; 17; 216 + 1g (noti e that all these values are prime). In
order to over the largest set of appli ations, we thus hoose parameter a su h
that a  1 (mod f3; 17; 216 + 1g), in lude 216 + 1 in the fa torization of  , and
for e k(0) so that k(0) 6 1 (mod f3; 17; 216 + 1g). A possible andidate for a is
the prime R = 264 232 + 1, provided that g d(; R) = 1. The ondition on
k(0) an be a hieved by Chinese remaindering. More pre isely, we need a value
K(0) onstru ted from random seed  su h that K(0) 6 0; 1 (mod f3; 17; 216 +
1g). Given  , we rst onstru t two random integers in the respe tive ranges
[2; 24 ℄ and [2; 216 ℄, say 1 = MGF20 ( ) and 2 = MGF200 ( ). Next, by Chinese
remaindering (see Eq. (2)) modulo e1 := 17 and e2 := 216 + 1, we ompute
1;2 = 2 + e2[i1;2(1 2) mod e1℄ where i1;2 = 1=e2 mod e1. Letting e0 := 3,
we ompute 0;1;2 = 1;2 +e1 e2 [i12;0 (2 1;2 ) mod e0 ℄ where i12;0 = 1=(e1 e2 ) mod
e0. (Observe that 0;1;2 6 0; 1 (mod f3; 17; 216 + 1g).) From  we onstru t a
random integer in the range [0;  ) with  = =(e0 e1 e2 ), say  = MGF2000 ( ),
and by Chinese remaindering modulo  and e0 e1 e2 , we nally de ne K(0) as

K =  ; ; + e e e [i ; (  ; ; ) mod ℄
(8)
where i ; = 1=(e e e ) mod  .
Consequently, we obtain an invertible element modulo  , k , satisfying the
ondition of Eq. (7) for e 2 f3; 17; 2 + 1g as
k = K + b 3  (K   1) (mod  ) :
(0)

012

012

0 1 2

012

012

0 1 2

(0)

16

(0)

(0)

MGF ( )

( )
(0)
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(This has to be ompared to Eq. (6).)
It is worthwhile noti ing here that for e 2 f3; 17; 216 + 1g (dividing
have k(0)  K(0) (mod e) sin e K(0) 6 0 (mod e) by onstru tion.

 ), we

3.2.4 O -line/On-line generation The system assumes the knowledge of

a lower bound B0 on the bit-length of the RSA primes being generated and a
set E of publi exponents likely be used in the appli ations. This determines the
hoi e of parameter  (and so of ( )). We also need two invertible elements
modulo  , a and b. Finally, we assume that we have at disposal a hash fun tion
H and a family of mask generating fun tions MGFi (one may for example de ne
MGFi (x) as MGF(xki)).
For on reteness, suppose that B0 = 256 and E = fe0 ;Q
e1; e2g with e0 = 3,
16
e1 = 17 and e2 256
= 216 + 1. Then we an take  = (216 + 1)  41
i=1 pi = (2 + 1) 
64
32
2  3    179 < 2 . We hoose a = b = 2
2 + 1 := R. Note that ei divides
 (for i 2 f0; 1; 2g) and that g d(R;  ) = 1.
There are three algorithms. The rst algorithm onstru ts onstrained units;
the se ond, o -line algorithm onstru ts values for the third, on-line algorithm
generating RSA keys.
With the above system parameters, a possible implementation of the rst
algorithm is given below. The input is a string  given by the alling algorithm.
Input: parameter
Output: 2 Z

k

1.
2.
3.
4.
5.
6.

Compute
Compute
Compute
Compute
Compute
Output



MGF20( ) (mod (e1 3)) + 2
MGF200 ( ) (mod (e2 3)) + 2
MGF2000( ) (mod =(e0 e1 e2 ))
CRT(2; 1 ; 2 ;  ) as in Eq. (8)
(0)
MGF
3 ( ) (mod ord (R))

t ( ) 1) (mod  )
(0) + K(0) + R (K(0)




K
t
K
1

2

Fig. 2.

Generation of k 2 Z .

For a given bit-length ` , the next o -line algorithm (Fig. 3) produ es values
fz (for z 2 f1; : : :; g) whi h will be used in the on-line generation ` -bit RSA
primes valid with probability 1 when publi exponent e lies in E . Parameter 
is a random string, proper to ea h ard, and stored in eeprom-like memory. A
typi al length for  is 64 bits.
An RSA appli ation takes on input an RSA key-length ` and a publi exponent e. If ` an be written as the sum of two available ` , then the next on-line
algorithm (Fig. 4) is alled for ea h of the two bit-lengths, ` , forming the RSA
modulus N = pq , together with publi exponent e. If no su h de omposition
0

0

0

0

0

0
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;:::; g

Input: parameters 0
Output: z for 2 f1

f

z

l

0

`0 1=2 m

b2
2
Compute
and


Set = 1
Define
( 0 0 )
Compute
MGF1 ( ) (mod (
)) + and set
Using the algorithm of Fig. 2, ompute 2 Z
Set z
0 and
+
If ( is not prime) then
(a) Set z
(mod )
z + 1 and
(b) Go to Step 4
8. Output z
9. If (
) then set
+ 1 and go to Step 3

1.
2.
3.
4.
5.
6.
7.

z

v

w

 `0 

 H  ;` ;z
j

w v
f
q k l
q
f f
k Rk
f
z<
z z
Fig. 3.

Input:

` e

z
;

q
g d(q 1; e) = 1
l

m

k

l j
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parameters 0 , and
the list f zg1z ,
Output: a prime 2 d2`0 1=2 e 2`0

f

v



1 s.t.

b2
2 0
and
Compute


Define
( 0 0 )
Compute
MGF1 ( ) (mod (
)) + and set
Using the algorithm of Fig. 2, ompute 2 Z
fz (mod )
Compute
Set
+
If (g d(
1) 6= 1) then
(a) Set
+1
(b) If (
) output ``Error''; otherwise go to Step 2
8. Output

1.
2.
3.
4.
5.
6.
7.

`0 1=2
w 
v
 H  ;` ;z
j

w v
k R k

q k l
e; q
z z
z>
q

Fig. 4.

` 

v

k

On-line algorithm.
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exists then the o -line algorithm must be alled to generate valid values or an
error message must be output.
For se urity reasons, we insist that a prime an only be used on e for a given
appli ation. When it is used, it must be marked as su h (e.g., by removing the
orresponding entry for z , fz ).
If the so-obtained prime, say q , does not satisfy the mandatory ondition
g d(q 1; e) = 1 then another value of z is tested. If there are no longer available
values for z then the o -line algorithm must be alled to generate valid values
or an error message must be output.

4 Con luding Remarks
This paper presented a mixed o -line/on-line methodology for the generation of
RSA keys, leading to on-board performan es several orders of magnitude faster
than state-of-the-art te hniques. Two on rete realizations were proposed. The
rst solution has a faster on-line phase (at the expense of a slower o -line phase)
and the se ond solution features a faster o -line phase. Further, these new fast
o -line/on-line key generation algorithms enable \pay as you go" e-payment
fun tions by redu ing the ost of their infrastru ture ( ost of erti ates and
keys in ard memory) while keeping the same se urity level than the one of
lassi al key generation pro esses.
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