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ABSTRACT
Setuid programs are often exploited by malicious attackers to obtain unauthorized access to local systems. Setuid
programs, especially owned by the root user, are granted
root privileges, allowing attackers to gain root privileges
by exploiting vulnerabilities in the setuid-root programs.
The vulnerabilities usually lie in code that does not require
root privileges. Nevertheless, the entire code of setuid-root
programs is granted root privileges. This paper presents
a scheme called privileged code minimization that reduces
the risk to setuid programs. In this scheme, setuid-root programs are divided into privileged code and non-privileged
code. Privileged code is granted root privileges, while
non-privileged code is not. This scheme reduces the size
of trusted computing base (TCB) because it reduces the
code running with root privileges, reducing the chances
of attackers gaining root privileges by subverting setuid
programs. Protection between privileged code and nonprivileged code are enforced by fine-grained protection domains: a novel protection mechainsm of the operating system proposed by the authors.
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1 Introduction
The risk to setuid programs in UNIX have been well-known
over the years. This type of program is executed with the
privileges of the owner rather than those of the user executing it. In particular, setuid-root programs are executed with
the privileges of the super-user, regardless of who is executing them. Therefore, malicious users often attempt to
exploit security flaws in setuid-root programs to gain root
privileges, especially after cracking a target machine over
the Internet by hacking into users’ accounts. Because these
programs are a part of a trusted computing base (TCB),
they should not contain security flaws that could be exploited in attacks. Unfortunately, all setuid programs are
not robust enough to be free of security flaws. To date,
many of these programs have been reported to contain numerous security flaws; in the last year CERT/CC Vulnerability Notes [1] reported 5 and Security Focus Vulnerabilities [2] reported 65.
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In a setuid program the entire code is executed with
the privileges of the owner of the program. However,
the code that actually needs these privileges is only a
small portion of the code; the remaining portion can be
executed with ordinary users’ privileges. For instance,
/bin/passwd, a setuid-root program for changing users’
login passwords, is granted root privileges to modify entries in the /etc/passwd file. Although the entire code
for /bin/passwd is executed with root privileges, only
the code that actually modifies password files needs these
privileges. All other parts of the code do not need any
root privileges. According to our analysis of the security
notes [1, 2], most vulnerabilities in setuid programs lie in
codes that have root privileges but do not need them.
In this paper, we present a scheme called privileged
code minimization to improve the robustness of setuid programs. In this scheme, the code executed with the owner’s
privileges is minimized to only a small portion of the code,
not the entire code of the program. In case of setuid-root
programs, the code executed with root privileges is only a
portion of the code that actually needs root privileges. All
the other portions of the code are executed with ordinary
privileges, i.e., the privileges of the user who started the
program. As a result of minimizing privileged code, attackers cannot gain root privileges even if security flaws in
non-privileged code are exploited. In addition, the scheme
contributes to reducing the size and complexity of the TCB
because only the code executed with the root privileges, not
the entire code, of setuid-root programs must be trusted.
Several setuid programs partially incorporate the idea
of privileged code minimization by dropping its privileges
as soon as possible after the privileged operations are finished. These programs use uid-setting system calls [3],
such as seteuid(), to temporarily drop the privileges.
For example, a setuid-root program can drop root privileges by calling seteuid() and execute the remaining
code with ordinary privileges. Unfortunately, dropping the
privileges using uid-setting system calls is not enough to
prevent attackers from gaining privileges because attackers can regain the privileges by calling uid-setting system
calls again; attackers can induce setuid programs to issue
such system calls by injecting malicious code. To prevent
such attacks, privileged code must be clearly divided and
protected from non-privileged code so that non-privileged
code can’t gain privileges.

To implement protection between privileged code and
non-privileged code, we use the mechanism of fine-grained
protection domains, which have been proposed by the authors [4, 5, 6]. This mechanism allows multiple protection domains to co-exist inside a single process. Each protection domain is associated with a code fragment of the
process and granted its own access rights. Therefore, different portions of the program code can be executed with
privileges different from those granted to other portions of
the code. To protect privileged code from non-privileged
code, we assign a fine-grained protection domain to each of
privileged and non-privileged code. A fine-grained protection domain associated with privileged code grants owner’s
privileges, while a fine-grained protection domain associated with non-privileged code does not. Therefore, only
privileged code can perform privileged operations: nonprivileged code is prohibited to perform privileged operations, including calling uid-setting system calls. The memory data of privileged code is also protected from nonprivileged code by fine-grained protection domains to prevent non-privileged code from subverting privileged code.
A great deal of research effort has been devoted to developing security mechanisms to restrict the access rights
of applications. Sandbox systems [7, 8, 9, 10, 11, 12, 13]
allow us to restrict the privileges of the entire program, but
it cannot grant different privileges to different portions of a
program. Even if a setuid-root program is sandboxed, the
program code is granted the root privileges it requires to
accomplish its intended job. If the /bin/passwd is compromised, it could destroy all the entries in the password
file even if properly sandboxed. Java allows each class to
be granted its own privileges but it would be unrealistic to
rewrite all setuid programs from scratch in Java because almost all of these are written in C. Although the guidelines
for writing secure setuid programs [14, 15] are also known,
the growing size and complexity of programs greatly hinders following these too closely.
In the previous short paper [16], we only show a brief
summary of the basic idea of privileged code minimization. This current paper is an extended version of the previous paper and thoroughly describes the detail of the design,
implementation, and evaluation of our approach to making
setuid programs more secure.
The paper is organized as follows. Section 2 describes
the existing techniques used to attack setuid programs and
it analyzes vulnerabilities of setuid programs. Section 3 introduces our scheme called privileged code minimization.
Section 4 is an overview of the mechanism of fine-grained
protection domains. Section 5 describes the implementation of privileged code minimization. In Section 6, we apply the scheme to the passwd command. Section 7 describes related work and Section 8 concludes the paper.

2 Vulnerabilities of Setuid Programs
Before describing privileged code minimization, we will
summarize the techniques used to subvert setuid programs

and provides an analysis of vulnerabilities in setuid programs reported to CERT/CC Vulnerability Notes in 2001.
Our analysis suggests that vulnerabilities exist in code that
have root privileges but do not require them and this finding
supports our claim that minimizing privileged code would
reduce the risk of attackers gaining root privileges through
subverting setuid programs.

2.1 Attacking Techniques
The techniques used to subvert setuid programs can be classified into three: 1) buffer overflows, 2) code substitution,
and 3) symlink attacks. One of these techniques is used
in almost all the attacks on setuid programs that have been
reported to CERT/CC Vulnerability Notes and Security Focus Vulnerabilities (Table 1).

Buffer Overflows Buffer overflow [17] is one of the most
common techniques of subverting programs. In this technique, an attacker injects and executes attack code by overflowing a buffer that has weak bounds checking on its input. By overflowing the buffer the attacker can overwrite
the adjacent part of the program’s state such as return addresses and function pointers, and make the program jump
to the injected attack code. For instance, an attacker injects
a code similar to “exec(/bin/sh)” to a setuid-root program.
Since the injected attack code is running with the privileges
of the vulnerable setuid program, the attacker successfully
gains a root shell.

Code Substitution Code substitution is a technique of
executing an arbitrary attack code with the privileges of setuid programs. In code substitution, an attacker replaces
some programs called from a setuid program with prepared
attack programs. For example, the attacker alters the PATH
environment variable to replace external commands with
attack programs, or changes the LD_LIBRARY_PATH environment variable to replace standard libraries with attack
code. Since the program called from a setuid-root program
is executed with root privileges, the attacker successfully
gains these by substituting code.

Symlink Attacks Symlink attacks are a technique of
gaining unauthorized access to privileged files. In these, an
attacker prepares a symbolic link to a privileged file using
the name of the file that the setuid program uses as a temporary file. During the execution of the setuid program, the
privileged file located by the symbolic link is overwritten
and the contents of the file are destroyed. Using this technique, the attacker can conduct a kind of denial-of-service
attack. For example, if the /etc/passwd file is deleted
by the symlink attack, no user can login to the targeted machine.

Table 1. Vulnerabilities of setuid programs reported to CERT/CC Vulnerability Notes
ID
VU#123651
VU#860296
VU#105347
VU#916443
VU#440539

system
IBM AIX
CDE
UNIX
Digital Unix
Digital Unix

program
lsfs
dtprintinfo
xmcd
msgchk
msgchk

vulnerability
code substitution
buffer overflow
symlink attack
buffer overflow
symlink attack

vulnerability factor
external command exec.
user inputs processing
temporary file
argument processing
argument processing

privileges
devices
files
devices
network ports
network ports

2.2 Vulnerability Analysis

3.1 Extracting Privileged Code

Table 1 shows the vulnerabilities of setuid programs, which
were all reported to CERT/CC Vulnerability Notes in 2001.
As shown in the column of vulnerability, these setuid programs are vulnerable to one of the attacking techniques described above.
The privileges column shows that these programs require root privileges to access privileged devices, files, or
privileged network ports. However, as the vulnerability
factor column reveals, the vulnerable portions of the program code do not require any root privileges. For example, the lsfs command, listed at the top of Table 1, requires root privileges to access storage devices to obtain
information on the file system such as its size and permission. The vulnerability in the code is in the portions that
execute external commands lslv and grep to list logical volumes and parse the resulting output. These commands could be executed with ordinary users’ privileges
and thus code that executes external commands should not
be granted root privileges. Similarly, vulnerable code requires no root privileges for the other vulnerabilities listed
in the table. The processing of user inputs and command
line arguments could be performed without root privileges.
Also, a temporary file can be created with the privileges of
ordinary users.
This finding that vulnerabilities exist in code that has
root privileges but does not require them was also observed
in the 65 vulnerabilities reported to Security Focus Vulnerabilities. Therefore, as previously stated, minimizing
privileged code would effectively reduce the risk of attackers gaining root privileges through subverting setuid programs and potentially vulnerable code could be made to
run with ordinary privileges. Even if attackers successfully
subverted setuid-root programs, they would only be able to
gain privileges granted to ordinary users.

In minimizing privileged code, the programmers of setuidroot programs first identify the collection of procedures that
require root privileges to complete their operations. These
procedures are classified into privileged code, and all others are classified into non-privileged code. In Figure 1,
procedure1 and procedure2 are classified into privileged code and procedure3-6 are classified into nonprivileged.
To reduce the chances of privileged code containing security flaws, the programmers must be careful to
minimize its size. Which procedures should be included
in the privileged code depends on the operations that setuid programs perform. An example of this minimization is passwd command which is granted root privileges
to modify the password file. The code that requires root
privileges is the procedure change passwd that actually
modifies the password file and all the other procedures,
which process users’ inputs and command line arguments,
are classified into non-privileged code. When modifying
the existing code, the programmers may be forced to redesign the structure of the program to cleanly extract the
privileged code.

3 Privileged Code Minimization
This section describes our scheme of privileged code minimization to improve the robustness of setuid programs. To
achieve this minimization, the portion of the program code
that actually requires root privileges is granted these, and
the other portions are only granted those for ordinary users.
Code granted root privileges is called privileged while that
not granted these is called non-privileged.

3.2 Defining the Interface
After extracting the privileged code, the programmers define the interface between the privileged and non-privileged
code. As will be described later in Section 5, nonprivileged code is forced to call privileged code only via
this interface. As Figure 1 illustrates, only calls via the interface are allowed, while calls that bypass it are denied.
If non-privileged code attempts to bypass the interface and
directly jump into privileged code, the attempt is detected
and our system raises a runtime exception. The implementation details are in Section 5.
To ensure the safety of setuid programs, the programmers must carefully design and implement the interface
between the privileged and non-privileged code. If an attacker gains full control of the non-privileged code, she
attempts to gain the privileges of the privileged code by
attacking the interface. If the change passwd procedure in the passwd command does not verify an old password before a password is changed, the attacker can change
the root password to gain root privileges, immediately af-
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Figure 1. Privileged code minimization: privileged code is granted root privileges and non-privileged code is only granted
ordinary user privileges. In this program, procedures 1-2 are classified into privileged code and procedures 3-6 are classified
into non-privileged code. A procedure in non-privileged code is forced to call the procedures in the privileged code only via
the interface. Our system prevents the interface from being bypassed.

ter gaining control of the non-privileged code. Thus, the
change passwd procedure should take three arguments:
the old password, the new password, and the login name.
Not only must the interface be properly designed but it must
also be implemented correctly. If there are security flaws
in the implementation, an attacker can hijack the privileged
code by using one of the techniques described in Section 2.
For example, an attacker can attempt to inject and execute
attack code by overflowing the buffer.
The primary advantage of privileged code minimization is that programmers can concentrate on the design and
implementation of the interface between the privileged and
non-privileged code. Without it, programmers must correctly implement the entire code of a setuid program and
carefully validate that there are no security flaws remaining. While this is theoretically possible, it is almost impossible in practice as the numerous reports on security flaws
suggest. Minimizing privileged code reduces the chances
of security flaws remaining, because it reduces the size and
complexity of the TCB and makes it easier to validate —
manually or automatically — the correctness of the implementation.

3.3 Protecting Privileged Code
Even if we minimize privileged code in setuid programs,
attackers may subvert and take control of non-privileged
code, and then attempt to gain privileges of privileged code.
To prevent attackers from subverting privileged code, it
must also be protected from non-privileged code. In our
implementation, the operating system kernel prevents nonprivileged code from bypassing the interface, and from
accessing memory areas that are private to the privileged
code. This is achieved by using the mechanism for finegrained protection domains and we provides an overview
of this in the next section.

4 Fine-grained Protection Domains
Before describing how to minimize privileged code, we
will briefly summarize the mechanism for fine-grained protection domains. The fine-grained protection domain is a
kernel-level extension, currently implemented as an extension to the Linux kernel. Although it is very versatile protection mechanisms, we only introduce the functionalities
of the mechanism needed to explain how privileged code is
minimized. The details of fine-grained protection domains
should be referred to the papers [4, 5, 6].

4.1 Execution Model
Traditionally, the notion of the process has coincided with
that of the protection domain and therefore, the entire process code is granted the same privileges to access computing resources. It is almost impossible to grant different
privileges to different portions of the code executing within
a single process.
The mechanism for fine-grained protection domains
enables different portions of the code within a single process to be granted different privileges to access computing resources. Unlike the traditional model, the notion of
a protection domain is decoupled from that of the process.
Multiple protection domains called fine-grained protection
domains co-exist inside a single process and can be granted
privileges that are different from those granted to other domains in the same process. Figure 2 shows how two finegrained protection domains A and B co-exist inside a process. In this figure, domains A and B are granted different
privileges to access files. Domain A is granted the right to
access file /etc/passwd, because it is allowed to open
it with the RW mode. However, domain B is not allowed to
open /etc/passwd.
Every fine-grained protection domain is associated
with a code fragment and determines the access rights
of the associated code. In Figure 2, the procedure
change passwd is associated with domain A and the
procedures main and check args are with domain B.

Process
fine-grained protection
domain A
Code A
entry_point
change_passwd()
{...}
page A

protection policy A
[syscall]
allow: open /etc/passwd RW
allow: setreuid, getpid
[memory]
allow: pageA RW, pageC RW

fine-grained protection
domain B

page C

Code B
main(){...}
check_args(){...}
page B

protection policy B
[syscall]
allow: getpid
deny: setreuid
[memory]
allow: pageB RW, pageC R

Figure 2. Fine-grained protection domains: two fine-grained protection domains A and B co-exist inside a process. Each
fine-grained protection domain is associated with a protection policy. A protection policy defines 1) which system calls can be
issued, 2) which memory pages can be accessed, and 3) which entry points of other domains can be invoked. A thread executing
in domain B can switch to domain A by calling the entry point (change passwd) of domain A.

When a thread is executing change passwd, it is granted
the access rights of domain A. Similarly, when the thread
is executing main or check args, it is granted the
access rights of domain B. Therefore, the procedure
change passwd can read and write /etc/passwd that
the procedures main and check args cannot.
A thread executing in the one fine-grained protection
domain can switch to another domain by calling an entry
point of the domain. In Figure 2, a thread executing in domain B can switch to domain A by calling the entry point
(change passwd) of domain A. No thread can switch
to any other domain without invoking entry points. A runtime exception is raised if a thread executing in domain B
attempts to jump into code associated with domain A without invoking the entry point.

4.2 Protection Policy
A protection policy is associated with each fine-grained
protection domain to determine their access rights. A protection policy defines 1) which system calls can be issued,
2) which memory pages can be accessed, and 3) which entry points of other domains can be invoked. Although we
have developed various tools to define protection policies
in ways that are more concise and abstract, this section describes the system call-level primitives directly supported
by the kernel to define these policies.
For system calls, we can define which system calls
can be issued and what arguments are allowed to these.
For example, we can define a policy in which the open
system call is only allowed if the file to be opened is under the /tmp directory. In Figure 2, fine-grained protection domain A is allowed to issue open, setreuid and

getpid system calls. With open, the path name must
be /etc/passwd since the procedure change passwd
only accesses /etc/passwd. On the other hand, domain
B is only allowed to issue the getpid system call. When
a system call is issued in a domain, the kernel checks if the
protection policy associated with the domain permits the
domain to issue the system call with the passed arguments.
To provide intra-process memory protection, protection policies can define which memory pages are readable,
writable, or executable. Figure 2 shows the memory pages
A and B are private to fine-grained protection domains A
and B, respectively. Memory page C is shared by domains
A and B. Domain A is allowed to read and write the page,
while domain B is only allowed to read the page. To prevent entry points from being bypassed, the code area of
each domain must be inaccessible by other domains. If
memory protection is violated, the memory management
unit (MMU) detects the violation and raises runtime exceptions. For security reasons, a stack is allocated for each
fine-grained protection domain.
To control domain switching, we can define which domains can invoke which entry points. Figure 2 shows that
fine-grained protection domain B is allowed to invoke the
entry point of domain A. Calling an entry point must be
done under the control of the kernel, because it involves
switching domains and thus switching the access rights of
the calling thread. To switch fine-grained protection domains, we prepared a software trap specialized in switching
domains. To call an entry point, a thread presents the identifier of the invoked entry point to the kernel, and causes the
specialized software trap. The kernel checks if it is permitted to switch from the calling domain to the called domain,
and it then upcalls the entry point, if it is permitted.

4.3 Implementation Overview
The fine-grained protection domain is implemented as an
extension of the Linux kernel. Its implementation centers around the multi-protection page table, a mechanism
that accomplishes the intra-process memory protection. A
multi-protection page table is an extension of the traditional
one that enables each memory page to have multiple protection modes at the same time. At any instance in time,
one of the multiple protection modes is effective. Since
each memory page can have multiple protection modes,
each fine-grained protection domain can have its own protection mode for each memory page, and thus memory
protection is provided between fine-grained protection domains. To switch fine-grained protection domains, we prepared a software trap specialized in switching domains in
which the effective modes to protect memory are switched.
By utilizing the memory management unit (MMU) judiciously, we avoided flushing TLBs and caches that would
have degraded performance.
Our extended kernel is ported to a wide range of processor architectures. The prototype system is running on
Intel IA-32, SPARC, and Alpha processors. To implement
multi-protection page tables efficiently, we fully exploited
processor-specific features. We used segmentation and ring
protection mechanisms for the Intel IA-32 family [ 18]. We
utilized tagged TLBs and register windows for the SPARC
processors (versions 8 and 9) [19]. We also used tagged
TLBs and PAL code for the Alpha processors [20]. We did
not extend the kernel a great deal. We only added 1,398
lines of code to the Linux 2.2.18 in the IA-32 implementation. The details are discussed in our papers [4, 6, 5].

5 Implementation
This section describes how privileged code can be minimized. Through the mechanism of fine-grained protection
domains, we only grant root privileges to privileged code
and this prevents non-privileged code from using root privileges. A setuid-root program starts execution with ordinary
user privileges, and privileged code gains root privileges,
as needed, by issuing system calls to change the effective
user ID to root. However, non-privileged code is not permitted to issue these system calls so that it cannot use root
privileges.

5.1 Associating Fine-grained Protection Domains
To grant different privileges to privileged and nonprivileged codes, we prepare two fine-grained protection
domains for each. To prevent non-privileged code from
accessing privileged code, it is not permitted 1) to access
to the memory areas (including code, data, and stack sections) of the privileged code, 2) to issue system calls such as
setreuid() that change the effective user ID, and 3) to

change the protection policy of fine-grained protection domains. Details on the protection policies will be described
in the next section.
Fine-grained protection domains are associated with
privileged and non-privileged codes before a setuid program is executed. To associate domains before execution,
we modified the program loader (an ELF loader for Linux)
so that it could associate fine-grained protection domains
with the privileged and non-privileged codes. After associating the domains, the loader sets up the protection policies
of both domains. Then, it changes the effective user ID of
the program from the root to an ordinary user and jumps
into the main function after the remaining initialization.
The information needed to associate fine-grained protection domains, such as the addresses of entry points and
the memory areas of the privileged code are explicitly specified by programmers using special directives. The entry
points are specified using the directive entry point and
the memory areas are specified using the directive privileged section. These directives are implemented using GCC extensions and they encode the information into
the special ELF sections in the program file. These ELF
sections are valid only if the setuid bit of the program file is
on and the file is write-protected from other users. In addition, the type of ELF file is limited to the normal executable
file: shared libraries are not allowed to contain privileged
code to avoid the problem of the code substitution attack.

5.2 Protection Policies
As previously mentioned, a setuid-root program begins execution with ordinary users’ privileges. To allow privileged code to execute with root privileges, it is permitted
to issue system calls such as setreuid() to change the
effective user ID to root. In the privileged code, a setreuid() system call is issued to gain root privileges as
needed, and before returning to the non-privileged code the
effective user ID is changed to an ordinary user ID from
the root. However, non-privileged code is not permitted to
issue these system calls so that it cannot execute with root
privileges.
To prevent non-privileged code from accessing privileged code, it is denied access to the memory areas (including code, data, and stack sections) of the privileged code.
To call privileged code, the non-privileged code is forced to
call a pre-defined entry point for the privileged code. Since
an entry point may take the arguments of pointer types
(typically implemented as virtual addresses), the privileged
code is permitted to access all non-privileged code memory
areas. By doing this, the privileged code can access the data
referenced by the pointer passed from the non-privileged
code.
The protection policies themselves should not be
changed by the non-privileged code. It is denied system
calls related to setting up protection policies.

5.3 Calling Privileged Code

6.2 Protecting against Existing Attacks

To allow non-privileged code to call privileged code, the
functions defined in the interface between the privileged
and non-privileged codes are registered as entry points for
the fine-grained protection domain associated with the privileged code. The privileged code is invoked by calling
an entry point for the domain. Then, the privileged code
gains root privileges by issuing a system call such as setreuid() to change the current effective user ID to the
root, and it continues execution with root privileges. Before returning to the non-privileged code, the effective user
ID is restored to the ordinary user’s by issuing the setreuid() system call.

In this section, we demonstrate that passwd command
whose privileged code is minimized can protect against existing attacks. First, even if buffer overflow attacks against
non-privilege code are successful in the passwd command, attackers fail to gain root privileges, because nonprivilege code runs with normal user privileges. Although
attackers can invoke the interface change_passwd()
from non-privileged code, they can not change the password of any user unless they know their current passwords.
As discussed in Section 2, vulnerabilities tend to exist in code that has but does not requires root privileges.
Therefore, potentially vulnerable code is classified as nonprivileged code. In addition, since the privileged code
is smaller and can be implemented more carefully than
before, it contains fewer security flaws. Therefore, the
chances of privileged code containing vulnerabilities is remarkably reduced.
Other attacks such as code substitution and symlink
attacks can also be protected against. Since executing external command and making temporary files are normally
performed in non-privileged code, these attacks fail to gain
root privileges.

6 Application
To demonstrate the usefulness of privileged code minimization, we applied our scheme to passwd commands. In the
following, we discuss the results.

6.1 Minimizing Privileged Code
To minimize privileged code, we extracted it from the entire code of the passwd command. As mentioned in Section 3.1, code classified as privileged in passwd is only
code that actually modifies password files. The other code
is classified as non-privileged.
To invoke a privileged portion of the code from the
non-privileged code, we defined the interface as follows:
/* the interface to change passwords */
int change_passwd(user, oldpw, newpw);
char *user;
/* user name */
char *oldpw;
/* old password */
char *newpw;
/* new password */
This interface changes the password of a user specified as user to a new password newpw only if the current password of the user specified as oldpw is correct.
In passwd commands, change passwd() is the only
interface that can be invoked from non-privileged code.
Therefore, no operations, except for changing passwords,
can be performed with root privileges.
The implementation of this interface gains root privileges, as needed. In our implementation, user and oldpw
are checked with normal users’ privileges. If they are authenticated, the effective user ID is changed to root by calling the setreuid() system call and the new password is
written to the password file. Thereafter, the effective user
ID is restored to the normal user’s and control is returned
to the non-privileged code.
Privileged code is protected by fine-grained protection domains. Non-privileged code is denied system calls
to change effective user IDs. It is also denied memory access to privileged code to avoid subverting privileged code.
Therefore, attackers can not gain root privileges even if
they exploit security flaws in the non-privileged code.

6.3 Overhead Assessment
To estimate the overheads resulting from minimizing privileged code, we measured the time it took to change a user’s
password. To reduce the effect of user interaction, the new
password was read from a file. The experiments were conducted on a Pentium III 1GHz PC with 128MB memory,
running the Linux 2.2.18 kernel modified to support the
fine-grained protection domains.
The passwd command with the privileged code minimization took 22.1 ms to change the password, while an
unmodified passwd command takes 21.3 ms. The overhead was 3.8% or 0.8ms. This included the cost of creating
fine-grained protection domains, setting up protection policies, and performing cross-domain calls between the privileged code and the non-privileged code. The experimental
results suggested that the overheads to minimize privileged
code is acceptable.

7 Related Work
The necessity for writing secure setuid programs has long
been recognized and Bishop [14] gave guidelines as long
ago as 1987. General guidelines for writing secure programs have also been widely promulgated. Wheeler [ 15]
provides a set of design and implementation guidelines
to write secure programs for UNIX systems. Saltzer and
Schroeder [21] discuss some principles of information protection such as “principles of least privilege”. Although
these guidelines are useful, they are not sufficiently effective by themselves to eliminate all risk to setuid programs.

Because of the growing size and complexity of programs,
it is becoming increasingly more difficult to follow these
guidelines in the manner in which they were intended.
Many sandbox systems [7, 8, 9, 10, 11, 12, 13] have
been developed to restrict the access rights of applications.
Sandbox systems reduce privileges granted to programs,
thereby reducing the damage inflicted by attacks even if
the programs contain security flaws. However, sandbox
systems reduce the privileges of the entire code of the programs. Our scheme, however, only grants privileges to the
portion of the code that actually needs them. Only granting
privileges to a small portion of the code effectively reduces
security flaw because many of these are in code that does
not requires these privileges.
POSIX [22] defines the capability that divides root
privileges into a series of capabilities and it only grants programs a subset of root privileges. The POSIX capability
can reduce the root privileges granted to setuid programs.
However, it does not allow root privileges to be granted to
only a small portion of the code. The POSIX capability still
allows attackers to gain and exploit reduced root privileges
if the security flaws in the code are not eliminated.
Java allows a small portion (a class in Java) of the
code to be granted its own privileges. However, it would
be unrealistic to rewrite all setuid programs from scratch in
Java. Almost all the existing setuid programs are written in
C because they are extremely dependent on the functionalities of the underlying UNIX systems. Our scheme aims to
improve the robustness of setuid programs written in C.
Language-independent approaches such as code certification [23, 24] and SFI [25] can be applied to improving
the robustness of setuid programs. Code certification ensures type safety in language-independent ways. However,
type safety is not enough to protect against attacks such
code substitution and symlink attacks. SFI [25] provides
intra-process memory protection by directly modifying binary code. However, SFI does not address the issues of
access control of setuid programs.
Several operating systems [26, 27, 28, 29] provide protection mechanisms for component-based systems.
These mechanisms may also be used to implement protection between privileged code and non-privileged code in
the privileged code minimization.

8 Conclusion
This paper proposed privileged code minimization, a
scheme that improves the robustness of setuid programs.
In this scheme, code that runs with root privileges is minimized to the portion that only actually requires these root
privileges. According to analysis, most vulnerabilities in
setuid programs are in code that does not require root privileges. Therefore, minimizing privileged code reduces the
risk to setuid programs because attackers cannot gain these
privileges even if they exploit the vulnerabilities of code
not running with root privileges.

In this paper, we demonstrated that privileged code
minimization can be implemented by utilizing fine-grained
protection domains, a mechanism that enables different
parts of a single program to be granted different privileges.
To demonstrate the feasibility of our scheme, we applied
privileged code minimization to the passwd command, a
setuid-root program for changing login passwords. We also
demonstrated that the overheads were acceptable.
In future work, we will present concrete examples of
applying the scheme of privileged code minimization to
several existing setuid programs. Considering the way of
dividing a setuid program into privileged code and nonprivileged code and defining the interface between them is
difficult but important work to prove the concept of this
paper. Although the way will varies from programs to programs, we believe that some guideline common to many
programs will be presented.
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