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Abstra t
Preserving priva y of individuals when data are shared for lustering is a omplex problem. The
hallenge is how to prote t the underlying attribute values subje ted to lustering without jeopardizing the similarity between data obje ts under analysis. To address this problem, data owners must
not only meet priva y requirements but also guarantee valid lustering results. To a hieve this dual
goal, we propose a novel spatial data transformation method alled Rotation-Based Transformation
(RBT). The major features of our data transformation are: a) it is independent of any lustering
algorithm, b) it has a sound mathemati al foundation; ) it is eÆ ient and a urate; and d) it does
not rely on intra tability hypotheses from algebra and does not require CPU-intensive operations.
We show analyti ally that although the data are transformed to a hieve priva y, we an also get
a urate lustering results by the safeguard of the global distan es between data points.
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Introdu tion

A hieving priva y preservation when sharing data for lustering is a hallenging problem. To address
this problem, data owners must not only meet priva y requirements but also guarantee valid lustering
results. The fundamental question addressed in this paper is: how an organizations prote t personal
data subje ted to lustering and meet their needs to support de ision making or to promote so ial
bene ts?
Clearly, sharing data for lustering poses new hallenges for novel uses of data mining te hnology.
Let us onsider two real-life motivating examples where the sharing of data for lustering poses di erent
onstraints.



Suppose that a hospital shares some data for resear h purposes (e.g. group patients who have a
similar disease). The hospital's se urity administrator may suppress some identi ers (e.g. name,
address, phone number, et ) from patient re ords to meet priva y requirements. However, the
released data may not be fully prote ted. A patient re ord may ontain other information that
an be linked with other datasets to re-identify individuals or entities [10℄. How an we identify
1

groups of patients with a similar disease without revealing the values of the attributes asso iated
with them?



Two organizations, an Internet marketing ompany and an on-line retail ompany, have datasets
with di erent attributes for a ommon set of individuals. These organizations de ide to share their
data for lustering to nd the optimal ustomer targets so as to maximize return on investments.
How an these organizations learn about their lusters using ea h other's data without learning
anything about the attribute values of ea h other?

Note that the above s enarios des ribe two di erent problems of priva y-preserving lustering (PPC).
We refer to the former as PPC over entralized data, and the latter as PPC over verti ally partitioned
data. The problem of PPC over verti ally and horizontally partitioned data has been addressed in the
literature [12, 6℄, while the problem of PPC over entralized data has not been signi antly ta kled. In
this paper, we fo us on PPC over entralized data.
There is very little literature regarding the problem of PPC over entralized data. A notable exeption is the work presented in [9℄. The key nding of this study was that adding noise to data would
meet priva y requirements, but may ompromise the lustering analysis. The main problem is that
by distorting the data, many data points would move from one luster to another jeopardizing the
notion of similarity between points in the global spa e. Consequently, this introdu es the problem of
mis lassi ation
One limitation with the above solution is the trade-o between priva y and a ura y of the lustering
results. We laim that a hallenging solution must do better than a trade-o , otherwise the transformed
data would be useless. A desirable solution must onsider not only priva y safeguards, but also a urate
lustering results.
To support our laim, we propose a novel spatial data transformation method alled Rotation-Based
Transformation (RBT). The major features of our data transformation are: a) it is independent of any
lustering algorithm, whi h represents a signi ant improvement over our previous work [9℄; b) it has a
sound mathemati al foundation; ) it is eÆ ient and a urate sin e the distan es between data points
are preserved; and d) it does not rely on intra tability hypotheses from algebra and does not require
CPU-intensive operations.
This paper is organized as follows. Related work is reviewed in Se tion 2. The basi on epts of data
lustering and geometri data transformations are dis ussed in Se tion 3. In Se tion 4, we introdu e
our RBT method. In Se tion 5, we dis uss and prove some important issues of se urity and a ura y
pertained to our method.
2

Related Work

Some e ort has been made to address the problem of priva y preservation in data lustering. The lass
of solutions has been restri ted basi ally to data partitioning [12, 6℄ and data distortion [9℄. The work
in [12℄ addresses lustering verti ally partitioned data, whereas the work in [6℄ fo uses on lustering
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horizontally partitioned data. In a horizontal partition, di erent obje ts are des ribed with the same
s hema in all partitions, while in a verti al partition the attributes of the same obje ts are split a ross
the partitions.
The work in [12℄ introdu es a solution based on se urity multi-part omputation. Spe i ally, the
authors proposed a method for k-means lustering when di erent sites ontain di erent attributes for
a ommon set of entities. In this solution, ea h site learns the luster of ea h entity, but learns nothing
about the attributes at other sites. This work ensures reasonable priva y while limiting ommuni ation
ost.
The feasibility of a hieving PPC through geometri data transformation was studied in [9℄. This
investigation revealed that geometri data transformations, su h as translation, s aling, and arbitrary
rotation are unfeasible for priva y-preserving lustering if we do not onsider the normalization of the
data before transformation. The reason is that the data transformed through these methods would
hange the similarity between data points. As a result, the data shared for lustering would be useless.
This work also revealed that the distortion methods adopted to su essfully balan e priva y and se urity
in statisti al databases are limited when the perturbed attributes are onsidered as a ve tor in the
n-dimensional spa e. Su h methods would exa erbate the problem of mis lassi ation. A promising
dire tion of the work in [9℄ was that PPC through data transformation should be to some extent possible
by isometri transformations, whi h preserve distan es of obje ts in the pro ess of moving them in the
Eu lidean spa e.
More re ently, a new method, based on generative models, was proposed to address priva y preserving distributed lustering [6℄. In this approa h, rather than sharing parts of the original data or
perturbed data, the parameters of suitable generative models are built at ea h lo al site. Then su h
parameters are transmitted to a entral lo ation. The best representative of all data is a ertain \mean"
model. It was empiri ally shown that su h a model an be approximated by generating arti ial samples
from the underlying distributions using Markov Chain Monte Carlo te hniques. This approa h a hieves
high quality distributed lustering with a eptable priva y loss and low ommuni ation ost.
The work presented here is orthogonal to that one presented in [12, 6℄ and di ers in some aspe ts
from the work in [9℄. In parti ular, we build on our previous work. First, instead of distorting data
for lustering using translations, s aling, rotations or even some ombinations of these transformations,
we distort attribute pairs using rotations only to avoid mis lassi ation of data points. Se ond, our
transformation presented here advo ates the normalization of data before transformation. We show that
su essive rotations on normalized data will prote t the underlying attribute values and get a urate
lustering results. Third, we provide an analysis of the omplexity of RBT and dis uss a relevant feature
of our method - the independen e of lustering algorithm, whi h represents a signi ant improvement
over the existing solutions in the literature. In addition, we verify the eviden e of atta ks against RBT.
To our best knowledge, this line of work has not been onsidered in the ontext of PPC over entralized
data in this level of detail so far.
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3
3.1

Basi

Con epts

Isometri

Transformations

An isometry (also alled ongruen e) is a spe ial lass of geometri transformations [11, 3℄. The essential
hara teristi of an isometry is that distan es between obje ts are preserved in the pro ess of moving
them in a n-dimensional Eu lidean spa e. In other words, distan e must be an invariant property.
Formally, an isometri transformation an be de ned as follows [3℄:

De nition 1 (Isometri Transformation) Let

T be a transformation in the n-dimensional spa e,

i.e., T : < ! < T is said to be an isometri transformation if it preserves distan es satisfying the
following onstraint: jT (p) T (q)j = jp qj for all p, q 2 <n .
n

n.

Isometries also preserves angles and transform sets of points into ongruent ones. Spe ial ases of
isometries in lude: (1) translations, whi h shift points a onstant distan e in parallel dire tions; (2)
Rotations, whi h have a enter a su h that jT (p) aj = jp aj for all p; and (3) Re e tions, whi h map
all points to their mirror images in a xed (d 1)-dimensional plane.
In this work, we fo us primarily on rotations. For the sake of simpli ity, we des ribe the basi s
of su h a transformation in a 2D dis rete spa e. In its simplest form, this transformation is for the
rotation of a point about the oordinate axes. Rotation of a point in a 2D dis rete spa e by an angle
 is a hieved by using the transformation matrix in Equation (1). The rotation angle  is measured
lo kwise and this transformation a e ts the values of X and Y oordinates. Thus, the rotation of a
point in a 2D dis rete spa e ould be seen as a matrix representation v0 = Rv, where R is a 2  2
rotation matrix, v is the ve tor olumn ontaining the original oordinates, and v0 is a olumn ve tor
whose oordinates are the rotated oordinates.
#
"
os  sin 
(1)
R=
sin 

3.2

os 

Data Matrix

Obje ts (e.g. individuals, patterns, events) are usually represented as points (ve tors) in a multidimensional spa e. Ea h dimension represents a distin t attribute des ribing the obje t. Thus, an
obje t is represented as an m  n matrix D, where there are m rows, one for ea h obje t, and n
olumns, one for ea h attribute. This matrix is referred to as a data matrix, represented as follows:
2
6
6
D=6
6
4

a11

:::

a1k

:::

a1n

a21

:::

a2k

:::

a2n

am1

: : : amk

..
.

..
.

...

..
.

3
7
7
7
7
5

(2)

: : : amn

The attributes in a data matrix are sometimes normalized before being used. The main reason is
that di erent attributes may be measured on di erent s ales (e.g. entimeters and kilograms). For this
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reason, it is ommon to standardize the data so that all attributes are on the same s ale. There are many
methods for data normalization [5℄. We review two of them in this se tion: min-max normalization and
z-s ore normalization.
Min-max normalization performs a linear transformation on the original data. Ea h attribute is
normalized by s aling its values so that they fall within a small spe i range, su h as 0.0 and 1.0.
When the a tual minimum and maximum of an attribute are unknown, or when there are outliers
that dominate the min-max normalization, z-s ore normalization (aka. zero-mean normalization) should
be used. In this ase, the normalization is performed by subtra ting the mean from ea h attribute value
and then dividing the result by the standard deviation of this attribute.
3.3

Dissimilarity Matrix

A dissimilarity matrix stores a olle tion of proximities that are available for all pairs of obje ts. This
matrix is often represented by an m  m table. In (3), we an see the dissimilarity matrix DM orresponding to the data matrix D in (2), where ea h element d(i; j ) represents the di eren e or dissimilarity
between obje ts i and j .
3
2
0
7
6
7
6 d(2; 1)
0
7
6
7
6
(3)
DM = 6 d(3; 1) d(3; 2) 0
7
7
6 .
.
.
7
6 ..
..
..
5
4
d(n; 1) d(n; 2) : : : : : : 0
In general, d(i; j ) is a nonnegative number that is lose to zero when the obje ts i and j are very
similar to ea h other, and be omes larger the more they di er.
To al ulate the dissimilarity between obje ts i and j one ould use either the distan e measure in
Equation (4) or in Equation (5), or others, where i = (xi1 ; xi2 ; :::; xin ) and j = (xj 1 ; xj 2 ; :::; xjn ) are
n-dimensional data obje ts.
d(i; j )

=[

n
X

(xik

xjk )2 ℄1=2

(4)

k =1

d(i; j )

=

n
X
k =1

jxik

xjk

j

(5)

The metri in Equation (4) is the most popular distan e measure alled Eu lidean distan e, while
the metri in Equation (5) is known as Manhattan or ity blo k distan e. Both Eu lidean distan e and
Manhattan distan e satisfy the following onstraints:




d(i; j )

 0: distan e is a nonnegative number.

d(i; i)

= 0: the distan e of an obje t to itself.
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4

d(i; j )

= d(j; i): distan e is a symmetri fun tion.

d(i; j )

 d(i; k) + d(k; j ):

distan e satis es the triangular inequality.

Rotation-Based Transformation

In this Se tion, we introdu e our method Rotation-Based Transformation (RBT). This method is designed to prote t the underlying attribute values by rotating the values of two attributes at a time.
4.1

General Assumptions

Our approa h to distort data points in the n-dimensional spa e draws the following assumptions:



The data matrix D, subje ted to lustering, ontains only on dential numeri al attributes that
must be transformed to prote t individual data values before lustering.



The existen e of an obje t (e.g. ID) may be revealed but it ould be also anonymized by suppression. However, the values of the attributes asso iated with an obje t are private and must be
prote ted.



The transformation method RBT when applied to a database D must preserve the distan es
between the data points.

We also assume that the raw data is pre-pro essed as follows:



Suppressing Identi ers. Attributes that are not subje ted to lustering (e.g. address, phone, et )
are suppressed. Again, the existen e of a parti ular obje t, say ID, ould be revealed depending
on the appli ation (e.g. our real-life example), but it ould be suppressed when data is made
publi (e.g. ensus, so ial bene ts).



Normalizing Numeri al Attributes. Normalization helps prevent attributes with large ranges (e.g.
salary) from outweighing attributes with smaller ranges (e.g. age). Either min-max or z-s ore an
be used for normalization.

The major steps of the data transformation, before lustering analysis, are: In the rst step, the
raw data is normalized to give all the variables an equal weight. Then, the data are distorted by using
our RBT method. In doing so, the underlying data values would be prote ted, and miners would be
able to luster the transformed data. There is no need for normalizing after the transformation pro ess
o urs.
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4.2

General Approa h

Now that we have des ribed the assumptions asso iated with our method, we move on to de ning a
fun tion that distorts the attribute values of a given data matrix to preserve priva y of individuals. We
refer to su h a fun tion as rotation-based data perturbation fun tion, de ned as follows:

De nition 2 (Rotation-Based Perturbation Fun tion) Let

Dmn be a data matrix, where ea h

of the m rows represents an obje t, and ea h obje t ontains values for ea h of the n numeri al attributes.
We de ne a Rotation-Based Data Perturbation fun tion fr as a bije tion of n-dimensional spa e into
itself that transforms D into D0 satisfying the following onditions:



Pairwise-Attribute Distortion: 8i; j , su h that 1  i; j  n and i 6= j , the ve tor V = (Ai ; Aj ) is
transformed into V 0 = (A0i ; A0j ) using the matrix representation V 0 = R  V , where Ai ; Aj 2 D,
A0i ; A0j 2 D 0 , and R is the transformation matrix for rotation.



Pairwise-Se urity Threshold: the transformation of V into V 0 is performed based on the PairwiseSe urity Threshold P ST (1; 2), su h that the onstraints must hold: V arian e(Ai A0i )  1
and V arian e(Aj A0j )  2 , with 1 > 0 and 2 > 0.

The rst ondition of De nition 2 states that the transformation applied to a data matrix D distorts
a pair of attributes at a time. In ase of an odd number of attributes in D, the last attribute an be
distorted along with any other already distorted attribute, as long as the se ond ondition is satis ed.
The se ond ondition (Pairwise-Se urity Threshold) is the fundamental requirement of a data perturbation method. It quanti es the se urity of a method based on how losely the original values of a
modi ed attribute an be estimated.
Traditionally, the se urity provided by a perturbation method has been measured as the varian e
between the a tual and the perturbed values [1, 8℄. This measure is given by V ar(X Y ) where X
represents a single original attribute and Y the distorted attribute. This measure an be made s ale
invariant with respe t to the varian e of X by expressing se urity as Se = V ar(X Y )=V ar(X ).
In parti ular, RBT adopts the traditional way to verify the se urity of a perturbation method.
However, the se urity o ered by RBT is more hallenging. We impose a pairwise-se urity threshold
for every two distorted attributes. The hallenge is how to strategi ally sele t an angle  for a pair
of attributes to be distorted so that the se ond ondition is satis ed. In Se tion 4.3, we introdu e the
algorithm that strategi ally omputes the value of .
Based on the de nition of the rotation-based data perturbation fun tion, now we de ne our RBT
method as follows:

De nition 3 (RBT Method) Let

Dmn be a data matrix, where ea h of the m rows represents an

obje t, and ea h obje t ontains values for ea h of the n numeri al attributes. The Rotation-Based Data
Perturbation method of dimension n is an ordered pair, de ned as RBT = (D, fr ), where:




D

2 <mn is a normalized data matrix of obje ts to be

fr is a rotation-based data transformation fun tion, fr

7

lustered.

: <n ! <n

4.3

The Algorithm for the RBT Method

The pro edure to distort the attributes of a data matrix has essentially 2 major steps, as follows:

Step 1. Sele ting the attribute pairs: We sele t k pairs of attributes Ai and Aj in D, where i 6= j .

If the number of attributes n in D is even, then k = n=2. Otherwise, k = (n + 1)=2. The
pairs are not sele ted sequentially. A se urity administrator ould sele t the pairs of attributes
in any order of his hoi e. If n is odd, the last attribute sele ted is distorted along with any
other attribute already distorted. We ould try all the possible ombinations of attribute pairs to
maximize the varian e between the original and the distorted attributes. However, given that we
ditort normalized attributes, the varian e of any attribute pairs tends to lie in the same range.
We illustrate this idea in our example presented in Se tion 5.1.

Step 2. Distorting the attribute pairs: The pairs of attributes sele ted previously are distorted as
follows:







(a) Computing the distorted attribute pairs as a fun tion of : We ompute V (A0i ; A0j ) =
R  V (Ai ; Aj ) as a fun tion of  , where R is the rotation matrix, de ned in (1).
(b) Meeting the pairwise-se urity threshold: We derive two inequations for ea h attribute
pairs based on the onstraints: V arian e(Ai A0i )  1 and V arian e(Aj A0j )  2 , with
1 > 0 and 2 > 0.
( ) Choosing the proper value for : Based on the inequations found previously, we identify
a range for  that satis es the pairwise-se urity threshold P ST (1 ; 2 ). We refer to su h a
range as se urity range. Then, we randomly sele t a real number in this range and assign it
to .
(d) Outputting the distorted attribute pairs: Given that  is already determined, we now
re ompute the substep (a), i.e., V (A0i ; A0j ) = RV (Ai ; Aj ), and output the distorted attribute
pairs.

Ea h inequation in substep (b) is solved by omputing the varian e of the matrix subtra tion [Ai A0i ℄.
In [4℄, it is shown that the sample varian e of N values x1 ; x2 ; :::; xN is al ulated by:
V ar (x1 ; x2 ; :::; xN )

=

1


N

N
X

(xi

x)2

(6)

i=1

where x is the arithmeti mean of the values x1 ; x2 ; :::; xN .
The inputs for the RBT algorithm are a normalized data matrix D and a set of k pairwise-se urity
thresholds Tk . We assume that there are k pairs of attributes to be distorted. The output is the transformed data matrix D0 whi h is shared for lustering analysis. The sket h of the RBT algorithm is
given as follows:

8

RBT Algorithm
Input: Dmn , Tk
0
Output: Dm
n

1. k dn=2e
2. Pk k Pairs(Ai ; Aj ) in D su h that 1  i; j  n and i 6= j
3. For ea h sele ted pair Pk in P airs(D) do
3.1 V (A0i ; A0j ) R  V (Ai ; Aj ) //V is omputed as a fun tion of 
3.2 Compute(V ar(Ai A0i )  1 ; V ar(Aj A0j )  2 )
3.3 k Se urityRange(V ar(Ai A0i )  1 ; V ar(Aj A0j )  2 )
3.4 V (A0i ; A0j ) Rk  V (Ai ; Aj ) //Output the distorted attributes of D0

End for
End Algorithm

Theorem 1 The running time of the RBT Algorithm is O(m  n), where

m is the number of obje ts

and n is the number of attributes in a data matrix D.

Proof. Let D be a data matrix omposed of m rows (obje ts) and n numeri al attributes, and k the
number of attribute pairs in d to be distorted.
Line 1 is a straightforward omputation that takes O(1). In line 2, the algorithm does not sele t all
the possible ombinations of pairs. The sele tion of the attribute pairs is performed by simply grouping
the attributes in pairs. In general, this omputation takes n=2 when n is even and (n + 1)=2 when n is
odd. Thus, the running time for Step 1 (lines 1 and 2) is O(n).
The matrix produ t in line 3.1 takes 2  2  m. When m is large, line 3.1 takes O(m). Line
3.2 en ompasses two ve tor subtra tions, ea h one taking m  1, resulting in 2  m iterations. After
omputing the ve tor subtra tions, we ompute the varian e of these ve tors. We s an both ve tors
on e to ompute their mean sin e they have the same order. Then we s an these ve tors again to
ompute their varian e. Ea h s an takes m  1. Thus, the running time of line 3.2 is O(m). Line 3.3
is a straightforward omputation that takes O(1) sin e one value for  is sele ted randomly. Line 3.4 is
similar to line 3.1 and takes O(m). Re all that the whole loop is performed at most n times. Thus, the
running time for line 3 is O(n  (m + m + 1 + m)), whi h an be simpli ed to O(n  m).
The running time of the RBT algorithm is the sum of running times for ea h step, i.e, O(n + n  m).
Thus, the running time of the RBT algorithm takes O(m  n).
5
5.1

A

ura y versus Se urity

RBT Method: A

ura y

We illustrate the a ura y of the RBT method through one example and we show analyti ally that the
a ura y is independent of the database size.
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Let us onsider the sample relational database in Table 1 and the orresponding normalized database
in Table 2, using z-s ore normalization. This sample ontains real data of the Cardia Arrhythmia
Database available at the UCI Repository of Ma hine Learning Databases [2℄. We purposely sele ted
only three numeri al attributes of this database: age, weight, and heart rate (number of heart beats per
minute).
ID
1237
3420
2543
4461
2863

age
75
56
40
28
44

weight
80
64
52
58
90

heart rate
63
53
70
76
68

Table 1: A sample of the ardia arrhythmia.
ID
1237
3420
2543
4461
2863

age
1.4809
0.4151
-0.4824
-1.1556
-0.2580

weight
0.7095
-0.3041
-1.0642
-0.6841
1.3430

heart rate
-0.3476
-1.5061
0.4634
1.1586
0.2317

Table 2: Corresponding normalized database.
First, we sele t the pairs of attributes to distort. Let us assume that the pairs sele ted are: pair1 =
[age; heart rate℄, and pair2 = [weight, age℄. Then, we set a pairwise-se urity threshold for ea h pair of
attributes sele ted: P ST1 = (0:30; 0:55) and P ST2 = (2:30; 2:30).
After setting the pairwise-se urity thresholds, we start the transformation pro ess for the rst attribute pair by omputing V 0 (age0 ; heart rate0 ) = R  V (age; heart rate). V is from the normalized
database.
Note that the ve tor V 0 (age0 ; heart rate0 ) is omputed as a fun tion of . Therefore, the following
onstraints are fun tion of  as well:
(1) V arian e(age age0 )  0:30; and
(2) V arian e(heart rate heart rate0 )  0:55.
Re all that the values for age and heart rate are available in the normalized data matrix in Table 2.
Our goal is to nd the proper angle  to rotate the attributes age and heart rate satisfying the above
onstraints. The rotated attributes are age0 and heart rate0 . To a omplish that, we plot the above
inequations and identify the se urity range, as an be seen in Figure 1. In this Figure, there are two
lines representing the pairwise-se urity threshold P ST1 = (0:30; 0:55). We identify the se urity range
for  that satis es both thresholds at the same time. As an be seen, this interval ranges from 48.03 to
314.97 degrees. Then we randomly hoose one angle  in this interval, say  = 312:47. For this hoi e,
10

the values of V arian e(age age0 ) = 0:318 and V arian e(heart rate
satis es the pairwise-se urity threshold P ST1 = (0:30; 0:55).

heart rate0 )

= 0:9805, whi h

6
Var (age − age’ )
Var (heart_rate − heart_rate’ )
5

Variance

4

3

2

1
ρ = 0.55
2

0

ρ1 = 0.30

0

50

100

150

200
Angle θ

250

age0 )

Figure 1: The se urity range for V ar(age

300

350

and V ar(heart rate

heart rate0 ).

8
Var (weight − weight’ )
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7

6

Variance

5
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1

0

0

50
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200
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Figure 2: The se urity range for V ar(weight

250

300

350

weight0 )

and V ar(age

age0 ).

After distorting the attributes age and heart rate, we now repeat the steps performed previously
to distort the attributes weight and age. We ombine weight with age be ause we need exa tly two
attributes to be distorted at a time. We ould ombine weight with heart rate as well. The values of
the attribute age have been distorted in the previous steps.
We plot the inequations and identify the se urity range, as an be seen in Figure 2. This interval
ranges from 118.74 to 258.70 degrees. Then we randomly hoose one angle  in this interval, say
 = 147:29. For this hoi e, the values of V arian e(weight weight0 ) = 2:9714 and V arian e(age
age0 ) = 6:9274, whi h satis es the pairwise-se urity threshold P ST2 = (2:30; 2:30).
The ardia arrhythmia database after transformation is showed in Table 3, while Table 4 shows the
dissimilarity matrix orresponding to Table 3.
Here we highlight an interesting out ome yielded by our method: the dissimilarity matrix orresponding to the normalized database in Table 2 is exa tly the dissimilarity matrix in Table 4. This
result suggests that RBT method is one isometry in the n-dimensional spa e.

Theorem 2 The RBT method is one isometri transformation in the n-dimensional spa e.
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ID
1237
3420
2543
4461
2863

age
-1.4405
-1.0063
1.1368
1.7453
-0.4353

weight
0.0819
1.0077
0.5347
-0.3078
-1.3165

heart rate
0.8577
-0.7108
-0.0429
-0.0701
-0.0339

Table 3: The ardia arrhythmia database after transformation.

2
0
66 1:8723
0
66 2:7674 2:2940
4
3:3409
1:9393

3:1164
2:4872

0
1:0396
2:4287

0
2:4029

0

3
7
7
7
7
5

Table 4: The dissimilarity matrix orresponding to Table 3.
Proof. By using the on ept of distan e between obje ts.
Let Dmn be a data matrix where m is the number of obje ts and n is the number of attributes.
Without loss of generality, the rotation of any two attributes Ai and Aj in D, where i 6= j , will
maintain the distan e between the m obje ts invariant. The preservation of su h distan es is assured
be ause rotations are isometri transformations [3, 7℄. Applying the RBT method to D will result in a
transformed data matrix D0 where all the attributes in D0 are transformed by su essive rotations of an
attribute pair at a time. Hen e, the RBT method is one isometri transformation in the n-dimensional
spa e.
A natural onsequen e of Theorem 2 is that our transformation method is independent of the
lustering algorithm. After applying the RBT method to a data matrix D, the lusters mined from
the released data matrix D0 will be exa tly the same as those mined in D, given the same lustering
algorithm:

Corollary 1 Given a data matrix D and a transformed data matrix D0 by using the RBT method, the
lusters mined from D and D0 are exa tly the same for any lustering algorithm.

Proof. By using the on ept of dissimilarity matrix.
From Theorem 2 we know that the distan es between the obje ts in a data matrix D is exa tly the
same as the distan es between the orresponding obje ts in the transformed data matrix D0 . Hen e,
applying any distan e-based lustering algorithm to D and D0 will result in the same lusters.
5.2

RBT Method: Se urity

The pro ess of prote ting priva y of obje ts is a omplished in two major steps as follows:
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Step 1: Data disguising. First, we try to obs ure the raw data by normalization. Clearly, normal-

ization is not se ure at all, even though it is one way to obfus ate attribute values subje ted to
lustering. However, data normalization brings two important bene ts to PPC: a) it gives an
equal weight to all attributes; and most importantly, b) it makes diÆ ult the re-identi ation of
obje ts with other datasets sin e in general publi data are not normalized. In addition, we ould
anonymize the released database in Table 3 by removing the attribute ID from the data. In doing
so, the priva y of individuals would be ensured.

Step 2: Attribute Distortion. Disguising the data by normalization is not enough. So we distort
attribute values by rotating two attributes at a time. Note that RBT follows the se urity requirements of traditional methods for data distortion. The fundamental basis of su h methods is
that the se urity provided after data perturbation is measured as the varian e between the a tual
and the perturbed values. RBT is more exible than the traditional methods in the sense that a
se urity administrator an impose a se urity threshold for ea h attribute pair before the distortion
pro ess.

Now we show the se urity of our method against atta ks. Let us assume that the mean and the standard
deviation of the sample ardia arrhythmia database in Table 1 is made publi . For this example, the
means for the three attributes are [48.60; 68.80; 66.00℄ and the standard deviations are [17.8269; 15.7861;
8.6313℄. Given that the distorted data matrix in Table 3 is shared for lustering and the means and the
standard deviations of the attributes are known, we try to reverse the transformation pro ess and get
the raw data. Table 5 shows the data generated by an attempt atta k against the ardia arrhythmia
database. Note that, the data in Table 5 are ompletely di erent from those in Table 1. These results
emphasize the se urity o ered by RBT.
ID
1237
3420
2543
4461
2863

age
23
31
69
80
41

weight
70
85
77
64
48

heart rate
73
60
66
65
66

Table 5: An attempt atta k against the database in Table 1.
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Con lusions

In this paper, we have introdu ed a novel spatial data transformation method for Priva y-Preserving
Clustering, alled Rotation-Based Transformation (RBT). Our method was designed to prote t the
underlying attribute values subje ted to lustering without jeopardizing the similarity between data
obje ts under analysis. Releasing a database transformed by RBT, a database owner meets priva y
requirements and guarantees valid lustering results. The data shared after the transformation to
preserve priva y do not need to be normalized again.
13

The highlights of our method are as follows: a) it is independent of any lustering algorithm, whi h
represents a signi ant improvement over the existing methods in the literature; b) it has a sound
mathemati al foundation; ) it is eÆ ient, a urate and provides se urity safeguard to prote t priva y
of individuals; and d) it does not rely on intra tability hypotheses from algebra and does not require
CPU-intensive operations.
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