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Abstract— The notion of Internet Policy Atoms has been
recently introduced in [1], [2] as groups of prefixes sharing
a common BGP AS path at any Internet backbone router.
In this paper we further research these 'Atoms’. First we
offer a new method for computing the Internet policy atoms
and use the RIPE RIS database [6] to derive their structure.

ences. Asaresult prefixesin the same destination AS may
have different AS paths though starting at the same router.

In [1] [2] Broido and claffy suggest the existence of
a third aggregation entity that may introduce another in-
termediate level of hierarchy to the Internet, which they

Second, we show that atoms remain stable with only about caled a policy atom. A policy atom groups together a

2-3% of prefixes changing their atom membership in eight
hour periods. We support the 'Atomic’ nature of the policy
atoms by showing BGP update and withdraw notifications
carry updates for complete atoms in over 70% of updates,
while the complete set of prefixes in an AS is carried in only
21% of updates. We track the locations where atoms are
created (first different AS in the AS path going back from
the common origin AS? ) showing 86% are split between
the origin AS and it's peers thus supporting the assumption
that they are created by policies. Finally applying atoms to
"real life” applications we achieve a modest savings in BGP
updates due to the low average prefix count in the atoms.

Keywords—BGP, policy routing, routing protocols

. INTRODUCTION

The Internet today connects together thousands of inde-
pendent network environments administered by different
bodies called autonomous systems (AS), each governing
a group of networks assigned to them commonly referred
to as prefixes. Routing between ASs is governed by the
Border Gateway Protocol (BGP) Version 4. The default
metric used by BGP to make a decision on the next AS to
pass traffic through is the number of ASs on the path to
the destination (AS path). The basic entities in the BGP
algorithm are therefore the ASs and the prefixes. To al-
low an AS to set routing policies according to financial
and contractual agreements with other ASs, BGP supports
overriding the default metric, per prefix, with other prefer-
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1The origin ASis the last AS in the AS path and is the AS that has
the prefix allocated to it. In thisarticlewe also refer to it asthe’ owning
AS' to avoid possible confusion with an AS sending traffic to a prefix

number of prefixes that share the same policy. Roughly
speaking a policy atom isamaximal group of prefixesthat
have the same AS path to them from any major router (i.e.
a router with default-free BGP table) in the Internet. The
Atom count was determined to be about 20K compared to
the 120K prefixesin the Internet at the time of writing and
compared to about 12K active ASs. Thefact that the Atom
count is closer to the AS count than it isto the prefix count
raised the possibility that using the policy atoms instead of
prefixes for some applications can achieve substantial sav-
ings in both router resources and BGP traffic. The aim of
this paper is to enlarge and expand on those suggestions,
validate the policy atoms as policy entities with ' Atomic’
nature and test the ability to use them to save in Internet
update traffic. In most cases in the article we will refer to
the policy atoms simply as’atoms’ for brevity.

In this paper we have studied the following:

1. Verification of the stability of the method used to calcu-
late the policy atoms: Broido and claffy used a’snapshot’
of many BGP tables to measure the structure of the policy
atoms. However dynamic changes and concurrent BGP
updates while taking the snapshots may disturb this mea-
surement. In order to overcome such problems we used
an alternate calculation method that only used information
from times in which the prefixes belonging to an atom re-
mained 'stable’ (no updates for them has been seen from
any source) for aduration of about 15 minutes.

2. Formation of atoms: A single ASwith multiple prefixes
is broken into several policy atoms when there are two or
more known AS pathsto the different prefixes of thisASin
the view of one or more Internet backbone routers. We de-
fined the AS at which atoms are created as the closest AS
to the origin or owning AS, in which the AS-path to some
set of prefixes in the owning AS differs from the AS-path
to another set of prefixes in the same owning AS. About
85% of the atom creation points showed the atoms created
between the owning AS and an AS it peers with. These



results support the hypothesis that atoms are indeed the
product of the Internet policies enforced by the network
administrators rather than the result of network faults.

3. Stability of atoms. Since atoms are created from the
viewpoint of distributed routers and likely to be used in
a distributed environment it is very important to see how
consistent their structure is. Our measurements show that
the atoms tend to be relatively stable with only about 2-3%
of all prefixes changing atom membership in a period of 8
hours. Therate goes up to about 4-5% for afull day period
and up to about 12% in aweek period. Thisrate of change
isrelatively low compared to the prefix update rate.

4. Correlation of BGP updates to atom structure: The
BGP protocol tries to group together in an update al pre-
fixes which share the same attributes. To further check if
the atoms are 'read’ entities we checked how often com-
plete atoms appear in BGP updates. We have found that
75% of the updates contain a complete atom in them. The
matching result for complete AS prefix setsis much lower
at about 20%. Thisindicatesthat most changes affect com-
plete atoms and not complete ASs and therefor that atoms
really are the base units of internet BGP routing.

5. Application of policy atoms for Internet routing: Fi-
nally we checked the gain that may be achieved by replac-
ing the prefixes in the update with the atom they belong
to. Using atoms in BGP updates gives on average a re-
duction of about 33% on the announcement size. Farther
we show that the maximum average reduction attainableis
about 66%. This provides an example of how atoms can
enhance the BGP protocol efficiency.

The remainder of the paper isorganized asfollows. Sec-
tion Il introduces the basic definitions of policy atoms, and
describes the two different ways in which atoms are cal-
culated. Basic statistics for the prefix, atom and ASs en-
tities are give in Section I11-A. Section I11-B deals with
the stability of the Atoms. Section 111-C analyzes the cor-
relation between the Atom structure and the contents of
the BGP update records. Section I11-D discusses the cre-
ation of atoms and attempts to decide which AS locations
are prevalent. Section IV checks the feasibility of using
Atoms to reduce the communication complexity of BGP
updates and finally Section V concludes this paper with a
summary and some suggested topics for future research.
This paper assumes the reader is familiar with the basics
of BGP routing, a short introduction is available [4], [5].

Il. DEFINITIONS AND CALCULATIONS OF policy atoms

The notion of BGP policy atoms asahigher level group-
ing of networksin an ASthat appear with the same routing
characteristics from the view point of any backbone inter-
net router was recently introduced by Broido and claffy.

They define an atom to be agroup of prefixes such that for
any default free router, al the prefixes in the group have
the same BGP path attribute. They then performed the
atom structure calculations only on prefixes appearing in
al route tables. We define an Internet policy atom dlightly
differently to be a group of prefixes {P} such that for any
index i, j, prefixes P;, P; € {P} and for any router A
that holds a full BGP table in the Internet, the BGP route
B, (P;) fromA to P; equals B, (F;). Or inwords, maximal
group of prefixes that have the same AS path to them from
any default free router in the Internet. Prefixes missing
from the view point of some internet routers are a known
phenomenon [8], in such cases we regarded two groups of
prefixes, one seen by a specific Internet router and one that
is not seen to be in different atoms even if they shared a
common AS path on all routers that saw both groups 2. To
illustrate this let’s consider a brief example:

Router X
Net wor k Next Hop Path
*>11.11.0.0/16 9.8.7.6 121 143 11 ?
*> 12.12.0.0/16 9.8.7.6 121 143 11 ?
*> 13.13.0.0/16 9.8.7.6 121 143 11 ?
*> 14.14.0.0/16 12.1.1.1 121 3 45 11 ?
Router Y
Net wor k Next Hop Pat h
*>11.11.0.0/16 23.4.5.6 13 143 11 ?
*> 12.12.0.0/16 23.4.5.6 13 143 11 ?
*> 14.14.0.0/16 11.2.2.2 13 3333 11 ?

Based on the view of these two routers only we would
consider AS 11 to possess three atoms:

1. Atom #1: Prefixes 11.11.0.0/16 and 12.12.0.0/16
Atomsize=2

2. Atom #2: Prefix 13.13.0.0/16

Atom size = 1, split from Atom #1 by missing path on Y
3. Atom #3: Prefix 14.14.0.0/16

Atom size = 1, split from #1 and #2 by having a different
first peer inthe AS pathsin X (dlsoinY)

In [1] it is shown that information from the a relatively
low number of router (8-9) sourcesis enough to get avery
good approximation of the atom structure to within a few
percent. Adding more router sources changesonly sightly
the atom resolution. Since the focus of this study was to
check the validity and 'real life' status of the atoms rather
than come by the most exact atom structure and since all
our findings are based on very distinct results we con-
cluded that using the RIPE database for 13 peersis a good
enough. The less than perfect derivation of atom struc-
ture is not expected to affect our findings in any signifi-
cant way. For the same reason we did not perform a num-

2Qur cal cul ations amounts to the same definition asthe one by Broido
and claffy if we only regard prefixes that exist in al route tables



ber of refinements previously deployed, such asusing only
crown atoms (as defined in [1]) or checking if the IP range
for some atoms are included in higher levels of aggrega-
tion in other atoms. We simply note that both could have
enhanced the accuracy of the calculation and reduced the
total number of atoms. We also did not attempt to resolve
BGP AS sets 2 and Multi Origin AS . We were satisfied
to accept their effect on the AS PATH alone.

We calculated the atoms in two different ways.

.1 Calculation of atoms by the 'snapshot’ method

This method uses the route table information supplied
in the RIPE snapshot. Using those dumped route tables
we derived the atom structure according to the formal def-
inition above, i.e., grouped prefixes that share a common
AS path in al the BGP tables available. We consider the
main hazard in such an approach to be the possihility that
a change in the atom structure has occurred but that at the
time of the snapshot not all routers received the informa-
tion on the change i.e., that we may get an incorrect dis-
tributed snapshot. Thisrisk seemsreal considering the fact
that Internet convergence is known to take up to 15 min-
utes[3] and that on average 17% of all prefixes are updated
in each day period [4].

.2 Calculation of atoms by the’quiet period” method

To solve the potential problem with the ’snapshot’
method and see if this problem is common we introduced
a second method. We used the update records in the pe-
riod of 4 hours following the time of the snapshot to track o
the route table during that time. We defined a prefix to be @
"safe” for calculations iff at the time of calculation there§
was a period of 1000 seconds around the calculation in @
which no update for that prefix was recorded assuming this
period of time was large enough to ensure convergence.
We therefore started with a snapshot of a route table as
a starting point and tracked the route table along those 4
hours. At each 1000 second checkpoint we calculated the
atom structure. We then defined atoms as cliques of pre-
fixes that appeared together consistently in the same atom

3The BGP AS SET attribute is set when aggregation of paths takes
place. The aggregating router places al the ASsremoved from the path
in aset, an AS path with an AS set may look like 14 161 [15 17 19].
This removes all the information on the AS path after the aggregation
point. Having no information we simply regarded a path to be the same
iff the whole BGP path was the same including paths with AS sets. We
do not consider this to be a problem due to the relatively low number
of pathswith AS SET in them.

4“MOAS was shown to be mostly due to multi homing without BGP
or with private AS numbers or to be caused by short lived fault [7]. The
scope of MOAS observed by uswas just 5% of all prefixes

at each or most checkpoints °. Our results show that in
the time period checked this second method of calculation
produced results similar to within afew percent of the ones
achieved using the first method.

I1l1. RESULTS

This section discusses in detail our findings about the
policy atoms structure, creation and validity. A possible
usage of the resultsis shown in section 1V.

A. General statistics for ASs and Atoms

In this Section we present some general statistics on the
entitiesreferred to in this paper as support for the next sec-
tions.

The average number of Atoms calculated by us was
25K. The number of Atomsis much closer to the number
of ASs seen (12.5K) than to the number of prefixes seen
(115K). Figure 1 provides general distribution statisticsfor
the sizes of the ASs, Atoms and BGP updates in the period
processed. It isimportant to note that both ASs and Atoms
tend on average to include alow number of prefixes. Also
notice the close match between Atom size distribution and
update size distribution, the correlation between these two
isdiscussed in detail in Section I11-C.
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Fig. 1. Distribution of AS, Atom and updates sizes

B. Sability of policy atoms

After calculating the atom structure the next step we
took isto check the stability of the atoms calculated. If the
atoms are to be useful in a distributed environment than

SWe varied the level of certainty for atom membership in the cliques
from 100% (appearing together in al check points) to 50% with very
little difference in the structure of the atoms or their stability



a common view of the atom structure needs to be main-
tained, rapid changes in the membership would make that
much harder.

We compared Atoms from different periods or calcula-
tion methods in two ways. First the percent of atoms that
had a complete match i.e., had the exact set of prefixesin
the first and second sets. Second the percent of prefixes
that remained grouped together when an atom in the first
set was matched to the closest atom on the second set. For
example one atom seen with 5 prefixes at one period later
seen split to two atoms, one with four prefixes and one con-
taining a single prefix would be considered 0% match for
complete atoms but 80% match for prefixes since only one
prefix is considered changed by leaving the main atom.

The results of comparing atoms between different peri-
ods are summarized in table |, which shows that the atoms
calculated using both methods discussed are pretty stable
with only about 5% of all atoms changing their exact pre-
fix set over an 8 hour period. When considering the pre-
fixes membership match we show only about 2-3% differ-
ence for the same time period. The numbers go higher to
about 8% of atoms and 4% of prefixes changing over a
day and about 20% of atoms and 14% of prefixes chang-
ing over a one week period. This means that keeping the
atom membership information accurate to within 2-3% in
a distributed environment may only take a few thousand
updatesin afew hourstime window. Compared to the nor-
mal volume of internet updates during the same period of
time this does not look prohibitive.

C. Correlation of atom structure to Internet update
records

To use bandwidth efficiently BGP groups together in
one update message information received during a set time
window for agroup of prefixes. Thisis done only if those
prefixes share all BGP attributes. Since all members of
an atom share the same path attribute by definition, and
should share all other attributes in practice, a good corre-
lation between the update structure and the atom structure
isto be expected if atoms are really driven by policy. Hav-
ing calculated the atom structure we were able to check
the correlation of the atoms cal culated to the prefixes seen
in update records during the 4 hour period following the
calculation. The study shows that there is indeed a good
correlation between atom structures and the updates seen.
In genera the atom structure calculated by the "quiet pe-
riod” method showed a slightly better correlation on aver-
age but not by much. In both cases the number of atoms
seen in their entirety in an update was about 70%-75% of
the number of updates seen. We also checked the corre-
lation between the prefixes in the update records and the

full set of prefixes with the same origin AS. Theresultsin
this case were much less favorable with only about 21% of
AS appearances in an update containing the whole prefix
set for the AS. When checking how many different atoms
were represented in each update message the results show
that the vast majority of updates (86% average) contained
information for members of a single atom only and 10%
more contained information from members of two atoms
only. This also isagood indication of the ' Atomicity’ of
the updates. Finaly we tried to pair each two consecu-
tive updates together which simulates very closely dou-
bling the BGP update timer. We saw no real improvement
indicating the standard BGP timer for grouping prefix no-
tifications in asingle update is probably quite good.

Percent of Atoms and ASs appearing in full in an update record
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Fig. 2. Correlation level between atoms calculated using the
two methods and update records

The good correlation levels seen indicate to us that
the Internet infrastructure indeed changes mostly in atom
units. Thisfirmly establishes the atoms asreal Internet en-
tities.

D. Formation of policy atoms

Trying to further ascertain that the atoms are created by
policy we next analyzed the location along the BGP path
where atoms seem to be created. The method of calcula-
tion used included processing all AS paths recorded in all
BGP tables recorded in the RIPE snapshots we retrieved.
We defined the splitting point of any two atoms as the first
AS going from the origin AS that is different for the two
atoms. Stated differently it is the length of the minimal
AS path starting from the origin AS not shared by the two
atoms. The first split point is therefor the first AS going
from the origin AS that is not shared by all atoms and the
last split point is the shortest length of the AS path such
that the partial AS path of this length is different in each
atom. In the example of the routing in Section |1 the first
split is at position 1 as two atoms are aready seen at the



| Time span || Quiet Atoms | Snapshot Atoms | Quiet Prefixes | Snapshot Prefixes |

8 Hours 95.6 % 95.3% 97.4% 97.7 %

1 Day 92.3% 91.6% 97% 97 %

1 Week 78% 77.5% 88% 86%
TABLEI

STABILITY LEVELS FROM ATOMS CALCULATED USING THE QUIET TIME AND SNAPSHOT METHODS

owning AS itself. The split was due to the fact that one
of the routers did not see one of the prefixes at al. Con-
sidering an AS path of length 2 in the same example al
atoms are aready seen using just thefirst 2 AS on the path
starting from the origin as there are 3 different combina-
tions aready. The third atom was split by router X - prefix
14.14.0.0/16 shows a partial AS path of length two (345
11) while the other three prefixes are showing a different
partial AS path (143 11). Using longer AS paths will not
alow morethan 3 different partial AS paths and will there-
fore not generate any new atoms.

To calculate the split points we grouped for each AS all
the AS paths recorded in the snapshot route table. We then
removed all AS sets and duplicate ASin the paths (as both
do not change the AS path length in a way that changes
the calculation) but we keep knowledge of AS duplication
sincewe consider apath similar to 278 14 14 different than
apath of 278 14. Even though both pass AS 278 followed
by AS 14 the extra appearance of AS 14 isdue to apolicy
and defines different atoms. Figure 3 shows a CDF graph
for the location in the AS path where the first atom split is
seen, for the percent of atoms created at each distance and
for the location when the atoms split isfull (i.e. al atoms
are dready seen).ln the calculations we did not consider
at all those atoms that show Multiple Origin AS (MOAS)
conflicts. The calculation show that 85% of atoms are cre-
ated between the source AS and it'simmediate peers. This
is consistent with the assumption that the policy atoms are
created by policy because in the vast mgjority of casesthe
policy made iswithin the source AS by the customer or by
a provider seeking to affect the traffic to or from the cus-
tomer. Thisnumberssit very well with the Internet policies
and relations described in [5] regarding types of relations
between ASsin the Internet. We also tried to check what
type of policy was involved in the creation of the atoms.
Unfortunately except for AS prepending, which can only
happen at the AS seen duplicated, it is quite hard to differ-
entiate between affects of different policieson AS paths.

V. COMPRESSING BGP UPDATE TRAFFIC

Broido and claffy [1] predicted that atoms can be useful
in lowering the size of the initial exchange between BGP
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routers but specified that using atoms to reduce the traf-
fic for updates later on would be more difficult to achieve.
They adso estimated that the number of route announce-
ments can be reduced by 50% based on renumbering the
|P space into fewer CIDR © blocks based on the atom in-
formation. This is a very extreme measure as it requires
a renumbering which is very unlikely to be accepted. We
checked the effect of only manipulating the BGP updates.
This method has the potential advantage of using both pre-
fix based announcements and atom based announcements
and avoiding the need to make radical changesin BGP or
the IP allocation scheme.

As aresult of the good correlation of atom structure to
BGP update traffic discussed in Section I11-C it is possi-
ble in most cases to compress the BGP update traffic by
replacing reference to all prefixesin an update with the ID
of the atom they belong to. This means, of course, that
both sending and receiving router have synchronized atom
table. This in turn means either some central body will
need to create the atom structure and propagate it or that
a distributed method of atom calculation be devised. The
method of doing either is outside the scope of this paper.

SCIDR (Classless Inter-Domain Routing) is announcing superset or
aggregate networks using a generalized network prefix size instead of
being limited to the 'traditional’ subnet masks of 8, 16 or 24 hits



Assuming a suitable system for the creation and distribu-
tion of atom information and roughly estimating the size
of an atom record to be the same as a prefix record a com-
pression of about /3 isimmediately possible for the prefix
section of the update.

The results shown can be enhanced by a more precise
atom membership calculation as discussed in Section |1
and by alowing an update to contain an atom and a list
of exception prefixes that are not affected by the update.
In spite of this atheoretical upper bound on this compres-
sion method can be shown. Considering that no update can
be compressed to less than a single entry we note that the
number of updates was consistently about 1/3 of the to-
tal number of prefixes contained in the updates. Therefore
the achievable savings would range between the 30% we
have shown above and an upper bound of 66%. To achieve
further reduction in update traffic will mean changing the
way BGP handles updates [10]. We can also suggest that
the very knowledge of the Atom structure may be useful in
filtering out ' noise’ from the updates. Thiscan be done, for
example, by demanding a longer update timer on updates
that show change for only some of the prefixes belong-
ing to an atom (since we expect updates on full atoms) or
shortening it when information for afull atom is received.
This can be the subject of future research.

V. CONCLUSION

In this paper we have studied the characteristics and im-
plementation of the policy atoms introduced by Broido
and claffy, we have shown an aternate method for calcu-
lating the atom structure, proved the validity of the pol-
icy atom as both an 'atomic’ unit and a result of policy
and for the first time studied the applicability of the pol-
icy atom entities. Our results show that the atoms are real
entities closely tied to the observed datafrom Internet rout-
ing traces and also suggest that atoms can be used in some
cases to achieve savings in bandwidth in Internet routing
updates.

L ooking ahead we see a number of important issues that
need further research if atoms are to take a substantial part
in I nternet measurements and operation, chief among these
issues are the following two topics:

1. Getting the knowledge of the atom structure prolifer-
ated to all Internet routers.

This can be done by a central body performing the cal-
culation and distributing the results similar to our way of
calculation, by getting the origin AS to tag its prefix atom
membership using BGP communities based on knowledge
of its policies or by devising a suitable distributed algo-
rithm that will allow the Internet backbone routers to cal-
culate their structure separately.

2. Better network faults handling

Network faults normaly affect whole atoms when the
fault occurs outside the bounds of the owning AS. This
is strongly supported by the fact that BGP updates con-
tain full atomsin most cases. Knowing the atom structure
may allow a better understanding of the scope of a fault
and thus support amore efficient reaction to the fault. One
way to use the information can be to use different timers
for announcements including full and partial atoms.
Another question directly tied to thisis the question of the
actual physical paths traversed by Internet traffic i.e. do
destinations in the same prefix and atom pass the same
router path as well asthe same AS path.
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