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Abstract
Due to the Internet’s sheer size, complexity, and various
routing policies, it is difficult if not impossible to locate the
causes of large volumes of BGP update messages that occur from time to time. To provide dependable global data
delivery we need diagnostic tools that can pinpoint the exact connectivity changes. In this paper we describe an algorithm, called MVSChange, that can pin down the origin of routing changes due to any single link failure or link
restoration. Using a simplified model of BGP, called Simple Path Vector Protocol (SPVP), and a graph model of
the Internet, MVSChange takes as input the SPVP update
messages collected from multiple vantage points and accurately locates the link that initiated the routing changes. We
provide theoretical proof for the the correctness of the design.
Fault Tolerant Algorithms, Fault Diagnosis, Routing and
Graph Theory

1. Introduction
Diagnosis tools are essential in monitoring global Internet routing infrastructure for dependable packet delivery.
The Internet is divided into a large number of Autonomous
Systems (AS) and the Border Gateway Protocol (BGP) [15]
is used to exchange reachability information between these
Autonomous Systems (AS); a new BGP update message
is generated whenever a border router’s reachability to any
destination prefix is changed. Although the BGP specification is relatively simple, understanding the the global routing dynamics has proven to be great challenge. Due to the
Internet’s sheer size, complexity, and various routing policies, it is difficult if not impossible to identify the causes

behind large volumes of BGP update messages that occur
from time to time in today’s Internet.
Most Autonomous Systems monitor their own local data
and some even provide snapshots to the public. In the last
few years, a number of passive BGP monitoring/vantage
sites, such as RIPE [16] and RouteViews [14], have been
established to collect BGP update data from BGP routers
residing in multiple ASes. The resulting BGP log data is
potentially useful for diagnosis purpose. However without
a set of effective tools, the large volume of raw data obscures the actual routing changes. For instance, in April of
2003, the data collection points at RouteViews logged over
10 gigabytes of unprocessed data from over 30 routers in
different geographic locations. An ad-hoc combination of
intuition, experience, and informal analysis is often used
to speculate the causes of large swings in BGP updates. In
addition to the challenge of scale, the underlying Internet
topology is not known precisely and the monitoring points
provide views from only a limited set of geographic locations. In such an environment, ad-hoc techniques are limited by the expertise of the administrator and it is not easy
to identify the underlying events that cause BGP changes.
With the increased importance of fault tolerance and survivability, the ability to infer the cause of routing changes
would immensely help in diagnosing the failures and estimating the impact. To provide dependable global data delivery, we need analysis tools that can help us understand
the BGP system and pinpoint the exact cause of connectivity changes.
In this paper we present a formal approach for analyzing
routing data to identify the origin of routing changes. Using
a simplified model of BGP, called Simple Path Vector Protocol (SPVP), and a graph model of the Internet, we present
the MVSChange algorithm set. Note that even a single link
failure or link addition can result in large number of BGP
path changes, but finding this failure without knowledge

of the underlying topology can be a challenge. As a first
step toward designing a formal set of algorithms for understanding Internet route changes, we focus on identifying
the single link failure or addition that caused an observed
set of changes. Our approach takes snapshots of routing
tables collected from multiple vantage points, at two different time instances, and without knowing the underlying
topology, locates the link that initiated the routing changes,
as precisely as possible. We provide theoretical proof confirming the correctness of our design. While previous work
has been done in BGP event analysis, the lack of formal algorithms that can automatically take route data as input and
output results with verifiable properties, has remained an
open challenge. This work is a step in the direction of formal algorithms which combine views from multiple vantages points to identify possible causes in the underlying
network connectivity.
The paper is organized as follows. Section 2 explains
the current BGP data collection methodology and abstracts
the practical problem into an analytic model. Section 3 then
takes the view from a single monitoring point and identifies
one possible set of link changes that could explain the routing dynamics observed from that site. Section 4 shows how
this possible set of failures is used to prove whether a single link failure or single link addition could have triggered
the changes. If a single link change could have triggered the
change, we identify all possible failure or addition scenarios that could have triggered the observed changes. Section
5 builds on the single viewpoint faults to combine views
from different monitoring points to present a global consistent explanation of the routing event. Finally section 6
reviews related work and Section 7 concludes the paper.

2. BGP and Routing Model Description
BGP is a path vector routing protocol used to exchange reachability information between Autonomous
Systems. BGP routers in neighboring Autonomous Systems exchange routing updates. ABGP
  updates
  lists
 the
 ”,
path of Autonomous Systems, “
used to reach the destination prefix. Update messages are
transmitted reliably using TCP and once the initial routing table has been exchanged, further updates are sent only
if a route changes. Thus in principle each update message should convey new route information and should be
triggered by some underlying event such as a link failure, link addition, or policy change.
Projects such as University of Oregon’s Route Views
[14] and RIPE [16] collect BGP updates from a number of
Autonomous Systems. The monitoring points set up peering sessions with collaborating routers and passively collect all the updates generated by the routers. To the router
being monitored, the monitoring point appears to be simply another BGP peer router. The monitoring point logs
update data and does not advertise any paths to other ASs.
Figure 1 shows an example where AS7018 and AS 1239

are being monitored by a single monitoring point. All updates received over the peering session between 7018 and
the monitoring point are collected and written to a BGP
log. The updates reported to the monitoring point provide
a complete view of all Internet prefixes reachable from AS
70181 and the path information in the updates provides a
glimpse into AS 7018’s view of the Internet topology. Similarly a path announcements from AS1239 are also logged.

2.1. Formal Routing Model
We model the 
Internet
a simple directed connected
 , whereas 
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where
=3CB  0 Q-R . After receiving and storing a route learned
from one of0 its neighbors, node 3 selects its best path to
destination according to some routing policy (i.e. ranking function). After the initial path exchanges, further updates are sent only if a node’s best path changes (i.e. there
are no periodic route announcements).
We assume that links can fail and new links may be
added to the network. If a link fails, the nodes adjacent to
the link detect the failure and all destinations using the link
must switch to alternate path (or declare the destination unreachable). Similarly, the addition of a link is detected by
the adjacent nodes and as a result, destinations may switch
to a new shorter path. The link failures and link additions
are not directly reported to any central database or monitoring site. However, by observing the path changes reported
by some nodes in !% , one may be able to estimate the number of changes, locations of the changes, and how the SPVP
protocols behaves as a result of the changes.
Let &SUTV % denote the set of monitored nodes. At
any time, we are able to obtain the routing tables from these
monitored nodes,- just as in real BGP data. More precisely,
for each node 3
!S , we are given the shortest path tree
rooted 3 . Just as the Internet topology is not known, we also
1
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assume the topology of graph   
is not known by
the monitoring process.
Given
only
the
shortest
path trees

from time 6 B and 6 , we would like to explain the cause of
any observed routing changes.

2.2. Distinctions Between BGP Monitoring and
Our Model
The general problem of understanding BGP behavior
based on observed updates is an open challenge. As a first
step, we have made a few simplifying assumptions in our
formal model.

We model
 the edge between two nodes in !% is a single link % and we assume this link is either available or has failed. But in actual BGP operations, the
link between two AS can be many physical connections. For example, networks of large ISPs are connected at many places (packets can be exchanged at
any of these connection points) and only some of these
many physical connections are likely to fail at once.

We model an AS as a node in !% and assume each
node has one “best” path. In practice, a large AS node
is not a single atomic entity and different contiguous
portions of the AS, may select and advertise different
best paths.

We assume a shortest path routing policy. The BGP
routing protocol allows arbitrary best path selection
policies, but some policies can lead to persistent route
oscillation [10]. Although our SPVP model can work
with any routing policy, this paper considers only a
shortest-path policy, which has been proven to converge [9].
Despite these simplifications, the formal model still
presents an interesting challenge. The techniques used to
find faults in our formal model can be applied to the actual BGP monitoring data, taking the above assumptions
into consideration when reviewing the results.

3. Identifying Faults Using a Single Vantage
Point



We first consider only the view from a single monitoring point, , and provide an algorithm that gives a pos-



sible explanation for the routing changes observed at .
More formally, we  are given two shortest path trees rooted
at :  B      B    B is the shortest path tree at time 6  B
and
is the shortest path tree at time 6 .
  
Both B and
were
computed
in some unspecified graph
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must have failed (or recovered). Our objective to identify
some scenario of failed (and/or
 recovered) links that explain the change from B to . Toward this end, we present
an algorithm that assigns labels to each edge and identifies one possible scenario for the route change event. We
later show how the output of Algorithm 1 can be easily extended to identify every possible single-event scenario and
we show how to use the view from multiple monitoring
points to identify, as precisely as possible, the failed (or recovered) link.
Algorithm
' L  1  0 8 ( 1   takes tree B U  B   B  



and
as input and labels each edge in B "
 
as either unchanged, vanished, or appeared.
 A vanished
link is present in !B , but not present in . This can occur due the failure of the link or the link may vanish as a
consequence of some other change. We distinguish the actual failed edges from the other vanished edges by labeling
failed edges as failed. Similarly, edges that recovered or
whose additions caused route changes are marked added.
Note that edges marked appeared may not have changed
state (from down to up), but simply became part of the
shortest path tree as a consequence of some other event.
Conceptually, the algorithm is relatively simple. To
identify a link failure, the algorithm combines B and
and then starts by calculating a shortest path tree,
in
this combined graph. Note that if only a link failure has oc !B and the algorithm progressively transcurred,
forms
by removing links that are absent in . The
failed links are those whose removal changes
and we
adjust
after each change.
Similarly
in
the
case
of a
  is transformed to get B , to idenlink recovery,
tify the restored link. We are not given whether a link
failure or link recovery (or both) have occurred, but we observe that the two steps can be run in parallel as shown in
Algorithm 1.
and
, we define a function called
 4 To maintain
  . In our model, the edges are unweighted and
this function can be implemented to run in linear time

 





 
 






 









   
  
  
  



 

  


 



 



   

as a Breadth First Search with appropriate tiebreaking. One important property of the shortest path tree
is that leaf nodes can only be nodes from 
(destination
set), because in real life the monitoring point gets paths
only to prefixes and not to network nodes. Thus some nodes
of &% (and even from &  ) might disappear over time,
hence in general  B   (recall  F  node appearing
in F ).
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Algorithm 1: FindChange(
 
Input: !B
SPT from
at 6 B  ;
   B  B  The
The SPT from
at 6 ;
Output: Marked edges: unchanged, vanished,
failed, added;
 
       B "  ;
Let    B " 

5-   4   ;
Let
for each- 
in BFS order do
B   then
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and

a breadth first search on edges,
edge is tested and la  each
beled accordingly. Edge 
appears
both graphs and
  appearsinonly
B and is
is labeled unchanged. Edge 
  isinin the


labeled as vanished. Furthermore,
edge
SPT
  is marked as a failed link and
and thus edge 
  , asa
new SPT
is computed after excluding edge 
shown in Figure 5-b. Each of the additional edges are tested
in BFS order and are either present in both trees and labeled as unchanged or not present in
(or
) andlabeled as
vanished
or
appeared.
Note
that
for
edges
 7

 

and 
, since they are present in , their membership
has to be checked in
and not
. The resulting labels are shown in Figure 6, where denotes failed, denotes appeared,  denotes vanished, and  denotes unchanged.
  as
In this example, the algorithm identified link 
failed link. All other links did not change state, though they
moved into or out of the shortest path tree as a consequence
of this single failure. While this scenario is a feasible explanation for the change observed at , it is not7the
only
 could
possible explanation. The failure of only link



have also caused the change from B to . In addition, a

 

Figure 3 provides an example showing the execution
of the algorithm. Figure 3-a, shows B , the shortest path
tree at time 6 B . Three prefixes, 4 , 4 , and 4 are advertised from  AS-4, AS-6 and AS-5 (respectively).
Figure 3
b shows , the shortest path tree at time 6 . Note that the
path to prefix 4 has not changed, but an event has changed
the shortest paths from
to prefixes 4
and 4 . The algorithm will label each edge as unchanged, vanished, or
appeared and will select one edge as the cause.

The algorithm first combines the two trees B and
to obtain the graph shown in Figure 4-a and computes a
new shortest path tree in this combined graph. Following a
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3.1. Example
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else if
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/* has appeared in ’s SPT due to either
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in  */;
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variety of multi-failure/recovery events could
have caused
  
the change, such as the
recovery
of
link


   
7 . Any onecombined
with failure of links 
and link 
of these
events is a plausible explanation and the
exact
cause
can
not be determined from only B and . Since we consider
edges in BFS order, our algorithm selects the edge closest
to the vantage point as failed. We first show the algorithm
always produces some feasible explanation and then show
how we can easily extend this feasible solution to identify
all single-fault explanations.





3.2. Correctness
While no algorithm could produce a unique solution
given only this limited information, it is clear the algorithm will always
 . provide an feasible explanation for any
input ! B and
   be the set of links available at time 6 B  6  reLet
 
spectively in the graph. At a monitoring point , let B 
be
 4 toShortest
  Path  Trees
C rooted
   4 at ,  i.e.
 let . LetB7  B  B B; "


 .
We first claim that the algorithm 1 produces a correct
explanation of the change. This can be formalized as fol-











  

Proof. We shall show this by induction on the iterations
of the for loop. Initially, before the for loop begins,
the statement is true since no edges
are labeled. Suppose
 th iteration
the statement is true upto =L 
and now we are
considering the L th iteration.
The
only
way
changes is
 3  as added and delete



that
we
label
edge
 la . Suppose for contradiction that edge $  it from
beled appeared now enters
.
Since the forQloop
considers
the edges in the BFS
 , and was considered
before , we
order over B 
know that cannot be in the subtree rooted at 3 (in the
tree
). In a shortest path tree, deleting an edge can
only change paths to nodes in the subtree rooted at that
edge. Thus if is not in the subtree rooted
at 3 , path to
 cannot
does not change and hence  
be added.
Let us consider then the case when is there in  the
sub , so
tree rooted at 3 . If  E3 , then both
are in
has two parents   and0 that isnot
possible in a tree,
therefore
 3 . Hence  0   0    0 3  , and
  , because
was
considered
before
,



0   3   0       0     , i.e. 0   i.e.
0   
. But in shortest path calculation, for any edge
   , 0    J 0     . Hence this is a contradiction.
Thus
will not use any edges labeled appeared after the recomputation in the L th iteration of the for loop,
and now the proof follows. [end claim]
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'   B (the
In the algorithm 1, we label all edges in
last else if block)
as either appeared or added. We ini  4   B  Q . Since we keep deleting
tialized
edges that
are labeled added, at the end of the algorithm,
5  4   B      . Thus it is sufficient to prove
that at the end of the algorithm,
 B . But if two
trees have the same sets of edges, the arrangement of edges
is also same. Hence we  will only show that the set of edges
used in
is exactly B .
    B are labeled
To see this, note that all the edges of
appeared or added by the end of the algorithm. The
 edges
labeled added ( ) have already been deleted from
and
so they cannot be in
. And by claim 1.1, edges labeled
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4. Dealing with Single-Fault Scenarios



Although there may be many possible explanations for
the routing changes observed by , we first seek the simplest possible explanation. In the best case, a large number
of route changes can be caused by a single link failure or recovery. In the remainder of the paper, we call the failure or
recovery of a single link as a single-event
We
1 0 8 ( 1 explanation.
have shown that algorithm 'L
  finds one explanation. In this section, we show that the algorithm in fact
always finds a single-event explanation, if such a explanation exists. We then show how, given this one single-event
explanation, we can easily list all possible single-event explanations.
More formally, given two shortest path trees B 
 B   B   M       , we define an  explanation
for the

change in trees as two sets of edges   where is the
set of failed edges and
   4 edges.
 4   is the
  set
 andof recovered
  In
B
other words,
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where
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(i.e. any other single event explanation is also
a link failure).
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rithm 'L
  
and M
. It is possible that may include an
edge other than the actual failed link, but it is important to
note that  ?
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8 ( 1 0). Suppose
Theorem
of 'L
     3 (Optimality
8 ( 1 
(single link failure). Then 'L
labels exactly one edge as failed, and no edge as added.

 

Proof. From theorem 2 about admissible explanations and1 0 the correctness
proof in theorem 1, algo8 ( 1   will never mark any edge as added.
rithm 'L
Thus it remains1 0 now to1 show
only the first part of the the8 (   labels exactly one edge as
orem, i.e. 'L
failed.
Let   
  3  be the actual failed edge. Then
45(;698 )3 changes. On this path, let be the node clos 
est to 3 such that 45(;698   does
not change and let 

be the edge on 45(7698  
3 . We start with    B
and we consider edges in the BFS order of B 
(Shortest Path Tree  Breadth First
Search Tree for un 

weighted graphs).
Thus
we
find
edge
 '-  B  Q@    '- to beandthewefirstmark
such that 
  we will change paths of only theit
failed. By deleting 

nodes   3  ).
nodes in the subtree rooted at  (that includes




 4  B 
 
When we recompute
' only,
call it  , we claim that this tree uses
edges
from
  will be marked vanso that all other edges of B 
ished and not failed.
  3 , we have identified the correct fault
If H 


and we are done.
Otherwise
the only reason 45(; 698  )L

changes for L
45(;698    because
  3 fail- of
ure is that
there
is
a
destination
node
such that
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;
(
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not

edge   3 . Hence in , all these nodes must
be
absent.
 and so in  ,
This is true also when we delete only 
all these nodes (and
the edges) are absent. In other
  hence
 
words, deleting 
has the same effect as deleting   3 ,
i.e.













   

  

  









 4    B          4   B  Q  C   

Now since
new     is same as  , it does not have any

edges from B 
, so it will not mark anymore edges as

failed, i.e. the algorithm marks exactly one edge as failed.

In the case of single link recovery, results analogous to
theorems 2 and 3 can be proved along the same line of reasoning. Combining this with theorem 1, we
proved
1 0 have
correctness and optimality of algorithm 'L
8 ( 1   in
the case of single event explanations.
Thus in order to determine if a single-fault event could
explain the changes
point , we simply run
1 0 8 ( at1 monitoring
algorithm 'L
  and count the number of links
labeled failed or added. If there is more than one link in this
set, the change could not have been caused by any singlefault event. If there is exactly one such link, then we have a
single-fault explanation. Furthermore, if the link is failed,
then all single-event explanations involve only one failed
link. Similarly, if the link is added, then all single-event
explanations involve only one recovered link.

 

 





4.1. Identifying All Possible Single-Faults

 

Given
plausible failure (recovery) identified us1 0 a single
8 ( 1   , we now show how to easily identify
ing 'L
all possible single faults.
the example in Figures3–
  asRecall
7
the only failed link. Link 
6 identified link 
could also be selected
as the only failed link, but the fail  
ure of only link 
would not explain the change in route
to prefix
4 . As the previous theorem shows, links  ;

 
and 
are marked appeared, but their recovery alone
could not explain the changes in the route to either 4
or
fault
events
in
the
exam4 . Thus the only possible single
 
7 .
ple are the failure of link  0 or the failure of link 
1
1

8 (  , every edge is laAt the conclusion of 'L
beled as either unchanged, vanished, or appeared
and
1 0
 one
edge is labeled either failed or added. 'L 45(;698  starts
with this edge and moves down the tree until all edges that
could have failed are marked failed (or in the case of single
recovery, all1 0 edges that
 could have recovered are marked
added). 'L 45(7698  returns the entire set of links that
constitute this path. The failure of any of these
 links alone
would explain the path changes from B to .











    






Algorithm 2: FindPath  !B
     :  4 s from a single View
Input: !B7 B
Output: 4 : A Path of candidate edges for failure
  be the only edge marked failed in
Let1 0  1 
'L
8 (  B  ;
Initialize 4    ;
Let G @ ;
if tag  5 vanished then
  while
exactly one outgoing edge 
 B  Q  has
do
  4 ;
Add    to
 = failed;
Set tag  
Set G
;









  

C

else if tag  5 appeared then
while
exactly one outgoing edge  
Q    B has
do
  4 ;
Add    to
 = added;
Set tag  
Set G
;

  -

return 4 ;

5. Combining Views from Multiple Monitoring Points
Having dealt with route change explanations from single view point, we now focus on the problem of combining the views from multiple vantage points to better identity the single fault scenario. The main objective is to derive
a globally accepted link or set of links, each of whose failure (addition) alone, could explain the change in routes be-

tween times 6 B to 6 . Even if all monitoring points offer
a single fault explanation, some conflict resolution problems remain. In the previous steps, a monitoring point assigned a label to each edge visible from that monitoring
point and different monitoring points may have assigned
conflicting labels to an edge. Combining views primarily
requires some form reconciling these differences.
Note that it is possible to have a single fault explanation
from one monitoring point, yet have only multiple fault explanations from the combined view. In this case, the combined view perspective proves a single fault could not explain the changes observed globally. For example, it may
+*,
be the case that monitoring point
identified
link (

theonly
failed link, but monitoring point
identified link
  as*, the only failed link. This can easily occur since
link (
may have
never appeared in the view from 
  never
and similarly 
appeared
in the view from
.


Algorithm  5(  6+ details the procedure for finding a globally consistent single fault (or single addition)
explanation. The first part of the algorithm involves finding the set of links common to possible failed (added) links
from all the vantage points in the case of a single failure.
The second part involves updating the edge labels of the
algorithm and uses a procedure updateLabel() to achieve
this. The algorithm returns the empty set if a single fault
explanation is not possible in the combined view.















Algorithm 3: MVSFault 

Input: Set of SPTs at time 6 B and 6 from vantage
points in 
Output: (   : A set of single-change failed (recovered) links

Let (   ,  ;
for L
do 

4  FindPath   4  + 4   ;
/* a few  F s may not be affect by this failure,
ignore them
*/

if 4 
then

if (    5
then
Initialize (     4 ;















  (     4
- 
for each edge   F do
if conflict   then
C ;
updateLabel 
else

return

 (

 (

 



 



;

;



If at every step, 4 5
, then no monitoring point detected any change in routes and the failed (added) edge set
is empty. If many monitoring points detected changes, then
the actual failed link is present in paths 4 from each of the
monitoring points who observed a change. Thus taking the
intersection of these paths will highlight one or more links.
The intersection cannot be empty if only a single fault ex-



planation exists. The algorithm outputs a set of links denoted as (   and each link in this set is a possible single failure explanation. Note that even with the view from
multiple monitoring points, our algorithm may still identity
several possible links whose failure could have caused the
change. In this case, the actual failed link belongs to the set
(   , but given the limited views, we cannot pin-point
the exact failure. The other task achieved by MVSCauses()
is to re-label the graph edges to achieve a more accurate label for each edge as views from different vantage points are
added.



U/A/AD

U/A/AD

FindPath()

U/V/F

Failed

Added

X

When combining views, edge labels assigned for an individual vantage point, may not be valid when we add another view. For example,
edge labeled as vanished
 , could an
from one point
be labeled unchanged from another point. We address this by maintaining a global labeled graph, that contains edge labels based on already resolved views from vantage points. For every view added to
this global labeled graph, we relabel the conflicting edges.
The following rules follow from our labeling scheme, when
adding a view to the global graph.

Y

1. An unchanged edge would always remain unchanged.

U/V/F

Unchanged

FindPath()

5.1. Re-labeling of Edges



Appeared

Vanished

State of edge in Global Graph
State of edge in view Mi added

U = Unchanged
A = Appeared

AD = Added

V = Vanished

F = Failed

Figure 7. State Transition Diagram for labeled edges

 7 . The graph for  

2. Any failed or vanished edge creating a conflict (with
an unchanged, appeared, or added edge) is re-labeled
unchanged. Note that from a point , an edge can be
labeled vanished,
it is present in B , and
 only whencan
not present in . This edge
cause a conflict only

when it is present in , viewed from another point,
and thus this edge can only be labeled unchanged. A
failed edge can never be relabeled added or appeared

initially forms the global graph,
and the edge relabeling is done by updating the labels in
the global
graph from 8-c to 8-e. Note how the labels for
  and     from  , did not have any impact on the
corresponding labels of global
which were already
  andgraph
unchanged. However, 
     in the global graph
were relabled unchanged. Thus, we see how we can combine views to identify the single-change links that could explain the route changes.

3. An added or appeared edge creating a conflict (with
an unchanged, vanished, or failed) has to be relabeled unchanged. An added link can never be relabeled failed or vanished

6. Related Work









Figure 7 shows the possible state transitions while combining views. Procedure UpdateLabel() works on the rules
in this state transition diagram. The states in this diagram
are the current labels associated with the global graph. The
labels on the edges are the labels associated with the view
from  F that is being added. The transition from vanished
to failed can only occur in FindPath().
Figure 8 shows how the entire process of combining
views and edge relabeling works
with an example. Fig , based
ure 8-a shows the view from
on the example
in

Figure 4. For clarity, the SPTs at times 6 B and 6 are indicated by dashed
solid lines respectively. Similarly, the
 isandpresented
view from
in 8-b. Executing FindPath()
on these two graphs generates Figures 8-c and 8-d. FindPath() also produces a path containing the possible single
link failure
candidates, shown in figures 8-f and 8-g for
 respectively.
and
The
 intersection of these two paths
(as calculated by  5(  6 ) results in the failed link as















This paper presents a first step towards an analytical system for detecting faults at the BGP level. Previous work has
studied the impact of various stress events on BGP routing,
including studies of Code-Red [1] and SQL Slammer [3],
as well as infrastructure failures. While some of the previous work was able to provide explanations for these events,
the explanations relied on human insight along with extensive data processing. Code-Red worm and its impact on
BGP routes was first presented in [2], who reported abnormalities in BGP behavior during the worm attack. [19] reported the presence of monitoring artifacts in the code-red
data and provided a second look at the event. According
to the study in [19], the worm had a large impact on some
edge networks, and weaknesses in BGP’s design and implementation substantially amplified the impact. The impact of SQL Slammer worm on BGP routing was also studied in [12] and efforts for visualizing BGP updates to get a
sense of the location of change has been done in [11]. The
approach in [11] is geared towards summarizing large scale
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Figure 8. Example of Combining Views from Two Vantage Points
changes to understand events like major ISP failures. Work
in [18] is directed at visually capturing the BGP routing
information, and contains guidelines for gaining insights.
However, formal algorithms to address the BGP dynamics
are lacking in previous studies.
Other studies have used BGP route data to statically infer the Internet’s underlying AS level topology. [7], [8]
and [4] used AS path information from BGP routing tables to map and derive characteristics of the Internet interdomain topology. [5] further examined the relationships between ASes using AS path information and classified AS
relationships into three classes: customer-provider, peering
and sibling, based on the observation that each AS path
contains first a sequence of customer-provider and sibling
edges, then one or zero peer-peer edge, and finally a se-

quence of provider-customer and sibling edges. Subramanian et. al. [17] also inferred inter-AS relationship, but their
approach is based on the consistency among multiple routing tables. These studies have led to a better understanding
of the structure of the Internet topology and the commercial relationship between ASes. However, each uses snapshots of the Internet and tells us little about dynamics. The
results cannot be trivially applied to pin point failures.
Algorithm 1 FindChange can also be viewed as determining tree-edit distance when the operations allowed are
delete and insert and trees are restricted to be Shortest Path
Trees. But in general finding how to convert one tree into
the other is NP-hard and many have considered approximate solutions [6]. While it is enough for us to compute
SPT everytime a change occurs, many efficient algorithms

exist that dynamically update Shortest Paths Trees, see
for
example [13]. Their average case complexity is  log
1  for
each update, and can be used for graphs involving
weighted edges, to reduce the complexity of SPT.

7. Conclusions and Future Work
In order to build diagnostic tools for the global routing infrastructure, this paper developed an algorithmic
set, called MVSChange, to identify the origin of routing changes caused by a single link. Utilizing the information carried in a path vector routing protocol and collected from multiple vantage points, MVSChange builds
graphs of snapshots of the network routing connectivity over time, and applies basic graph theory approaches
to pin down the exact location of the link change. Along
with the theoretical proof, our preliminary simulation experiments have also confirmed the correctness of the
design.
We believe that MVSChange represents an important
first step towards applying formal methods to inter-domain
routing diagnosis. Our plan for future work includes extending MVSChange to cover increasingly more complex
failure cases, such as node failure and multiple simultaneous failures. We also plan to incorporate considerations of
routing policies in order to make MVSChange more applicable to Internet deployment.
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