Performance Analysis of a Hierarchical Failure Detector

Marin BERTIER 2 Olivier MARIN 12 Pierre SENS'
marin.bertier@lip6.fr olivier.marin@univ-lehavre.fr pierre.sens@inria.fr
!Laboratoire d’Informatique du Havre %Laboratoire d’Informatique de Paris 6 3INRIA
University of Le Havre University Paris 6 - CNRS Domaine de Voluceau
25 rue Philippe Lebon 4 place Jussieu BP 105
BP540 76058 Le Havre cedex, France 75252 Paris Cedex 05, France 78153 Le Chesnay, France
Abstract layer provides a suitable quality of service with respect to

application needs while ensuring low costs for the system.

We present a new failure detector implementation. This ~ Our implementation is based on a basic failure detection
implementation, a variant of the heartbeat failure detec- layer introduced in [2]. This layer is a variant of the heart-
tor, is both adaptable and designed for scalability. Itstfirs beat detector: it adapts the sending periodi@m alive”
specificity lies in the fact that it is designed as a shared ser messages as a function of the network quality of service and
vice among several applications by way of an adaptation of the application requirements.
layer. This layer adapts the quality of service accordingto  For each application, an adaptor is plugged onto the fail-
application needs. The second specificity is the hierarchic ure detector layer. Its aim is to adapt the quality of ser-
organization of the detection service: it allows to deceas Vice provided by the basic layer according to application
the number of messages and the processor load. Througteeds. This architecture guarantees the required qudility o
an experimentation evaluation, we show that our implemen-service and avoids network overload. To reduce the overall
tation is adaptable to the environment characteristics and amount of exchanged messages, we organize the detectors
usable with large scale applications. hierarchically [8]. Moreover, the constant flow of commu-
nications produced by the failure detection service can be
exploited to piggy-back application messages and data.

The rest of this paper is organized as follows. Section 2
describes our system model. In Section 3, we briefly present
the basic layer of our failure detector and Section 4 present

The consensus problem is considered as a basic buildthe adaptation layer. In Section 5, we present the architec-
ing block for distributed systems. Fisher, Lynch and Pater- tyre of our detection service. Section 6 presents the perfor

son [6] have shown that the consensus cannot be solved demance evaluation of this service. Finally, we conclude in
terministically in an asynchronous system that is subjectt section 7.

even a single crash failure, because it is impossible ta-dete

mme;whether aprocess h.as actu'allly crashed oris only very, Context and Model

slow”. To circumvent this impossibility Chandra and Toueg

introduce the unrel?able failure detectd]. A failure de- 2.1 Models and Environment

tector can be considered as an oracle per process. Such an

oracle provides the set of processes that it currently stispe Let us consider a distributed system consisting of a finite

of having crashed. set ofn processedl = {pi,p»,...,p,} that are spread
Many applications use a failure detection service in or- throughout a network. These processes communicate only

der to solve the consensus problem [13, 5]. Typically, by sending and receiving messages.

applications use messages sent periodically between hosts We rely on the model of partial synchrony proposed by

[9, 12, 5]. The problem of this approach is the fast increase Chandra and Toueg in [3]. This model stipulates that, for

in cost as detection messages are sent by all applicationsevery execution, there are bounds on process speeds and on

The aim of our approach is to design a shared and moreovemessage transmission times. However, these bounds are not

scalable detection service between several applicatidas.  known and they only hold after some unknown time (called

present a performance evaluation to show that our detectionGSTfor Global Stabilization Time We denote byA,,,,

1 Introduction



the maximum time, afteGST, between the sending of a its list a process which is still running. But if the detec-
message and the delivery and processing by its destinatiortor later believes that suspecting this process is a misiake
process, assuming that the destination process has reat fail then removes the process from its list. Therefore a detector
and the message is not lost. may repeatedly add and remove a same process fromits list
We have experimented our implementation in a “real- of suspect processes. Failure detectors are charactéyzed
life” environment: our laboratory network. In a second two properties: completeness and accuracy. Completeness
phase, we analyze the behavior of our implementation whencharacterizes the failure detector capability of suspecti
the model constraints are weakened. We assume that proevery incorrect process permanently. Accuracy character-
cesses can fail by crashing only. Our algorithm however izes the failure detector capability of not suspecting ectrr
does not need synchronized clocks, but there must exist gorocesses. Two kinds of completeness and four kinds of ac-
known upper bound on the drift rate of local clocks. We curacy are defined in [3], which once combined yield eight
assume that the network supports IP-Multicast communi- classes of failure detectors.
cation and is quasi-reliable: if procegssends an infinite We focus on th&) P detector, nameBventually Perfect
number of messages to procesg, theng receives atleast  This detector requires the following characteristics:
one messager. We assume that a host magtover” af-
ter crashing. However application behavior in case of fail-
ure/recovery does not bring any interesting information in
the scope of this paper. We only guarantee the correct testar
of the detection service. e Eventual strong accuracy there is a time after which
All processes are assumed to have a preliminary knowl- correct processes are not suspected by any correct pro-
edge of the system organization. More precisely, a process cess.
knows its local group composition as well as the broadcast
addresses of all the other groups.

e Strong completenessthere is a time after which ev-
ery process that crashes is permanently suspected by
every correct process.

The demonstration found in [2] proves that the above prop-

erties hold, provided that a suitable adaptor is used. In par

allel, [4] proposes a set of metrics that can be used to gpecif

the Quality of Service (QoS) of a failure detector (see Fig-
The failure detector implementation presented in this ar- Uré 1). The QoS quantifies how fast a detector suspects a

ticle is part of the DARX (Dynamic Agent Replication ex- failure and how well it avoids false detection.

tension) project [10]. The goal of this project is to provide o Detection timg7',): T is the time that elapses from

a framework for designing Iarge-scale agent systems. Some p’s crash to the time when starts suspecting per-

systems may comprise thousands of agents; they are often  manently.

dEVE|Op9d in the field of distributed artificial intelligemc The next metrics are used to Specify the accuracy of a

Many multi-agent platforms [1, 14] propose solutions to failure detector.

deploy agent applications over networks. However, to our ) ) .

knowledge, no platform provides the required characteris- ® Mistake recurrence timgT ) this measures the

2.2 Application Context

tics in terms of fault tolerance for massive agent organiza- time between two consecutive mistakes.
tions running over asynchronous systems such as the world  wistake duration(T): this measures the time taken
wide web. by the failure detector to correct a mistake.

To supply adequate support for large-scale agent appli-
cations, the DARX platform includes a hierarchical, fault-

tolerant naming service. To provide a synchronous abstrac- FD frust

tion of the underlying network, this distributed service is suspect u U

mapped upon the failure detection service through the adap- T i i

tation layer presented in Section 4. AL b T, |
: Twe | = -

Processp _YP_° ‘ -
3 The basic layer of failure detector \ down
3.1 Unreliable failure detector Figure 1. different metrics to specify quality

of detection
The aim of failure detectors is to provide information ) i
about the liveness of other processes. Each process has ad-2 Our implementation
cess to a local failure detector which maintains a list of pro In our implementation, we dissociate two layers: a basic
cesses that it currently suspects of having crashed. Sincdayer, which provides a good detection time, and an adap-
a failure detector is unreliable, it may erroneously add to tation layer, which adapts the QoS of the detection as well



as the interface provided by the basic layer. The adaptation
layer is detailed in Section 4. Processp
The basic layer uses the heartbeat strategy presented in
[4]: every procesg periodically (every\; time units) sends Processq
an“l am alive” messagen;,ms,... to the processes in
charge of detecting its failure. To determine whether to
suspech, g uses a sequenacg, 7, . . . of fixed time units, FDatq M
calledfreshness pointsThe freshness point is an estima-
tion of the arrival date of th&" heartbeat message frgm
If ¢ later receives afil am alive” message from, theng
removesp from its list of suspected processes (see Figure
2).
In our implementation; is composed of an expected ar-
rival date, called® A and a safety margin. E A consists
of an average of the last arrival dates.E A provides for load. The basic layer tries to provide the shortest detectio
shorter detection times even though the probability offals time with respect to the emission intenAl,. Hence the

Freshness points: Tig T Tiv Tis2

Figure 2. Failure detection with the heartbeat
strategy

detections may be increased. quality of the detection provided by the first layer is wholly
Each procesg considers the; most recent heartbeat derived from the emission interval and the safety margin
messages, denoted;,mo,...,m,. Let A, As,... A4, The adaptor can consult these parameters in order to adapt
be their receipt times according ¢¢s local clock. When at  the quality of service for every application.
least; messages have been receivEdy ;) can be esti- The second service provided by the basic layer is the re-
mated by: laying of information by piggy-backing ofi am alive”
messages. In fact the initial role of heartbeat messages is
EA _ 1 : A A ki Er 1A solely to signal that the sender is still alive. We propose to
(k+1) = ﬁl_zk:n ( (i) — 2i* 7’) +(k+1).4 piggy-back application information to reduce network ever

load. A message loss will be noticed by the receiving fail-
The safety marginy ) is calculated similarly to Ja-  ure detector; piggy-backed retransmission might theeefor
cobson’s [7] estimation. It adapts the safety margin eachbe requested. This mechanism tolerates network failures,
time it receives a message according to network load. Thebut the recovery delay may be too long to tolerate a high
adaptation of the margin uses theerror in the last esti-  |oss rate. These two points are detailed further in Section 4
mation. Parametey represents the importance of the new
measure with respect to the previous onkgay represents
the estimate margin, anghr estimates the magnitude be-
tween errors3 and¢ enable to weigh the variance; typical
values aregs = 1 and¢ = 4. The original algorithmis:

4 Adaptation layer

The adaptation layer adjusts the shared service provided
by the basic layer to the specific requirements of every ap-

errorgy = Ap — EAgy) — delay, plication. Hence this layer is included between the basic
delay(p41y = delayy + v.error failure detection layer presented in the previous sectiah a
vargy1y = vargy +.(lerrorgy| — vary)) the user application.
g1y = PBedelaypiry + dvargpr Our adaptor provides higher-level algorithms to enhance
. ) . the characteristics of the failure detectors.
The next timeoutA,, ,,,, activated byg when it re- Firstly, it adapts the quality of service provided by the
ceivesiny, expires at the next freshness point: basic layer to the application needs. In fact the aim of the
first layer is to provide the shortest detection time. The
Tk41) = EArs1) + Qs

adaptor can only delay the moment when a process is sus-

A precise presentation of our estimation method is given in Pected as having crashed. The main advantage of this ar-

[2]. Itis shown to be a useful compromise between a short Chitecture is that we make no assumption on the adaptation

detection time and the need to avoid false detections. algorithm: it can be different for each application. Using
Each adaptor proposes an emission inter¥alwhich several adaptors on the same host allows to obtain different

satisfies the application specified quality of service regglii ~ Visions of the system. The basic layer maintairisiack-

by application. This computation method is presented in boardto provide information to the adaptation layers. In

Section 4. Then the basic layer uses the smallest intervathis blackboardit publishes information about:

required. But if it detects that the network load can’t with- ~ ® the list of suspects,

stand this interval, it changes; with respect to the network e the current emission interva;,
¢ the current safety margim,



e and system observation information. Every proces € 11 performs :

{ Initially, every procesg is suspected by procegs}
suspect, < II — {p}

Application 1 Application 2 } Application 2 }

waity < 0
List of suspectsr l QoS Qoszl T List of suspects QoS3l TList of suspects for all q e I — {p}
Ay (g) = Initial margin evaluation
Adaptation layerl|| Adaptation layer2 || Adaptation layer3 { A ( q) refined detection marg}n
p
Ay A / b, q is suspected by FD because message n has not arrived;
oy . .
List of suspects waity ’lU(I,Zf:p U {aq} .
Basic layer The emission intervallj) delay = Margin evaluatioiA, (q))
|~ The safety marginoj .
QoS observed wait for delay

if ¢ € wait, then
suspecty + suspect, U {q}
Figure 3. Quality of service  waity < waitp —{q} _
g is no more suspected by FD because mesaauyss arrived
if ¢ € wait, then

As seen in Figure 3, each adaptor informs the basic layer waity « waity — {q}

of the emission intervalX;) required with respect to the else

quality of service they must provide. The basic layer sslect suspecty, < suspect, — {q}

the smallest interval required as long as the network load al {itis a false detectiop
lows for it. Every application must provide to its adaptatio Periodically

Forallqg e T — {p}
Ap(g) = margin evaluatiofiQoS,(q))
{QoSy(q) is provided by failure detectér

layer the detection quality of service it requires. The sop
of this detection quality of service is limited to the local
group. It is expressed by means of the variable presented
in Section 3.1: the upper bound on detection tifig ), the
lower bound on average mistake recurrence tiffiyg ) and Figure 4. The adaptor implementation

the upper bound on average mistake duratibf}). The

network characteristics, the message loss probabiftg) ( o

and variance of message delay5}], are provided by the initially it suspects every process and initializes therredi

basic layer. The adaptation procedure is adapted from [4]: Margin according to QoS requirements. When the failure
detector distrusts a process, it sets a timeout by toninghdow

= the margin applied in the first layer. At the expiration of the
timeout, the adaptor checks if the process is still susplecte
by the failure detector. If this is the case, then the adaptor

e Step 1 Computey = % and letA;
D
max(v.T%, TY).

It Ai... = 0. thenthe QoS cannotbe achieved also begins to distrust the same process. If the failurecdete
e Step 2 Let tor stops suspecting a process, then it corrects this nestak
Periodically, the adaptor reevaluates its margin accagrtbn
F(A) = Ay H[Tg/Ai] Vp+(Tp —jA:)” the network observation provided by the first layer.

Jj=1 Vo +pr (TS —jA:)?

Find the largest\; < A; . suchthatf(A;) > T),,. 5 Hierarchical architecture

tmam

e Step 3 Set the safety margin = T — A;. 51 Presentation

From this information, the adaptation layer can alter the de

tection of the basic layer and change its emission interval ~As part of the means to supply adequate support for

so as to adjust the quality of service provided by the basic large-scale applications, the detection service follovas a

layer. erarchical organization. It comprises two levels: a local a
The adaptation layer can also change the interface of thea global one, mapped upon the network topology.

detector. The basic layer has a push behavior. When it sus- The system is composed of local groups, mapped upon

pects a new process, every adaptor is notified. The interfacea LAN, bound together by a global group. Each group is

with any particular application can therefore be altered; f a detection space, which means that every group member

example a pop behavior can be adopted, where the adaptawvatches on all the other members of its group. Every local

tion layer does not send signals to the application but leave group elects exactly one leader which will participate ® th

to the application the duty of interrogating the list of sus- global group.

pects. The typical adaptor works as follows (see Figure 4);  For example, in Figure 5, the system is organized in three



local groups, one for each LAN. And these local groups are number of messages, the load imposed on leader does not
merged in one global group. appear too important. The leader load in terms of message
processing is/n — 1+ g — 1. Whenn > g2, the leader
load is less important than that of any host in a flat group.

In Section 6, we compare the processor loads induced by
the two organizations.

‘ Host 3.?

[ Host 3.

[Host1.1 [Host 1.2

5.3 Implementation

This architecture needs more services than in a flat sys-

Figure 5. Hierarchical organization tem, in particular the election of a leader, and the negotia-
tion of the quality of service.
This organization calls for two different failure detector In a local group there must be a unique leader. When

types. This distinction is important since a failure does no a leader crashes, the failure ought to be firstly detected by
have the same interpretation in the local context as in thethe local groug. To determine a unique local group leader,
global one. A local failure corresponds to the crash of a each group member has a list of all other the members of
host, whereas in the global context a failure represents theits group. This list is totally ordered by increasing identi
crash of an entire local group. In this situation, the abil- fiers. At the beginning the first group member in the list is
ity to provide different qualities of service to the localdan  appointed leader.
the global detectors is a major asset of our implementation. When a new leader is appointed, all other global group
Therefore a local group leader has two different failure de- members must be informed. Since this may be costly, re-
tectors, one for the local group and one for global group  elections caused by false detections must be avoided as
In alocal group, the failure detector uses IP-Multicast for much as possible. For this purpose, the election algorithm
sendind’l am alive” messages. Ina LAN, IP-Multicastcan takes effect only if at leagi:+1) /2 group members suspect
be used with the broadcast property. Therefore a host onlythe current leader.
sends one message to communicate with all the other hosts. Every process has a priori knowledge that if the leader is
Failure detectors in a global group use UDP in order to be suspected then the next host in the list will become the new
more compatible with the general network security policy. leader, provided is trusted.

5.2 Advantages and Disadvantages crash

pL
(leader) A A A

The hierarchical organization makes it possible for every iy

process to observe only a small part of the network. Inaflat P2 o 7 /
; ; nomination p2 J !
system, a process failure is detected by all the other pro- / P /mon
7 ] g =

cesses, whereas in a hierarchical system, it is only detecte  p3
by the other group members. We assume in our implemen-

tation that it is not essential to ensure the notification of  p4

every failure throughout the system. Therefore informatio

propagation is left to the application, likewise to recgver 5 =
In a flat system all of the, hosts send a message to the @ detectplorash [ p2isdesigned as|eader

remainingn — 1 hosts, whereas by IP-Multicast, each host
sends only one message. However, if a message must be
relayed to hosts outside the local LAN, then the message is
duplicated. Anyway, all hosts will receive such a message.
The complexity as a function of the number of messages is
nx(n—1).

In a hierarchical system wherehosts are divided equi-
tably in g local groups. In each local group/ ¢ hosts send
n/g — 1 messages, and in the global grogfhosts send
g — 1 messages. The complexity as function of number of
messages i8%/g + g°> — g — n. The hierarchical organi-
zation is therefore more profitable, without incidence from — iyypically, the quality of service in a local group is bettéan in a
the number of hosts. Besides the high benefit in terms of theglobal group

Figure 6. Successful leader election

Typically, this election algorithm works as follows:
when a host suspects the leader, it chooses as the new leader
the first unsuspected process in its ordered list. It alsdsen
a nominationmessage with the name of this new leader to
the currentleader and the proposed one. When the proposed
leader has received more thay2-+1 nomination messages
it becomes the new leader and it emitdexisionmessage.




When a process receivesliacisionmessage, it updates the and passes them through one or more objects called queues
sender as the new leader. and pipes which simulate the network effects. In our ex-

This election algorithm can be applied with very few periment, each message exchanged between two different
messages but it can’t ensure that there is exactly one leadet ANs passes through this specific host. We don't use
at a given time. If the old leader is suspected and yet DUMMYNET tools for intra-LAN communication because
just slow, then when it receives thminationmessage, the minimum delay (around 100ms) introduced is too large.
it launches another election in an attempt to cancel the cur-  The features of the test system are as follows:
rent one. However for a short period of time, there are two
leaders for the same group. To restrict this problem, as soon
as a new leader joins the global group, the members of the
global group ignore the messages from the old leader.

The second problem is how to insert a new leader in the
global group. Shortly after its election, the new leadersdoe
not yet know the other group leaders, hence it can't com- e network configuration can be dynamically changed,
municate with them. thus simulating periods of alternate stability and insta-

To solve this problem, there is a subscription mechanism, bility.
which allows a new leader to communicate with other group
leaders. Each local group is located in a LAN, therefore a 6.2 Global vision building application
new leader periodically broadcasteegistration messag®
every LAN. When a leader receivesegistration message As shown in Section 3, the failure information is not di-
it replies to the new leader with adentification message  yecily communicated to the whole system. We consider that
Upon reception of ardentification messagéhe new leader e reaction failure is the responsibility of the applioati
stops sending broadcast messages to this LAN and adds thgience the role of our particular application is to build, for

corresponding group leader to its list. If a giver? LAN fails every host in the system, a global vision of the hierarchical
to answer a registration message, a crash confirmation Con'system.

cerning this LAN is requested from the other leaders. This ~ 1 principle of this application is very simple:
mechanism imposes that all the hosts in the system previ-

e astandard “pipe” emulates the distance between hosts
with a loss probability and a delay

e arandom additional “pipe” simulates the variance be-
tween message delays.

ously possess the broadcast address of every LAN. e Each hostis responsible for its group vision. Each host
in a group has a failure detector which watches at the
6 Performances other group members.

. . _ e Aleaderis responsible for its local group. It communi-
We present various performance experiments to illustrate cates its local group composition to the other leaders,

the way detection service works. First we present our test as well as the composition of the other groups to the
platform. We have implemented an application to illustrate members of its local group.

how the detection service operates. This application uses

the failure detection service to build a global vision of the When a new leader joins the system, it sends to other lead-
system. Next we show how the adaptor works and how it ers its local group composition and obtain in reply for them
can avoid false detections. Finally, we present measure totheir composition, and communicates this information to
evaluate the performance of the hierarchical service mechathe other local group members (see Figure 7). After ini-
nisms: leader election, quality of service adaptation estco  tialization, every host in the system knows the system com-

ing to network load. position.
If one host is suspected by its group leader, the leader
6.1 Test platform broadcasts this information to the other leaders, which in

their turn broadcast it to their respective group members

To emulate a large scale system, we use a specific dis{Se€ Figure 8). The same mechanism occurs at the end of
tributed test platform, that allows to inject network fais suspicion or when a host reboots. When a leader is sus-
and delays. We establish a virtual router by using DUM- Pected by an other one, all the hosts in its group are sus-
MYNET [11] and IPNAT. We use IPNAT, an IP masker- pected as having crashed until a new leader is elected.
ing application, to divide our network into virtual LANSs.
DUMMYNET is a flexible tool originally designed for test- 6.3  Evaluation experiment configuration
ing networking protocols. It simulates bandwidth limita-
tions, delays, packet losses. In practice, it intercept&pa In the rest of this section, we present several performance
ets, selected by address and port of destination and sourcesxperiment.



Other local group
@ compositions

Delay: 50 ms +/- 10
Local group Message loss: 1.2%

/ composition
I ol Delay: 10 ms +/~ 4 n
Host 1.3 Host 2.2 Message loss: 0.5%
Delay: 150'\r/|ns +/- 25: " Group 3
‘ Host 1.1‘ ‘ Host 1.2‘ ‘ Host 2.1‘ ‘ Host 3.1‘ ‘ Host 3.# ee5age 10sS- A roulouse

Figure 7. When a leader joins the rest of the

system Figure 9. Network configuration
"host 3.1" of message loss 0.012
: Suspected second pipe: delay 10ms with a probability of 0.1
|
vanul @ e — leader detect e group 1 to group 3: first pipe: delay 10ms, probability
AN S sispetied of message loss 0.005
[Host1.1] [Host12  [Host21]  [Hos@.1] | Host3. second pipe: delay 4ms with a probability of 0.01

e group 2 to group 3: first pipe: delay 150ms, probability
. of message loss 0.02
Figure 8. When the leader suspects a member second pipe: delay 25ms with a probability of 0.3.
of its group

6.4 Global vision application evaluation

The experiments were performed on a non dedicated Figure 10 presepts the time to build the global vision
cluster of 12 PCs. We consider a heterogeneous networkconfronted to special events. Every result presented here
composed of 8 Pentium I11 600 MHz and 4 Pentium IV 1400 IS an average obtained by repeating the same experiment 10
MHz linked by a100 Mbit/s switched Ethernet. This net-  tIMes.
work is compatible with the IP-Multicast communication
protocol. The algorithms were implemented in Java (Sun’s
JDK 1.3) on top of a 2.4 Linux kernel.

PCs are spread in 3 different local groups of four mem-
bers. The organization is preliminarily known by every e Initialization begins with the starting of every host at
system member, as is the broadcast address for every local  the same time and ends when all the hosts have the
group. vision of the entire system.

Throughout the experimentation, the first layer is
parameterized as follows:
in local groups~ = 0.1, 5 = 1 and¢ = 2, n = 1000.
in the global groupy = 0.1, 8 = 1 and¢ = 2, n = 1000.

e The detection time is the time between a host crash and
the moment when all the other local group members
suspected it.

e Ahostcrash delay is the time between a host crash and
the moment when all the other hosts are aware of this
crash.

e a leader crash delay is quite the same thing as a host

In the global group, we use DUMMYNET to emu- crash, yet with a leader election. However the election
late Internet connections. The configuration between local time (approximately 10ms) is very small compared to
group is inspired of real experiments between three hosts lo the detection time and the propagation time.

cated in San Francisco (USA), Paris (France) and Toulouse

(France) (see Figure 9). All communication channels are The results of this experimentation would be predictable.
symmetric. Two pipes can applied, A first one is used to This application only broadcasts information provided by
simulate the distance between two hosts with a loss probathe failure detectors. The propagation time depends djrect

bility and a delay. upon the T am alivé’ message emission interval.
between message delays. emission interval, because it's the detection time in a lo-

cal group, where message propagation is quite constant and
e group 1 to group 2: first pipe: delay 50ms, probability message losses are very rare.



Emission IntervalA; : : : :
500 1000 | 1500 | 2000 0.18 | simple host in a flat organization —+— |
~ leader In a hierarchical organization ----x---
Local Detection 520 | 1012 | 1532 | 2052 016 L simple host in a hierarchical organization - /|
Time (ms) '
0.14 +
rhost C(Tf‘f)h 1062 | 2133 | 3104 | 3924
L d()e/r Crash g o17f
ea o
delay (ns) 1181 | 2091 | 3052 | 4012 g 01+
—— 2
Initialization |y 5qg | 351 | 4010 | 8012 g o008
(ms) s
0.06
0.04 +
Figure 10. Time to build global vision 002 | |
i . i 4 6 8 10 12 14 16
The theoretical time of the crash event delay is equal to number of host

the local detection plus two communications: One emission

by the leader of the local group to the other leader, and a

second by every group leader to its local group members.  Figure 12. Impact of hierarchical organization
Statistically, a message is sent with the nexarn alive’ in the processor load

then the duration is equal to half the emission time.

6.5 Hierarchical organization evaluation _ _ ,
layer detection. The trust degree is determined by the num-

ber of false detections that occur during a periodVhen

the first layer suspects a process to have crashed, it com-

The calculation computation collaborates the theoretical quES a refmled.m'argln according to this trust degree'. The
refined margin is increased for each false detection in the

calculation in Section 5.2. For this last experimentation, iod? by half the false detection duration. Thi luti
we apply the network configuration of the section 6.3 but period by hall tne false detection duration. This solution

in order to compare the generated loads, the emission dels not based on a formal quality of service computation, but
lay (A;) is the same everywher&00ms i:igure 11 de-  Onthefactthatthe system configurationis subjected te vari
scribes the organization according to the number of hosts ations between long periods of alternate stability andainst

Figure 12 illustrates that every message received induceéj'“ty' )
some processing. In a flat organization a host receives more ~ These experiments have been performed over 32 hours,

delay equal td 000ms. The hosts which take part in the de-

We experiment to compare processor load in hierarchical
organization versus that in a flat system.

total number of hosts 476912 16 tection are submitted to a normal use by the laboratory.staff
number of hosts inalocalgroup 2 | 3 | 3 | 4 | 4 The adaptors are configured for a “perfect system” with the
number offocalgroups | 2] 2 3] 3 | 4 variance of message delayly = 0 and the message loss

probability: P, = 0 for the first adaptor and’D = 0
Figure 11. Experimental topologies for the second one. The aim of this configuration is to ob-
serve how the provided Quality of Service is adapted with
respect to network observation. Figure 13 compares theses
6.6 Adaptor Comparison two adaptors according the metrics presented in Section 3.1

This experimentation does not aim at comparing the

The inclusion of an adaptation layer between the failure quality of service provided by the adaptors, but to show that
detector and the application allows to choose between dif-in @ same host, two applications may have different views
ferent failure detection strategies. The example presdnte ~ Of the system.

Section 4 is that of a QoS negotiation, but it is possible to  To show this result we separate the experimentation re-
use the adaptor for other purposes. sults from those of the initialization period. We consider t

For instance, in this performance evaluation we use two first hour of runtime as the initialization. We can see that
different adaptors. The former implements the adaptation both adaptors take a long time to converge to the system
algorithm presented in Section 4 based on periodic reeval-characteristics and that during this time a lot of mistakes
uation (QoS Adaptor). While the latter is a new adaptor occur. During the initialization, they represes#t% of the
(TD Adaptor) which tones down the detection provided by total mistakes for the first adaptor aad% for the second
the basic layer, introducingtaust degred7' D) in the first one. After the initialization, the adaptors provide a regul



First layer | QoS Adaptor| TD Adaptor
Detection Time 1216, 6 2089, 9 2311,9
. . Number of false
Experimentation detection fns) 43 6 8
Mistake duration 1100, 6 972.5 101, 4
average fn.s)
Detection Time 1113, 2 1749,3 1351,9
- Number of false
Initialization detection fns) 8 5 4
Mistake duration 9532 339, 3 529, 1
average fn.s)

Figure 13. Comparison of the two adaptors

detection quality.

topology knowledge so as to avoid a maximum of false de-

cisions.

7 Conclusion
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