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t | We present a new embedding method-ology for data hiding appli
ations by employing mul-tiple 
odebooks for embedding the watermark signal.The use of multiple 
odebooks o�ers a freedom in the
hoi
e of the 
odeword that is more \friendly" withthe host signal for a parti
ular message to be 
on-veyed. In the proposed s
heme, embedder sear
hesamong a set of unitary transformations of the 
oversignal that maximizes the 
orrelation between the em-bedded and dete
ted watermark signals at a �xed em-bedding distortion. The transform bases set is knownto the embedder and dete
tor while parti
ular trans-form basis used for embedding is not revealed to thedete
tor. We also derive the 
losed form expressionsfor the upper bound on the probability of error indete
ting the wrong watermark signal for both singleand multiple 
odebook 
ases. Simulation results showthat hiding rate is improved with the use of multiple
odebooks. I. Introdu
tionExtensive availability of multimedia data and advan
ed pro-
essing tools brought data hiding appli
ations into the realm of
ontent providers and resear
hers to improve the tra
tabilityof their digital media assets. These 
on
erns mainly evolvedaround issues like 
opyright prote
tion and 
ontent authenti-
ation. Common to all of these motives is the likely presen
e ofintruders willing to modify 
ontents that has undergone su
ha pro
essing with the intention of nullifying aforementionede�orts. Information hiding (Data hiding) solutions promise toaddress some of these 
on
erns.Gelfand et al. in [1℄ derived the 
apa
ity of a dis
rete mem-oryless 
hannel with side information at the en
oder su
h thatat any transmission time en
oder has the whole 
hannel stateinformation for all times. Their works have be
ome a 
orner-stone for oblivious data hiding appli
ations. Later resear
hgained a 
onsiderable momentum by reinterpreting side in-formation as the multimedia 
ontent that 
arries hidden in-formation. Costa [2℄, was the �rst to present an information-theoreti
 analysis of the problem that applies to oblivious datahiding. He also proved that the 
apa
ity of the Gaussian 
han-nel is the same whether the side information is known to thede
oder or not by using the results of [1℄ for iid Gaussiandistributed 
over-signal and side information.In Ref. [3℄, Moulin et al. gave 
omplementary analysis forhiding 
apa
ity 
onsidering all aspe
ts of data hiding within agame theoreti
 perspe
tive. That study also highlights some

design 
riteria for pra
ti
al systems. Cohen et al. [4℄ presenta detailed dis
ussion and results of hiding 
apa
ity assuminga Gaussian distributed 
over-signal and squared error distor-tion.Although fundamental limits of hiding rate are known foradditive white Gaussian noise (AWGN) atta
k and meansquared error distortion measure, pra
ti
al algorithms thata
hieve these limits are not well established yet. Costa in [2℄outlined an en
oder de
oder stru
ture that a
hieves the 
a-pa
ity by utilizing a 
odebook, although it was far beyondbeing pra
ti
al. Ramkumar et al. [5℄, Eggers et al. [6℄ andChen et al. [7℄ proposed s
hemes that are similar in prin
i-ple and have better robustness vs. rate trade o�s than the
onventional data hiding methods.Assuming a �xed distortion measure that is in 
omplian
ewith the per
eptual properties of the 
over-signal, informationhider has two degrees of freedom to improve hiding rate vs. ro-bustness 
hara
teristi
s. These are of designing the 
odebooksand the embedder-dete
tor set that utilizes them. In this pa-per, we investigate multiple 
odebook embedding te
hnique.The use of multiple 
odebooks provides with the 
hoi
e of the
odebook that has favorable distortion properties. In general,embedders are nonlinear fun
tions. Consequently, 
odewordsfrom di�erent 
odebooks 
orresponding to the same messagemay have di�erent embedding distortions. In a typi
al appli-
ation, embedding distortion is limited by some �xed valuederived from the distortion measure, and the hider uses allavailable resour
es in order to in
rease the robustness. Inother words, at the same level of embedding distortion, a mes-sage may be represented by 
odewords with di�erent strengthsand 
orrespondingly di�erent dete
tion statisti
s. Embedderpi
ks the 
odeword that is expe
ted to yield highest 
orre-lation at the dete
tor at a �xed embedding distortion. Ea
h
odebook is assumed to be generated through a unitary trans-formation of the 
over-signal. We show that for AWGN 
han-nel, Gaussian distributed 
over-signal and squared error dis-tortion measure, the in
rease in probability of error due to useof multiple 
odebooks is 
ompensated by an exponential re-du
tion (in probability of error) due to the embedder's abilityto adapt the 
odeword to the 
over-signal. We derived 
losedform expressions for the upper bound on the probability oferror in terms of the number of 
odebooks and 
odeword size.The embedder des
ribed in Ref. [5℄ is in
orporated with theproposed methodology. However, the 
on
ept is appli
able toa wide range of embedders.In the text, we denote ve
tors with boldfa
ed 
hara
ters,random variables with 
apital letters and their realizationswith the 
orresponding lower 
ase letters. In the next se
tion



we present details of the data hiding model used. We des
ribethe data hiding s
heme in Se
tion III and derive performan
eanalysis methodology for the one 
odebook and multiple 
ode-book embedding in the Se
tion IV. Performan
e results arepresented in Se
tion V.II. Data Hiding ModelIn a generi
 data hiding appli
ation a message indexed by m,from an alphabet M, 1 � m � M , is mapped out to a se-quen
e W 2 <N . Sequen
e W (watermark signal) must beembedded into the 
over-signal, S, without any per
eptualdistortion. Embedder, E , modi�es signal S with respe
t toW within some distortion 
onstraint and generates the stego-signal (watermarked signal) Ŝ. The di�eren
e signal, X, be-tween Ŝ and S is the embedding distortion 
orresponding tomessage m, X = Ŝ � S. Dete
tor, D, extra
ts signal Ŵ fromŜ or from an \atta
ked" version Y of Ŝ. Signals S, W , X,Ŝ, Y , and Ŵ are generalized to be ve
tors of length N . Em-bedder and dete
tor may be s
alar or ve
tor operations thatoperates on these ve
tors based on the 
hoi
e of designer.By multiple 
odebook embedding we assume the presen
eof L number ofN�N unitary transform bases at the embedderand dete
tor I = TTi Ti; i = 1; : : : ; L; (1)where I is the identity matrix and T is the matrix transposeoperation. One sele
tion 
riterion for Ti, i = 1; : : : ; L, is thatall transformations of a ve
tor are maximally separated fromea
h other in <N with respe
t to a pre-designated distan
emeasure. Among L possible transformations of Si = TiS,i = 1; : : : ; L, let k, 1 � k � L represent the index of transformbasis whi
h will be used for embedding. Uninformed of parti
-ular Tk used for embedding, dete
tor generates L transformsof signal Y and extra
ts message in a blind manner.One 
onsequen
e of using multiple 
odebooks is that em-bedding is not stri
tly a s
alar operation be
ause for a messagem to be 
onveyed 
hoi
e of Sk determines signal ve
tor Ŝk.The overall information hiding system in an additive 
hannelmodel is outlined belowW : m �!W;Ŝk = E(TkS;W ) = Sk + X̂k;Y = T Tk (E(TkS;W )) + Z = S +Xk + Z; (2)Ŵi = D(TTi Y ); i = 1; : : : ; LW�1 : Ŵi �! m̂;where m 2 M is the index of the hidden message, X = Xkis the distortion introdu
ed by the embedder for the 
hosentransformation basis Tk, and Z is the intrusion of the atta
ker.W is a one to one mapping from m to W whi
h transformsmessage m into a better representation for embedding. Theembedder, E , and the dete
tor, D, may be linear or nonlinearand not ne
essarily invertible fun
tions (D(E(S;W )) 6=W ).Not evident in the model is the distortion 
onstraints im-posed on information hider and atta
ker. We assume meansquared error distan
e as the measure of distortions intro-du
ed by information hider and atta
ker. Although power ofa di�eren
e signal is not a true distan
e in per
eptual sense, itmay be deployed in a

ordan
e with the �ndings of multimedia
ompression methods due to the ease in analyti
al tra
tabil-ity. Imposing restri
tions on the distortions introdu
ed by theinformation hider and atta
ker, su
h that these distortionshave mu
h less power than the 
over signal S ( 1N Pj=Nj=1 S2j �

1N Pj=Nj=1 X2j and 1N Pj=Nj=1 S2j � 1N Pj=Nj=1 Z2j ), will keep theoriginal 
ontent more or less inta
t and simplify the problem.Analysis of data hiding rate is developed by proje
ting theearlier theoreti
al studies in 
hannel 
ommuni
ation with sideinformation. Gelfand et. al [1℄ 
onsidered a dis
rete memory-less 
hannel with an input alphabet X and output alphabetY, both of whi
h depend on a given side information froma �nite set S where X ;Y;S;2 <N . Channel 
apa
ity is ex-pressed in terms of random variables X 2 X , Y 2 Y, S 2 Sand an additional auxiliary random variable U 2 U , U being a�nite alphabet in <N , given the 
onditional joint probabilitydensity p(u; xjs) asR = maxp(u;xjs)(I(U;Y )� I(U;S)): (3)Costa in Ref. [2℄ had a design of U = X +�S by assuming
odewords satisfying the power 
onstraint 1N Pj=nj=1 X2j � Pand independent random variables X, S, Z with proba-bility distribution fun
tions X � N (0; P ), S � N (0; �2S),Z � N (0; �2Z), respe
tively. He showed that by setting� = PP+�2Z the optimal 
odebook that a
hieves the 
apa
-ity C = 12 log2(1 + P=�2Z) is designed. This is the 
apa
ityof AWGN 
hannel where S is known to both en
oder andde
oder.In data hiding appli
ations, 
hannel is unpredi
tably non-linear. Pra
ti
ally, it is impossible to model the 
hannel 
on-sidering the vast variety of atta
k s
enarios and their 
om-binations, [8℄. As dis
ussed in [3℄ and [4℄ assuming indepen-dent Gaussian distributed 
over signal and 
odeword whiteGaussian noise is the optimal atta
k. These assumptionsprovide means for 
hara
terizing hiding rate vs. robustnessfeatures of a method. In the rest of the analysis all intru-sions of the atta
ker to watermarked signal is represented byAWGN. Corresponding hiding rates 
an be 
omputed assum-ing an Mary symmetri
 
hannel with transition probabilitiesp(jjm) = 1� Pe for j = m and p(jjm)= PeM�1 for j 6= m.III. EmbedderData hiding methods may be 
ategorized into three main typesbased on how (E ;D) are designed. Type-I methods are very
ommon and simple to implement. Basi
ally, stego-signal isgenerated by adding the watermark signal or a non-uniforms
aled version of it to the 
over signal. These methods su�erfrom dramati
ally low hiding rates be
ause of the non-optimaldesign whi
h assumes S as a noise and tries to 
an
el it. Type-I methods are preferable only when the atta
k is too severe.However, they are ideal only for appli
ations for whi
h the
over-signal is present at the dete
tor.Type-II methods are 
hara
terized by the use of quantizerstru
tures in the embedding and dete
tion, [9℄, [10℄, [11℄. Un-like Type-I methods, watermark signal has restri
ted valuesand dete
tion is a many to one mapping su
h that stego-signalvalues apart from ea
h other at 
ertain amounts have the samedete
ted value with respe
t to a periodi
 pattern. The distor-tion, X, is a fun
tion of S and W . Also, the embedder, E ,and dete
tor, D, are inverses of ea
h other. Disadvantage isthat the system performs well only if the atta
k is not se-vere. These 
an also be employed with oblivious data hidingsystems at 
onsiderable hiding rates.Type-I and Type-II methods are equivalent to designs ofU = X, � = 0 and U = X + �S, � = 1, respe
tively. Thesetwo 
hoi
es of U 
orrespond to two extremes in hiding rate
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Figure 1: Representation for embedding the watermark signalinto the 
over-signal.vs. robustness 
urves. Within the 
ontext of data hidingthis fa
t may restated as Type-I and Type-II methods havingpreferable performan
es at \severe atta
k" and \no atta
k"
ases. An optimal design is the one that designer has 
ontrolover the operating 
hara
teristi
s of the method. In Refs.[5℄ [6℄ [7℄ modi�
ations to the Type-II methods are proposedby removing the invertibility 
ondition on the set (E ;D). InType-III methods added non-invertibility is designed in aparti
ular way that hiding rate is maximized for a presumedatta
k level. Type-III methods utilize the design U = X+�S,0 < � < 1 whi
h gives information hider a freedom to adaptthe 
odeword to the 
hannel. Type-III data hiding is optimalfor oblivious data hiding appli
ations.The embedder being utilized by the data hiding te
hniqueis a quantizer 
hara
terized by a pair of parameters, period� and threshold � where 0 < � � �. The form of quantizerused for implementation is a periodi
 
ontinuous triangularfun
tion. Watermark signal values are limited by the peakvalues of the periodi
 fun
tion. Embedding is a translation ofthe input 
oeÆ
ient values by introdu
ing distortions thresh-olded to ��2 su
h that the mapping of embedded 
oeÆ
ientover the periodi
 fun
tion has a minimum Eu
lidean distan
eto the watermark signal. The period � and threshold � ofthe quantizer are di
tated by the preassigned embedding dis-tortion, above whi
h per
eptual features of the 
over signalwill be 
onsidered 
hanged. Among the �, � pairs that meetthe distortion 
onstraint, the one that maximizes hiding ratefor a presumed distortion amount is pi
ked. Dete
tion of thewatermark signal is similar to embedding. The stego-signal ismapped over the periodi
 fun
tion with the same � as usedfor embedding and with the �xed threshold � = �, whi
hadds non-invertibility to the E ;D set.Figure 1 represents embedding of two di�erent watermarksignal 
oeÆ
ients, x0 and x1, to signal 
oeÆ
ient s. Embed-ding x0 into s generates the stego-signal ŝ0. Whereas, embed-ding x1 into s generates ŝ� rather than ŝ1 due to thresholdingby ��2 .As � ! 1, for some �nite �, hiding rate vs. robustness
hara
teristi
s of this s
heme gets similar to Type-I methods.When � = �, this s
heme be
omes a Type-II method. For allother fra
tions of �� , s
heme performan
e is optimal for di�er-ent atta
k powers. The distortion X introdu
ed by this em-bedder is a non-linear fun
tion of S andW , X = E(S;W )�S.However, it is statisti
s 
an be 
omputed given the probabil-ity distributions of S and W . Similarly, the statisti
s of thedistortion Xt on X as a 
onsequen
e of the uninvertibility 
on-dition introdu
ed by the Type-III method, due to thresholdingX by � < �, 
an be 
omputed.

IV. Multiple CodebooksA 
odebook is the 
olle
tion of sequen
es, 
odewords, ea
h ofwhi
h is generated through an intelligent 
ombination of the
over-signal S and watermark-signal W 
orresponding to oneof the M possible messages ( i.e. information of log2M bitsto be 
onveyed.) Every 
odeword is required to 
omply witha per
eptual distortion 
onstraint. Ultimately, embedder gen-erates the 
odebook for a �xed 
over signal and a presumedatta
k level. Then, it pi
ks the 
odeword that is pointed bythe message index m (i.e. de
imal number that log2M bitsequen
e 
orresponds to) whi
h is 
onsequently delivered tothe 
hannel by adding it to S. Dete
tor's fun
tion is to de-
ode the message m whi
h might be distorted intentionally orunintentionally.Use of multiple 
odebook helps embedder in 
hoosing the
odeword among an in
reased number of possible sequen
esall of whi
h satisfy the power 
onstraint. In other words, em-ploying multiple 
odebooks 
orresponds to a simpli�ed way ofgenerating U sequen
es for pra
ti
al appli
ations where num-ber of sequen
es in ea
h bin (as des
ribed within random 
od-ing argument) is in
reased by the number of 
odebooks.In a multiple 
odebook embedding ea
h 
odebook is gen-erated using a parti
ular unitary transformation of the 
over-signal for the same message set. The embedder that makes useof L 
odebooks embeds sequen
e Wm 
orresponding to mes-sage m with L transformations of the 
over signal, Si = TiSi = 1; : : : ; L, 
onse
utively. Then, it de
ides on the transformbasis Tk, 1 � k � L that maximizes the dete
tion statis-ti
s. The 
odeword 
orresponding to the transform basis Tk,Xk = E(TkS;Wm)� Sk, is transmitted after ba
kward trans-formation Ŝ = TTk (Xk+Sk). Dete
tor extra
ts Ŵ = D(TiY )for all k values, 1 � k � L, from the re
eived signal Y .In a pra
ti
al method, watermark signal dete
tion is fol-lowed by mat
hing the extra
ted signal to one of the knownwatermark signals in order to de
ide on the sent message.Given that the dete
tor has no knowledge of the internal pro-
essing of the 
hannel, use of normalized 
orrelation is a pra
-ti
al approa
h but non-optimal. Normalized 
orrelation isa similarity measure between two ve
tors whi
h 
an be ge-ometri
ally interpreted as the 
osine of the angle between theve
tors. Thus, dete
tor 
omputes the normalized 
orrelationbetween the extra
ted ve
tor Ŵ and all W sequen
es 
or-responding to M messages, and the message that yields thehighest normalized 
orrelation is de�ned as the sent message.The embedder 
an de
ide on the transform basis Tk, 1 �k � L, for embedding in two ways. In the �rst one, se-quen
e Wm is embedded into Si , i=1,. . . ,L, based on theminimum distortion 
riterion. The index that yields thesmallest distortion, k = argminifdig, i = 1; : : : ; L wheredi = 1N Pj=Nj=1 (Xij )2, is 
hosen as the index of the trans-form basis, Tk. Alternately, the embedder 
an use normalized
orrelation as the de
ision metri
 to 
hoose the transform ba-sis, maximum 
orrelation 
riterion. In general, the amountof distortion that 
an be introdu
ed to S is limited. In this
ase, for ea
h Si, embedding parameters are 
hosen su
h thatthe resulting embedding distortion, PE , is the same. Sin
ethe embedding and dete
tion fun
tions are not the inverses ofea
h other, the embedded watermark signal Wm and the de-te
ted watermark signal ~Wm are not the same. The embedderpi
ks the transform basis Tk that yields the highest 
orrela-tion betweenWm and ~Wm at the embedder, k = argmaxif�ig,i = 1; : : : ; L where �i = WTm ~WmjWmjj ~Wmj . In this paper we use the
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Figure 2: Multiple 
odebook embedding and dete
ting.latter due to the ease in its analyti
al tra
tability.Figure 2 displays L 
odebook embedding and dete
ting. Inthe blo
k diagramW is the watermark signal to be embedded.Embedding blo
k �E de
ides on the transform basis Ti, 1 �i � L for embedding by 
omputing the normalized 
orrelation.Then, it transmits the 
odeword 
orresponding to watermarksignal W and 
over-signal S. Dete
tor �D extra
ts the signalŴm and mat
hes it to one of the watermark signals Wm, 1 �l �M with index m̂. An error o

urs whenever m and m̂ arenot the same.IV.I Probability of Error for Single Codebook em-beddingLet Wm = [Wm;1; : : : ;Wm;N ℄ be a length N iid zeromean binary distributed random ve
tor, representing the mes-sage m information hider is willing to 
onvey and Ŵm =[Ŵm;1; : : : ; Ŵm;N ℄ be the extra
ted real valued signal at thedete
tor. Ŵm is also an iid zero mean random ve
tor sin
eembedding and dete
tion are memoryless, 
over-signal S isiid and 
hannel noise is white zero mean. Furthermore, Type-II and Type-III embedder-dete
tor sets will for
e Ŵm to beiid due to quantizers involved in both embedding and dete
-tion. When only one 
odebook is used embedder employs anM �N sized 
odebook 
omposed of M length N 
odewords.Probability of error is the result of Ŵm having the highest
orrelation with any of [W1; : : : ;WM℄ other than Wm.The normalized 
orrelation �i;j is de�ned between the re-
eived watermark signal Ŵi and the signal Wj than an eventEj that dete
tor will pi
k m̂ as the dete
ted message is de-noted asEj = fp(�m;j � �m;m)g; j = 1; : : : ;M and j 6= m: (4)Therefore, the event E that dete
tor makes an error is ex-pressed as E = M[j=1;j 6=mEj: (5)Hen
e, the probability of dete
ting a wrong message is foundas Ponee = PrfEg � MXj=1;j 6=mPrfEjg: (6)The upper bound (union bound) on probability of error forone 
odebook, Ponee , 
an be expressed asPonee � MXj=1;j 6=m p(�m;j � �m;m): (7)Similarly, if Wi and Wj are two iid random ve
tors withzero 
ovarian
e matrix and Wi is the embedded watermark

signal than the extra
ted signal Ŵi will also have a zero 
o-varian
e matrix with Wj. Random variable �i;j 
an be gener-alized to,�i;j � � N (0; 1N ); 1 � i; j �M if i 6= jN (m�dep ; �2�dep); 1 � i; j �M if i = j; (8)where m�dep and �2�dep 
an be 
omputed given the statisti
sof X, Xt and Z.In the rest of the analysis we will drop the �rst sub-s
riptof �i;j and assume m is the index of the sent message for all
ases. Eq. (7) 
an be rewritten using Eq. (8),Ponee � MXj=1;j 6=m Z 1�1 Z 1�1 f�j(�j � �m)f�m(�m)d�jd�m;� MXj=1;j 6=m Z 1�1�Z 1�m f�j(�j)d�j� f�m(�m)d�m: (9)Inner integral in Eq. (9) 
an be expressed in terms of GaussianQ fun
tion (Q(x) = 1p(2�) R1x e� t22 dt.) Additionally, sin
estatisti
s of �j is independent of the index j for j 6= m, sumoperator in Eq. (9) 
an be dropped and it simpli�es toPonee � (M � 1)Z 1�1Q�j (�mpN)f�m(�m)d�m: (10)IV.II Probability of Error for Multiple CodebookembeddingWhen L 
odebooks are used for embedding, one of the wa-termark signals [W1; : : : ;WM℄ is embedded in one of the Ltransformations of the 
over signal Si = TiS, 1 � i � L. Wewill use the supers
ript i to denote the transform basis Tiused for embedding and dete
tion.The embedder will de
ide on the transform basis Ti; 1 �i � L, based on the 
orrelation between the embedded wa-termark signal W im and dete
ted watermark signal ~W im atthe embedder. Sin
e embedder-dete
tor set is not invertiblein the watermark signal W im even in the absen
e of 
hannelnoise dete
ted W im will be di�erent from ~W im due to thresh-olding noise Xt, D(E(Si;W im)) 6= Ŵ im. Among the watermarksignals [Wim; : : : ;WLm℄ the one that yields the highest 
orre-lation, max[~�im; : : : ; ~�Lm℄, will be embedded where ~�im is thenormalized 
orrelation between Wim and ~Wim. A

ordingly,the index for transform basis is set by the index of the highest
orrelation, arg maxi[~�im℄, i = 1; : : : ; L.Assuming Wkm is the sent signal embedded using ba-sis Tk, the dete
tor will extra
t the watermark signals[Ŵim; : : : ; ŴLm℄ from the L ba
k transformations of the re-
eived signal, Yi = TTi Y; 1 � i � L. Let �im;j represent thenormalized 
orrelation between the signalWkm embedded intoSk and the signal Ŵim dete
ted form Yi. Among all indi
esi, j that maximize �im;j for 1 � j � M and 1 � i � L, jis the dete
ted message m̂, m̂ = argj maxi;j [�im;j℄; 1 � j �M and 1 � i � L.Probability of error for multiple 
odebook embedding,Pmule , is due to any of the normalized 
orrelation values �im;j ,1 � j � M , j 6= m and 1 � i � L being greater than�max = max[�1m;m; : : : ; �Lm;m℄. Compared to the one 
odebook
ase, probability of error is expe
ted to in
rease with the num-ber of 
odebooks be
ause there are L times more normalized




orrelation values that 
an ex
eed �max. De�ning �im;j as thenormalized 
orrelation between the re
eived watermark signalŴim generated using Ti and the signal Wj than an event Eijthat dete
tor will prefer m̂ to m as the dete
ted message isdenoted as (similar to Eq. (4))Eij = fp(�im;j � �max)g; i = 1 : : : ; L; j = 1; : : : ;M and j 6= m:(11)The event Emul that dete
tor makes an error isEmul = L[i=1 M[j=1;j 6=mEij: (12)Hen
e, the probability of dete
ting a wrong message is ob-tained as Pmule = PrfEmulg � LXi=1 MXj=1;j 6=mPrfEijg (13)The union bound on the probability of error for multiple 
ode-book embedding, Pmule , 
an be found asPemul � LXi=1 MXj=1;j 6=mPr(�im;j � �max): (14)The advantage of multiple 
odebook embedding stems fromthe di�eren
e in the distributions of the random variables�m;m and �max (in Eq. (7) and Eq. (14), respe
tively.)The distributions of �im;j for 1 � j � M and 1 � i � L,assuming message m is embedded using transform basis Tk,is shown as�im;j �8<: N (0; 1N ); 1 � j �M if i 6= k;N (0; 1N ); 1 � j �M if i = k and j 6= mN (m�dep ; �2�dep); 1 � j �M if i = k and j = m:The probability density fun
tion of the r.v. �max is deter-mined using, �max = max[�1m;j; : : : ; �Lm;j℄; (15)where �im;j are iid Gaussian distributed random variables,�im;j � N (m�dep ; �2�dep).The probability of error for multiple 
odebooks given in Eq.(14) 
an be rewritten using the above results by dropping the�rst sub-s
ript referring to sent message m,Pmule � LXi=1 MXj=1;j 6=mZ 1�1 Z 1�1 f�ij (�ij � �max)f�max(�max)d�ijd�max;� LXi=1 MXj=1;j 6=mZ 1�1�Z 1�max f�ij(�ij)d�ij� f�max(�max)d�max; (16)where �ij � N (0; 1N ). Sin
e the inner integral in Eq. (16) isthe Gaussian Q fun
tion and does not depend on the index j,Eq. (16) 
an be simpli�ed toPmule � L(M � 1)Z 1�1Q�ij (�maxpN)f�max(�max)d�max:(17)

V. ResultsFigures 3, 4 and 5 display the union bound on the probabilityof error vs. robustness 
omputed by numeri
ally solving Eq.(10) and (17) for various 
odebook numbers and sizes of M �N . The 
orresponding robustness measure R = PE�2Z is theratio of the embedding distortion power to the 
hannel noisedistortion power. However, an exa
t 
omparison of single andmultiple 
odebook embedding s
hemes is not possible for thea
tual probability of errors, results indi
ate that the upperbound on probability of error de
reases exponentially to zerofor multiple 
odebook embedding s
heme.We implemented multiple 
odebook embedding by design-ing a set of transform bases T1; : : : ; TL using Givens rotations.Givens rotations provide orthogonal transformations in <N�Nthat rotates ea
h ve
tor with a �xed angle. A parti
ular trans-form basis Tk is obtained by the 
onse
utive multipli
ation ofN(N�1)2 number of orthogonal matri
es all with determinant 1so that resulting Tk is unitary. Ea
h orthogonal matrix is de-rived from the identity matrix by introdu
ing 
os �k terms at(i; i) and (j; j) lo
ations with sin �k and � sin �k terms at (i; j)and (j; i) lo
ations in order to rotate (i; j) 
oordinate planewith the designated angle �k. Rotation angles �k; k = 1; : : : ; L
an be 
hosen by uniformly sampling 2�, �k = (k � 1) 2�L .Hadamard transform matrix of size N �N and its negatedversion are 
ombined into 2N � N binary valued matrix togenerate the orthogonal watermark signals. Every row of the
ombined matrix is indexed from 1 to M and assigned to oneof the watermark signal ve
tors Wm; 1 � m � M = 2N ,su
h that E[WiWj℄ = 0; i 6= j. Watermark signals are BPSKmodulated and s
aled to �4 and��4 , for maximum separation,before embedding. Setting watermark signal size to N andnumber of messages to M , the size of the 
odebooks that willbe utilized by embedder is �xed to M �N where M = 2N .We �xed the embedding distortion PE and optimized theembedding parameter � for ea
h R = PE=�2Z value. Thelatter is also revealed to the dete
tor. With proper sele
tionof � value, PE is adjusted to the designated distortion amount.We assumed the 
over signal S and 
hannel noise Z are iid zeromean Gaussian ve
tors with varian
es �2S and �2Z , respe
tively,satisfying �2S � PE and �2S � PZ = �2Z .The simulations are done by embedding and dete
ting ran-domly 
hosen messages with the use of di�erent number of
odebooks L. The embedder 
hooses the message m, 1 � m �M and embeds the 
orresponding Wm ve
tor of length N tothe 
over-signal S. Signal S is passed through AWGN 
hannelwith noise varian
e sele
ted in way that R = PEPZ is satis�edfor a range of R values. The dete
tor extra
ts the signal Ŵmand uses normalized 
orrelation to mat
h it to message m̂. Ifthe extra
ted message m̂ at the dete
tor is same with m, it's
alled a su

ess and otherwise an error. Resultant probabilityof su

ess values are used to 
ompute the hiding rate of thesystem within an Mary symmetri
 
hannel assumption.We performed embedding with up to 14 
odebooks and
odebook sizes of 32 � 64, 64 � 128, 128 � 256. Results areevaluated within 0:1 � R � 0:8 range of embedding power tonoise power ratios. Figures 6 and 7 display the probability ofsu

ess and 
orresponding hiding rates for L=4 and varying Nvalues. The in
rease in the watermark signal size N improvesthe dete
tion statisti
s be
ause normalized 
orrelation givesmore reliable results with the larger signal sizes. Figures 8and 9 display the probability of su

ess and 
orrespondinghiding rates for N = 128 and L = 1; 3; 5; 14.
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Figure 3: Multiple 
odebook embedding and dete
tion, N=64and M=128.
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Figure 4: Multiple 
odebook embedding and dete
tion,N=1280 and M=2560.
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Figure 5: Multiple 
odebook embedding and dete
tion,N=8192m and M=16384.
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ess performan
e for 4-
odebookembedding and dete
tion for various watermark signal sizes ofN = 32; 64; 128.
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Figure 7: Data hiding rates for 4-
odebook embedding anddete
tion for various watermark signal sizes of N = 32; 64; 128.
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Figure 8: Probability of su

ess performan
e for multi-ple 
odebook embedding and dete
tion, L = 1; 3; 5; 14 andN = 128.
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Figure 9: Data hiding rates for multiple 
odebook embeddingand dete
tion for L = 1; 3; 5; 14 and N = 128.It is observed that for the data hiding s
heme des
ribed inSe
tion III, as the ratio of PE�2Z 
hanges in between 0:1 and 0:8multiple 
odebook embedding has higher hiding rates. How-ever, the 
on
ept is trivially appli
able to all Type-III datahiding s
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