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Abstra
tThis paper gives a survey of the relationship between the �elds of 
ryptographyand ma
hine learning, with an emphasis on how ea
h �eld has 
ontributed ideasand te
hniques to the other. Some suggested dire
tions for future 
ross-fertilizationare also proposed.1 Introdu
tionThe �eld of 
omputer s
ien
e blossomed in the 1940's and 50's, following some theoreti
aldevelopments of the 1930's. From the beginning, both 
ryptography and ma
hine learningwere intimately asso
iated with this new te
hnology. Cryptography played a major rolein the 
ourse of World War II, and some of the �rst working 
omputers were dedi
ated to
ryptanalyti
 tasks. And the possibility that 
omputers 
ould \learn" to perform tasks,su
h as playing 
he
kers, that are 
hallenging to humans was a
tively explored in the 50'sby Turing [46℄, Samuel [39℄, and others. In this note we examine the relationship betweenthe �elds of 
ryptography and ma
hine learning, emphasizing the 
ross-fertilization ofideas, both realized and potential.The reader unfamiliar with either of these �elds may wish to 
onsult some of the ex-
ellent surveys and texts available for ba
kground reading. In the area of 
ryptography,there is the 
lassi
 histori
al study of Kahn [20℄, the survey papers of DiÆe and Hellman[11℄ and Rivest [37℄, and Simmons [44℄, as well as the texts by Brassard [8℄, Denning[10℄, and Davies and Pri
e [9℄, among others. The CRYPTO and EUROCRYPT 
on-feren
e pro
eedings (published by Springer) are also extremely valuable sour
es. In thearea of ma
hine learning, there are standard 
olle
tions of papers [29, 30, 23℄ for \AI"style ma
hine learning, the seminal paper of Valiant [47℄ for the \
omputational learningtheory" approa
h, the COLT 
onferen
e pro
eedings (published by Morgan Kaufmann)for additional material of a theoreti
al nature, and the NIPS 
onferen
e pro
eedings (also�Supported by NSF grant CCR-8914428, ARO grant N00014-89-J-1988, and the Siemens Corporation.email address: rivest�theory.l
s.mit.edu



published by Morgan Kaufmann) for many interesting papers. The ACM STOC and theIEEE FOCS 
onferen
e pro
eedings also 
ontain many key theoreti
al papers from bothareas. The Ph.D. thesis of Kearns [21℄ is one of the �rst major works to explore the rela-tionship between 
ryptography and ma
hine learning, and is also an ex
ellent introdu
tionto many of the key 
on
epts and results.2 Initial ComparisonMa
hine learning and 
ryptanalysis 
an be viewed as \sister �elds," sin
e they share manyof the same notions and 
on
erns. In a typi
al 
ryptanalyti
 situation, the 
ryptanalystwishes to \break" some 
ryptosystem. Typi
ally this means he wishes to �nd the se
retkey used by the users of the 
ryptosystem, where the general system is already known.The de
ryption fun
tion thus 
omes from a known family of su
h fun
tions (indexed bythe key), and the goal of the 
ryptanalyst is to exa
tly identify whi
h su
h fun
tion isbeing used. He may typi
ally have available a large quantity of mat
hing 
iphertext andplaintext to use in his analysis. This problem 
an also be des
ribed as the problem of\learning an unknown fun
tion" (that is, the de
ryption fun
tion) from examples of itsinput/output behavior and prior knowledge about the 
lass of possible fun
tions.Valiant [47℄ notes that good 
ryptography 
an therefore provide examples of 
lasses offun
tions that are hard to learn. Spe
i�
ally, he referen
es the work of Goldrei
h, Gold-wasser, and Mi
ali [14℄, who demonstrate (under the assumption that one-way fun
tionsexist) how to 
onstru
t a family of \pseudo-random" fun
tions Fk : f0; 1gk ! f0; 1gkfor ea
h k � 0 su
h that (i) ea
h fun
tion fi 2 Fk is des
ribed by a k-bit index i, (ii)there is a polynomial-time algorithm that, on input i and x, 
omputes fi(x) (so that ea
hfun
tion in Fk is 
omputable by a polynomial-size boolean 
ir
uit), and (iii) no proba-bilisti
 polynomial-time algorithm 
an distinguish fun
tions drawn at random from Fkfrom fun
tions drawn at random from the set of all fun
tions from f0; 1gk to f0; 1gk, evenif the algorithm 
an dynami
ally ask for and re
eive polynomially many evaluations ofthe unknown fun
tion at arguments of its 
hoi
e. (It is interesting to note that Se
tion 4of Goldrei
h et al. [14℄ makes an expli
it analogy with the problem of \learning physi
s"from experiments, and notes that their results imply that some su
h learning problems
an be very hard.)We now turn to a brief 
omparison of terminology and 
on
epts, drawing some natural
orresponden
es, some of whi
h have already been illustrated in above example.Se
ret Keys and Target Fun
tionsThe notion of \se
ret key" in 
ryptography 
orresponds to the notion of \target fun
-tion" in ma
hine learning theory, and more generally the notion of \key spa
e" in 
ryp-tography 
orresponds to the notion of the \
lass of possible target fun
tions." For 
rypto-graphi
 (en
ryption) purposes, these fun
tions must also be eÆ
iently invertible, while nosu
h requirement is assumed in a typi
al ma
hine learning 
ontext. There is another as-pe
t of this 
orresponden
e in whi
h the �elds di�er: while in 
ryptography it is 
ommonto assume that the size of the unknown key is known to the 
ryptanalyst (this usuallyfalls under the general assumption that \the general system is known"), there is mu
hinteresting resear
h in ma
hine learning theory that assumes that the 
omplexity (size) of



the target hypothesis is not known in advan
e. A simple example of this phenomenon isthe problem of �tting a polynomial to a set of data points (in the presen
e of noise), wherethe degree of the true polynomial is not known in advan
e. Some method of trading o�\
omplexity of hypothesis" for \�t to the data," su
h as Rissanen's Minimum Des
rip-tion Length Prin
iple [36℄, must be employed in su
h 
ir
umstan
es. Further resear
h in
ryptographi
 s
hemes with variable-length keys (where the size of key is not known tothe 
ryptanalyst) might bene�t from examination of the ma
hine learning literature inthis area.Atta
k Types and Learning Proto
olsA 
riti
al aspe
t of any 
ryptanalyti
 or learning s
enario is the spe
i�
ation of howthe 
ryptanalyst (learner) may gather information about the unknown target fun
tion.Cryptographi
 atta
ks 
ome in a variety of 
avors, su
h as 
iphertext only, knownplaintext (and mat
hing 
iphertext), 
hosen plaintext, and 
hosen 
iphertext. Cryptosys-tems se
ure against one type of atta
k may not be se
ure against another. A 
lassi
example of this is Rabin's signature algorithm [35℄, for whi
h it is shown that a \passive"atta
k|forging a signature knowing only the publi
 signature veri�
ation key|is prov-ably as hard as fa
torization, whereas an \a
tive atta
k"|querying the signer by askingfor his signature on some spe
ially 
onstru
ted messages|is devastating and allows theatta
ker to determine the fa
torization of the signer's modulus|a total break.The ma
hine learning 
ommunity has explored similar s
enarios, following the pio-neering work of Angluin [2, 3℄. For example, the learner may be permitted \member-ship queries"|asking for the value of the unknown fun
tion on some spe
i�ed input|or\equivalen
e queries"|asking if a spe
i�ed 
onje
tured hypothesis is indeed equivalentto the unknown target hypothesis. (If the 
onje
ture is in
orre
t, the learner is givena \
ounterexample"|an input on whi
h the 
onje
tured and the target fun
tions givedi�erent results.) For example, Angluin [2℄ has shown that a polynomial number of mem-bership and equivalen
e queries are suÆ
ient to exa
tly identify any regular set (�niteautomaton), whereas the problem of learning a regular set from random examples isNP-
omplete [1℄.Even if information is gathered from random examples, 
ryptanalyti
/learning s
e-narios may also vary in the prior knowledge available to the atta
ker/learner about thedistribution of those examples. For example, some 
ryptosystems 
an be su

essfullyatta
ked with only general knowledge of the system and knowledge of the language ofthe plaintext (whi
h determines the distribution of the examples). While there is somework within the ma
hine learning 
ommunity relating to learning from known distribu-tions (su
h as the uniform distribution, or produ
t distributions [40℄), and the �eld of\pattern re
ognition" has developed many te
hniques for this problem [12℄, most of themodern resear
h in ma
hine learning, based on Valiant's PAC-learning formalization ofthe problem, assumes that random examples are drawn a

ording to an arbitrary but �xedprobability distribution that is unknown to the learner. Su
h assumptions seem to havelittle relevan
e to 
ryptanalysis, although te
hniques su
h as those based on the \theoryof 
oin
iden
es" [25, Chapter VII℄ 
an sometimes apply to su
h situations. In addition,we have the di�eren
e between the two �elds in that PAC-learning requires learning forall underlying probability distributions, while 
ryptographi
 se
urity is typi
ally de�nedas se
urity no matter what the underlying distribution on messages is.



Exa
t versus Approximate Inferen
eIn the pra
ti
al 
ryptographi
 domain, an atta
ker typi
ally aims for a \total break,"in whi
h he determines the unknown se
ret key. That is, he exa
tly identi�es the unknown
ryptographi
 fun
tion. Approximate identi�
ation of the unknown fun
tion is typi
allynot a goal, be
ause the set of possible 
ryptographi
 fun
tions used normally does notadmit good approximations. On the other hand, the theoreti
al development of 
ryptog-raphy has fo
ussed on de�nitions of se
urity that ex
lude even approximate inferen
e bythe 
ryptanalyst. (See, for example, Goldwasser and Mi
ali's de�nitions in their paper onprobabilisti
 en
ryption [15℄.) Su
h theoreti
al de�nitions and 
orresponding results arethus appli
able to derive results on the diÆ
ulty of (even approximately) learning, as weshall see.The ma
hine learning literature deals with both exa
t inferen
e and approximate in-feren
e. Be
ause exa
t inferen
e is often too diÆ
ult to perform eÆ
iently, mu
h of themore re
ent resear
h in this area deals with approximate inferen
e. (See, for example,the key paper on learnability and the Vapnik-Chervonenkis dimension by Blumer et al.[7℄.) Approximate learning is normally the goal when the input data 
onsists of randomly
hosen examples. On the other hand, when the learner may a
tively query or experimentwith the unknown target fun
tion, exa
t identi�
ation is normally expe
ted.Computational ComplexityThe 
omputational 
omplexity (sometimes 
alled \work fa
tor" in the 
ryptographi
literature) of a 
ryptanalyti
 or learning task is of major interest in both �elds.In 
ryptography, the major goal is to \prove" se
urity under the broadest possiblede�nition of se
urity, while making the weakest possible 
omplexity-theoreti
 assumptions.Assuming the existen
e of one-way fun
tions has been a 
ommon su
h weakest possibleassumption. Given su
h an assumption, in the typi
al paradigm it is shown that thereis no polynomial-time algorithm that 
an \break" the se
urity of the proposed system.(Proving, say, exponential-time lower bounds 
ould presumably be done, at the expense ofmaking stronger initial assumptions about the diÆ
ulty of inverting a one-way fun
tion.)In ma
hine learning, polynomial-time learning algorithms are the goal, and there existmany 
lever and eÆ
ient learning algorithms for spe
i�
 problems. Sometimes, as we shallsee, polynomial-time algorithms 
an be proved not to exist, under suitable 
ryptographi
assumptions. Sometimes, as noted above, a learning algorithm does not know in advan
ethe size of the unknown target hypothesis, and to be fair, we allow it to run in timepolynomial in this size as well. Often the 
riti
al problem to be solved is that of �ndinga hypothesis (from the known 
lass of possibile hypotheses) that is 
onsistent with thegiven set of examples; this is often true even if the learning algorithm is trying merely toapproximate the unknown target fun
tion.For both 
ryptanalysis and ma
hine learning, there has been some interest in minimiz-ing spa
e 
omplexity as well as time 
omplexity. In the 
ryptanalyti
 domain, for example,Hellman [18℄ and S
hroeppel and Shamir [42℄ have investigated spa
e/time trade-o�s forbreaking 
ertain 
ryptosystems. In the ma
hine learning literature, S
hapire has shownthe surprising result [41, Theorem 6.1℄ that if there exists an eÆ
ient learning algorithmfor a 
lass of fun
tions, then there is a learning algorithm whose spa
e 
omplexity growsonly logarithmi
ally in the size of the data sample needed (as �, the approximation pa-rameter, goes to 0).



Uni
ity Distan
e and Sample ComplexityIn his 
lassi
 paper on 
ryptography [43℄, Shannon de�nes the \uni
ity distan
e" of a
ryptosystem to be H(K)=D, where H(K) is the entropy of the key spa
e K (the numberof bits needed to des
ribe a key, on the average), and where D is redundan
y of thelanguage (about 2.3 bits/letter in English). The uni
ity distan
e measures the amountof 
iphertext that must be inter
epted in order to make the solution unique; on
e thatamount of 
iphertext has been inter
epted, one expe
ts there to be a unique key that willde
ipher the 
iphertext into a

eptable English. The uni
ity distan
e is an \information-theoreti
" measure of the amount of data that a 
ryptanalyst needs to su

eed in exa
tlyidentifying the unknown se
ret key.Similar information-theoreti
 notions play a role in ma
hine learning theory, althoughthere are di�eren
es arising from the fa
t that in the standard PAC-learning model theremay be in�nitely many possible target hypotheses, but on the other hand only an ap-proximately 
orre
t answer is required. The Vapnik-Chervonenkis dimension [7℄ is a key
on
ept in 
oping with this issue.Other di�eren
esThe e�e
t of noise in the data on the 
ryptanalyti
/learning problem has been studiedmore 
arefully in the learning s
enario than the 
ryptanalyti
 s
enario, probably be
ausea little noise in the 
ryptanalyti
 situation 
an render analysis (and legitimate de
ryption)e�e
tively hopeless. However, there are 
ryptographi
 systems [48, 28, 45℄ that 
an makee�e
tive use of noise to improve se
urity, and other (analog) s
hemes [49, 50℄ that attemptto work well in spite of possible noise.Often the inferen
e problems studied in ma
hine learning theory are somewhat moregeneral than those that o

ur naturally in 
ryptography. For example, work has beendone on target 
on
epts that \drift" over time [19, 24℄; su
h variability is rare in 
ryptog-raphy (users may 
hange their se
ret keys from time to time, but this is dramati
 
hange,not gradual drift). In another dire
tion, some work [38℄ has been done on learning \
on-
ept hierar
hies"; su
h a framework is rare in 
ryptography (although when breaking asubstitution 
ipher one may �rst learn what the vowels are, and then learn the individualsubstitutions for ea
h vowel).3 Cryptography's impa
t on Learning TheoryAs noted earlier, Valiant [47℄ argued that the work of Goldrei
h, Goldwasser, and Mi
ali[14℄ on random fun
tions implies that even approximately learning the 
lass of fun
tionsrepresentable by polynomial-size boolean 
ir
uits is infeasible, assuming that one-wayfun
tions exist, even if the learner is allowed to query the unknown fun
tion. So re-sear
hers in ma
hine learning have fo
ussed on the question of identifying whi
h simpler
lasses of fun
tions are learnable (approximately, from random examples, or exa
tly, withqueries). For example, a major open question in the �eld is whether the 
lass of booleanfun
tions representable as boolean formulas in disjun
tive normal form (DNF) is eÆ
ientlylearnable from random examples.The primary impa
t of 
ryptography on ma
hine learning theory is a natural (butnegative) one: showing that 
ertain learning problems are 
omputationally intra
table. Of




ourse, there are other ways in whi
h a learning problem 
ould be intra
table; for example,learning the 
lass of all boolean fun
tions is intra
table merely be
ause the requirednumber of examples is exponentially large in the number of boolean input variables.A 
ertain 
lass of intra
tability results for learning theory are representation dependent:they show that given a set of examples, �nding a 
onsistent boolean fun
tion representedin a 
ertain way is 
omputationally intra
table. For example, Pitt and Valiant [32℄ showthat �nding a 2-term DNF formula 
onsistent with a set of input/output pairs for su
ha target formula is an NP-
omplete problem. This implies that learning 2-term DNFis intra
table (assuming P 6= NP ), but only if the learner is required to produ
e hisanswer in the form of a 2-term DNF formula. The 
orresponding problem for fun
tionsrepresentable in 2-CNF (CNF with two literals per 
lause, whi
h properly 
ontains theset of fun
tions representable in 2-term DNF) is tra
table, and so PAC-learning the 
lassof fun
tions representable in 2-term DNF is possible, as long as the learner may outputhis answers in 2-CNF. Similarly, Angluin [1℄ has shown that it is NP-
omplete to �nda minimum-size DFA that is 
onsistent with a given set of input/output examples, andPitt and Warmuth [33℄ have extended this result to show that �nding an approximatelyminimum-size DFA 
onsistent with su
h a set of examples is impossible to do eÆ
iently.These representation-dependent results depend on the assumption that P 6= NP .In order to obtain hardness results that are representation-independent, Kearns andValiant [22, 21℄ turned to 
ryptographi
 assumptions (namely, the diÆ
ulty of invertingRSA, the diÆ
ulty of re
ognizing quadrati
 residues modulo a Blum integer, and thediÆ
ulty of fa
toring Blum integers). Of 
ourse, they also need to explain how learning
ould be hard in a representation-independent manner, whi
h they do by requiring thelearning algorithm not to output a hypothesis in some representation language, but ratherto predi
t the 
lassi�
ation of a new example with high a

ura
y.Furthermore, in order to prove hardness results for learning 
lasses of relatively simplefun
tions, Kearns and Valiant needed to demonstrate that the relevant 
ryptographi
operations 
ould be spe
i�ed within the desired fun
tion 
lass. This they a

omplished bythe 
lever te
hnique of using an \expanded input" format, wherein the input was arrangedto 
ontain suitable auxiliary results as well as the basi
 input values. They made use ofthe distribution-independen
e of PAC-learning to assume that the probability distributionused would not give any weight to inputs where these auxiliary results were in
orre
t.By these means, Kearns and Valiant were able to show that PAC-learning the following
lasses of fun
tions is intra
table (here p(n) denotes some �xed polynomial):1. \Small" boolean formulae: the 
lass of boolean formula on n boolean inputs whosesize is less than p(n).2. The 
lass of deterministi
 �nite automata of size at most p(n) that a

ept onlystrings of length n.3. For some �xed 
onstant natural number d, the 
lass of threshold 
ir
uits over nvariables with depth at most d and size at most p(n).They show that if a learning algorithm 
ould eÆ
iently learn any of these 
lasses offun
tions, in the sense of being able to predi
t with probability signi�
antly greater than



1/2 the 
lassi�
ation of new examples, then the learning algorithm 
ould be used to\break" one of the 
ryptographi
 problems assumed to be hard.The results of Kearns and Valiant were also based on the work of Pitt and Warmuth[34℄, who develop the notion of a \predi
tion-preserving redu
ibility." The de�nitionimplies that if 
lass A is so redu
ible to 
lass B, then if 
lass B is eÆ
iently predi
table,then so is 
lass A. Using this notion of predi
tion-preserving redu
ibility, they show anumber of 
lasses of fun
tions to be \predi
tion-
omplete" for various 
omplexity 
lasses.In parti
ular, the problem of predi
tion the 
lass of alternating DFAs is shown to bepredi
tion-
omplete for P, and ordinary DFAs are as hard to predi
t as any fun
tion
omputable in log-spa
e, and boolean formula are predi
tion-
omplete for NC1. Theseresults, and the notion of predi
tion-preserving redu
ibility, were 
entral to the work ofKearns and Valiant.The previous results assumed a learning s
enario in whi
h the learner was workingfrom random examples of the input/output behavior of the target fun
tion. One 
an askif 
ryptographi
 te
hniques 
an be employed to prove that 
ertain 
lasses of fun
tionsare unlearnable even if the learner may make use of queries. Angluin and Kharitonov[5℄ have done so, showing that (modulo the usual 
ryptographi
 assumptions regardingRSA, quadrati
 residues, or fa
toring Blum integers), that there is no polynomial-timepredi
tion algorithm, even if membership queries are allowed, for the following 
lasses offun
tions:1. Boolean formulas,2. Constant-depth threshold 
ir
uits,3. Boolean formulas in whi
h every variable o

urs at most 3 times,4. Finite unions or interse
tions of DFAs, 2-way DFAs, NFAs, or CFGs.These results are based on the publi
-key 
ryptosystem of Naor and Yung [31℄, whi
h isprovably se
ure against a 
hosen-
iphertext atta
k. (Basi
ally, the queries asked by thelearner get translated into 
hosen-
iphertext requests against the Naor-Yung s
heme.)4 Learning Theory's impa
t on CryptographySin
e most of the negative results in learning theory already depend on 
ryptographi
assumptions, there has been no impa
t of negative results on learning theory on thedevelopment of 
ryptographi
 s
hemes. Perhaps some of the results and 
on
epts andPitt and Warmuth [34℄ 
ould be applied in this dire
tion, but this has not been done.On the other hand, the positive results in learning theory are normally independentof 
ryptographi
 assumptions, and 
ould in prin
iple be applied to the 
ryptanalysis ofrelatively simple 
ryptosystems. Mu
h of this dis
ussion will be spe
ulative in nature,sin
e there is little in the literature exploring these possibilities. We sket
h some possi-ble approa
hes, but leave their 
loser examination and validation (either theoreti
al orempiri
al) as open problems.
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Encryption DecryptionFigure 1: In 
ipher-feedba
k mode, ea
h plaintext message bitm is en
rypted by ex
lusive-oring it with the result of applying the fun
tion f to the last n bits of 
iphertext, wheren is the size of the shift register. The 
iphertext bit 
 is transmitted over the 
hannel; the
orresponding de
ryption pro
ess is illustrated on the right.Cryptanalysis of 
ipher-feedba
k systemsPerhaps the most straightforward appli
ation of learning results would be for the
ryptanalysis of nonlinear feedba
k shift-registers operating in 
ipher-feedba
k mode. SeeFigure 1. The feedba
k fun
tion f is known only to the sender and the re
eiver; itembodies their shared \se
ret key."If the 
ryptanalyst has a 
olle
tion of mat
hing plaintext/
iphertext bits, then he hasa number of 
orresponding input/output pairs for the unknown fun
tion f . A learningalgorithm that 
an infer f from su
h a 
olle
tion of data 
ould then be used as a 
rypt-analyti
 tool. Moreover, a 
hosen-
iphertext atta
k gives the 
ryptanalyst the ability toquery the unknown fun
tion f at arbitrary points, so a learning algorithm that 
an inferf using queries 
ould be an e�e
tive 
ryptanalyti
 tool.We note that a de�nition of learnability that permits \approximate" learning is a good�t for this problem: if the 
ryptanalyst 
an learn an approximation to f that agrees withf 99% of the time, then he will be able to de
rypt 99% of the plaintext.Suppose �rst that we 
onsider a known plaintext atta
k. Good 
ryptographi
 designprin
iples require that f be about as likely to output 0 as it is to output 1. This wouldtypi
ally imply that the shift register 
ontents 
an be reasonably viewed as a randomlydrawn example of f0; 1gn, drawn a

ording to the uniform distribution. (We emphasizethat it is this assumption that makes are remarks here spe
ulative in nature; detailedanalysis or experimentation is required to verify that this assumption is indeed reasonablein ea
h proposed dire
tion.) There are a number of learning-theory results that assumethat examples are drawn from f0; 1gn a

ording to the uniform distribution. While thisassumption seems rather unrealisti
 and restri
tive in most learning appli
ations, it isa perfe
t mat
h for su
h a 
ryptographi
 s
enario. What 
ryptographi
 lessons 
an be



drawn from the learning-theory resear
h?S
hapire [40℄ shows how to eÆ
iently infer a 
lass of formula he 
alls \probabilisti
read-on
e formula" against produ
t distributions. A spe
ial 
ase of this result implies thata formula f 
onstru
ted from and, or, and not gates 
an be exa
tly identi�ed (withhigh probability) in polynomial time from examples drawn randomly from the uniformdistribution. (It is an open problem to extend this result to formula involving xor gatesin a useful way; some modi�
ation would be needed sin
e the obvious generalization isn'ttrue.) Perhaps the major lesson to be drawn here is that in the simplest formula for fea
h shift register bit should be used several times.Linial, Mansour, and Nisan [27℄ have shown how to use spe
tral (Fourier transform)te
hniques to learn fun
tions f 
hosen from AC0 (
onstant depth 
ir
uit of and/or/notgates having arbitrarily large fan-in at ea
h gate) from examples drawn a

ording to theuniform distribution. Kushelevitz and Mansour [26℄ have extended these results to the
lass of fun
tions representable as de
ision trees. Furst, Ja
kson, and Smith [13℄ haveelaborated and extended these results in a number of dire
tions. We learn the lesson thatthe spe
tral 
hara
teristi
s of f need to be understood and 
ontrolled.Han
o
k and Mansour [17℄ have similarly shown that monotone k� DNF formulae(that is, monotone DNF formulae in whi
h ea
h variable appears at most k times) arelearnable from examples drawn randomly a

ording to the uniform distribution. Althoughmonotone formula are not really useful in this shift-register appli
ation, the negation ofa monotone formula might be. We thus have another 
lass of fun
tions f that should beavoided.When 
hosen-
iphertext atta
ks are allowed, fun
tion 
lasses that are learnable withmembership queries should be avoided. For example, Angluin, Hellerstein, and Karpinski[4℄ have shown how to exa
tly learn any �-formula using members and equivalen
e queries.Similarly, Han
o
k [16℄ shows how to learn 2� DNF formula (not ne
essarily monotone),as well as k� de
ision trees, using queries.We thus see a potential \pay-ba
k" from learning theory to 
ryptography: 
ertain
lasses of inferrable fun
tions should probably be avoided in the design of non-linearfeedba
k shift registers used in 
ipher-feedba
k mode. Again, we emphasize that verifyingthat the proposed atta
ks are theoreti
ally sound or empiri
ally useful remains an openproblem. Nonetheless, these suggestions should provide some useful new guidelines tothose designing su
h 
ryptosystems.Other possibilitiesWe have seen some su

essful appli
ations of 
ontinuous optimization te
hniques (su
has gradient des
ent) to dis
rete learning problems; here the neural net te
hnique of \ba
kpropagation" 
omes to mind. Perhaps su
h te
hniques 
ould also be employed su

essfullyin 
ryptanalyti
 problems.Another arena in whi
h 
ryptography and ma
hine learning relate is that of data 
om-pression. It has been shown by Blumer et al. [6℄ that pa
-learning and data 
ompressionare essentially equivalent notions. Furthermore, the se
urity of an en
ryption s
heme isoften enhan
ed by 
ompressing the message before en
rypting it. Learning theory may
on
eivably aid 
ryptographers by enabling ever more e�e
tive 
ompression algorithms.
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