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Abstract from a root key or preloaded into each device. This rel-
atively low cost method of session key establishment has
Time-driven Key Sequencing (TKS) is a key managemenbeen used in specialized distributed systems where sessions
technique that synchronizes the session key used by a set @fre sparse and each session spans a short time period com-
communicating principals based on time of day. This rel- prising a small number of message exchanges. Typically, in
atively low cost method of session key synchronization hashese systems some communicating devices, such as low-
been used in specialized distributed systems with low-endend smart cards, have too little processing capacity to sup-
communicating devices where sessions are sparse and eachort a time-durable crypto-algorithm which features a static
session spans a short time period comprising a small num-key for all sessions spanning the entire system lifetime.
ber of messages. Nor can these devices afford an elaborate key management
In this paper, we describe how TKS may be useful in Scheme in which a new session key is regularly distributed
several scenarios involving high speed computer networks.to the devices through open communication channels. This
More importantly, we present a performance model of TKS is because the key transfers must be encrypted and the asso-
and conduct a detailed analysis to determine the impact of ciated tasks would impose a significant amount of process-
clock drift and network latency on the required key refresh ing overhead at each device.
rate. We give the exact conditions for determining the range  Compared to most other key synchronization techniques,
of adequate key refresh rates, and demonstrate that the deTKS has a clear advantage for incurring little processing
rived conditions are sufficient to ensure that data are both overhead. TKS also has several limitations. First, it re-
protected and deliverable. Interestingly, these conditions quires some form of system wide clock synchronization to
may be used to obtain a key refresh rate that can tolerate bound the maximum clock drift within a tolerable range.
a maximum amount of clock drift after other parameters in Additional overhead may be incurred in other parts of the
the system are fixed. system to address the security concerns associated with dy-
namically generating or preloading a sequence of keys. For-
tunately, most of this overhead occurs very infrequently on
the order of days or months. Second, a system may use
TKS to synchronize encryption keymly if each piece of
data being encrypted has a lifespan that is shorter than the
Time-driven Key Sequencing (TKS) is a key manage- maximum lifetimé of the key used for the encryption.
ment technique that synchronizes the session key used by Awidely used TKS application is the SecurelD authenti-

a set of communicating devices based on time of day. The o device produced by RSA Security, Inc. These devices
sequence of session keys is either dynamically generated, o ,seq to enhance the security of remote dial-up accesses

to corporate servers. Most of them are essentially low-end

1. Introduction

*supported in part by DARPA under the Next Generation Internet Pro-
gram (AO# 417) and by a grant from NSF (ANI-0114014).

Tsupported in part by DARPA Quorum Program and the Defense Infor- 1The maximum lifetime of a key equals the minimum amount of time
mation Systems Agency. it takes to compromise the key using brute-force.
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smart cards with keypad and a small display area. Each Sewhich TKS may be favorable. A system model is presented
curelD card is preloaded with user-specific root keys that it in Section 3 to provide a high-level context for TKS. The
shares with the target server. When initiating a dial-in ses- performance measures used in this paper are introduced too.
sion, a card user first enters a user-specific pin code into thdn Section 4, a canonical TKS implementation is described,
card and retrieves a one-time passcode, which is a functioralong with intuitions for the negative effects of clock drift

of the user’s root key and the current value of the card’'s and network latency. Section 5 follows with a formal anal-
local clock. The function is implemented by a proprietary ysis of TKS and two theorems that permit us to bound the
hash algorithm. The user then provides this passcode as arekeying frequency based upon network latency, clock drift,
additional authenticator to the server along with the pin. To and key durability. In Section 6, a method for choosing the
verify the passcode the server first derives its own versionoptimal rekeying frequency based on system requirements
of the passcode from the current value of its own clock and is presented. Related work is discussed in Section 7.

the root key that it has stored for that user. The server then

compares the two codes and grants the dial-in session onl

\ %, Potential TKS Usage Scenarios
if they match.

Although TKS-based security applications like SecurelD
are widely deployed, performance studies of these system
are very limited. The few articles that we are able to find
in the literature focus exclusively on the potential security
risks of RSA SecurelD based systems [8, 9]. Little analysis
has been done to quantify the adverse effects of clock drift .

. that has a short lifespan.
and network latency on the performance of systems imple- We define “crvpt hi hanism” to includ
menting TKS. These systems assume the time scale of clock e ae |.ne crp ograp Ic mechanism _0 |nc'u € spe-
drift and network latency is several magnitude smaller than cific selections for all variable parameters, including, where
the rekeying interval and is thus negligible. Because of this applicable, _the trar:sformaflon algorlthm (including .the
assumption, the key refresh rate is often set in an ad hOCnumber of internal “rounds” or permutations), blocksize,
fashion and,may not be optimal and the length of the key. The security or “cryptographic

) o ) ) strength” of such a mechanism can be taken to be a measure
The main contribution of this paper is a set of exact con- ¢ g resistance to attack, and may be a function of some

ditions for determining the range of adequate key refreshor all of these parameters. Similarly, the specific parame-

rates based on clock drift and network latency parametersg ¢ of 4 cryptographic mechanism will determine its level
We prove that the derived conditions are sufficient for the o oqqrce use, or overhead. Processor utilization is the

corresponding TKS system to ensure that data are both prog, ¢4 eritical overhead. In general the stronger is a crypto-
tected and deliverable. Interestingly,

. these conditions maygraphic mechanism, the more processing overhead it incurs.
pe used to obtain a key refresh rate that can toleratela maxeq, example, the performance of the Advanced Encryp-
imum amount of clock drift after other parameters in the yjo, siandard (AES) algorithm (Rijndael)[4], is functionally
system are fixed. The result also indicates that in generaldependent on the size of the key used. Both setup and en-
TKS can tolerate large clock drift, on the order of minutes. cryption take longer as the key length increases.

We also describe how TKS may be useful in several sce- Scenario 1. The Internet routing protocols such as
narios involving high speed computer networks. TKS may |s.|S, OSPF and BGP frequently flood the network with
prove advantageous for some applications even though thgink state or path update packets to keep routing tables syn-
processing capacity of individual components appears not tochronized and up to date. In each of these update cycles, a
be a limitation for implementing time-durable cryptographic router must process a large number of control packets sent
algorithms. In these scenarios, it may be desirable to haveoy numerous other routers. Worse, these packets typically
a high rate of rekeying that is on the order of minutes and arrive in bunches, creating “packet storms” that could over-
thus approaches the time scale of clock error and networkjpad the receiving routers. The problem will be exacerbated
latency. That is where determining a safe rekeying rate be-when various proposals for achieving subsecond route con-
comes a very important concern. vergences are implemented [1, 2].

The remainder of this paper is organized as follows. In  An adversary will explore this problem and launch DoS
Section 2 we describe a couple of networking scenarios inattacks against these protocols rather easily as follows. The

S In this section, two potential scenarios in which time-
driven key sequencing may prove advantageous are de-
scribed. The first requires a high speed packet authenti-
cation service to counter Denial of Service (DoS) attacks,
while the second requires message confidentiality for data



adversary identifies those routers already busy processingised needs only to be sufficiently strong to protect the infor-
control packets and then aggravates their predicament bymation for these relatively small intervals. Again, security
sending a large number of faked or duplicated control pack-related processing overhead may be reduced by using the
ets to them. Such attacks will delay routing table conver- right, not necessarily the strongest, cryptographic mecha-
gence and disrupt network services. nism.

In both scenarios, it may be beneficial to use a high
rekeying frequency. But because of non-negligible clock
a first-line defense Malicious packets are dropped early drift and network latency in real systems, there is an upper
and rapidly before they enter the more processing-intensive?0Und on the maximum rekeying frequency. On the other
stages. The main design objective for the filter is “minimal Nand. the minimum rekeying frequency is directly related to
processing overhead”, as long as security is not compro-the maximum key lifetime. The remainder of the paper is

mised. Although the existing security extensions of the dedicated to these topics.

Internet routing protocols can detect malicious packets, they

do not meet the requirement of minimum processing over- 3. A System Model of TKS

head. Their main objective is “adequate security”. TKS,

on the other hand, provides an ideal basis for developing While TKS is applicable to different types of network
the packet filter. By increasing the rekeying frequency, the communication protocols, for ease of presentation we as-
system may use a “weak-per-key” but lightweight crypto- sume a packet-based (e.g., IP) network. The following defi-
graphic mechanism like keyed-MD5 to achieve the same hitions applys to the System Model used to discuss TKS in

An effective measure to counter these DoS attacks is
deploying to each router interface a packet filter to form

filtering accuracy (i.e., 100% drop rate of malicious pack- this paper.

ets) as a strong but costly mechanism based on public key
cryptography.

We have developed such a filter as part of our effort to
build a link-layer high speed packet authentication protocol
[10]. Running as part of the NetBSD kernel on an antiquated
Pentium 200Mhz PC box, the filter was still able to achieve
a filtering rate of 75 Mbps.

Scenario 2. This scenario centers upon confidential-
ity. Use of rapidly changing keys would be useful in situ-
ations where time-critical data are distributed in encrypted
form to a group of subscribing customers. As an example,
consider time-critical analyses of highly volatile financial
markets. Here subscribers are provided with timely multi-
media analyses to support informed investment decisions in

a fast-paced market. The analyses are of considerable value

for a few hours, but are available to the public after a fixed
period and provide no added value to subscribers thereafter.

Subscribers receive continuous updates and analyses. They

may join and leave the subscriber pool periodically, for ex-
ample monthly, thus we are not concerned with rapid rekey-
ing in order to include or exclude particular subscribers or
former subscribers respectively. We are, however concerned
with attackers who wish to access the valuable sensitive in-
formation for free. Because attackers will be able use both
known ciphertext and known plaintext, it is necessary to
change the keys while subscribers are actively using the ser-
vice. Yet, the fact that the information is no longer sensitive
after a few hours means that the cryptographic mechanism

e System. A set of communicating nodes, one or more of
which comprise a logical (viz, potentially distributed)
key distribution center (KDC). Nodes wish to com-
municate securely through the shared use of a cryp-
tographic key table. The nodes can be of various types
ranging from powerful workstations and gateways to
lighter-weight appliances. Therefore, the TKS pro-
cessing requirement at the node should be minimized.
One may also interpret a node as a logical entity such
as a user account or even an application activated on a
physical machine.

e Maximum Key Lifetime,T. Each cryptographic key
used in theSystem is subject to various attacks as soon
as the first packet secured with the key enters the public
network. The amount of time that the key can remain
concealed while under attack is defined to bertfex-
imum lifetimeof the key.

e Key-Table. An ordered set of session keys. The same
table must be available at each node of the system.
These keys Key table distribution can be accomplished
by several means. One method is to transmit “seed”
keys (e.g., see [3]) which are used by the nodes as
part of an algorithm for local generation of the com-
plete key table. Another means is to distribute the
literal keys that make up the key table. Literal keys, to
the extent that they are generated “randomly,” will ex-
hibit more inter-key independence, as algorithmically



generated keys will be related to each other, however The second performance measure is aldath delivery
remotely, via the algorithm. It describes the efficacy of the TKS system in delivering use-
ful data while trying to meet the security requirement. The
specific metric we use is calledaximum tolerable network
latency denoted byD and a performance target that can be
seta priori. A TKS system is said to support maximum tol-
erable network latency dD seconds if a node in the system
will never drop a valid packet — one that comes from an-
other node in the system and is not tempered with in transit
— unless the packet is delayed more tHaseconds by the
network. A formal data deliverability condition is defined
in Lemma 1 of Section 5.

For the purposes of this paper, the key-table has an
infinite size; this is understood as reflecting an imple-

mentation mechanism which replenishes all nodes with
additional sequence of keys before the expiration of the
last key in the current sequence, thus infinitely extend-
ing the length of the table.

e Time-driven Key Sequencing, TKS. In a system uti-
lizing shared logical key tables, TKS is a method for
synchronizing the transition between keys without uti-
lizing explicit node-to-node handshaking.

4. Implementing TKS with

3.1. Threat model Dynamic Key Windows

In this section, the general behavior of a TKS system is
ﬁlescribed using a reference implementation in which each

cure communication channels between System nodes, suc ) . . . .
. . . node stores active session keys in special variables named
that cryptographically protected data packets might be inter- . : . S
dynamic key windowsThe implementation is referred to as

cepted and then subjected to attacks on the key space. We : ) ) )
. . . . .. TKS-DW. We hope the ensuing discussions will also pro-
donotconsider with attacks aimed at directly compromising . o i
. vide some intuitive explanations for the adverse effects of
the underlying hardware and/or software of a node. We as- lock drift and network latenc
sume that the prefetched keys (or their seeds, in the case o 0K driitand hetwork fatency.

algorithmically-generated keys) are stored and distributed In TKS'DV_V' egch node malntan‘.ls two dY“ar_“'C key win-
securely. dows. The first is thé&Send-Key Windowwhich is of size

1. The node uses the session key in this window to cryp-
tographically transform outgoing packets. A special term
3.2. Performance measures (s) is designated for the time when a key is first put into the
send-key window. The duration of a key staying in the send-
We are primarily concerned with two performance mea- key window is fixed and is called th€ey Window Period
sures. The first one is a Boolean indicator sgfcurity W. An obvious constraint needed 6 is that it be less
Specifically, the described System is said to be secure ifthan or equal to the cryptographic lifetime of one key. At
keys are not used beyond their maximum lifetime at any the end of the current key window periodSand-Key Win-
node, per the TKS protocol, even in the context of an inse- dow Transitioroccurs and a new key is put into the send-key
cure communication channel. A formal definition is given window.
in Definition 1 of Section 5. We will motivate the need for Receive-Key Windoand
If a key is used beyond its maximum lifetime, the system then give its precise definition. The effect of clock drift is
may be vulnerable to a brute-force attack as follows. An in- considered first and for the moment network latency is as-
truder who intercepts packets from the message stream of #umed to be negligible.
trusted node can use cryptanalysis techniques or a search of In a perfect network where the local clocks of all of
the key space to discover the key, and then hijack the mesthe nodes are exactly synchronized, all nodes would make
sage stream. The receiver node will not be able to detect thissend-key window transitions at precisely the same time. All
intrusion just by inspecting the messages since the intrudersenders and receivers would see the same key in their re-
is able to modify all packet fields (including any timestamp spective send-key windows.
or sequence number) after learning the key. Because of such Perfect clock synchronization does not exist in real net-
attacks, it is also not advisable to synchronize session keyswvorks. If a receiver’s clock is slow with respect to that of
with a limited maximum lifetime by adding a key index field a sender, then a current key of the sender will appear to be
to packets. either a current key or a future key to the receiver. Similarly,

The threat model assumed in this paper is one of inse-



a current key of a sender will be either a previous key or the

current key of a receiver with a relatively fast clock. What Key table | Keytable | Keytable | Key table
is of interest to note is that between any particular sender-
receiver pair, a key will either be a previous/current key or key window
a current/next key at the receiver, not both. This means that, ki-2
for a particular sender-receiver pair, a key will be active for , Ki-1 ki-1 k-1
a duration equal to a variable number, of Key Window K k] ki ki
Periods, i.e.nW. Receive ket ey ||| [ Kol
. i . key window Ki+2 \M
Because the clock of a given receiver may be slow with K3
respect to some senders and fast with respect to others, the
receiver must ma_intain a receive-key window that encom- @ Time
passes both previous, current, and future send-keys. Thus SW Sﬁ ?W s+5w s+éw

the Receive-Key Windowdefines a set of one or more keys
that a node uses to cryptographically transform (e.g., vali-
date) incoming packets. The window also has a finite period

: _ ) Figure 1. Key windows of a node at different
of W. In other words, one key in the window is replaced ev-

time intervals

ery W time.
The receive-key window has the following generic posi- . ) )
tions: (b) andk; is the previous key. The node then slides the key
windows one more row at time 4+ 2. At this point the
e 2 previous send-keys node has entered window interval (c) ahdis no longer
in the receive-key window. Observe that with perfect clock
e 1 current send-key synchronization, a key stays in receive-key window for two

consecutive window periods after becoming the send key
and subject to attack. In that case, the key lifetime must be
We wish to minimize the number of keys that must be in- greater thar2l/’ to ensure security.

spected upon receipt of a packet. In what follows, the size of ~ Suppose the clock drift of each node is bounded with re-

e y next send-keys

the receive-key window is assumed to be 3 (ives y = 1). spect to a standard time source by a valu€he maximum
This assumption places limitations on the allowed clock clock time that two nodes can drift apart with respect to each
drift, which will be explained below. other is2e. Thus the receive-key window period must be ex-

As a key window period expires, Receive-Window tended by2e to ensure data delivery in the worst-case, which
Transitiontakes place and the receive-key window “slides” occurs for a (fast sender, slow receiver) pair. Consequently,
down the key table in the following manner. The key in each the lower bound on key lifetime must be increased fadi
position of the receive key window is replaced by its “next” to 2W + 2e.
neighbor, such that in the subsequent receive-key window, What are the consequences of network latency? The time
(1) the current key has become the newest previous key, (2khat it takes a packet to get from source to destination is
the oldest next key has become the current key, (3) a newcalled thenetwork latency op and is denoted/(p). This
key has entered the table (as the newest next key) and (4jneans that the key window periddf must be at least as
the oldest previous key has left the table. large asd(p) to have a chance to not drgpmistakenly.

Figure 1 illustrates how key windows move with time at When also taking into consideration a maximum of clock
a node.s denotes the time whehy, the key at theth row drift 2e between the sender and receivér,must be at least
of the table, becomes the current sending key. Recall thatD + 2e to not drop packets whose network latency can be
W is the Key Window Period In time interval (a),k; is as large a®.
the current sending key and it is in the receive key window
along withk;_; andk;, ;. At the end of the interval, i.e.,
exactly? s + IV, the node slides the key windows down one
row of the table. The node has now entered window interval

2For ease of presentation, we assume that the nodekusasthe send- In the last section, we presented intuition that there are
ing key ats + W and switches té; 1 at(s + W)™. exact limits on the key window periot¥ (and thus the

5. Exact conditions for using TKS




rekeying frequency) with respect to the maximum key life-  The proof of Theorem 1 is straightforward based on the
time, clock drift, and network latency. In this section, we intuition given in the end of previous section. (See [11].)
formally establish that these limits are sufficient to ensure Combining the results of Definition 1 and Theorem 1, it is
that data is both protected and deliverable under TKS-DW clear that a TKS-DW system is secure if it meets the con-
with the receive-key window size set to three kéyJhe dition specified by equation (3). Thus, we have derived a
security objective of TKS-DW is formally defined below. condition for TKS-DW to ensure security.

Next, we turn attention to the adverse effect of network
Definition 1 Assume that the maximum lifetime of each key latency on packet delivery. The network latency of a packet
is T' seconds measured by standard time. The protocol isis measured as the difference between the standard time
not vulnerable to brute-force attacks if it never uses a key when the packet leaves the sending node and the standard
beyond the maximum key lifetime; that is, the protocol is not time when the packet arrives at the receiving node. Given a

vulnerable if the following holds for any kéythat it uses,
ti(k) —tp(k) < T, 1)

wheret (k) is the standard time when the first packet se-
cured withk enters the public network, angl(k) the last
standard time thak is in a receive-key window at any node.

Equation (1) tells us that the protocol is secure when

specific maximum tolerable network latency targetThe-
orem 2 establishes the importance of choosdidased on
D to ensure that data are deliverable.

Lemma 1 Consider an arbitrary packet secured by a TKS
sender. Letk be the key that secures the packet(p)
denotes the standard time when the packet arrives to the
receiving node, and? (k) the last standard time that is

in the receive-key window of the receiving node off the

the keys are used within the time bounds of their defined packet has not been tempered with, and

lifetimes, given standardized (i.e., perfectly synchronized)
clocks at all nodes. However, in reality, the clocks at local

ti (k) = 3W < a(p) < t](k), ®)

nodes may deviate from standard time. Theorem 1 presentshen the packet will be accepted by the receiving node.

an condition under which we can guarantee that the protocol

is secure using local, non-standard, clocks.

Assumption 1 Each node has a local clock. A mechanism

Theorem 2 (Condition for Data Deliverability)
If W meets the following data deliverability condition

(6)

W > D + 2e,

is in place to synchronize these clocks with the standard time
so that at any time the absolute difference between any localtnen for any packep whose network latency (denoted by

clock and the standard time is upper boundec:Isgconds.
That is, at any standard timeand for any node: in the
TKS system,

‘ C’n,(t) —t ‘S €,

)

wherec,, denotes the local clock af, andc, (¢) the reading
on that clock at standard time

Theorem 1 (Condition for Security)

Consider a TKS-DW system. L& be the key window
period. Assume that the maximum lifetime of each k&Y is
seconds. If the following security conditibnlds

wel_ 3)
2
then for every keyt used by the system,
ti(k) —ty(k) <T. 4)

3The results can be extended to arbitrarily large receive-key window
sizes.

d(p)) does not exceed,

ty (k) —3W < a(p) < t] (k). )

Lemma 1 follows directly from the protocol specification
of TKS-DW and the fact thaft? (k) — 3W, < ¢/ (k)] is the
receive-key period of: at the receiving node. The proof
of Theorem is straightforward based on the intuition given
in the end of previous section. (See [11].) Combining the
results of Lemma 1 and Theorem 2, it is clear that if the
condition specified by (6) holds, then a valid packet, i.e.,
one that is secured by a TKS sender and is not tempered
with in transit, will be accepted by the receiver as long as its
network latency does not exceéd Thus, we have deter-
mined a condition on TKS-DW to ensure deliverability of
data.

6. Practical Uses of the Conditions

We see several practical uses of the theoretical results
presented in the previous section. They are described below.
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6.1. Choosing W to maximize tolerance of
clock drift

Assume that the key lifetim& and the maximum net-
work latency toleranceD have already been determined
based on system needs. Next we will discuss the relation
ship between the key window peridtl and the maximum
tolerable clock drifte. We will show that there exists &
value that maximizes allowabte That is,givenT and D
one can choose a particular key window period to maxi-
mize the system’s clock drift tolerancélthough a time
synchronization protocol such as the Internet Network Time
Protocol (NTP) can be used to reducto tens of millisec-
onds, itis still desirable to maximize the system'’s clock drift

tolerance because the NTP could be under attack itself or

malfunction, in which case would be much higher than
normal.

From the security and deliverability conditions of The-
orem 1 and 2, the following upper bound ertan also be
established

W —
2

D

5 - W 8)

e < min{ , T
- 2

Now we have a range efto choose from based d#1'. If the
value of W is set too close t@’/2 or D, then from equation
(8) e is required to be very small, which may be infeasible.

The W value that maximizes can be derived based on
equation (8) as follows. Figure 2 shows thé?” relation-
ship embedded in equation (8). There is a feasible region
the shaded triangle of the figure, ¢f, 1) combinations
that meet both security and deliverability conditions. Within

. T+D . - T—2D

that region, whemV = —g e is maximized atT.

As an example, letO = 30 seconds, which is much
larger than the normal network latency in the Internet. Fur-
thermore, letl’ = 1800 seconds, which is a conservative

estimate for current cryptograhic systems. If clock drift
is the principal concern, one should choose a key window
period that is close té%*g’o) = 610 seconds so that a
maximum clock drift of 18292239 _ 99 seconds can be
tolerated.

6.2. Determining D and e

When selecting a value for the maximum network la-
tency toleranceD one should consider how the application
reacts to packet delays. For example, it would be ok to set
D to a very small value (i.e., subsecond) if the system is
to just carry live voice traffic. Overly delayed packets are
useless to this type of applications. Similarly for typical In-
ternet Web applications, the value bBfcan be in the range
of seconds.

It would be prudent to make a conservative estimate on
maximum clock drifte. Several existing time synchroniza-
tion protocols can bound the clock drift within a second.

Global Positioning System (GPS) satellite based clocks may
reducee further to the order of 1-2 microseconds. However,
these performance numbers are achieved in normal operat-
ing situations. The time synchronization protocols or GPS
satellites may malfunction or be under attack. Therefore,
it is important to select an value that is sufficiently large

to account for extra clock errors caused by unusual system
conditions.

Our analysis suggests that the security of a TKS system
will not be compromised by an overestimate@r an im-
properly setD value. This is because the security condition
is independent ofD and a largere value causes keys to
be refreshed more frequently. On the other hand, the data
delivery performance of the system may be significantly
impacted by these values. Other factors such as rekeying
overhead need to be considered too in determining the right
D ande values for a system. (See sections below.)

6.3. Choosingiv based onD, e, and T

After T, D ande are determined, a range of values
may be feasible. Based on the security and deliverability
conditions, specifically equations (3) and (6), the window
periodWW can be selected from the following range

D+2€§W§%—6 9)

For example, leth = 20 secondse = 20 seconds, and
T = 1800 seconds. Them can be any value between 60
and 880 seconds.



The value of W determines how often a new key is several sub-flows. However, each of these flows requires ad-
needed. When there is a range of values to select filbm, ditional set-up overhedd6]. For usage scenarios described
should be as large as possible. The main advantage of thiherein, TKS would be ideal for replacing IKE or other ex-
approach is that it minimizes the overhead of key generationpensive key exchange algorithms (viz, instead of using IKE
and/or distribution. The trade-off is that lar§E requires to change keys for sub-flows of a long session).
long-lasting keys and possibly more processing overhead

associated with the transform. 8. Concluding Remarks

6.4. Choosing the right cryptographic mechanism There is a limit to how much efficiency can be gained

) _ from more frequent rekeying. At some point, the per-key
For well-designed cryptographic systems, the per packet .
g ) ) i overhead of changing keys can overtake the resource ad-
transform overhead typically increases with the maximum . " . .
vantage of using more efficient cryptographic mechanisms.

key lifetime (7). Tc? reduce the overhead, it "?’ desirable .to Further work is needed to quantify the characteristics of this
use a cryptographic mechanism whose maximum key life- offect

time is just right for the task at hand. Aftdp ande are
determined for the system, a lower boundidncan be ob-
tained based on the deliverability condition, i.e., equation
(6). OncelV is set, a lower bound off can be determined
from the security condition, i.e., equation (3). Finally, an
appropriate cryptographic algorithm may be selected based
on this lower bound on key lifetime.
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