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Abstract

Recent achievements in the positioning technology enable the provision of location-based services
that require high accuracy. On the other hand, location privacy is important, since position informa-
tion is considered as personal information. Thus, anonymity and location privacy in mobile and per-
vasive environments has been receiving increasing attention during the last few years, and several
mechanisms and architectures have been proposed to prevent ‘‘big brother’’ phenomena. In this
paper, we discuss an architecture to shield the location of a mobile user and preserve the anonymity
on the service delivery. This architecture relies on un-trusted entities to distribute segments of anon-
ymous location information, and authorizes other entities to combine these portions and derive the
actual location of a user. The paper describes how the proposed architecture takes into account the
location privacy requirements, and how it is used by the end users� devices, e.g., mobile phones, for
the dissemination of location information to Service Providers. Furthermore, it discusses perfor-
mance study experiments, based on real location data, and summarizes the threats analysis results.
� 2005 Elsevier Ltd. All rights reserved.
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1. Introduction

Phevos, a sports fan from a European county, had plans to visit Athens as a spectator
of the 2004 Olympic Games. He thought that this would be an excellent chance to test his
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new mobile device which is equipped with an embedded GPS receiver. Back in Greece, the
national cellular operator announced the provision of a new location-based service, called
‘‘Olympic Navigator’’, to the mobile users. This service covers the urban areas of Athens
and each sport complex, providing navigation services into Olympic facilities and rich
multimedia content that is related to the event the spectator is attending. Phevos was
enthused over this news. He was registered to the ‘‘Olympic Navigator’’ from its home
PC, using the Internet and Web forms (in that case a pre-pay method has to be introduced
for the service provision). He decided to register his mobile phone number to the ‘‘Olympic
Navigator’’ service, but just before to enter his credit card number a thought came up to
his mind: ‘‘how can I be sure that my location will not be unauthorized used or revealed?’’.
This paper introduces an innovative architecture, called ‘‘share the secret—STS’’, to
address several aspects of the Phevos location privacy concerns. Firstly, it elaborates on
the control of privacy that Phevos should have over his location. Phevos is able to define
different levels or rules of privacy (i.e., secrecy) over different portion of location informa-
tion, depending on the operation environment (e.g., hostile) and the service that indents or
asks to use location data. Additionally, it provides Phevos with the capability to explicitly
identify services or pervasive applications that might collect, store, and use his location
information. Finally, it provides anonymity on the distribution of Phevos� location infor-
mation. The proposed architecture is designed to operate over un-trusted environment.
Portions of Phevos� location data can be distributed to public available nodes, which
act as intermediate and temporal Location Servers. In that sense, Phevos authorizes the
‘‘Olympic Navigator’’ service to access and combine the distributed location information.
This is accomplished implicitly, through the disclosure of the mapping between a pseudo-
nym and Phevos� location data. The architecture is applicable to environments that consist
of devices with several idiosyncrasies, such as luck of energy autonomy, memory and pro-
cessing power. To provide secrecy it avoids complex computational tasks, such as produc-
ing key pairs, hashing and message authentication codes. Instead, it deals with the division
of location data into pieces and the distribution of these pieces to serving entities. Thus, it
is applicable to smart spaces featuring ubiquitous services through the involvement of
small gadgets, RF-tags, and sensors that activated to infer the location of a target.

The remainder of this paper is structured as follows. First we briefly discuss some alter-
native approaches that address the location privacy issue. In Section 3 we provide the
assumptions that STS considers for its operation, we introduce the STS architecture,
the entities that it consists of and the secret share mechanism that enables the anonymity
and privacy of location information. Subsequently, in Section 4 we discuss the procedures
followed by the entities of the architecture. In Section 5, we provide some results concern-
ing the performance and the robustness of the STS architecture against attacks. In Section
6, we illustrate the applicability of the STS to the Phevos real case scenario. Finally, we
provide some concluding remarks.

2. Location and privacy

Location information is considered as an essential component for the development and
delivery of context-aware services to mobile and nomadic users (Satyanarayanan, 2001;
Saha and Mukherjee, 2003; Harter et al., 1999) and several approaches have been pro-
posed to gather the location of a user, or asset. They differ in several semantics, such as
scale (e.g., worldwide, indoor, outdoor), accuracy, location measurement units involved,
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time-to-first-fix and costs (e.g., computational, or investment). These approaches include
the worldwide GPS, cellular-based methods, and indoor positioning mechanisms based
on wireless local area network (WLANs). Recently, positioning systems incorporated
RF-tags and specialized sensors that provide higher accuracy, enabling location aware
applications that require the calculation of the exact position. Positioning technologies
provide the means for easily location gathering, monitoring, and management, operations
that considered essential for the elaboration of pervasive computing and the exploitation
of location-based services (LBS). On the other hand, the wireless networking technologies
(e.g., GSM/GPRS) offer the infrastructure for advertisement of the location information,
and, thus, potential eavesdropping and unauthorized use (or misuse) of it. An adversary
can potentially derive location information at different layers of the network stack, from
the physical to the network layer (Gruteser and Grunwald, 2003a). Furthermore, data col-
lection and mining techniques might produce historical location data and movement pat-
terns (Gruteser and Grunwald, 2003a), which they are subject to unauthorized use, as well.
Since location is considered as personal information its privacy should be protected.
According to Beresford and Stajano location privacy is defined as ‘‘the ability to prevent
other parties from learning one�s current or past location’’ (Beresford and Stajano, 2003).
Minch presents and discusses several risks that are associated with the unauthorized dis-
closure, collection, retention, and usage, of location information (Minch, 2004). The EU
Commission under the directive of Privacy and Electronic Communications (Directive
2002/58/EC,) regulates the use of the location data, since article 9 of this directive
demands that these data can be processed anonymously or with the consent of the user.
Additionally, the Location Privacy Protection Act, announced on 2001 in the United
States, addresses the necessity and identifies several risks related to the privacy of the loca-
tion information (US Location Privacy Protection Act, 2001). Location privacy is consid-
ered of high importance, since individuals should be able and free to explicitly identify
what location information will be disclosed, when this can happen, how this information
will be communicated and to whom this information will be revealed. Even through anon-
ymization, as defined in Pfitzmann and Koehntopp (2000), personal and location data col-
lection is combined with privacy, the disclosure of the personal identity might be useful for
the delivery of personalized services, especially when accounting and charging is a
requirement.

2.1. Positioning

As previously mentioned, position technologies differ in terms of scale, accuracy, time-
to-first-fix, installation and operation costs. Additionally, the position of an object can be
either physical (e.g., at 38014 04900N by 23031 09400W) or symbolic (e.g., in the office, in Ath-
ens). Another classification uses the absolute or relative position definitions. Absolute
position is depicted on a common coordinates system, and the position for an object is
the same and unique for all the observers. Unlike, the relative position represents the posi-
tion of a located object in reference to the observer. LocInfo is defined to incorporate any
of the four aforementioned position semantics. In terms of scale, GPS is a technology that
focuses on outdoor, wide range, location identification, providing high accurate results
(less than 30 feet) using a trilateration positioning method in the three-dimensional space
(Bajaj et al., 2002). Location determination can also be achieved through terrestrial, infra-
structure-based, positioning methods. These positioning methods rely on cellular networks
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equipment to infer an estimation of a mobile users� position. In Marias et al. (2004) a gen-
eral brokerage architecture that gathers the location information independently of the
positioning technology is proposed. Location retrieval can rely on the infrastructure of
the WLAN communication network, such as the IEEE 802.11, to provide higher accuracy
in indoor environments. Positioning systems like RADAR (Bahl and Padmanabhan, 2000)
and Nibble (Castro et al., 2001) operate using the IEEE 802.11 data network to gather the
location of a user or object. For context-aware services that require higher accuracy, spe-
cialized positioning infrastructure needs to be established (e.g., sensors or RF-tags).
Among the positioning systems that have ben proposed to provide finer granularity to
the pervasive applications is the Active Badge, (Want et al., 1992), Active Bat (Harter
et al., 1999), Cricket (Priyantha et al., 2000), SpotON (Hightower et al., 2000), Pseudolites
(Kee, 2000), and MotionStar. According to Hightower and Borriello (2001), there are sev-
eral other types of tags and sensors that provide user�s location with high accuracy, such as
the Easy Living, the Smart Floor and the Pin Point 3D-iD.

2.2. Location privacy

Several approaches that enable location privacy have been proposed in the literature.
Some of them focus on the secrecy of medium access control (MAC) identifiers or IP-layer
address. On the MAC layer, Gruteser and Grunwald discuss the problem of interface iden-
tifiers (Gruteser and Grunwald, 2003b) that uniquely identify each client, allowing the
tracking of the location over time. They introduce privacy through the frequent disposal
of a client�s interface identifier. In the IP-layer, Mobile IP (Fasbender et al., 1996a) address
location privacy by associating two different IPs to the same subject; the static one, related
to the user�s home network, and the dynamic, related to the current network. As the user
roams through different networks, his/her mobile device registers the current location to a
home agent located at the user�s home network. The Non-Disclosure Method (Fasbender
et al., 1996b) considers the existence of independent, security, agents that are distributed
on the IP network. Each security agent holds a pair of keys and forwards the packets in an
encrypted format. The sender routes a message to a receiver through a path that consists
of security agents. Mist System (Al-Muhtadi et al., 2002a,b) handles the problem of rout-
ing a message though a network while keeping the sender�s location private from interme-
diate routers, the receiver and potential eavesdroppers. The system consists of a number of
routers, called Mist routers, ordered in a hierarchical structure. According to Mist, special
routers, called ‘‘Portals’’, are aware of the user�s location, without knowing the corre-
sponding identity, whilst ‘‘Lighthouse’’ routers are aware of the user�s identity without
knowing his/her exact location. The aforementioned methods deal with location privacy
in the MAC and IP-layer, and propose solutions that apply to MAC authentication, IP
mobility and IP routing methods. On the other hand, the STS scheme addresses location
secrecy on the application layer. Thus, some of these methods (e.g., the Mist) can be con-
sidered as complementary, or underlying, secure infrastructures for the deployment of
STS.

Beyond the solutions that apply to the lower layers of the OSI stack, two main
approaches have been proposed to address the location issue on the application layer.
The first is the policy-based approach, which incorporates a Service Provider as the basic
element for privacy building. The Service Provider introduces privacy policies that identify
rules concerning data collection (type of data that can be collected, purpose of collection)
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and data dissemination. The subjects (i.e., target of location) communicate with the Ser-
vice Provider in order to evaluate and select a privacy policy. The second is the anonym-
ity-based approach that aims to unlink the location information from the subject, before
the collection of the location information. In the context of location privacy in the appli-
cation layer, several architectures introduce the idea of using of pseudonyms instead of
users� identities. Leonhardt and Magee (1998) propose the replacement of the identity with
a sequence of chained idempotent filters governed by a rich formal policy language. Kes-
dogan et al. (1998), propose the use of temporary pseudonymous identities to protect the
identity of users in the GSM system. Furthermore, the IETF Geopriv Workgroup1

addresses the location privacy issue by introducing the usage of a Location Server (LS)
which registers the position of the subject (i.e., a target of location). The LS discloses this
information using specific rules. These rules are generated by a Rule Maker (e.g., the sub-
ject itself) and managed by a service called Rule Holder which enables the subjects to
explicitly specify the desired level of privacy.

The majority of the aforementioned schemes are based on the existence of a trusted
third party (TTP, e.g., the Geopriv�s LS). The LS entity maintains access to the data
related to both user�s identity and location. As a result it could jeopardize the user�s loca-
tion privacy by revealing this information to unauthorized users. Furthermore, due to the
fact that LS is the central storage of the location information, the privacy architecture
becomes sensitive to eavesdropping and attacks. The former might reveal location infor-
mation through traffic analysis, whilst the latter might produce availability risks (e.g.,
denial of service attacks and flooding), or derogation of the privacy service (e.g., though
impersonation and spoofing). On the other hand, non-TTPs based systems, such as the
Mist, enable location privacy using rerouting and hard encryption, and, therefore intro-
duce heavy processing tasks, which influence their applicability in real scenarios. Finally,
in several mobile and wireless networks, such as ad hoc networks, TTPs servers are ephem-
erally present, due to the mobility of the nodes. Thus, centralized location privacy archi-
tectures that rely on a trust server might be inapplicable.
3. STS architecture

The proposed STS architecture enables location privacy without relying on the exis-
tence of trusted parties (e.g., TTPs, LS). The main idea is to divide the location informa-
tion into pieces and distribute it to multiple servers, called STS servers. These are
no-trustworthy, intermediate, entities, assigned to store, erase and provide segments of
location information that anonymous users register or update. Third party services, such
as LBS or pervasive applications, access multiple STS servers to determine user�s location
data through the combination of the distributed pieces. This is achieved after a well-
defined authentication process motivated by the corresponding user. Furthermore, due
to the decentralized STS architecture, a possible collusion between STS servers, each of
one maintaining only partial knowledge of the user location, is fruitless. The secret i.e.,
(location of a user) is not distributed to specific STS servers, and, furthermore, each user
dynamically chooses different servers to distribute the location information segments,
according to the requested service (e.g., location-based friend-find service) and to policy
1 http://www.ietf.org/html.charters/geopriv-charter.html.

http://www.ietf.org/html.charters/geopriv-charter.html
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rules. Additionally, even if multiple STS servers collude successfully, the actual location
information is not revealed, since the segments are stored through pseudonyms. The main
characteristics of the STS are:

• Location privacy is offered as a service to users who desire to hide their location
information.

• Different privacy levels can be defined, through various users� profiles, policies or end-
applications that the users are registered to (e.g., segmentation of location information
into different segments).

• The user maintains full control over the location data. The position is calculated on the
user�s device, the user defines which STS Servers will have partial knowledge of it, and
which third-party services are authorized to access and combine it.

• The location privacy is achieved within rational or distrusted environments; it does not
employ trustworthy or reliable entities for data storage.

3.1. Assumptions

As Location information (LocInfo) we use a variation of the definition introduced in
Friday et al. (2002), i.e., we use the triple of the following form: {Position, Time, ID}.
Thus, LocInfo is defined as a combination of the ‘‘Position’’ that the entity with identifier
‘‘ID’’ maintained at time ‘‘Time’’, within a given coordinate system. This triple is adopted
in order to emphasize that, within the STS architecture, time is considered as a critical
parameter in terms of location identification, as well. Friday et al. (2002), provide further
details on the semantics of this definition. The STS scheme incorporates multiple user pro-
files to provide different precision of LocInfo i.e., a drive-navigation service needs high
precision location data to provide exact instructions, whilst a point-of-interest service
requires data of lower precision. A user could use different pseudonyms per service and
choose a discrete profile to denote the required level of the precision on the LocInfo.
We assume that each STS server keeps a table called ‘‘Location Information Table’’
(LIT). Each record of the LIT table keeps a pair of values (ID,r(LocInfo)), where r(Loc-
Info) is a random segment of the LocInfo of the corresponding user, produced from the
SSA algorithm, as will be discussed later.

The positioning technologies, previously discussed, are divided into two main catego-
ries: centralized and distributed. Technologies of the former category rely on a centralized,
dedicated, server, responsible for calculating the position of the registered users. Methods
of the latter category are based on specialized software of hardware, installed on the sub-
ject�s device, which performs advanced calculations to estimate user�s current position. The
STS architecture takes advantage of the distributed approach; the entity ID determines the
Position, either autonomously or using contributed measurements, based on calculations
performed at a given Time.

3.2. Architecture

The STS architecture does not rely on the existence of a single and trusted third party.
Multiple STS servers are geographically distributed. A subset of them is assigned to store
portions of the location information of a target. The segments of the location information
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are constructed through the ‘‘Secret Share Algorithm’’ (SSA), a novel threshold scheme
that is proposed here to cope with location privacy. In Fig. 1 the entities of the proposed
STS architecture are depicted. STS servers might offered by a Wireless Internet Service
Provider (WISP), an Internet feed provider, a VAS and content provider, or offered by
a mobile operator. In the ad hoc networking scenario, in the presence of STS servers
the targets might use these as location information storage areas. If the STS servers are
unreachable, ad hoc nodes, RF-tags and sensors might be used as local caches to store
the LocInfo segments.

The value added service (VAS) provider offers location based and pervasive services to
subscribers (registered users) or to ephemeral users (pay per view model). VAS might offer
a wide range of services, such as indoor/outdoor navigation, proximity services (e.g., find-
friend), positioning and point-of-interest, tracking person�s location (e.g., children,
elderly), localized advertisement and content delivery (e.g., city sightseeing), and emer-
gency (e.g., E911). Hereafter we use the term Service to denote value added or pervasive
applications that require the location information of a user, asset or device to operate and
provide a location service. Each Service requires the location information, maintained in
intermediate STS servers, to provide the required level of service to an individual.

3.3. Secret share algorithm

Several variations of the SSA have been proposed (Hoffman, 2004). The basic algo-
rithm is the ‘‘Trivial Secret Sharing’’. According to this basic form, the secret is divided
into n pieces and all the pieces are required to restore it. An improved SSA, called ‘‘Perfect
Scheme’’, assumes that the secret is shared among the n out of m available entities (n < m)
and any set of at most n � 1 entities cannot rebuild the secret. The SSA we have adopted
for the STS architecture is the perfect sharing scheme of Shamir, referenced to as threshold

scheme (Shamir, 1979). Let assume that the secret is some data L, which is (or can be easily
made) a number. According to Shamir�s (n,m) threshold scheme, to divide L into pieces Li

one can pick a random, n � 1 degree, polynomial

f ðxÞ ¼ S0 þ S1x1 þ S2x2 þ � � � þ Sn�1xn�1

in which f(0) = S0 = L and evaluate L1 = f(1), . . . ,Li = f(i), . . . ,Lm = f(m). Given any sub-
set of n of these Li values, we can determine the coefficients of f(x), and rebuild L, since
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L = f(0). On the other hand, knowledge of at most n � 1 of these values is not sufficient to
determine L. In the STS architecture, L is the LocInfo triple.

4. STS procedures

Using real life identifiers, such as user names, in each LIT entry enables STS servers to
collude by combining entries with identical identifiers, and, eventually, reconstitute the
location information of a user, based on Phevos username. To prevent collusions and
the disclosure of LocInfo, we replace the username of the LIT entries with a pseudonym.
This approach does not prevent hackers from obtaining the location of an unknown
entity, by combining entries with identical pseudonyms. Instead, it discourages them from
obtaining the location of a specific user. Only the entities that have a prior knowledge
about the mapping between a pseudonym and a real identity can combine segments to pro-
duce useful conclusions. To increase the security level, the pseudonym is divided into
parts, as well. Each segment of the LocInfo is sent to the STS server along with a discrete
part of the related pseudonym. As a result, a potential eavesdropper should map multiple
pseudonym�s segment (say pi) in order to obtain the correct record (pi,ri(LocInfo)) from
all the STS servers for the monitored user. If a perfect SSA is used, the pseudonym is
divided into m parts where m corresponds to the ‘‘n out of m’’ perfect scheme. Regulating
the value of m, one can increase the complexity, and the privacy level. Note that for each
ID only one LIT record is stored on a STS server. We assume that a software random inte-
ger generator is running on user�s device and performs the generation of the pseudonym. If
there are m STS servers and at least n (m > n) can rebuild the LocInfo, the random integer
generator generates a random m*k-bits number (i.e., the pseudonym). This number is then
divided into m segments (1, . . . ,k-bits represent the first segment, k + 1, . . . , 2k represents
the second segment, etc.) where each segment acts as user�s pseudonym. The robustness of
the aforementioned scheme could be enhanced if the secret is not shared to m STS servers
but to x, randomly selected, servers, where x 6 m. In this approach the secret can be recov-
ered from y segments, y < x (i.e., a ‘‘y out of x’’ perfect scheme). This variation increases
the complexity required by an eavesdropper to identify which STS servers keep the loca-
tion of a specific user. To provide a paradigm let assume that a farm of 15 STS servers are
available and the secret is being shared among x, randomly selected, servers, where
8 6 x 6 12. An attacker should first determine the value of x and then calculate all the
possible, C1, combinations of the STS servers in order to combine the pseudonym

C1 ¼
Xm

i¼m�A

15

i

� �

Assume m STS servers, where x of them have the secret, and y (y < x) is the minimum
number of servers required to obtain the LocInfo. Furthermore, let each pseudonym con-
stitutes of k*x-bits. The random pseudonym generator splits the pseudonym into x seg-
ments (px), each of k-bit length. The variable x takes values from (m � A,m) where A

(A P 0) is an integer that affects the desired security level of the STS architecture. More
specifically, if A is small, an attacker has to gain access to a greater number of STS servers.
However, small A reduces the number of different combinations of STS servers keeping the
secret�s segments, and, thus, the security level of the system is diminished. On the other
hand, for a large A, the number of different combinations of STS servers sharing the secret
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is increased. For large A the number of servers that an attacker has to gain access to reveal
the secret is reduced. Regarding the maximum value of variable y, this is set to x � t,
where t (t > 0) is an integer that depends on the desired robustness of the STS architecture.
If t is set close to zero and B out of x STS servers go down at the same time, where B > t,
the system eventually runs out of service. The variables A and t may vary per Service,
based on e.g., charging policy or the user profile. Furthermore the value of t is a function
of x, (t = f(x)), where as x increases t increases, as well. Thus, the variables A, and t estab-
lish different privacy profiles that an end-user might choose. The steps followed by the tar-
get during the creation of its pseudonym, the calculation of the updated LIT entries and
the dissemination of these to the STS servers (location update procedure) are as follows:
Step 1. Find a random x, such that m � A < x < m

Step 2. Generate a random x*k-bit length number Pseudonym and STS
registration procedure

Step 3. Split that number into x segments of k-bit length each
Step 4. Register to the x STS servers

Step 5. Apply the SSA at the LocInfo to derive the ri pieces LocInfo segmentation
and update procedure

Step 6. Produce the pairs (px,rx(LocInfo))
Step 7. Send to each one of the x STS servers

the LIT pair (px,rx(LocInfo))

Step 8. LocInfo is changed go to step 5
Steps 1–4 are followed once, per user and per Service that requires the LocInfo. Each
time the location information is altered, the target performs the steps 5–7 to inform STS
servers and update the LIT entries.

To exploit the advantages of the STS architecture, Phevos, that has already registered
to use an LBS service (e.g., the ‘‘Olympic Navigator’’, see Section 6), should also register
to the STS service that is provided e.g., from the cellular operator. This will allow Phevos to
select a privacy profile when disseminating his location info, including his pseudonym and
the number of STS servers that are required to share his location secret. When this happen,
he will also have to inform the LBS provider for these options, and this is materialized
though a single, encrypted and signed message. The following procedures required to be
followed by Phevos (in order to use the STS service) and the operator (in order to track
Phevos) when location privacy is a requirement.

4.1. Registration to the STS service

This step requires for the end-user device to transparently perform the steps 1–3 of the
STS procedure, according to the selected privacy profile. The random generators that
reside in different user�s device might produce identical pseudonyms. In such a case, one
STS server might receive two location segments that belong to the LocInfo of two discrete
users, but associated with the same pseudonym. As a result, the STS server might forward
an inaccurate segment to the Service that requested the user�s LocInfo. To avoid such a
conflict, the STS scheme requires from each user to perform a registration procedure (step
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4), and to enter Phevos pseudonym�s segments to the x STS servers. This procedure
requires a handshake between the user and each STS server, which is further discussed
in Marias et al. (2005).

4.2. Notification of the LBS Provider

Beyond the registration procedure to the STS service, Phevos has to provide to the LBS
provider the details of how to obtain his location information. Therefore, Phevos provides
the following information to the Service Provider:

• The x STS servers that store his location information (e.g., IP address or URL).
• His pseudonym�s segments, created by the user for the specific Service.
• The mapping between pseudonym�s segments and STS servers (i.e., to which STS server

each segment corresponds).

The aforementioned information is communicated to the Service, though a public key
scheme, ensuring authentication, confidentiality and integrity.

4.3. Location retrieval procedure

When the Service requires user�s location, it sends a request to each one of the x STS
servers. When the x segments are received, the Service rebuilds user�s location. This is
achieved through the usage of the Shamir�s recover scheme (Shamir, 1979), and the known
mapping between the user�s name and its pseudonyms� segments. During the location
retrieval some LIT entries might not be synchronized among the STS servers. To avoid
this, each LIT entry is tagged with a sequential number (SEQ).

4.4. LIT update procedures

When an STS server receives an update request (step 7) it searches the existing LIT records
to determine whether the px already exists. If so, it updates the corresponding LIT entry.

4.5. LIT entries remove policy

Normally, Phevos authorizes a Service to access his location information for a given
period of time, (e.g., a month), through a selection of a predefined policy. Consequently,
LIT records of each STS server should be deleted after that period. This can be performed
explicitly or implicitly. In the former case Phevos sends a specialized message requiring the
deletion of the LIT entry from a specific STS server. This message can be sent when the
user desires to prohibit a previously authorized Service from accessing his location infor-
mation. A multicast message can inform the entire set of the x STS servers to perform a
deletion, as it is described in Marias et al. (2005).

4.6. Location information validity period

In ubiquitous environments users are characterized by high mobility. Thus, the location
information that is stored on the STS servers must be associated with a validity period
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(VP). VP is an additional field on the (pi,ri(LocInfo),TTLi) record. The VP period
depends on several parameters, such as:

• The nature of the Service provided: A navigation Service might require higher location-
update rates to provide exact instructions, whilst a tourist guide Service needs period-
ical updates.

• User�s velocity. For a driver the location is continuously altered, while for a walker the
location changes at a slower rate. The former requires lower VP, whilst a higher VP is
sufficient for the latter.

5. Experiments and threats analysis against STS

To evaluate the performance of the STS architecture we have implemented a real exper-
iment scenario of a nomadic user, using a real WLAN network that consists of twelve
IEEE 802.11b access points, installed in the University of Athens. The nomadic user,
e.g., Phevos, registers on an existing location service. This no profit service provides the
nearest point-of-interest (e.g., a printer) and navigation services (e.g., where is the meeting
room) to the user through a specialized location gateway, introduced in Papazafeiropoulos
et al. (2003). On the end user�s laptop the Nibble positioning module (Castro et al., 2001)
captures and logs the location data, a Shamir�s secret sharing component2 splits the Loc-
Info into segments and the IEEE 802.11 acts as bearer to transmit the LocInfo segments to
the STS servers over the wireless links. We managed to load each access point with an
average of 1 Mbps real traffic (constant bit rate connections). The STS component, that
uses the Nibble, was set to refresh the location of the user every 1.5 min and the Shamir�s
secret sharing component to split and send the LocInfo segments to the STS servers at the
same rate. The end-user discovers the STS server through the Jini service discovery mech-
anism. The time period of the experiment was set to 3 h (validity period). Regarding the
underlining protocol used to transmit the LocInfo segments we alternatively use TCP
and UDP connections. During the experiments the overhead of the STS method was mea-
sured, and compared with an alternative scheme that encrypts the entire LocInfo without
segmentation. For the purpose of the alternative scenario the ‘‘Bouncy Castle’’3 crypto-
graphic provider was used and the entire LocInfo were enciphered through a RSA 1024
asymmetric keys. This key size was selected for communication confidentiality. As men-
tioned in Shamir and Tromer (2003) and Lenstra and Verheul (2001) using a hypothetical
device (and ignoring the initial R&D costs), it appears possible to break a 1024-bit RSA
key in one year using a device whose cost is about $10 million. Fig. 2 illustrates the results
for six different experiments in terms of end user�s performance.

As it is depicted, TCP protocol introduces higher communication costs than UDP due to
the reliable data transmission that it offers (e.g., acknowledgements). Taking into account
that the STS system is fault tolerant, since the location segments are stored in redundant
STS servers (i.e., x � y Servers), the reliability of TCP is not essential, and, thus, UDP pro-
tocol would be a suitable solution for low cost data transmission. An interesting conclusion
2 http://www.cs.cornell.edu/boom/2003sp/ProjectArch/SecretSharing/.
3 http://www.bouncycastle.org/.

http://www.cs.cornell.edu/boom/2003sp/ProjectArch/SecretSharing/
http://www.bouncycastle.org/
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Fig. 2. Experiment results—overhead of the STS scheme in the wireless link.
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is that the network load produced when using 3 STS servers is almost equivalent to the sce-
nario where the entire LocInfo is encrypted but not segmented. Another interesting obser-
vation deals with the limited overhead introduced by the STS scheme (1 Kbps on the
wireless link for 10 STS servers). Due to this low communication cost, the STS scheme
can be applied on environments that facilitate limited amount of bandwidth, such as
GSM/GPRS.

In Marias et al. (2005) we have further elaborated on the proposed architecture, eval-
uating the potential threats and its robustness against brute-force and sophisticated
attacks, and we have proved that the STS architecture is stealth against such attacks. If
y = 7 is minimum number of STS servers needed to rebuild the location information,
z = 10 is the STS servers under attack and m = 20 is the total number of STS servers,
the attacker must try an average of 5 · 1029 combinations in order to find out if the loca-
tion segments obtained from the z servers are sufficient to rebuild the location information
of any (and not specific) user. Even if the attacker is able to try 1012 (THz) combinations
per second he/she will need an average of 1010 years in order to determine if the compro-
mised set of z STS servers can rebuild the location of a random user, and this can happen
with probability P = 0.00156.

6. Phevos in Athens revised

The Service Provider offers an enhanced ‘‘Olympic Navigator’’ service that takes advan-
tage of the recently deployed STS servers. Before entering its credit card number, Phevos
visited the Web pages that contain the privacy statements of the LBS service. These pages
include explanations about the ‘‘Olympic Navigator’’ service and provide further details
on the offered profiles that Phevos might select, as well as the corresponding charges. Phe-
vos is convinced about the privacy countermeasures the provider will take over its location
information, registers for five days (validity period) and finally enters its credit card num-
ber. Phevos arrives by plane and intents to stay in Athens for five days. During the regis-
tration procedure, the service informs Phevos that he will be traced every T seconds, unless
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Phevos explicitly asks for a complementary navigation service, which is charged on a per-
use policy. Phevos uses the ‘‘Olympic Navigator’’ and, at the same time, keeps his position
private from any other unauthorized entity. In order to do so, a software module is down-
loaded at Phevos� device, to run the location-update procedure, to produce the pseudonym
of Phevos and to communicate segments of Phevos� LocInfo, as gathered by the GPS, to
STS servers. The latter is performed every T seconds, and this is achieved transparently to
the end-user. Additionally, the module creates the pseudonym of Phevos, and sends this
information to the provider of the ‘‘Olympic Navigator’’ service. This communication is
performed exactly once, and it might be associated with public key cryptography to pro-
vide strong authentication, confidentiality and integrity. This step enforces the LBS pro-
vider to rapidly resolve the LocInfo of Phevos, combining the pieces from the LIT
entries. For five days the ‘‘Olympic Navigation’’ service is authorized to obtain the loca-
tion information of Phevos. During the registration procedure Phevos chooses the ‘‘spec-
tator’’ profile. This profile corresponds to a specific location privacy policy, and defines
specific values of several parameters that correspond to the number of the STS server that
will be exploited on behalf of Phevos (i.e., A, t and m), as well as the parameters TTL and
VP. Different registration profiles might be offered to athletes, members of Olympic Com-
mittees, sponsors, or journalists. After five days of ‘‘unforgettable and dream games’’,4

Phevos departs; his is automatically unregistered from the ‘‘Olympic Navigator’’, and
his location information is permanently deleted from the STS system.
7. Conclusions

This paper introduces an architecture to provide privacy during the dissemination of
location information over an insecure, wireless and pervasive environments. It relies on
threshold algorithms to divide the location information into small segments and distribute
those in a numerous, public available, STS servers. The scheme is enriched with pseud-
onyms, and, thus, guarantees that only the authorized entities, such as location-based ser-
vices and pervasive applications, have the knowledge to rebuild the secrets based on the
distributed segments. Since the STS architecture does not utilize hard computational
and processing tasks, such as cryptosystems, it is applicable to ad hoc as well as sponta-
neous networks and systems. The STS scheme introduces low communication cost over
the wireless links, and thus it is applicable to mobile systems with limited bandwidth, such
as the GSM/GPRS systems. Furthermore, the STS servers might be maintained by the
actors of the LBS value chains. According to Schiller and Voisard (2004), those include
LBS providers, cellular operators, content aggregators, wireless Internet Service Providers,
accounting and charging third parties, etc. When Phevos registers on an LBS service using
encrypted and authenticable means, the provider downloads software to his mobile.
According to the profile that Phevos selects, and the bilateral agreements between the
LBS provider and other actors of the value chain, the downloaded module performs
the STS and sends the location information segments to the appropriate STS servers.
The STS architecture addresses location privacy in the application layer. Existing solutions
in the lower layers of OSI model that provide secrecy and authentication (i.e., tunneling,
IPSec, SSL, see Staling (2000)), can be used as underlying assets to enhance privacy and
4 Dr. J. Rogge, IOC president, Athens Olympics 2004 Closing Ceremony, August 29, 2004, Athens.
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prevent attacks, such as traffic analysis. Such heavyweight schemes can be applied to the
information exchange between the STS servers and the Service Provider, since this part of
communication involves stationary and powerful processing units, fixed networks and
high capacity lines (e.g., broadband links).
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