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The idea of quasi-perfect hashing is introduced and applied to solve the static dictionary problem.
Given a universeU and a setS of r distinct keys belonging toU, we propose a quasi-perfect hash
function which allows one to find a key from S, stored in the hash table of sizen, m > n, in
0 (1) time. While looking up a key at most two probes in the hash table are made. Our main
motivation is to minimize the memory requirement for representing the hashing scheme, retaining
a high probability of finding quasi-perfect hash functions for arbitrary sets S. If we compare the
method of quasi-perfect hashing to Fredman, Kombs and Szemegdi's two-level hashing for the
bounded universeU, we find that it is superior with regard to both space and speed.
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1. INTRODUCTION belonging toU. A hash function is a functioh : U —

M that maps the keys frors into some given interval of
integersM, say[0, m — 1]. Given a keyx € S, the hash
function computes an address, i.e. an integgfjim — 1],
Sor the storage or retrieval of. The storage area used to
store keys is known as a hash table.

Keys for which the same address is computed are called
synonyms. Due to the existence of synonyms, a situation
called collision may arise, in which two different keys have
the same address. A perfect, or 1-probe, hash function (PHF)
for Sis an injectionh : U — [0, m — 1], i.e. for all keys
ROy € S such thatx # y we haveh(x) # h(y), which

Given a setS of n distinct keys belonging to a universe
U=1{1,2,...,u— 1}, we would like to store the keys &
in some data structure so that the membership queries of th
form ‘Is x in S?’ can be answered quickly. This searching
problem, also called thdictionary problemis ubiquitous in
computer science applications. If no deletion and insertion
of elements irs occurs, then the dictionary problemis called
static Perfect hashing is one of the best methods to solve
this problem. An overview of perfect hashing is given in
[1, 2] and the area is surveyed in [3].
e e et e "*ples tham = . 1 m  nandiis prfc thn e sy
. thath is a minimal perfect hash function (MPHF). It follows
[4] proposed a two-level hashing scheme based on

segmentation. Although the FKS scheme can be constructeJrom.the def|n|t|on_ that a PHF transfo_rms each k(_ay_Scuﬁto
. . . : . a unigue address in the hash table. Since no collisions occur,
for arbitraryn andu, its memory requirement is relatively

high each key can be retrieved from the table in a single probe.

In this paper we propose quasi-perfect hashing as a
novel approach to solve the static dictionary problem. Our 3. PERFECT HASHING WITH SEGMENTATION
main motivation is to minimize the memory requirement
for representing the hashing scheme, retaining a high
probability of finding quasi-perfect hash functions for
arbitrary setsS. If we compare the method of quasi-perfect
hashing to the FKS approach for the bounded universge
find that it is superior with regard to both space and speed.
The rest of the paper is organized as follows. Section 2 ; ; " .
contains the basic definitions regarding perfect hashing. In bglqnglng to the universd, a parltltlon ofS_mto n _subsets
Section 3 we present one of the approaches to constructB'! | = 0’_ L....n—1, of_S|zeb| = |Bi| is obtained by
perfect hash functions called segmentation. Section 4using aprimary hash function
introduces the idea of quasi-perfect hashing. In Section 5 we
discuss the problem of finding quasi-perfect hash functions.
Section 6 concludes the work.

An important approach to construct a PHF is segmentation.
It divides an input set of keys into a number of subsets. For
each subset a PHF is determined separately.

One of the methods of finding PHFs based on segmen-
tation was proposed by Fredmat al. [4]. The method
comprises two steps. First, given a §of n distinct keys

h: X — ((ax) modu) modn

wherea € [1, u — 1] is a multiplier, andu is assumed to be
prime. The subsets are also called collision buckets. Then

2. PERFECT HASHING for each collision bucket a secondary perfect hash function

LetU = {1, 2,...,u— 1} be the universe for some positive is constructed, of the form
integeru. For convenience we assume thais a prime
number. LetS be a set ofn distinct elements, or keys, hi : X = ((&x) modu) modc;
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FIGURE 1. Representation of the PHF.
0 1 2 3 4 5 6 7 8 9

H 34|24 37, 7 | 30| 63| 52| 71| 17|59

FIGURE 2. The hash table for the MQHF defined by Equation (1).

whereg; € [1,u — 1] is a multiplier andc; = bi2 is the 4. QUASI-PERFECT HASHING
size of the hash table for buck&;. Mehlhorn showed
[5, Corollary 111.2.3.10b] that the size of the hash table for
bucketB; can be reduced tg = b; (bj — 1) + 1.

A gquasi-perfect hash function (QHR)= (h1(x), h2(x)) is
comprised of a pair of hash functions such that every key
X € S, 1S = n, is found in the hash table either at address
EXAMPLE 1. LetS = (7,17, 24,30, 34, 37,52, 59, 63, h1(X) or ha(x). Hence, at most two probes to locate any
71}, n = 10,u = 101,a = 4. The representation of the key in the hash table are needed. If the size of the hash table
PHF for S consists of table, c andC indexed from0to 9,  equals the number of keys, ire.= n, andh is quasi-perfect,
and tableH indexed from 0 to 11 (Figure 1). Tablésand then we say thah is a minimal quasi-perfect hash function
c contain the parametees andc; for the secondary hash  (MQHF).
functions. TableC contains the location§i = Y| ¢ Inthis paper we propose a QM= (h1(x), h2(x)) where
which separate keys from different collision buckets in table
H. The keys fromS are stored in tableH. A sample
query for the key 17 proceeds as follows. The primary hash 1)
function gives index = ((4 x 17) mod 103 mod 10 = a e [1,u — 1] is a multiplier and > [n/2] is a parameter
8. Using this index we access tablésandc getting the  which determines the size of the hash tabké|(= m = 2r).

parameterssg = 1 andcg = 3 for the secondary hash  ysing the QHF above, a query for a kaye Sin H is
function, which give§ = ((1 x 17) mod 103 mod 3= 2. processed as follows:

The key 17 is found irH at locationC; + j = 8+ 2 = 10.

h1(x) = ((ax) modu) modr and ha(x) = hy(x) +,

k := ((ax) modu) modr;

Clearly, a membership query for a kay e S with the if (H[K] = x) cor (H[k + r] = x) then found;
FKS scheme take®(1) time. Overall, a query involves elsenot found:;
two multiplications and four (integer) divisions ¢ibgu)- end if;

bit words to evaluate functionis and h;, several accesses o ] )
to parameters and array elements, and some additive! N hash tabléi is divided into two equal parts. A keyis
operations. Lastly, one probe for keyin tableH is made. looked up first in the lower part of the table[0...r — 1],
The compound hash functidn o h requires storing the _and then, if not found, in its upper _paHi,_[r_. -2 =11t n
parameters, u andn for the primary hash function, the is even and = [n/2], then a QHF is minimal.
tablesA andc containing the parametegg andc; for the EXAMPLE 2. Consider the se8 of keys from Example 1.
secondary perfect hash functions and the tabldisting The following function is the MQHF fos (Figure 2):h =
the offsetsC;j in H. The description of the PHF needs (hi(x), ho(x)), hi(x) = ((4x) mod 102 mod 5 hy(x)
(38n + O(1)) logu bits, plus 3 logu bits for the keys inH, hi(x) + 5.
i.e. for a total(6n + O(1)) logu bits [4, Corollary 1]. Looking up the key 17 we first examine the cell
Fredmanet al. [4] also presented a modified hashing H[h1(17)] = H[3] = 7 and then the celH[h1(17) +
scheme which requiregh + o(n)) logu bits. That scheme, 5] = H[8] = 17. Notice the simplicity of the MQHF
however, is quite complicated and is of theoretical interest representation as compared to the FKS scheme (Figure 1).
rather than suitable for practical applications. The representation consists of the hash tableand the
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0 1 2 3 4 5 6 7 8 9
H 63| 17| 71| 24/ 59|34 |52|37| 7 | 30

FIGURE 3. The hash table for the MQHF.

memory words to store the valuesafu andr. No tables
A, c andC are required.

The evaluation of the QHF defined by Equation (1)
takes O(1) time and is slightly faster in comparison to
the FKS function. It requires one multiplication, two

(integer) divisions, perhaps one additive operation and

several accesses ftogu)-bit words. Also, at most two
probes for a key in the hash table are required.

As we shall see, for the universe= {1, 2, ..., 100} and
an arbitrary set of key§ C U, the hash table has at most
1.65n cells, with high probability. Thus the description of
the QHF needsl.65n + O(1)) logu bits, which is less than
for the FKS hash function but still above the lower bound
(equals2 (n + log logu) bits, see [5]).

ExampPLE 3. Another MQHF forS from Example 1 can
beh = (h1(x), ha(x)) whereh1(x) = ((4x) mod 103 mod
10 andha(x) = ((6x) mod 102 mod 10 (Figure 3). Here
h1(x) andha(x) are entirely independent. QHFs of this form
are not discussed in this paper.

5. FINDING QUASI-PERFECT HASH FUNCTIONS

The QHF given in Equation (1) is defined by the values of
a, u andr. Before we present an algorithm to find these
parameters for a given set of input keys, we prove two
lemmas. LetD be a two-dimensional matrix of hash table
indices defined aB[a, x] = ((ax) modu) modr, for some
fixed r, and all possible multipliera and keysx, i.e. for
a=12...,u—llandx=1,2,...,u—1.

LEMMA 1. For every pair(a, X) it holds thatDJ[a, x] =
D[u—a, u—x], and the matrixD is symmetric with respect
to both of its diagonals.

Proof. The first part of the lemma follows from the equalities

((U—a)(u— X)) modu = u? modu — (u(@ + x)) modu
+ (ax) modu = (ax) modu.

The symmetry of matriD with respect to its main diagonal
is implied by the commutativity of multiplication, as we
have

D[a, x] = ((ax) modu) modr
= ((xa) modu) modr = D[x, a].

From the first part of the lemma and the symmetr{pofiith
respect to its main diagonal we get

Dla,x] = D[u—a,u—x] =D[u—x,u—a]

which proves the symmetry @ with respect to its opposite
diagonal. O

LEMMA 2. Let D[a, x1] = DJa, x2] = d for some keys
X1 # X2. ThenD[u — a,x3] = D[u—a,x2] = (U —
d) modr. In other words, if the keyg; and x> collide
under the functiorx — ((ax) modu) modr at address
d, then they also collide under the functian— (((u —
a)X) modu) modr at addresgu — d) modr.

Proof. From the assumption that the keysandxz collide
under the functiox — ((ax) modu) modr it follows that
((ax1) modu) modr = d and((ax2) modu) modr = d or
equivalently

ax .
axl—uLTlJ=|r+d (2)
ax .
vou[B]-ies @
forsomei, j = 0,1, 2,.... Subtracting these equations we

get
Ml—UL%J —axz+u L%J =@{-jr. @

Now assume that the kexs andx, donotcollide under the
functionx — (((u — a)x) modu) modr, that is

(((u —a)x1) modu) modr = dj,
(((u — a)x2) modu) modr = d,

for some addressel anddy, d1 # do. These equations can
be written as

—ax1 — U\‘

—ax
—axz—u{ u ZJ =Ir + do,

—axi1

J:kr+d1,

wherek,| =0, 1, 2,.... Using the formulag—x| = —[x]
and[x] = |x] + 1 we obtain

ax
—aX1+ULle+u=kr+dl, 5)

ax
—aX2+uLTZJ+uz|r+d2. (6)

Subtracting Equations (6) and (5), and using Equation (4)
we have

(i—pr=0-kr+d;—ds. (7)

Since|dy — di| < r, Equation (7) holds if and only if
d1 = d2, which proves that the keys andx, do collide
under the functiorx — (((u — a)x) modu) modr. From
Equations (2) and (5) it follows that

—ir—d+u=kr+dg
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or
u—d=(k—iy +di.

This means that the keys collide at addregs= (u —
d) modr. O

EXAMPLE 4. The address matri® for the functionx —
((ax) mod 11 mod 5 is shown in Figure 4. Note that the
matrix is symmetric with respect to both of its diagonals.
Consider the rows 3 and 12 3 = 8. In compliance
with Lemma 1 we haveD[3,1] = D[8, 10], D[3,2] =
D[8,9],...,D[3,10] = D[8,1]. These equalities hold
for any pair of rows(i,u — i). Consider a sample set of
keys, {2, 3,6, 7,8,9}. Figure 5 shows the distributions of
the keys in the hash table obtained by using the functions
with a = 3 anda = 8. It can be seen that the patterns
of these distributions are similar, i.e. the same keys collide
in both distributions, though at different hash addresses (cf.
Lemma 2).

Now we are prepared to present the algorithm for finding
QHFs:

forr :=[n/2] to 3ndo
fora:=1to(u—1)/2do
Empty the bucket8;,i =0,1,...,r —1;
Distribute the keys of the input
setS = {x1, X2, ..., Xn} over
the buckets using the function
hy : U — ((ax) modu) modr;
if maxp<i<r-1{|Bil} < 2then
{aandr are the parameters
of the sought QHF
return (success);
end if;
end for;
end for;
return (failure);

The algorithm taking the set of key& = {x1, X2, ..., Xn}

as input searches for the valuesndr of the QHF defined
by Equation (1). During the search the keys of the Set
are repeatedly distributed over the buckBtsi =0, 1, ...,

r — 1. For this purpose the functidn : U — ((ax) mod

u) modr is applied (the value af can be taken as a nearest
prime greater than the maximum key 8). Given a fixed
r,r € [[n/2],3n], a suitable multipliem from the range
[1, (u — 1)/2] is sought. As follows from Lemma 2, only
half of the possible multipliers need to be checked. The
QHF is found if a distribution has no buckets with more

than two keys and we shall now refer to that as a 2-element

distribution. Given a sef, the search is conducted for
increasing values af. Therefore, a QHF with a minimum

X
all 2 3 4 5 6 7 8 9 10
1112 2 3 4 0 1 2 3 4 O
212 4 1 3 0 1 3 0 1 4
3/13 1 4 1 4 2 0 2 0 3
414 3 1 0 4 2 1 0 3 2
5/0 0 4 4 3 3 2 2 1 1
6|11 1 2 2 3 3 4 4 0 O
712 3 01 2 4 0 1 3 4
83 0 2 0 2 4 1 4 1 3
914 1 0 3 1 0 3 1 4 2
100 4 3 2 1 0 4 3 2 1
FIGURE 4. Matrix D.
hash addresses
a=3|0 1 2 3 4
7 2 6 3
keys | 9 8
hash addresses
a=8|0 1 2 3 4
2 7 3 6
keys 9 8

FIGURE 5. Distributions of keys.

It is easily observed that the worst case time complexity
of the algorithm isO(nu). To speed up the algorithm we
may begin the search from:= 0.382u°%288 instead ofr :=
[n/2]. We found (using Theorem 1) that for that valuer of
a QHF exists for over 90% sets of random keys.

ExAMPLE 5. The algorithm described above was used
to find a QHF for the set of 107 keysS
{3,10,12, ...,2248 2249 2688 which arose in some prac-
tical application. A few primes greater than 2688 were
used to find the QHF with the smallest possible hash table.
Each run of the algorithm took a few seconds of computation
on a medium class workstation. The following QHF for the
hash table of size 166 was established:= (h1(x), h2(x)),
whereh;(x) = ((5635x) mod 2693 mod 83 andha(X) =
h1(x) + 83.

Now let us investigate how well the hash functibp :
U ((ax) modu) modr distributes the keys in the
universeU = {1, 2,..., u — 1} over the cells of the hash
table of size .

LEMMA 3.Letd, d € [0, m — 1], be an arbitrary index

size of the hash table is always found. The search is boundednto the hash table, and let, a € [1, (u — 1)/2], be a fixed

by the valuer = 3n, or by the size of the hash taljle | =

2r = 6n which corresponds to the memory requirement of
the FKS scheme. If for a given s8tthe algorithm does not
find a suitable within the rangg[n/2], 3n], one may use
the FKS scheme which is then more space efficient.

multiplier in the hash functiorh;. If m does not divide

u — 1, then the number of colliding keys in the universe
U at addressd equals eithery l[u—2/r] +21or

I/1 = |1 — 1. The number of addresses with colliding
keys equalgu — 1) modr. If r dividesu — 1, then the
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number of colliding keys is the same for dls and equals @

lp = (U—1)r. O 1 2 3 4 5 6
10 3 9 2 5 1 4

Proof. Let {x1,X2,...,X}, Xi € U, be the set of keys 13 6 12 15 8 11 7

colliding at address. It is easy to see that the keys satisfy 23 16 22 18 21 14 17

Equations (8) fod € [1,r — 1], and Equations (9) fat = 0 26 19 25 28 24 27 2(

(ax1) modu =d
(axp) modu =d +r (8) (b)
0 4 5 6 7 8
25 11 1 14 2 19 5 22 8
(@) modu =d+( -y 27 13 3 16 4 21 7 24 1(
20 15 28 18 6 23 9 26 12

(ax1) modu =r 17 30 20

(ax2) modu = 2r (9)

1 2 3

FIGURE 6. Sample distributions of keys.

(ax;) modu = Ir

) where
whered + (I — Dr <u—1andir <u — 1, respectively.

Case 1.d € [1,r — 1]. The inequality which holds in this q=1- [”"if( r )(ﬂ)a—u (r — (a — i)>ﬁ?’+2‘]
o —i

case can be rewritten as = 2 y+2
u—1-—d u-1
s ——+1 (10) /( 0 ) (13)
If r does not divides — 1, then we havel — 1 = r [(u — a = |n/2}, p = (u—-1/r,y = nmod 2andimax =
1)/r ] 4+ (u — 1) modr, which inserted into (10) gives mine,r —a —y).
B B B Proof. Let R, |R| = (“*1), be the family of all subsets of
I < rlu-b/ri+ -1 modr —d + 1 (12) keys f fixed) randomR/ chosen from the univelde Given
r the functionh; : U — ((ax) modu) modr, r > [n/2],
Clearly, for addresse$ e [1, (U — 1) modr ], the maximum each subset is uniquely distributed over the hash table.
(integer)| satisfying inequality (11) equals = [(u — According to Lemma 3, roughlg = (u—1)/r keys fromU

1/r] +1. Ifd > (u— 1) modr, then this value drops are placed by the functiom : U — ((ax) modu) modr,
tol] = [(u—1)/r] =11 — 1. If r dividesu — 1, then the for given a, at each cell of the hash table of size As

maximuml satisfying inequality (10) equals = (u—1)/r. mentioned before, for the QHF in form (1), the hash table

_ _ H of size 2 is divided into two equal parts. The QHF exists
Case 2.d = 0. Here Equations (9) hold witlh < u — 1, or if its h1(x) gives either a 1- or 2-element distribution of keys
| < (u—1)/r. Depending on whetherdividesu—1ornot,  from Sover the lower part of tablel . In the former case, all

we getl; = (u—1)/r andl} = [(u—1)/r |, respectivelyl] the keys fronSare placed in the lower part of takite, while
EXAMPLE 6. Figure 6a shows a sample distribution of the the upper partoH is empty. In the latter case, the excessive

keys from the universd = {1, 2, ..., 28} obtained byusing ~ keysinthe Iqwer part oH are ‘tra.nsferred.’ to its upper part

the hash functiox — ((5x) mod 29 mod 7. Sincen = 7 by the functionhz(x). The sum in Equation (13) counts a

dividesu — 1 = 28, the distribution has a ‘perfect shape’ number of 1- and 2-element distributions among(&fj”)

of a rectangle. Figure 6b depicts a distribution of keys in POssible distributions of the subsetsin Thus the fraction

the universd&) = {1, 2, ..., 30} obtained by using the hash in Equation (13) gives the probability of such a distribution

functionx > ((11x) mod 31 mod 9. This distribution has ~ €Xisting (and consequently a QHF) for the keys frSrand

a ‘typical shape’ for the case wharedoes not divides — 1. forthefunctiorh; : U — ((ax) modu) modr with fixeda.

The numbers of keys colliding at hash addresses in both The value ofg in Equation (13) determines the probability

distributions are in agreement with Lemma 3. that for fixeda the QHF does not exist. Sinde — 1)/2
of a’'s can be tried (cf. Lemma 2), the probability that a

We now present a QHF existence theorem. suitablea is found equal$) = 1 — qU~1/2, As to the sum
THEOREM1.LetS = {x1, X, ..., %a} be a set of keys in Equation (13), it counts the 1- and 2-element distributions

randomly chosen from the universe The probability of beginning with those containing a maximum number of pairs

there existing a QHF for S defined by Equation (1), with a ©f keys in the cells of the hash table = 0) and ending
fixedr > [n/2], equals with the distributions containing a minimum number of pairs

(i = imax. If imax = «, then the last term of the sum gives
p=1-—qlD/2 (12) the number of 1-element distributions. g
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1.0 TABLE 1. Experimental results of finding QHFs for random sets
0.97 u (M/Mave o
087 = 100 = 200 6007 294 063
0.7 4 7001 2.95 0.94
0.6 8009 322 074
9001 3.33 0.89
0.5 10,007 399  0.63
0.4 - 11,003 3.34 1.08
0.3 ] 12,007 3.04 0.92
13,007 3.51 0.87
0.2 14,009 3.54 0.94
0.1+ 15,013  3.60 1.03
0.0 T T T T T T T m
100 200 300 400 500
FIGURE 7. The probability of existing QHFs versus (m = 2r) However the values dim/n)max also increase. We found
for u = 503. that these values grow frofm/n)max = 1.65 foru = 101,
to (M/N)max = 6 foru = 15,013.
. In Table 1 the experimental results of finding QHFs for
n random sets of random size are shown. The columns of the
37 (m) =233 table denoteu, the size of the universe from which the keys
n /max were taken (the sizes of key sets were random numbers from
9 - /’\/\ the rangd1, (u — 1)/2]); (m/n)ave the average value of the
ratiom/n over 10 experiments;, the standard deviation of
m/n values.
1 —
0 ’ | | 1 n 6. CONCLUSIONS
0 50 100 150 200 250 We introduced the idea of quasi-perfect hashing and applied
it to solve the static dictionary problem. Our main
FIGURE 8. The ratiom/n versusn, for u = 503 andPr > 0.9. motivation was to minimize the amount of space needed to

build the hashing scheme. We showed that with probability
Pr > 0.9 this amount does not exce¢éh + O(1)) logu

bits, provided that the keys are taken from the universe of
size|U |max = 15x 10%. For such a bounded universe (which
often occurs in practical applications) the method of quasi-

the universd) = {1,2,...,502 (Figure 7). It can be seen  horfect hashing is superior to the FKS approach with regards
that for a givenn the probability increases sharply when ;, poih space and speed.

the size of the hash table reaches an appropriate value. For
example, the QHFs can be found for over 50% of random
sets of 200 keys if the size of the hash table equals 420.REFERENCES
o .
The rate of success exceeds 90% if that size equals 440. [1] Gonnet, G. H. and Baeza-Yates, R. (19943ndbook of

Figure 8 depict; Fhe ratio/n = 2rl/n_ versus, foru = 503 Algorithms and Data Structure\ddison-Wesley, Reading,
and the probabilityPr of there existing a QHF greater than MA.
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