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ABSTRACT

A hardwére pseudo—randqm number generator was
designed and implemented as an inexpensive*peripheral dévice
for a minicomputer. To obtainAacceptable.pseudojnoise |
statistics, the design was based on the linear. intercon-
nection of mﬁltiple shift registers, A 36-bit coniiguration
of six registers having six bits each was evaluated and a
list is given of all possible interconnection combinations
which result in maximal-length sequences.

| From‘the full.list 6f maximal—iengthjsequence
_combinations several were selected for statistical testing
of the resulting pseudo-random numbers. The results of
thése'tests are summarized, and a final hardware implementa-
tion was chosen whichrproduces'statisticallyrsatiéfactory,
uniformly distributed, 18fbit( pseudo—random numbgrs;

A complete logic design ‘is given fdr interfacing

the pseudo-random number generator to a PDP-9 minicomputer.
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CHAPTER 1
~ INTRODUCTION

Maﬁy of ﬁhe applications for moderﬁ digital com- -
puters depend upon the ready availébility-of randoﬁ numbers.
The response of very complex physical;or social systémsvto
“fhe alteration of various parameters may be studiéd-byi
application of the Monte Carlo method to a suitable computer
model. In some simulation and bptimization studies, the
search for an optimal set of paramefér values may bevcérried
out by simply trying a very large number of random combina-
‘tions and successively saving those sets which are superior
to the previous best set. The number of possible combina-
‘tions of parameter values rises dramatiéally as the number
of pérameters increases, and the Monte Carlo teéhnique
depends upon a large number of trials, so that iﬁiis only
the computational speed of fhe electronic digital computer
that allows such methods to be applied. Furthermore, since
_‘theltrial of all possible combinations ié not being con-
sidered,; the statistical interpretation of the results will
depend'upbn the statigtical p£0perties of the vélues which
are‘actually tried. If a Very large number of frial values
‘are to be used, it will be sufficient to know the statis-
ticai properties of the source set of which the.trial vaiues

1



constitﬁte a sample. From a‘practical standpoint for the
mathemafical analysis, a uniform random Variable.(having
identical probability of-taking any possibleﬁvalué bétween-
tWo”limits) is a suitablebch'oice° Other more specialized
applications of'digital computers, such as fliéht simulators,
may utilize random numbers directly to simulate natural |
phenbmena, such as‘wipd gusts, which'ﬁa:y in an unpredict;
able‘manner, In the event that uniformly distributed values
are not desired, there are algorithms available to transform
the values to a Gaussian distribution, or to other forms asi
needed. |

Even though nature provides random processes, sﬁch
as thermal molecular motion and radioactive decay, which |
might be tapped as a source of random values, it is quite
diffipult to control their Statistical proparties, 'wa such
random number generators have utilized this approach
,specifically forldigital computers (Belt 1969; RAND Corpora-
tion 1955) and no.doubt other examples exist. Analog |
"noise" generators to dévelqp a randomly varying voltage,
for use in analog computation and'in aommunications industry-
applications, are also available° Most digital computation
- employs softwafe~to generate deterﬁinistic sequences of
nuﬁbers satisfying thé essential statistical tests for
randomness (Shreider 1964),‘ The use of such pséﬁdo—random
numbers, instead of truly random ones, has one redeeming

feature——durihg the development and debugging of programs,
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and for comparison purposes, identical data may be provided
for each computer rﬁn°

The‘statistical quality of such pseudo-random
numbefs‘has been shown to be limited with regard to the
uniformity of distribution ofrstrinés of output numbers, aﬁd
the non-uniformity is more severe for shorter-word-length
compﬁters (é0veyou and MacPherson 1967). The sequence
length is also shorter for thevshorter—wordjlength computers
and may be as short as 65,535 numbers for thé 164bit ﬁini—
computers. The sequence length may;be extended and the
statistical quality improVed‘by performing thé generating
algorithm in mulﬁiprecision arithmetic,v This technique is
particularly unattractive for many minicomputer appliéations
'in reai-time interaction with laboratory experiments, or ini
real-time data or signal processing, for‘thé éxtra‘time |
required by the multiprecision operations will inevitablyr
degrade the effectiveness of the computer as an: element in
the control loop. 7 |

A hardware device for minicomputérs which would
genéraﬁe a very long sequence of pseudo—:andom numbers
without any software overhead is thﬁs a 1ogical‘developmrent°
The remainder of this paper will describe a projéét to - |

implement and evaluate such a device,



CHAPTER 2
BACKGROUND

An excellent choice for a hardware'devicevto generate
'pseu'do—random numbers employs a linear sequential circuit of
the type often called recursive s;hift—_register_.,' In this
method, a binary shift régister is sﬁpplied with an input
(0 or 1) produced from the sum, modulo-z, of certain selected
bits within the register. Of particular interest are fhe

maximal-length sequences, of périod 2n.—l

for an n-bit register,
which result when the bits selected for the feedback are
.properly chosen. Suchmaximal-length .sequence-s are usually

referréd to as m-sequences. The analytical study of m-sequences-:

(TausWOrthe 1965, Golomb 1967) has esfablished three
"fandomness" propertieslwhich are directly-applicable.to the
problem of pseudo-random number géneljation° These three
"randomness" properties apply to all-m—sequences: (L) in
each périOd of an m-sequence there will be 2n—l ones énd

| 2n_l;l.zeros; (2) in each period évery possible combination
of n consecutive bits, except n zeros, occurs’exéctly dnce,
ahd as a cohsequence haif thé ruﬁs (strings'of:identicél
bits) have length ij one quarter have length 2, etc., until:
there is one run of zeros of length n-1 and one run of ones

of length n; (3) the auto-correlation function over the full

4



sequence period is two-valued, as for example one formula-
tion (Korn 1966) gives the discrete auto-correlation

function as

2n-1
Ak =~ /=laiai+k
2n“1
which will be either -——— (for k = integer multiples of the
2n-2
period) or ----- (for all other values of k). Tausworthe
2-1

(1965) has further shown that binary numbers formed from
consecutive bits of an m-sequence have essentially the same
mean and variance as a uniform distribution with the
deviation from the uniform decreasing as the sequence length
increases. These theoretical results apply to the entire
period of an m-sequence while the usefulness of such a
sequence as a pseudo-random number source for a computer
depends upon not using its full 1length.

An additional property of a pseudo-random number
generator that is desirable is that it should produce
M-tuples having a binomially distributed weight, i.e., a
binomial distribution in the number of ones in a sequence of
M consecutive bits. If this property can be achieved, then
a random variable having very nearly a Gaussian distribution
may be produced by summing the bits in a suitably sized
M-tuple. Random variables having a Gaussian distribution

are frequently used in simulation studies. Some recent



research (Lindholm 1968, Jordan and Wood 1973) has indicated
that the M-tuple weight distribution is dependent upon the
structure of the recurrence relation for the sequence and
not just the fact that it is maximal-length. In particular,
it is shown that a skewed weight distribution results when
only a few bits are involved in the feedback sum. The
theoretical tests derived by Lindholm will be applied below
to ensure a nearly binomial M-tuple weight distribution for

the implementation of this project.

Theoretical Discussion
A general expression for the recursive definition of
a shift register of the type being discussed is given by the
value of the kth bit
n

X, = E Cc X . (modulo 2)
k i=i 1 kx'1

where n is the number of bits in the register, the X*_ * are
the individual bit wvalues, and the n values of the C\ are

either 0 or 1. This recursive relation may be discussed in

terms of a polynomial function of the form
£(X) = 2c.x’ (modulo 2)
i=0 1

where Co =nC =1 and the rest of the C.i are 0 or 1. With
the proper values of the coefficients, C, filled in and the

limit, n, determined by the number of bits in the shift



register this expressiohvbecomes the characteristic poly-
nomial, It is a necessary and sufficient condition for the
sequence generated by the correspondihg shift regisfer
arrangement to bé a maximal-length sequence if the charac-
teristic polynomial is primitive, ioe,,'thé_p01yn¢mial has.
‘no factors of degree less thén n and the smallest positive
integer, p, for which f (X) divides_l—Xp is 2"-1 (Golomb
1967) . | |

When several shift registers are interconnected it
will be necessary to derive: the characteristic polynomial
- from the parameters of the implementation, i.e,, the indi-
vidual register lengths and the specific interconnections
that have been made. If, for example, the recursion rela-

tion for each register is

(i) _ (1) (3)
SR S

i.e., the input to the ith register is the sum (modulo 2) of
the the gth bit of that register and the dth bit of another
d ’,

register, the delay operator, D, defined by D Xu = Xu—d'
: . M

may be introduced and the expression becomes

(1) _ 9y (1) d. (3)
X, o = DT 4 DXyt

Thus, a set of simultaneous equations (one equation for each'
shift register) are defined whose system determinant is the

characteristic polynomial in the'delay operatof_which then



leads directly to the characteristic polynomial representing
the combined shift registers.

One of the statistical tests which can be applied to
pseudo-random numbers (or the bits of an m-sequence) is the
measurement of the moments of the distribution of weights of
M-tuples from the given sequence. The weights are defined
as the number of ones within M consecutive bits of the
sequence. The distribution is essentially binomial with
only a slight aberration introduced by the absence of the
string of zeros of length equal to, or greater than, n (the
length of the shift register). Analytical work has shown
(Lindholm 1968) that the first and second moments of this
distribution depend only upon M and N (the subsequence
length and the m-sequence length, respectively, where N is
2n-1) but that the third and higher moments are affected by
the characteristic polynomial. Thus, skewed distributions
in this test can be avoided by discarding those character-
istic polynomials which theory indicates will have an
excessive third moment. The general expression for the

third central moment is

s3 = m! + 3, N+1 { *3 } + 3m2 (N+1-M)

c N N i=1 N2

where M is the length of the subsequence, N is the length of
the m-sequence, and B* is the number of trinomials of degree

less than M that are divisible by the characteristic



polynomial, f(Xl,.and di are their degrees, Fcr:practical
cases,'where M is greater than the length of the’shift |
register yet much shorter than the full m-sequence, the
first and last terms of the equation are negligible and the

third central moment is determined by the low degree tri-

- nomials. -

Lindholm (1968) has also provided an algorithm to

search for trinomials that are divisible by £(X). It is
shown that any trinomial of the form g(X) =1 + Xd_c + Xd
will have a factor, f£(X), if, and only if, the (n-1l)-tuples

l)"and (a ooy A l) are

(agyqr @gypr =oev gy a+1’ 22’ d+n-

identical, assuming that a_ = 1 and a; through a _; = 0.

This search can be carried out to any desired degree to

provide an estimate of the third moment value.

Implementation Decisions

A recent repoft (Huxrd 1972) describes a novel
method of interconnecting several shift registers to simul-
taneously produce widely spaced phase shifts of‘a maximal—
length sequence. It seemed appropriate as a development
project to apply this method to a specific realization,:
tailored torminicompﬁter characteristics and requirements;.
and to determine whether the pseudo-random nﬁmbers thus
generated Were indeed statistically acceptable, Other con-
straints were imposed (see Table.l)lmostly bf practical

considerations.



Table 1.

10

Design Constraints

1. Digital computer
2. Word size

3., I/0 method

4, Controls

5. Sequence length
6., Logic family

7. Speed

DEC PDP-9

18 bits

single word parallel transfer via
standard I/O bus on computer '

command

separate reset, advance, and read
commands :

at least 230 words
TTL 7400 series

next word within 5 microseconds.

There are a relatively small number of distinct

shift register types available in TTL integrated circuit

form which may be considered for use in this device. - The

most commonly used ones have lengths of 4, 5, or 8 bits, but

of course, other lengths may be readily madé.by uSing these

" shift eegisters and individual flip-flops in various combi-

nations. A preliminary logic design was worked out which

provided 36 bits total in 6 separate registers, each of

which consists of one 5 bit standard shift register and one

' flip-flop. The individual flip-flop is not used simply to

extend the shift register by one bit, but is a necessary

part of the desigﬁ since the implementation requires the

last bit of each register to toggle, i.e., to complement
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itself whenever a logical onévis "shifted" into it. The |
resqlting 6 by 6 array of bits has no partiéular signifi—v
cance but resulted naturally from. the inclination to avoid
- the extremes (either tob ﬁany registers of short length or
too few registers of léng length) énd-for thé computer word
size (18 bits) to be a multiple of the numberrof registefs,
The option to change'this design decision was retained
through several phases ofAsimulation and the application’of
theoretical tests but after passing.all tests this con-
figuration was adopted for the"actual hardware construction.

A somewhat generalized representation'of the logic
of one shift regiéter (6 bits long) is shown in Figure 1 and
itrcan be seen that the parameter, d, is yet to be chosen
:for each of the six shift registers. The recursion relation
for évregistervin terms of the delay operator, D, may be

written as

where the subscripts, i-2 and i-1l, are taken modulo 6. 'Thé
set of six simultaneous-equationslis.shown in matrix form_in
Figure 2. The reéulting'characteristic equation (from which
the characterisfic polynomial for‘the'corresponding shift
register is taken directly) is,shown‘in Figure 3. The
circular symmetry of the shift registef iﬁterconnectioﬁs

makes the cyclical permutations indistinguishable for a
f
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Figure 1. General 6-bit Register
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Figure 2. Delay Operator Equations
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5 d; 6 -417 d
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WHERE d, (FOR i=0 1,2,3,4,5) ARE THE INTERCONNECTION PARAMETERS

Figure 3. Characteristic Equation
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given set of "4" parameters; thﬁs,,there are only about 2600
distinct sets of "dﬁ parameters»possible with the six—
register arrangement.- - Figure 4 shows the interconnection
pattern, and the resulting symmetry, along with the assign~
ment-of the "4a" parameters, 4A computer program was written
to search exhaustively through all permutations of tnese
parameters to produce a list_of those combinations naving
primitive characteristic polynomials, i.e., those combina—
tions which would produce a maximal—length sequence. The
program iterates throughvthreevphases; (1) generates the
next set of parameters, skipping oVer cyclical permutations
of previously tested sets; (2) calculates the characteristic
polynomial for the parameter set;'and_(B) tests the poly-
nomial to determine whether it is primitive, Initially,
the entire program was written in FORTRAN, but subsequently
the heavily used portions of the program'were replaced with
_assembly language subroutines to improveythe computation
speed. The completevlist of 85 parameter sets, and the
corresponding characteristic polynomials, are given in
‘Appendix A, Close inspection cf that list will reveal that
any set of parameters taken in reverse order will oroduce
the same polynomial. ‘For example, thegparameter‘set 223343
taken in reverse order is 343322, which cyclically permutes
to 223433, and both produce the same polynomial. A few
cases, suchlaS'lll353, are tnemselves symmetrical forward”

and backward and so do not appear in both forms) thus the
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Figure 4.
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listing-actually contains 45 different primitive polynomials
(each giving a maximal—leﬁgth sequence) which may'bé
implemented in the proposed six register arrangement by an
apprdpriate choice of the register intérconnec;tions° " The
greatest number of non-zero terms in any of the polynomials
is 23, and there are five parameter sets giving that number.,
These five were»selected fqr further study, with the ihten—
tion of evaluating all of them in the actual.hardware before
making a final implementation decision.

A computer program was.written to determine whether
a given polynomial, f(X), is a féctor.of any higher degree
polynomiais of trinomial form. The motivétion for £his
search and the metﬁod used were discussed in greater:detail
ébove° The main program is in FORTRAN and one assembly
language subroutiné ié provided to perform the bit-by-bit
‘cbmpariéon'of two strings stored in array fOrm° The five
characteristic polynomials being considered werebtested by
this program and in all cases there were no higher degree
trinomiéls found of any degree less than 40001(which,was

“the limit of the program search).



CHAPTER 3
'1OGIC DESIGN

Shift Registers

The hardware implementation is based on the inter-
connectioﬁ'of six individual shift'registers of six bits
eaqh, In order to produce a pseudo—random nﬁmber'of'lB-bit
. length the six shift registers‘will be cloqkéd;(shifted).
‘three times and the.séquentially Outputrbits saved in flip—
flops for subsequent transfer to the computer. A schematic
representation of one shift register is shown in Figure 5
and its operation will be described here. It may also be
compéred with Figure 1 of the previous chapterg’ A full set
of schematié diagrams are included in Appendix C.

Thé input to the shift register is produced by the
XOR (exclusive or)‘gate'Which has two inputs, one'from-X6 of
the prededing'shift registér, and the other from a selected
bit, X, through X, of the second preceding shift register,
as determined by the dorresponding interconnection parameter.
With each pulse on the "clock" lihe the bits of-the shift

régister move one position (X4_to X etc,) and thé'input

57
bit is set into Xl. A separate signal clock, but syn¥
chronized with this one, is supplied to the invertef}'l?,

and in turn clocks the three flip-flops,'XG, X7,:and'x8°

18
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rC CLEAR

12

Figure 5. Individual Shift Register
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Flip-flop X6’ with both J and K inputs driven by the outpuﬁ
from X5 of thevshift register, performs the toggle function

described previously and is the logic point at which a
binary m-sequence will appear. .X7,aner8

a shift register to save the two previous bits of the m-

are connected as

sequence produced at X A signal into the inverter, 11,

6°
will clear the shift register and the three flip—flops,_

.The five~-bit shift register is provided with a pfeset input
which would allow initialization of.the_contenté of the.
shift register to any othér-state.besideé the zero condition,
howevef, there was no need to usé this féature in the present
design. The logic signals to‘clear.and:clock these circuits
are.generated in a control logic»section and;distributed to
all six of the shift register sections. The inverters'Il

and I2 are necessary to comply with the fan~out and fan-in
requirements of the TTL.logic-gates being used (Texas

-Instruments, Inc. 1972).

Control Ldgic _

Thé major function of the control logic-éection'ié
the generatioﬁ'of clock pulses to be used for shifting the
six indiv.idual'registers° Three clock pulses are required;
thus, a four-state sequential circuit is provided to count
the clock pu’lseé° The Sequential circuit remains iﬁ an

idle, or reset, state until operation'is initiated by a
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computer command, and if then generates three clock pulses
and reverts back to the idle state,‘ , |
' . t

The oscillator frequency used to.generate the.Shift
clock pulses is‘net-a critical parameter. It must be less
thaﬁ'the specified maximum clock frequency fer the‘integrated
cireuit shift registers (10 MHz in this design) and it must
_be fést.enough to produce four cycles within the desired
maximum time interval between successive 18-bit pseudo-
random numbere, This project design utilized,an 8.625 MHz
crystal oscillator which makes succeesive i8—bit numbers
available in less than 500 nanoseconds,v-At this speed there
'afe no restrictions in programming. the PDP-9,‘and other
minicomputers would be similarly unrestricted in program
controiled I/0 operations.

The following description of the operation of the
coﬁtrol logic‘section refers to the schematic designations
appearing in Appendix C and conforms to £he notational con-
ventions described there. o

Three control signels from- the digital computer
(through fhe interface logic descfibed beloW),initiate all
operations of the shift registers} A "clear" signal is
?roduced at Nl1.11 by the presence of PWR. CLR. =VO at
input N1.13 or by the piesence ofeIOPl =1 at_inpﬁt I4.5 A 
and this "clear"™ signal is distributed to one gate and six
'inverters,toiprevide sufficient fan—out to clear all the

shift registers and all flip-flops in the pseudo~random
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number generator. The control signal IOP4 at input'I4,l i
initiates'the,geheration of the neét pseudo—random numbgr by
setting flip-flop F11.3. 'This is an unconditionai operation,
since the J input is "1" and the K input is "0." The |
resulting "1" at F10.8 enableé the two-bit binary counter,
F10, and it advances through the'four‘pOSSible.states |
séquéntially with each clock pulse at input F10.9. (Thé
clock pulses for this counter come from é continﬁqusly
running -oscillator formed with three inverters of the I3
circuit, the final output being-ﬁaken from 13.6.) When-both
bits of the counter,,FlO, aré'"l" the gaﬁe'NlDS produces a
signal whiéh clears the Fl1l.3 flip-flop and the counter is}
then disabled affer'it reaches the cleared state. - The gate
Nl.3 decodes the state‘of the counter and produces av"lﬁ fdr
the three non-cleared states and>a "o" for thé cleared
state. This signal is applied to input Nl,4'where it is
"ANDed" with the continuous clock to selectively allow three
clock pulses to pass through the gate to N1.6 for each full;'
éycle of the counter. These three clock pulses‘are buffered
.thrdugh injerter I3.12, and then six individual inverters
for the clocking of each shift register to produce the next
‘pseudo~random number; Of course, after three shift clocks
the four-state counter is back in the cleared staﬁe and is
disabled from further counting by the "0" state of flip~-flop .
Fl1l.3, so thatuﬁhe control logic remains in this idle condi—

tion until the next command from the computer is received.



Computer Interface

The remaining portion of the;logic required for this
pseudo-random number generator proyides"the interface to_the
digital computer° The discussion here is applicable to the
DEC PDP-9 speéific characteristics (Digital-Equipment
Corporation 1968) while thé preceding paragraphs conéerned'
only the TTL portion of the generator which would'remaih un;
changed and could be adapted to any minicomputer, withvé
word size of 18 bits or less, through an appropriate inter-.
face. The function of the interface is'td'translate logic
vbltages and circuit impedances and. to proVide decoding of
computer commands directed to thé-device "on the other side"
of the interface. For this purpose DEC sefies M logic
modules were selected, which have been designed specifically‘
for this purpose (Digital Equipment Corporation'l97l)° vThe
bésic PDP-9 I/0 structure consists of an 18 bit bi- |
directional data bus and a sét of 17 uni—diréctional address
ahd control lines. |

-From the PDP-9 a set of six address bits (and two
auxiliary device-select bits not used in this caée).are
distributed to all peripheral devices, Each peripheral
device will be assigned a_uniéﬁe device number and whenvthis
number appears on the address-lines a gate is enabled in the
interface and the attached device is said‘to.be "selected."
Three fiming signals (IOPl1, IOP2, and IOP4) are also dis-

. tributed to all peripheral devices bﬁt normally they are
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"ANbedf in the interface with the "device selected" Signal
so that only one device af a time receiveé these éignals,‘A
When combinations of these three»tiﬁing signals are in-
'sufficient.to convey the set of_commandé required bf tﬁe
peripheral device, the bi—directional data bﬁs is used to
prbvide the additionalvbits of information. In. the present
instance, - the Pseudo—random number generator needs only
three commands so that the data bus is not used for oﬁtput
from the computer. The.three commands implemented in this
" interface are: (1) IOPl--Reset--to clear all control logic
and to set the_shift registers to- their initial.condition,
i.e., all zero except one bit; (2) IOP2-—Read——£ransfers
the present contents of the pseudo-random number generator
output registers to the PDP-9 I/0O bus and signals the
computer to read these data into the accumulator; (3) IOP4--
Advance--~initiates the generation_of'the nextAnumberf The
-SeparatiOn of the "read" and "advance" commands is not
absolutely necessary and in most programs the two commands
are issued by the same program instructioh; however, some
diagnostic (tfduble—shooting) procedures are sim?iified‘if
the data being transferred from the peripheral device can
be held constant.

A DEC M103 logic module - (Device Selector) provides
the address decoding and the voltage lével conversion and
the same module -also contains lével converters for the IOP

timing pulses. Two DEC M632 and one M633 logic modules
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(Bus Drivers) provide the voltage levél conﬁersionifor the
18 data bits ahd one control line from»the TTL logic £o>
.the computer.

The TTL integrated circuit shift registeré and
control logic were fabricated on a DEC type W94l wire
.wrappable module which will accommodate 25 inteérated‘
‘circuit packages; . The design implemented in thié'project
required 24 I.C. packages and the 25th space was used: for
.mounting the crystal and resistors used in the clock oscil-
lator circuit.
| The power requirements for this'device are very .
modest. A +5 Volt supply at 1.1 amps is required for the
TTL logic and the four interfade cards. A =15 volt supply
at 0.5 amps is required for the four interface cards and for

the I/0 cable terminators.



CHAPTER 4
STATISTICAL TESTS

The only.practical way to establish tﬁe aéceptability
of é pseudo-random number generator is to perform a series
of statistical tests on samples produced by the geﬁeratof.v
TheSeftests are based on a comparison of observed”resulfsﬁ
with theoretically estimated_valﬁes which would be expected -
.to ocdur,if the samples had been produced by a truly randoﬁ.
soﬁrce° ~In most cases a hypothesis'teSt is performed, based
on a calculated test statistic and a given sighificance
level. Every result is, of course,‘a random event and even
a successful test only tells us that the pseudo-random
numbers are "probably" indistinguishable from true random
numbers. In the end, ﬁhe user must be responsible for
establishing the criteria for randomness anaudetermining the
éuitability of a pseudo—randomvnumber generator for a -
.specific\application; obviously some applications will be
more demanding. than others. - The tests ﬁo be desbribed in
the following paragraphs were intended to establish the
acceptability of the hardware pseudo—raﬁdom number generator
for general—purpoée use. The results of'these tests are
éummariZed in Table 2. Useful lists of statistical tests
have been published (Knuth 1969, Jansson 1966) intended for

26



Table 2. Statistical Test Summary

27

Test Theory A - B C D E

Frequency . , '

above 0.05 20 20 16 21 14 22
Frequency , )

below. 0.95 20 - 18 28 17. 21 28
Independence : ’ 7

above 0.05 112.5 133 119 116 104 114
Independence a

below 0.95 112.5 125 100 118 96 140
Weight

above 0.05 20 17 21 16 24 24
Weight . a

below 0.95 20 24 10 18 18 18
‘Runs C

above 0.05 5 5 3 5 7 3
Sum of-

|deviation] -

from theory - ' 42 42 19 38 45

Shift-register interconnect parameterss;

A - 113145
B - 113415
C - 113453
D - 133244
E. - 234334
a

Indicates excessive deviation from expected value.



28
pseudo-random number testing, and the tests applied here
were drawn from those works and from the comments of other

authors cited in the references.

Frequency Distribution

The 18-bit pseudo-random numbers were first tested
for uniform distribution. The full range (all possible
combinations of 18 bits) was divided into 32 equal class
intervals, and frequency counts for each interval were
determined for a sample of 8192 numbers. The best number of
intervals for this sample size would be 35 (Mann and Wald
1942) but choosing a power of 2 makes the sorting program
more efficient and no great harm should result as long as
the number of actual intervals is reasonably close to the
theoretical best wvalue. A chi-square statistic was then
computed as the sum

, 32 (R.-X)2

X = ill1 -

where each is the observed frequency count in each class
interval and X is the expected value for a uniformly dis-
tributed variable, i.e., the number of samples divided by
the number of intervals. The result of this summation was
compared to the tabulated limits corresponding to the 5%

and 95% significance levels with 31 degrees of freedom.

This test was repeated 100 times and the results, along with

the results of the other statistical tests, are given in
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Appendix B. The frequency distributions in two, three, and

four dimensions were determihedvby similar tests performed
 for pairs, triples, and quadruples of numbers. The 2—'
dimensional'test.used an 8 X 8 array of regions; the 3-
‘dimensional test used a 4 x 4 x 4 array; and the 4-
dimensional test used a 4 x 4 x 4.x 4 array. - In the 4-
dimensional case, there are a total of 256 regions (4‘4 class
interﬁals) in which frequency counts are made, and this sub-
-stantially exceeds the "best" number.indieated above;
however, the alternetive of using 34 regions is dnattreetive
(218 is not divisible by 3; thus the resulting regions are
not quite of equal size), and 24 regions is prbbably too
" few, since only the most significant bit of each sample is
then required to sort it into 2 regions. _The'resﬁlts of the
2- and 3-dimensional tests are compared to chi-square
tabulated values for 63 degrees of freedom, apd the 4-

dimensional test results are compared to values for 255

degrees of freedom. None of the five implementations being

evaluated showed any significant deviation from the expected

uniform distribution.

Statistical Independence
of Bit Pairs

- The individual bits of the pseudo-random number were

next tested for statistical independence. This test is

1»based on the calculation of a contingency-table statistic:

(Korn and Korn 1968)
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| N 2
N - (NpoN3g = Npi¥Npo)
(Nog+Ngp) (NygPNyp) (Ngg#Nyg) (Ngy#8p4)

nf2 =

where N is the number of samples and the Nij are the number
of occurrences of the combination i and j in the pair of
bits being tested (i and j, of course, must be 0 or 1).

- The hypothesis of sﬁatistical independence may then be

‘accepted if nf2 does not exceed the chi-square value for one

degree of freedom at the_deéired level of significance.

Thé comparisonélwere made at the 5% and 95% levéls; All the
153 pdssible bit pairs wiﬁhin the 18-bit number were
evaluated for statistical»independénce, using a sample Size~

- of l0,000rnumbers,.>Similar'tests were performed'£0r~each

bit of a word and the'correSponding bit of a subsegquent word
over an interval of 1, 2, 3, and 4 woxds. Theée'tests wére
‘repeated 10 times. One of the shift-register-interconnection
- implementations being evaluated:deviatéd below the 95% sig-
nificance level by an excessive améunt‘and is, therefore,

considered not acceptable (see Table 2).

Weight Distribution

The weight,diétribution of the pseudo-random numbers

- was compared with a binomial;distributiOQ‘(weight'meaning
thé.numbér of ones in the binary representation of the
'number)a For applications involving the generation of a

random variable with Gaussian distribution, through addition
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or filtering of pseudo-random bits, it is important to have
a binomial distribution. The distribution of weights in a
sample of 10,000 numbers was determined and a chi-square

statistic was calculated as the sum

, 18 (R.-X.)2
X = .5 X |
i=0 i
where are the observed occurrences of each weight and

is the expected value, assuming a binomial distribution.
The low and high ends of the distribution categories were
lumped together, as required, so that no category had an
expected occurrence of fewer than 5. This minimum value has
been suggested as a general rule of thumb when applying the
chi-square test. The chi-square value was compared with the
tabulated values at the 5% and 95% significance level for
the appropriate number of degrees of freedom, viz. with
10,000 samples the weights of 0, 1, and 2 will be combined
(and also weights of 16, 17, and 18) giving 14 degrees of
freedom. This test was performed 100 times and similar
tests were performed over M-tuples of 36, 54, and 72 bits
length. One of the shift-register implementations had an
excessive deviation in this test.

An additional calculation was made on the observed
weight distribution to check the third central moment, which
indicates skewness. For this purpose, the first three

values of v. were calculated from the formula for the kth
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moment about A

v, = B (X.—A)k/n
K i=1 1

where A was taken as the mid-point of the distribution
range. The third central moment is then directly calculated

from

y3 = v3-3vliv2+2v”® .

The highest (magnitude) value of was printed by the
program and the relatively small values found by this test
confirm the indication of the chi-square test that there is

no significant deviation from a binomial weight distribution

Run Analysis
Successive pseudo-random numbers interpreted as a
continuing string of binary bits were analyzed for runs.
(A "run" of length m is a series of m identical bits.) A
sample length of 180,000 bits was used, and the test pro-
cedure (Miller and Freund 1965) was carried out as follows:

First, a y value is calculated as

where n* and n* are the number of bits equal to 0 and 1,

respectively. Second, a a value is calculated as
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o w f T T ATEEEE s
(n0+nl) (nO+nl-1)

with I and as defined above. Third, the test statistic
7 _ U-y
zZ" a
where U is the total number of runs, is calculated and
compared to the tabulated wvalue for a normal distribution
function at the 5% level of significance. This test was
performed 100 times. Three of the implementations had a
marginal deviation but not sufficient to make them un-
acceptable on the basis of this test alone.
The results of the above tests for each of the five
different shift register configurations are assembled in
Appendix B. The total number of each test which exceeded

the 5% and 95% significance level are shown in Table 2.

Visual CRT Displays
Three additional tests were performed which do not
have quite as formal a statistical interpretation but are,
nevertheless, very powerful in the detection of non-random
properties in pseudo-random number sequences. In each case
the essential feature is the display of pictorial informa-
tion on a graphical CRT and the presence of an intelligent

observer who 1is '"programmed" to look for patterns.
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In the first test, a frequency distribution was

- calculated with 256 class intervals and the cumulative sums

displayed throughout the program execution. This procedure

may reveal significant deviations from the expected uniform
dlstrlbutlon Wthh are either too locallzed or too short in
duration to be detected by the more conventional statistical

test described previously.

In the second test, an auto correlation function for

a sequence of 18-bit pseudo-random numbers over delay

intervals ranging from zero to 255 numbers was calculated

and displayed. The zero delay correlation, of course, hes
the maximum possible value and serves as a referernce for
compariSons to the rest of the points. This procedure
should reveal any periodicities of the pseudo-random number
generator which are shorter than 255 numbers in lenéth°

In the third test, successive pairs of pseudo-random

numbers are plotted with one number providing’the X-axis

value and the other providihg the Y-axis value. As an added

option the program may be directed to display only those
pairs which immediately follow a "kefword,“ i.e., a number
occurring in sequence which has a value between specified
limits. This procedure may reveal non-random patterns and,
in fect, this test was .the basishforfthe rejection of two of
the five shift register configurations being evaluated.

- The anaiysis of the statistical tests hae resulted

in the rejection of three of the five implementations.
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Configuration B was rejected on the basis of the weight
distribution test. Configurations D and E_were rejected on
the basis of a distinct pattern (defiﬁiteiy hon;randomf in
" the third CRT wvisual test and,E aloo gave unacceptable
results in the statistical independence test. Thevtwo
remaining configurations pasSed all of these tests but
configuration C was selected for the final implementation in
this project on the basis of a smaller total de&iation;(for

all tests) from the theoretically expected values.



CHAPTER 5.
CONCLUSIONS

?he pseudo—random number'generator developed in this
project_has been shown to produce nﬁmbers.which are statis-
tically acceptable for general purpose usé on the basis §f
the listed randomness tests. Tested against the hypotheéis
that the numbers are dréwn from a set of uniformlyvdis—
tributed random numbers there was no eyidence to reject the
hYpothesis at the 5% significance level. The present
development of the theory of shift register generated binary
m-sequences does not prévide sufficient guidance té allow
the selection of shift-register configurations which will
guarahtee statistically satisfactory performance. 1Even in
the five cases evaluated in this project there were some
.which werersatisfacﬁory and some,which,were not.

A natural extension of the work of this project
would be.the empirical evaluatioﬁ of all the 45 primitivé
éolynomials‘available in this hardWare éonfiguration to see
if there is any distinction between fhose that produce
acceptable pseudo—randomfsequenées andrthose”that do not..
Further empirical studies of this'type may provide clues to
assist the development of theory in this area, and the |

36



accumulation of empirical data provides the basis for

‘testing~new theoretical hypothesésh
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APPENDIX ‘A
LISTING OF M-SEQUENCE INTERCONNECTIONS

The'tabulaﬁion on the followihg pages contains all
of the.interconnection configurations that will‘produce m-
 sequences. in column one is the set of six "d" parameters
Which specify the interconnections between-shift registérs,
In golumn two is the resulting characﬁeristic polynomial
with the least significant coefficients at the'léft° In
column three is the number of non—iero cdefficients in the

polynomial.,
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REG . TAPS

111125
111152
111353
111354
111453
112334
112354
112525
113145
113245
1132 54
113335
113415
113453
113525
113543
114332
114344
114434
114523
114532
115143
115252
1152 53
115333
115413
115423
121243
121342
121515
122415
122533
123525
124535
124542
125343
125554
131425
131444
131524
132353
13251 4
1332 44
133522
134344
134352
135323
135535

PRIMITIVE POLYNOMIAL (LSB FIRST)

1010000111100010010100100010110100001
1010000111100010010100100010110100001
10101 01 0000000 001000100001 01 01 0100001
1010101111111101010001110100101100001
1010101111111101010001110100101100001
1010100000000001 1000131 1001 0001 000001
10101 01 000000001 1101 1100001 1001 100001
10101 11101 0001 0001000011001 00000 00001
1010101111111111110001011100101100001
1010101000000000000010001211001100001
1010101100000001010111011011001100001
10101011000000010010001000 01000100001
1010111101111011111110101000101100001
1010101011111111011011101000111100001
101 01 000101 11 101 111 10001 1001 110000001
1010101011111111011011 1010001 11120001
10101000000000011000101100102Z21000001
1010101011111111010001000001111000001
1010101011111111010001000001111000001
1010101100000001010111011011001100001
1010101000000001110111000011001100001
1010111101111011111110101000101 100021
10101111010001000100001100100002 00001
101 010001011 1101 11110001 1001 110000001
1010101100000001021000100201000100001
1010101111111111110001011100101100001
1010101000000000000010001211001100 001
10101001 11111010010000100001 111000001
1010100111111010010000100001111000001
1011 11 T101 0010 001 10001 1001 01 100000001
10100000101101 11010001 10010011 1100001
101010001 000001 110001001 1101 0101 0OOO1
101010001010001 1111101 10.01 1001 0000001
1010101010100000000101111010011000001
1010101000000000100010 000101010100001
10101 010100000 0001 0010-0000 110111 00001
10101 010000020000000000011 1I11 1100001
101 00000101010020001 0101 1T11001100001
1010100010111111201011001201111000001
1010000010101000000101011111001100001
1010101011111110100100001110100100001
1010000010101000101111111111001100001
1010101011111110111011110111100000001
1010100010000011100010211101010100001
1010101001 11111100101 1100001 101000001
1010101010000000010010002011011100001
1010101011111110100100001110100100201
1010101001010000111100000111110100021
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15
15
11
21
21
11
15
13
23
11
17
11
23
23
19
23
11
19
19
17
15
23
13
19
11
23
11
17
17
17
17
15
17
15
11
13
13
I5
19
15
19
19
23
15
19
13
19
17



141523
142215
143225
144233
144343
144535
145552
152234
152532
153542
153544
153553
154545
223343
223433
22 4354
22 4534
23332 4
2342 55
234334
2344 55
243255
243343
243425
243455
24 5355
245554
255354
255434
2554 43
343455
343554
34 4345
344354
34 5555
353545
355554

SEARCH COMPLETE,

1010000010101000101111111111001100001
1010000010110111010001100100111100001
1010100010111101110001001000101100001
101010101 11111101 1101 11101 11100000001
1010101001111111001011100001101000001
1010101010101000010000101000110000001
1010101000000000000000001111111100001
1010100010111101110001001000101100001
1010100010100011111101100110010000001
1010101010100000000101111010011000001
1010101010101000010000101000110000001
1010101001010000111100000111110100 001
1010101001010100011111000101111100001
1010101011111111010001000001111000001
1010101011111111010001000001111000001
1010101001000000010101110111000100 001
1010101001000000010101110111000100001
1010101 10111 111001 1011100001111000001
1010101000111111001010110100111000001
1010101001111111101011101111110000001
1010101000011111111001010010100000001
101 01010001 1111100101 01101 001 11000001
1010101001111111101011101111110000001
1010101101010001110100101011000100001
1010101000101 11112101010101 0100000 001
1010101000000000010111010001120100001
1010101000001111111010111101100000001
1010101000000000010111010201100100001
1010101000101 111101 01010121 0100000001
10101010000111111110010100101000 00001
1010101000010000001001111110101000001
1010101000210000001001111110101002001
1010101000011111110110101101101100001
1010101000011111110110101101101100001
1010101000000111111101101110101101001
1010101000101011111100000011101000001
1010101000000111111101101110101101001

2635 PATTERNS CHECKED.
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17
23 ¢
19
13
13
17
17
15
13
17
19
19
19
15
15
21
19
23
17
19
23
17
17
13
19
13
17
17
15
15
21
21
21
17
21



APPENDIX B
TEST PROGRAM COMPUTER OUTPUT

The following five pages ére copies of the computer
output for each of the interconnection configurations that
were evaluaﬁed in hardware form.

The bit correlation program (aétually a hypothesis
test for statistical independence) has printed,runder éero
word interval, the results of all Ehe 153 bit pairs within
one word; in the non-zero intervals 18 bit pairs were:
evaluated.

The weight distributioh program has output thé
highest (magnifude) value of the third central moment. Thé_
relatively small values found were as expected from

theoretical considerations.
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SHIFT REGISTER STATISTICAL TEST SUMMARY

FEEDBACK TAPS AT POSITIONS 1,1,3,1,4,5

N-DIMENSIONAL CLASS INTERVAL FREQUENCY DISTRIBUTION:
100 TESTS PERFORMED WITH 8192 SAMPLES PER TEST.

DIMENSIONS BELOW 0.95 ABOVE 0.05
1 4 3
2 7 6
3 3 6
4 4 5

BIT CORRELATIONS:
10 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

WORD INTERVAL BELOW 0.95 ABOVE 0.05
0 71 86
1 8 8
2 3 10
3 5 10
4 13 5

N-TUPLE BINOMIAL WEIGHT DISTRIBUTION:
100 TESTS PERFORMED WITH 10000 SAMPLES PER TEST .

LENGTH BELOW 0.95 ABOVE 0.05 MAX. 3RD MOMENT
18 4 3 0.4849
36 8 4 1.3159
54 7 7 -2 .7279
72 5 3 4.2373
RUN TEST:

100 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

5 OUTSIDE 0.05 LIMIT
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SHIFT REGISTER STATISTICAL TEST SUMMARY

FEEDBACK TAPS AT POSITIONS 1,1,3,4,1,5

N-DIMENSIONAL CLASS INTERVAL FREQUENCY DISTRIBUTION:
100 TESTS PERFORMED WITH 8192 SAMPLES PER TEST.

DIMENSIONS BELOW 0.95 ABOVE 0.05
1 8 5
2 8 6
3 7 3
4 5 2

PIT CORRELATIONS:
10 TESTS PERFORMED WITH 10000 SAMPLES PER TEST

WORD INTERVAL BELOW 0.95 ABOVE 0.05
0 93 86
1 7 9
2 10 12
3 4 11
4 11 15

N-TUPLE BINOMIAL WEIGHT DISTRIBUTION:
100 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

LENGTH BELOW 0.95 ABOVE 0.05 MAX. 3RD MOMENT
18 3 4 -0.51 86
36 2 4 -1 .8744
54 3 4 3.4322
72 2 9 -4.4470
RUN TEST:

100 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

3 OUTSIDE 0.05 LIMIT
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SHIFT REGISTER STATISTICAL TEST SUMMARY

FEEDBACK TAPS AT POSITIONS 1>l #'3%*4,5,3

N-DI MENSIOMAL CLASS INTERVAL FREQUENCY DI1S TRIBUTION:
100 TESTS PERFORMED WI T< 3192 SAMPLES PER TEST.

DI MENS 10NS BELOW 0.95 ABOVE 0.05
1 8 5
2 2 4
3 3 4
4 4 3

BIT CORRELATIONS:
10 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

WORD INTERVAL BELOW 0.95 ABOVE 0.05
0 73 81
1 13 7
2 14 8
3 10 8
4 3 12

N-TUPLE BINOMIAL WEIGHT DISTRIBUTION:
100 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

LENGTH BELOW 0.95 ABOVE 0.05 MAX. 3RD MOMENT
ig 4 3 -0.5484
36 7 4 -1 .8133
54 5 5 -3.5992
72 2 4 3.7278
RUN TEST:

10.0 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

5 OUTSIDE 0.05 LIMIT
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SHIFT REGISTER STATISTICAL TEST SUMMARY

FEEDBACK TAPS AT POSITIONS 1,5,3,2,4,4

N-DI MENS 10NAL CLASS INTERVAL FREQUENCY DISTRIBUTION;
100 TESTS PERFORMED WITH 8192 SAMPLES PER TEST .

DIMENSIONS BELOW 0.95 ABOVE 0.05

BWN R
wd JJ
N O W

BIT CORRELATIONS;
10 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

WORD INTERVAL BELOW 0.95 ABOVE 0.05
0 74 73
1 2 7
2 2 8
3 14 7
4 4 9

N-TUPLE BINOMIAL WEIGHT DISTRIBUTION:
100 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

LENGTH BELOW 0.95 ABOVE 0.05 MAX. 3RD MOMENT
18 4 5 -0.6044
36 4 4 1.7211
54 6 8 3.1071
72 4 7 -5.1351
RUN TEST:

100 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

7 OUTSIDE 0.05 LIMT
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SHIFT REGISTER STATISTICAL TEST SUMMARY

FEEDBACK TAPS AT POSITIONS 2,3,4,3,3,4

N-DI MENSIONAL CLASS INTERVAL FREQUENCY DISTRIBUTION:
180 TESTS PERFORMED WITH 8152 SAMPLES PER TEST.

DIMENSIONS BELOW 0.55 ABOVE 0.05
1 3 5
2 4 8
3 3 4
4 13 5

BIT CORRELATIONS:
10 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

WORD INTERVAL BELOW 0.55 ABOVE 0.05
0 103 77
1 7 6
2 17 11
3 7 8
4 6 12

N-TUPLE BINOMIAL WEIGHT DISTRIBUTION:
100 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

LENGTH BELOW 0.55 ABOVE 0.05 MAX. 3RD MOMENT
18 5 6 -0 .542 6
36 3 4 1.71 17
54 5 8 3 .2022
72 5 6 5.4342
RUN TEST:

100 TESTS PERFORMED WITH 10000 SAMPLES PER TEST.

3 OUTSIDE 0.05 LIMIT



APPENDIX C

LOGIC DIAGRAMS

Five types of integrated circuits are used in the
TTL portion of this device. The symbols used in these
diagrams conform to those of the Texas Instruments Logic
Handbook (1972) and that reference may be consulted for
detailed specifications.

Notation in, and around, a logic symbol is inter-

preted as follows:

Device class and identifier
(sequentially numbered
within each class)

F: flip-flop
1 S: shift register
F8 I: inverter
12 X: exclusive or
T 74107 N: nand
JLA— + -
23 » I.C. type number
SN74107N, or equivalent
13
Board position
E23 on W94l wire wrapped
module
Outside numbers are I.C. pin numbers. (Pin numbers

not shown are assumed at a logical "1" level.)
Destination references: additional off-page points
to which the signal is connected are listed as device

identifier and pin number, e.g.- XI.10.



48
‘Source references: off—page signal sources are
indicated by device identifier and pin number, e.g., N1.1ll.
Signals which are routed-off oﬁvthe W941 module are .
indicated by connector symbol (—— or >———) and module pih'
identification,_ecgo; —— AD1. |
| " In the diagram of the DEC'éerieS*M%modules»thé~use
of connector symbols indicates a connection to the PDP-9

.I/0 bus cable and the signal name is shown.
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AM Iibit 23
> AL Ipbit €]

TTL Shift Registers 3 and 4 - W941

)



7486 8JF9 > 8JF8 5 __1JF8
7496 74107 rCc 74107 rC 74107
Uil x 22 6 K 23 6 4K23 BKI[bit 17]
BJ IisiT 1]
A BH Iibit 15]
7404
12.12
7404
7486
7496 74107 74107 74107
BE Iibit m]
> BE Iisit 13
> BD Iivi
7404 tove 2

TTL Shift Registers 5 and 6 - W941

=g



DEVICE CODE 67

PWR.CIR.>- NI

ps2 > 21T

DEC Device Selector

*liopi]

[IOP2 ]

READ

- [10P4]

ADVANCE

[PWR.CLR.]

- M103

53



BIT

BIT

BIT

BIT

BIT

BIT

DEC Bus Driver

@)

10 BUS

10 BUS

10 BUS

10 BUS

10 BUS

10 BUS

- Mé632

00

02

03

04

05

06



10P2

BIT 7

BIT 8

BIT 9

BIT 10

BIT 1l

BIT 13

BIT 14

Clr

Dlc

Elr

Fld

Jl O

Klc

LT ¢

Mlc

N1 c

JEIC

Rl c

sic

ulc

-XLr

DEC Bus Driver

(B)

> 10 BUS

> 10 BUS
> 10 BUS
> 10 BUS
> 10 BUS
> 10 BUS
> 10 BUS
> 10 BUS

- M632

07

08

09

14



10P2

BIT 15

BIT 16

BIT 17

DEC Bus Driver

> 10BUS 15

> 10BUS 16

> 10 BUS 17

- M633

56
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