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tIn this paper, we use program spe
ialization to optimize proto
ol sta
ks in operating systems kernels.We argue that due to their generi
 design, proto
ol sta
k implementations are inherently ineÆ
ient, and
an be systemati
ally optimized to a
hieve signi�
ant gains in terms of performan
e as well as 
odefootprint. We have su

essfully spe
ialized the TCP/IP implementation in the Linux kernel and used theoptimized proto
ol sta
k in existing appli
ations. These appli
ations were minimally modi�ed to requestthe spe
ialization of 
ode based on a parti
ular usage 
ontext, and to use the spe
ialized 
ode generatedinstead of its generi
 version.In parti
ular, we 
ondu
ted a series of experiments to evaluate the performan
e and size bene�ts ofour approa
h. These experiments were 
ondu
ted on three platforms: a Pentium III (700MHz), a 486(40MHz) and an ARM SA1100 (200MHz) on a Compaq iPAQ. The spe
ialized 
ode runs about 25%faster and its size redu
es by up to a fa
tor of 20. The throughput of the proto
ol sta
k improves by upto 21%.1 Introdu
tionProgram spe
ialization [12℄ has been a
knowledged to be a powerful te
hnique for optimizing systems
ode [22℄. Con
eptually, a spe
ializer takes a generi
 program as input along with a spe
ialization 
on-text 
onsisting of values of known data items. It then evaluates the parts of the program that depend onlyon these known values, and produ
es a simpli�ed program, whi
h is thus spe
ialized for the supplied spe
ial-ization 
ontext. For example, a spe
ialization 
ontext in the pro
ess of sending TCP pa
kets 
an de�ne theMaximum Segment Size (MSS) asso
iated with the 
onne
tion as known and invariant. In this 
ontext, theTCP send routine and dependent fun
tions 
an be spe
ialized, su
h that 
onditional tests and expressionsdepending on MSS 
an be fully or partially evaluated. Thus, the pro
ess of spe
ialization exploits spe
ial-ization opportunities that arise from program invariants. The knowledge of invariants enables spe
ializersto optimize programs in many ways. Invariants 
an be inlined as instru
tion immediates instead of beingreferred to, mathemati
al expressions 
an be redu
ed in 
omplexity, and 
onditional tests that depend onknown variables alone 
an be evaluated early, eliminating entire bran
hes of 
ode.In this proje
t, we have used program spe
ialization to optimize the TCP/IP implementation of theLinux kernel. We 
all our use of spe
ialization tool-based spe
ialization as it relies on well-known tools intheir readily available form. This is 
ru
ial in making our approa
h portable to a variety of Operating Systems(OSes) and OS subsystems. These tools in
lude: the Tempo C spe
ializer to perform spe
ialization [5℄, theGNU C Compiler to 
ompile the spe
ialized 
ode, and GNU modutils to load and manage the spe
ialized
ode in the kernel. 1



In our approa
h, appli
ations that wish to use a spe
ialized version of the proto
ol sta
k issue a spe
ial-ization request through a do
umented system 
all, as soon as the spe
ialization 
ontext be
omes available.This 
auses a run-time system to 
olle
t the spe
ialization 
ontext, as spe
i�ed by the appli
ation and 
on-tained by the system environment. This 
ontext is then made available to Tempo, whi
h uses it to generatespe
ialized 
ode. The spe
ialized 
ode is then 
ompiled using GCC, loaded into the kernel, and hooked intothe 
alling pro
ess to be used by the appli
ation. Typi
ally, the spe
ialization 
ontext remains valid throughthe duration of the session.Experiments 
ondu
ted using this setup have shown that there is a notable 
ode speedup, as well as aredu
tion in 
ode size. In the 
ase of the UDP proto
ol, the size of the spe
ialized 
ode on
e 
ompiled isonly about 5% of the generi
 
ompiled 
ode. For TCP, this ratio is less than 3%. The exe
ution time of the
ode in the 
ase of UDP de
reases by about 26% on a Pentium III (700MHz) and the lo
al throughput of1Kb pa
kets in
reases by about 13%. For a favorable pa
ket size of 64b, this improvement is about 16%.On a 486, the in
rease in throughput for 1Kb pa
kets is about 27%. For TCP, the throughput in
reases byabout 10% on the Pentium III and about 23% on the 486. On an iPAQ running an SA1100 pro
essor at200MHz, we observe an improvement of about 18% in the throughput of 1Kb pa
kets for UDP.The rest of the paper is organized as follows. Se
tion 2 �rst identi�es the di�erent spe
ialization oppor-tunities that exist in the implementation of a typi
al UNIX proto
ol sta
k and then des
ribes under whi
hassumptions these optimizations 
an be safely performed. Se
tion 3 explains how the spe
ialization pro
essis 
on
retely integrated and automati
ally enabled. Se
tion 4 des
ribes and analyzes the performan
e mea-surements obtained while performing various experiments. Se
tion 5 presents some related work, and �nallySe
tion 6 
on
ludes.2 Spe
ialization of proto
ol sta
ks: 
on
ept and me
hanismDue to its generi
 design, a typi
al UNIX implementation of a proto
ol sta
k { in
luding the so
ket layer, thetransport layer (UDP or TCP) and the IP layer { exhibits many spe
ialization opportunities. Identifying aspe
ialization opportunity amounts to �nding fragments of 
ode that, in a given exe
ution 
ontext, dependon invariants and thus 
an be evaluated on
e and for all at spe
ialization time. In this se
tion, we �rstdes
ribe and illustrate with some 
ode ex
erpts1 the spe
ialization opportunities and invariants that we haveidenti�ed. Then we explain how, using 
ode guards, we 
an ensure that the system remains stable even whenan invariant 
eases to be valid.2.1 Spe
ialization opportunitiesWe begin by presenting the main spe
ialization opportunities that we have identi�ed and exploited. Toensure that none of these opportunities are based on spe
i�
 aspe
ts of the Linux implementation, and 
anbe thus generalized, we have also 
ross-
ompared the 
ode we have analyzed in Linux to that in FreeBSD,and 
onsidered only opportunities that exist in both 
ode bases.2.1.1 So
kets, UDP and IP layersFollowing is a list of the spe
ialization opportunities with the invariants they depend on:Eliminating lookups. Every time a send 
all is issued, the system 
all handler retrieves the so
ketstru
ture, based on the �le des
riptor fd, as shown in the following 
ode extra
t:asmlinkage long sys sendto(int fd, void * buff, size t len, unsigned flags,stru
t so
kaddr *addr, int addr len) {...so
k = so
kfd lookup(fd, &err);}1All the ex
erpts of 
ode, in
luding the 
omments, are taken dire
tly from the sour
e 
ode of Linux and BSD, with onlyminor formatting 
hanges. 2



The routine that performs this operation lies in the �le system subsystem, and thus is expe
ted to hinder theinstru
tion 
a
he. This feature allows pro
esses to use normal �le I/O me
hanisms with so
ket des
riptors.Sin
e the binding between a so
ket des
riptor and the so
ket stru
ture does not 
hange on
e the so
ket hasbeen 
reated, the 
ode 
an be spe
ialized so that the so
ket stru
ture and its �elds are inlined. Besides,sin
e these �eld values are now expli
it, further optimizations 
an be performed. Thus, the referen
e to thetarget so
ket stru
ture is de�ned as stati
 (i.e., invariant), and is retrieved on
e and for all at spe
ializationtime.Eliminating interpretation of options. Throughout the network 
ode in the kernel, we observed thatso
ket options and attributes are interpreted. Some su
h attributes, as illustrated by the following ex
erpt,inform whether the session is blo
king (O NONBLOCK), whether the message is being sent to probe the MTU(msg 
ontrollen), whether the address is uni
ast or multi
ast (MULTICAST), et
.if (MULTICAST(daddr))...if (so
k->file->f flags & O NONBLOCK)...if (msg->msg 
ontrollen)...When so
ket attributes are invariant, the 
omputations that depend on them 
an be performed on
e andfor all at spe
ialization time, instead of being repeatedly performed at run time.Eliminating routing de
isions. The route asso
iated with the destination address of a pa
ket is validatedwhen the pa
ket headers are 
onstru
ted. This is to 
ope with situations in whi
h the route 
hanges duringa transmission session. The o

urren
e of su
h an event is, however, extremely unlikely and 
an be negle
tedfor most appli
ations. These o

uren
es are guarded against, as dis
ussed in Se
tion 2.2. Thus, we 
anfreeze the route, or more pre
isely, use the destination 
a
he, without validating it for every pa
ket. Thedestination 
a
he is used to speed up the dispat
h of fully formed IP datagrams. This 
ir
umvents the 
odethat 
he
ks whether the route is obsolete, and allows us to inline in the 
ode attributes asso
iated with thedestination, su
h as the destination IP address, the output interfa
e, the destination port, et
.Optimizing bu�er allo
ation. We found that the routines used to allo
ate memory for the send bu�erare also amenable to spe
ialization. As 
an be seen in the 
ode below, attributes of the allo
ation pro
edures,su
h as their behavior towards blo
king the pro
ess, the zone in whi
h the memory is allo
ated, et
. areinterpreted and 
an be spe
ialized.if (0 && (gfp mask & GFP WAIT)) { /* Che
k if fun
tion 
an blo
k */stati
 int 
ount = 0;if (++
ount < 5) { ... } /* Report a kernel error */gfp mask &= ~GFP WAIT;...npages = (dlen + (PAGE SIZE- 1)) >> PAGE SHIFT;skb->truesize += dlen;((stru
t skb sharedinfo *) skb->end)->nr frags = npages;for (i = 0; i < npages; i++) { ... }Furthermore, if an appli
ation 
an be made to 
ommit that it will be sending data in �xed Appli
ation DataUnits (ADUs), several 
onditions and predi
ates based on the size of the allo
ated bu�er 
an be redu
ed.For example, in the se
ond half of the above ex
erpt, the variable dlen, whi
h is a sum of the bu�er sizeand some 
onstant header sizes, be
omes invariant. We 
an 
al
ulate npages and subsequently 
ause thefollowing for-loop to unroll. The spe
ialization of bu�er allo
ation routines itself results in about 5% ofspeedup in the UDP send path, and a 
orresponding 3% of improvement in throughput on the Pentium.
3



2.1.2 TCPAs one 
an imagine, 
onsidering the ri
hness of the TCP proto
ol, there 
an be several situations in whi
hits 
omplexity 
an be redu
ed. It often happens that the 
hara
teristi
s of the data transfer pro
ess arepredi
table, and 
an be exploited to spe
ialize the TCP layer. We have listed opportunities for su
h spe-
ialization below. All the opportunities previously dis
ussed in the 
ontext of so
kets, UDP and IP apply toTCP as well.The t
p send routine, whi
h is the entry point into the TCP layer for sending a pa
ket, begins bydetermining whether the bu�er being transmitted 
an be a

ommodated into the last unsent TCP segment.This pro
ess, 
alled TCP 
oales
ing redu
es the number of small pa
kets transmitted, and thus the headeroverhead as well.if (tp->send head == NULL || (
opy = MSS now - last skb len) <= 0) {if (!t
p memory free(sk)) /* Allo
ate new segment. If the interfa
e is SG, */goto wait for sndbuf; /* allo
ate skb �tting to single page. */skb = t
p allo
 pskb(sk, sele
t size(sk, tp), 0, sk->allo
ation);We spe
ialize this 
ode by assuming that the Maximum Segment Size (MSS) asso
iated with the 
onne
tionand the size of the ADU are invariant (re
all that the latter is also used in UDP). If the size of the ADU is amultiple of the MSS, TCP 
oales
ing is ruled out, as every segment sent out is MSS-sized; in the 
ode above,MSS NOW - last skb len be
omes zero. This information is also used to unroll the main loop (illustratedby the sugared blo
k of 
ode below) whi
h fragments the ADU into multiple segments, if it is larger than theMSS, after �lling the previous bu�er's allo
ated spa
e 
ompletely. The MSS for a 
onne
tion is determinedwhen a 
onne
tion is established, and does not 
hange unless the Path MTU (PMTU) for the 
urrent route
hanges. This situation is the 
ondition used to guard the invariant, as dis
ussed in detail in Se
tion 3.Assuming a 
onstant MSS also enables us to spe
ialize out Nagle's algorithm [20℄, sin
e there are never smallpa
kets in 
ight. Finally, having an ADU size smaller than the MSS is bene�
ial to the re
eiver, sin
e itsaves it from having to gather ADUs fragmented into multiple TCP segments.while (seglen > 0) /* While some data remains to be sent */{ 
opy = MSS now - last skb len; /* Cal
ulate bytes to push into previous skb */if (
opy > 0) { /* Is there enough spa
e in the previous skb? */if (
opy < seglen)
opy = seglen;push into previous(
opy); /* Push 
opy bytes of the bu�er into the previous segment */}else {
opy = min(seglen, MSS now); /* Take smaller of remaining data size and MSS */push into 
urrent(
opy); /* Push 
opy bytes of the bu�er into the 
urrent segment */}seglen -= 
opy;}In the fun
tion that a
tually puts a queued segment on the network, on
e again, 
ags and attributes areinterpreted. This is illustrated below:if (t
b->syn flagged) {t
p header size = sizeof(stru
t t
phdr) + TCPOLEN MSS;...}There are also several variables in the 
ongestion 
ontrol algorithms that 
an be used for spe
ialization.For example, the Sele
tive A
knowledgments (SACK) option [16℄ is useful only in situations where multi-ple segments are lost in one window. Sin
e a slow or 
ongested network defeats the primary purpose ofspe
ialization anyhow, this option, and other similar ones 
an be removed from the fast-path.Most 
ongestion 
ontrol features that are not mandatory 
orrespond to system-wide variables (sys 
tls)that 
an be used to disable these features for the entire system. With spe
ialization, we make these variables apart of the spe
ialization 
ontext and set them on a per-pro
ess basis. Furthermore, sin
e these are known atspe
ialization time, we 
an use their values to spe
ialize 
ode that depends on them. In our experiments, we4



have not used spe
ialization to disable 
ongestion 
ontrol altogether. We spe
ialize out only those 
ongestion
ontrol me
hanisms that be
ome unne
essary as a result of assumed invariants.Although the spe
ialization opportunities in TCP outnumber those in the rest of the network sta
k 
ode,there are many features that are seemingly unspe
ializable, and have been left out. Some of these oppor-tunities are unexploited be
ause the asso
iated invariants are too 
omplex to be handled by spe
ialization.These invariants in
lude algorithms that are invoked on 
omparing 
omplex variables su
h as the 
ongestionwindow, the number of una
knowledged segments, et
.2.1.3 Cross-
omparing with FreeBSDAs mentioned earlier, the spe
ialization opportunities exploited in this proje
t o

ur a
ross UNIX systems.This is 
on�rmed by an analysis of the FreeBSD-5.1 sour
es. We �nd that the opportunities listed in theLinux So
kets/UDP/IP layers exist in FreeBSD as well. Every time the send routine is invoked, a lookup isdone to retrieve the so
ket stru
ture:mtx lo
k(&Giant);if ((error = fgetso
k(td, s, &so, NULL)) != 0)goto bad2;Furthermore, options are interpreted:dontroute = (flags & MSG DONTROUTE)&& (so->so options & SO DONTROUTE) == 0&& (so->so proto->pr flags & PR ATOMIC);if (
ontrol)
len = 
ontrol->m len;Unlike Linux, whi
h uses linear so
ket bu�ers, BSD uses 
hains of small �xed-size mbuf stru
tures for itsnetwork bu�ers. Apart from the small �xed-sized region (typi
ally 112 bytes) available in the mbuf, data
an be stored in a separate memory area, managed using a private page map and maintained by the mbufutilities. We found that due to its 
omplexity, there are far more opportunities for spe
ialization in theallo
ation system used by BSD than there is in the linear sk buffs in Linux. Supposedly, a key reason touse mbuf stru
tures in BSD is the fa
t that memory was far more expensive at the time it was designed. BSD
opes with this design by using 
lusters to get as 
lose to linear-bu�er behavior as possible. This behavioris invariant at run time, and thus 
an be spe
ialized.Figure 1 
ontains a fragment of the fast-path of the UDP send operation. All the 
onditionals thatdepend on invariants are printed in boldfa
e. As 
an be observed, this 
ode will be drasti
ally pruned byspe
ialization.The routing de
isions in the IP layer (the ip output fun
tion) 
losely resemble the ones in Linux ando�er the same spe
ialization opportunities. The assumptions made in TCP are all proto
ol 
entri
 and wedo not depend on any Linux spe
i�
ity, su
h as its formulation of segments in 
ight or RTO 
al
ulationalgorithm. Spe
ifying the ADU size expli
itly, freezing the MSS (it is 
al
ulated based on the PMTU, likein Linux), avoiding the SWS algorithm and the expli
it spe
ialization-time removal of optional features su
has ECN and SACK are available in FreeBSD as well.2.2 Code guardsShould at any time, an invariant used for spe
ialization 
ease to be valid, the 
orresponding optimized 
odewould be invalid as well. Although most events that 
ause this to happen are highly improbable, theyare nevertheless possible, and one needs to ensure that on their o

urren
e, the system is returned to a
onsistent state. To do so we use 
ode guards, as introdu
ed by Pu et al. [22℄. They des
ribe the dynami
sof establishing guards and the pro
ess of replugging. Although we have not used a tool that lists out all thepossible sites where invariant variables 
an be modi�ed in a fool-proof way, as they did, instead we have usedthe LXR sour
e 
ross-referen
ing system. Linux arbitrates a

ess to shared variables in a systemati
 way,using a

essor fun
tions, ma
ros, et
., uniformly throughout the kernel. Although this strategy simpli�es thepro
ess of isolating modi�
ation sites, the existen
e of assembly 
ode and fun
tions dire
tly manipulatingmemory makes it very diÆ
ult to guarantee 
ompleteness.5



do {if (uio == NULL) { /* Data is prepa
kaged in "top" */resid = 0;if (
ags & MSG EOR)top->m flags |= M EOR;} else do {if (top == 0) {MGETHDR(m, M WAIT, MT DATA);if (m == NULL) {error = ENOBUFS;goto release;}mlen = MHLEN;m->m pkthdr.len = 0;m->m pkthdr.r
vif = (stru
t ifnet *)0;} else {MGET(m, M WAIT, MT DATA);if (m == NULL) {error = ENOBUFS;goto release;}mlen = MLEN;}if (resid >= MINCLSIZE) {MCLGET(m, M WAIT);if ((m-> m 
ags & M EXT) == 0)goto nopages;mlen = MCLBYTES;len = min(min(mlen, resid), spa
e);} else {len = min(min(mlen, resid), spa
e);if (atomi
 && top == 0 && len < mlen) /* For datagram proto
ols, leave room */MH ALIGN(m, len); /* for proto
ol headers in �rst mbuf */}...}while (!buffer sent); Figure 1: Fast-path of the UDP send operation in BSDEvents that 
an violate invariants 
an be 
lassi�ed into two 
ategories: appli
ation-triggered events andenvironment-triggered events. An appli
ation triggered event is 
aused when an appli
ation invokes a routinethat expli
itly violates an invariant. It is relatively easy to guard against su
h events, sin
e the guards 
anbe established at the sour
e, i.e., at the entry points of su
h routines. Environment-triggered events on theother hand, are 
aused by side-e�e
ts on the state of the system. These events are more diÆ
ult to guardagainst. We have used the LXR tool to enumerate su
h events. We handle them as follows.Appli
ation-triggered violations� When an attempt is made to modify 
ertain so
ket options during a session, a guard is made to reje
tthe operation. This is a
hieved by routing the setso
kopt system 
all to an entry in the lo
al system
all table of the pro
ess (see Se
tion 3.2.2), whi
h identi
ally fails.� Re
all that the size of the bu�er used in the send system 
all 
an be asserted invariant. This assumptionis guarded similarly in the lo
al pro
ess' version of the send system 
all, where it is 
he
ked againstthe expe
ted length of the bu�er. This expe
ted length is spe
i�ed by the appli
ation as a new so
ketoption (SO ADU).Environment-triggered violations� When a so
ket is 
losed during the transmission of a pa
ket, the spe
ialized 
ode is immediatelyinvalidated, as it is based on a frozen so
ket stru
ture whi
h has 
eased to exist. Closing a so
ketresults in the 
losing of the asso
iated �le des
riptor in the filp 
lose routine. The strategy used tore
over from su
h a situation is as follows. The filp 
lose routine is made to a
quire a semaphoreasso
iated with the instan
e of the spe
ialized 
ode that is being a�e
ted. When the spe
ialized 
odeis deployed at the time of spe
ialization, it is prote
ted by this semaphore at the boundaries. Thisstrategy may admittedly in
rease the laten
y of the 
lose operation in 
ase it is invoked during theexe
ution of the spe
ialized 
ode, but sin
e the in
rease is limited by the time taken for one exe
ution6



C 
ode:stru
t sk bu� *so
k allo
 send pskb( stru
t so
k *sk,unsigned long header len,unsigned long data len,int noblo
k,int *err
ode) {. . .}Tempo spe
ialization de
larations:So
k allo
 send pskb :: intern so
k allo
 send pskb( Spe
 so
k( stru
t so
k) S(*) sk,S( unsigned long) header len,S( unsigned long) data len,S( int) noblo
k,D( int *) err
ode) {. . .}; Figure 2: Spe
ialization de
larationsof the 
ode path, and the situation is highly improbable, it is negle
ted. The use of syn
hronizationprimitives in 
ode guards was �rst proposed by Pu et al. [22℄.� When the route asso
iated with a destination address 
hanges during a session, we on
e again preventthe exe
ution of the 
ode using the route by a
quiring a semaphore. In su
h a situation, there 
anbe two possible 
ourses of a
tion. The �rst 
onsists in stopping the exe
ution of the old 
ode, re-spe
ializing the 
ode a

ording to the new route and then resuming the exe
ution. This approa
h,however, is infeasible be
ause it would stall the operation in progress for an extended length of time.We instead propose to reinfor
e the assumption by o�setting the behavior of the 
ode. That is, insteadof 
hanging the 
ode to make it 
orre
t, we o�set the system to a
hieve the same result. Con
retely,a Network Address Translation rule is installed as a reinfor
ement to ensure delivery to the 
orre
tphysi
al destination. Using one or the other option 
ould be a poli
y left to the system administrator.� Every time an a
knowledgment is re
eived by the TCP sender, the MSS is re
al
ulated. If the resultdi�ers from the value we have assumed, we propose to use a reinfor
ement based on a pa
ket manglingrule. The Linux iptables pa
kage has a pa
ket mangling target that allows one to modify the MSS ofpa
kets.3 Enabling the spe
ializationOn
e the spe
ialization opportunities have been identi�ed, they must be des
ribed to the spe
ializer sothat only these opportunities are taken into 
onsideration during spe
ialization. Furthermore, spe
ialization
an either be laun
hed at 
ompile time or run time, depending on the stage at whi
h spe
ialization valuesbe
ome available. In the 
ase of the proto
ol sta
k, spe
ialization must be performed at run time be
ausethe spe
ialization values are not known until the appli
ation exe
utes. This situation raises a number ofissues whi
h are addressed in this se
tion.3.1 Des
ribing the spe
ialization opportunities to the spe
ializerThe spe
ializer Tempo provides a de
laration language that allows one to des
ribe the desired spe
ializationby spe
ifying both the 
ode fragments to spe
ialize and the invariants to 
onsider [13, 14℄. Con
retely, thisamounts to 
opying the C de
larations in a separate �le and de
orating the types of ea
h parameter with S ifthe parameter is an invariant and D otherwise. An example of the de
larations we have written for the Linuxproto
ol sta
k is shown in Figure 2. These de
larations spe
ify that the fun
tion so
k allo
 send pskb hasto be spe
ialized for a 
ontext where the parameters header len, data len, noblo
k are invariant. Further-more, the pointer sk is also an invariant and points to a so
ket data stru
ture that exhibits invariant �elds,as spe
i�ed by Spe
 so
k whi
h is not shown. These de
larations enable Tempo to appropriately analyzethe 
ode. On
e the analyses are done, the spe
ialization may be performed as soon as the spe
ialization
ontext (i.e., the values of the invariants) is made available.7



3.2 Enabling spe
ialization in the kernelMost notably, we need to determine how the spe
ializer is supplied with the kernel spe
ialization values, andhow it intera
ts with the kernel to exe
ute stati
 kernel fragments. These are key issues be
ause, a priori, atool like Tempo runs in user spa
e and is linked with user-spa
e libraries.One strategy to over
ome this problem would be to use a standalone run-time spe
ializer, as proposedby Noel et al. [21℄ and implemented in Tempo. In this approa
h, the spe
ializer is a simple program thatmanipulates binary templates and �lls them with run-time values. Although the run-time spe
ializer ofTempo has been su

essfully used for a number of appli
ations [21℄, it has been found to be less eÆ
ientthan its 
ompile-time 
ounterpart [6℄ be
ause the template-based approa
h obstru
ts some optimizations.Be
ause our goal is to improve the performan
e of systems 
ode that has already been manually optimized,not only should we use all key spe
ialization opportunities in the proto
ol sta
k implementation, but weshould also fully exploit the optimization opportunities exposed in the spe
ialized 
ode. A
hieving the lattergoal is done by using an aggressively optimizing 
ompiler (not a template-based spe
ializer).To use the full potential of a 
ompiler without perturbing the system that requires spe
ialized 
ode,we need to defer the spe
ialization pro
ess to a remote server. This strategy is useful in su
h 
ontext assmall devi
es but it entails separating the a
tivities that 
onstitute spe
ialization of kernel 
ode. That is, therunning of the spe
ializer, invoking the spe
ializer with the spe
ialization 
ontext, and loading the spe
ialized
ode in the kernel.Furthermore, spe
ialization is most bene�
ial to long-running pro
esses with stable invariants. Thissituation enables the spe
ialization 
ost to be amortized over a long period of time, allowing extensiveoptimizations to be performed on the spe
ialized 
ode.3.2.1 A s
enarioIn prin
iple, our spe
ialization ar
hite
ture allows spe
ialized versions to be requested for a �xed set of system
alls that is de�ned at the time the OS is 
ompiled. In the 
ontext of this paper, we fo
us on the send system
all. The resulting spe
ialized 
ode is a streamlined and optimized version of all the fun
tionalities requiredto perform the send operation.Spe
ialization of the send system 
all is requested through the 
orresponding entry in the global spe-
ialization interfa
e. This entry, do 
ustomize send, 
orresponds to a ma
ro fun
tion that expands into aunique system 
all, 
ommon to the entire interfa
e. This is invoked as early as the spe
ialization 
ontextbe
omes known, with the values forming the spe
ialization 
ontext, su
h as the �le des
riptor, the destina-tion address, the proto
ol to use, et
. This invo
ation returns a token, whi
h is used by the appli
ation torefer to the version of the system 
all, spe
ialized for the spe
i�
 
ontext. De�ning a new token to multiplexoperation instead of the �le des
riptor allows for multiple versions of the send system 
all to be used withthe same �le des
riptor. This 
an be useful parti
ularly in the use of TCP, where di�erent instan
es of send
an be requested for various anti
ipated traÆ
 pro�les.Invoking the spe
ialized version of the system 
all is done via 
ustomized send, whi
h takes threearguments less than the former, as they have been inlined into the spe
ialized 
ode. However, it takes oneadditional argument, namely the token.3.2.2 Overview of our spe
ialization strategyOur strategy 
onsists of four major phases: a 
ontextualization phase 
olle
ts the spe
ialization values tobe used by the spe
ialization phase. This phase produ
es a spe
ialized 
ode whi
h is then pro
essed by anoptimizing 
ompiler. Finally, the 
ompiled 
ode is loaded into the kernel. Let us des
ribe ea
h phase indetails.Contextualization. Contextualization involves amassing the values of known parameters, i.e., the spe-
ialization 
ontext, and making them available to the spe
ializer. In this paper, we limit ourselves to the
ase in whi
h 
ontextualization, the spe
ializer and the spe
ialized 
ode run on the same system. The in-frastru
ture for situations in whi
h 
ontextualization happens on a small devi
e and the spe
ializer runs ona remote spe
ialization server is des
ribed in [3℄. 8



The pro
ess of making the 
ontext available to the spe
ializer is a 
ru
ial step. Indeed, the spe
ializera
tually exe
utes parts of the spe
ialized 
ode that depend solely on invariants, and the spe
ialization 
ontextmust be exposed to this 
ode in the form that it expe
ts it. Spe
i�
ally, values must be loaded into theright memory addresses. In the 
ase of remote spe
ialization [3℄, we use an emulator to furnish the values ofthe spe
ialization 
ontext at the expe
ted lo
ations using CPU ex
eptions. We note that, in 
ontrast withthe 
ase where the 
ontext needs to be transferred from one physi
al host to the other, in the lo
al 
ase,the 
ontext is available on the same ma
hine. Thus, instead of extra
ting the spe
ialization 
ontext andusing an emulator to render it 
orre
tly for the spe
ializer, we give the spe
ializer dire
t a

ess to kernelmemory. The te
hnique used to a

omplish this is des
ribed in detail by Toshiuki in his masters thesis [15℄.As a result, the spe
ialization engine, although loaded in user-spa
e, runs in supervisor mode and 
an a

esskernel memory as part of its own address spa
e.Spe
ialization. The Tempo spe
ializer is exe
uted in kernel-mode with dire
t a

ess to the spe
ialization
ontext in the form that it is available in kernel memory. At �rst glan
e, it appears that this would raiseseveral issues related to 
on
urren
y. However, this is not the 
ase be
ause the data that the spe
ializeroperates upon, when it performs spe
ialization-time exe
ution, is identi
ally invariant; it is what the pro
essof spe
ialization is based on. Some of these invariants are prote
ted by guards, whi
h themselves usesyn
hronization primitives. Thus, this 
ode is automati
ally prote
ted against external in
uen
es.There is only one possibility in whi
h a fully stati
 fun
tion being exe
uted at spe
ialization time 
ouldwrite to the external environment: modifying a potentially 
ontentious variable. Tempo allows for values ofstati
 variables to be initialized in 
ode, instead of being fed in at spe
ialization time. Thus, a fully stati
fun
tion 
ould initialize a stati
 variable, assigning it its invariant value. This operation is also safe, as longas the original 
ode (the kernel 
ode) is safe and is written properly to use lo
ks when a

essing 
ontentiousvariables. This follows from the fa
t that the pro
ess of spe
ialization exe
utes fully stati
 fun
tions asthey are found in the original 
ode. Sin
e spe
ialization preserves the identity of behavior of the 
ode beingspe
ialized, this property of safety is preserved in the spe
ialized 
ode as well.Compilation. On
e the 
ode has been spe
ialized, it must be 
ompiled to be loaded into the kernel.Sin
e we use the Linux kernel-module interfa
e to install 
ode, it needs minor modi�
ation for 
ompatibilityreasons. Optimizing 
ompilation is performed using GCC.Loading. The 
ompiled 
ode is loaded into the kernel spa
e, and its address is used to 
reate an entryin a lo
al system-
all table. Noti
e that we introdu
e one su
h table per pro
ess. The o�set of this entryin this table is returned to the appli
ation as the spe
ialization token. Later, when an appli
ation invokes
ustomized send, it is dire
tly routed into the spe
ialized 
ode via this entry.4 Experimental performan
e evaluation and analysisIn this se
tion, we present the results of a series of experiments 
ondu
ted to evaluate the impa
t of spe
ial-ization on proto
ol sta
ks in OS kernels. Our setup 
onsisted of three target devi
es: a Pentium III (PIII,700MHz, 128MB RAM), a 486 (40MHz, 32MB RAM) and an iPAQ with an ARM SA1100 (200MHz, 32MBRAM). We evaluated the performan
e of spe
ialized 
ode produ
ed using our ar
hite
ture for ea
h of theseindividually. It is worth mentioning that in all three 
ases, the spe
ialized 
ode was generated on the PIII,running under normal working 
onditions of pro
essor and disk a
tivity and utilization. On the PIII itself,this pro
ess follows the approa
h des
ribed in Se
tion 3 and on the 486 and iPAQ, the approa
h des
ribedin [3℄. We used version 2.4.20 of the Linux kernel for our implementation and all our experiments.We �rst des
ribe the experiments 
ondu
ted, then present the results and �nally 
hara
terize them and
on
lude.4.1 ExperimentsThe experiments 
ondu
ted 
ompare the performan
e of the original TCP/IP sta
k to that of the spe
ialized
ode produ
ed for performing basi
 data transfer over the network. The measurements were 
arried out in9
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kets on the PIII, 486 and iPAQ �5% at 99%
on�den
etwo stages:� Measuring 
ode speedup. The following experiment was repeated several times: send a burst of UDPpa
kets over the lo
al loop-ba
k interfa
e, and re
ord the number of CPU 
y
les taken by the pertinent
ode (i.e., the so
ket, UDP and IP layers) in the un-spe
ialized and spe
ialized versions. Thesemeasurements were performed in-kernel.� Measuring throughput improvement. The Netperf ben
hmark suite [4℄ was used to �nd the impa
tof spe
ialization on the a
tual data throughput, measured over the lo
al loop-ba
k interfa
e. Theresults shown 
ompare the throughput measured by the original implementation of Netperf using theun-spe
ialized sta
k, to a modi�ed version using the spe
ialized 
ode produ
ed by the spe
ializationengine. The latter was modi�ed to use the spe
ialization interfa
e.Along with the results of these experiments, we also present the asso
iated overheads in performing spe
ial-ization.4.2 Size and performan
e of spe
ialized 
odeFigure 3(a) 
ompares the number of CPU 
y
les 
onsumed by the So
ket, UDP and IP layers before andafter spe
ialization. We �nd that there is an improvement of about 25% in the speed of the 
ode. It shouldbe noted that this value is not a�e
ted by other kernel threads running on the system, as the kernel we haveused is non-preemptable.Figure 3(b) 
ompares the size of the spe
ialized 
ode produ
ed, to the size of the original 
ode. Theoriginal 
ode 
orresponds to both the main and auxiliary fun
tionalities required to implement the proto
olsta
k. The spe
ialized 
ode is a pruned and optimized version of the original 
ode for a given spe
ialization
ontext. As 
an be noti
ed, the spe
ialized 
ode 
an be up to 20 times smaller than the original 
ode.10
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Figure 6: Spe
ialization overheadFigures 4(a) and 4(b) show a 
omparison between the throughput of the So
ket, UDP and IP layersbefore and after spe
ialization, measured by the UDP stream test of Netperf on the PIII. Figure 4(
) showsthe same 
omparison for the 486 and the iPAQ respe
tively.On the PIII, for a favorable pa
ket size of 64b, the improvement in throughput is found to be about 16%,and for a more realisti
 size of 1Kb, it is about 13%. On the 486, the improvement for 1Kb pa
kets is about27%. For the iPAQ, again with 1Kb pa
kets, the improvement is about 18%.Figures 5(a) and 5(b) show a 
omparison between the throughput of the So
ket, TCP and IP layersbefore and after spe
ialization, measured by the TCP stream test of Netperf on the PIII, 486 and iPAQ.Corresponding to a TCP Maximum Segment Size of 1448 bytes, there is an improvement of about 10% onthe PIII, 23% on the 486 and 13% on the iPAQ.Finally, Figure 6 shows the overhead of performing spe
ialization with the 
urrent version of our spe-
ialization engine, running on the PIII. It should be noted that the 
urrent version of our spe
ializationengine is assembled from 
omponents that are implemented as separate programs, running as independentpro
esses. Also, they are reloaded into memory every time spe
ialization is performed. We are workingon merging these 
omponents, in parti
ular the spe
ializer and 
ompiler and on making the spe
ializationengine a 
onstantly running pro
ess. We expe
t these 
hanges and other optimizations, su
h as using pre-
ompiled headers, to improve the performan
e of the spe
ialization engine dramati
ally. Indeed, the overheadis presently dominated by these fa
tors.4.3 Chara
terizing the performan
e gainsIn this subse
tion, we attempt to 
hara
terize the performan
e gains we have obtained in this proje
t.This analysis is appli
able to any I/O subsystem in whi
h transfer rates are limited by the CPU. If u isthe unspe
ializable e�ort, (e.g. 
ode that 
annot be spe
ialized, 
ontext swit
h overhead et
.), v is thespe
ializable e�ort, � is the 
ode speedup a
hieved by spe
ialization and g is the spe
ialization goodness,whi
h is de�ned as the ratio of the spe
ializable e�ort and the unspe
ializable e�ort, the in
rease, P , in thetransfer rate of su
h a subsystem 
an be 
al
ulated as follows:P = 1=(u+ v � v�) � 1=(u+ v)1=(u+ v)= u+ vu+ v � v� � 111
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ialization goodness= 1 + v=u1 + v=u � v�=u � 1orP = 1 + g1 + g(1 � �) � 1Figure 7(a) shows the improvement in throughput as a fun
tion of the spe
ialization goodness. � here istaken to be 0.26, 
orresponding to the improvement in the UDP experiment on the PIII. As 
an be triviallydedu
ed from the previous equation, the improvement is asymptoti
ally bounded by the value Pmax = �1��whi
h in this 
ase, is about 0.35.Figure 7(b) shows the improvement in throughput as a fun
tion of the spe
ialization goodness and �. Itis observed that g de
reases as the CPU of the ma
hine gets faster and the transmission pro
ess be
omesmore eÆ
ient (e.g. as the pa
ket size in
reases). The improvement in throughput is therefore more thanthat on the PIII. Using this graph, we 
an predi
t the levels of improvement we are likely to get on varioussystems.5 Related WorkCustomizable OSes. The main purpose of 
ustomizability in OS resear
h is to provide 
exible me
ha-nisms and poli
ies, so that fun
tionalities 
an suit the needs of appli
ations and users. Denys et al. haveperformed a survey of 
ustomizable OSes and e�orts to 
ustomize OSes [10℄. Let us brie
y present two keyproje
ts along this line. Exokernel, introdu
ed by Engler et al. [8℄, tries to eliminate all kernel abstra
tionsand lower the kernel interfa
e almost to the bare hardware. Ea
h 
ustomized behavior 
orresponds to asystems program; it is introdu
ed as a spe
ial Library Operating System. User programs 
an then 
hoosethe OS libraries to use at run time. In SPIN [2℄, the appli
ation developer may program the 
ustomizedbehaviors of the OS to mat
h the appli
ation requirements. The 
ustomizability of these OSes at run timeis limited to the foreseen and available behaviors. Customization behaviors are de�ned at the granularity ofa poli
y.In 
ontrast, our approa
h operates dire
tly on 
ode, 
ross-
utting fun
tional elements. Customizingsystems 
ode with respe
t to a usage 
ontext is realized automati
ally by a spe
ializer. This tool-basedoptimization redu
es 
ode size and improves exe
ution time.Many OSes use 
on�guration systems that produ
e 
ustomized binaries with the help of 
ontext-sensitivema
ros, that expand into 
ontext-spe
i�
 
ode. The 
on�guration system of the Linux kernel is one su
hexample. These systems, however, are highly 
oarse-grained and in
exible. Loading 
ode with ma
ros andprepro
essor dire
tives (like #ifdefs) adversely a�e
ts its readability. Furthermore, it is virtually impossibleto express 
ustomization behaviors with ri
h 
ustomization 
ontexts.12



Optimization of systems 
ode using 
ode generation. There have been attempts that use dynami

ode generation to optimize fun
tionalities. `C, by Engler et al. [7℄ is one example of these. Auslander etal. [1℄ have presented an approa
h for the dynami
 
ompilation of C 
ode. Our approa
h, unlike these, usesexisting, mature 
ode bases and optimizes them at run time using spe
ialization de
larations. Furthermore,tool-based spe
ialization uses a 
learly de�ned ar
hite
ture that we have des
ribed in this paper for lo
alsystems and des
ribed elsewhere [3℄ for a distributed environment, su
h as mobile networks.Some re
ent spe
ialization e�orts have used Tempo, through its low-level interfa
e to spe
ialize systems
ode [17, 18, 19, 22℄ and without de
laration support. However, these works 
annot be used dynami
ally inan automated fashion, as is made possible by our tool-based approa
h.Proto
ol sta
k optimization. Some earlier works have also examined te
hniques to optimize proto
olsta
ks. X-kernel [11℄ is an obje
t-based framework for implementing network proto
ols. With the help of well-do
umented interfa
es, it enables developers to implement proto
ols and 
reate pro
essing 
hains rapidly.In the Synthesis kernel [23℄, proto
ol sta
ks are 
attened and optimized using aggressive fun
tion inlining.Plexus [9℄ allows the 
reation of appli
ation spe
i�
 proto
ols in a typesafe language. These 
an be insertedin the kernel dynami
ally. Some works, su
h as the one by Van Renesse et al. [24℄, use optimizations spe
i�
to high speed networks to attain 
ertain thresholds of performan
e, su
h as lowering pa
ket laten
y belowa parti
ular value. Our approa
h, as 
ontrary to these, applies to already existing mature implementationsof proto
ol sta
ks. It uses the leverage of evolved OS 
ode and optimizes it in a way that entails negligiblemodi�
ations in itself and minimal modi�
ations in appli
ations that utilize it.6 Con
lusion and future workIn this paper, we have des
ribed an approa
h to 
ombining the leverage of a generi
 proto
ol sta
k, with thefootprint and performan
e advantages of a 
ustomized one. To a
hieve this 
ombination, we use tool-basedprogram spe
ialization. We have implemented a fa
ility for appli
ations to invoke su
h spe
ialization anduse spe
ialized 
ode with minimal modi�
ations. This implementation is optimized for lo
al spe
ialization,but has been extended to spe
ialization in a distributed environment as well [3℄.Spe
ialization of the Linux TCP/IP sta
k redu
ed the 
ode size by a fa
tor of 20, improved the exe
utionspeed by up to 25%, and improved the throughput by up to 21%. The portability of the approa
h hasbeen demonstrated by our experiments on three ar
hite
tures: PIII, Intel 486, and ARM and our perusal ofFreeBSD 5.1 to establish a 
orrelation.Among our future proje
ts, we intend to explore the spe
ialization of proto
ol sta
ks in non-UNIX OSes,su
h as Windows. We also intend to spe
ialize other subsystems su
h as memory management and �le-systems.Referen
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