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tionIn 1996, the National Institute of Standards and Te
hnology initiated a programto 
hoose an Advan
ed En
ryption Standard (AES) to repla
e DES [NIST97a℄.In 1997, after soli
iting publi
 
omment on the pro
ess, NIST requested pro-posed en
ryption algorithms from the 
ryptographi
 
ommunity [NIST97b℄. Fif-teen algorithms were submitted to NIST in 1998. NIST held two AES CandidateConferen
es|the �rst in California in 1998 [NIST98℄, and the se
ond in Romein 1999 [NIST99a℄|and then 
hose �ve �nalist 
andidates [NIST99b℄: MARS[BCD+98℄, RC6 [RRS+98℄, Rijndael [DR98℄, Serpent [ABK98℄, and Two�sh[SKW+98a℄. NIST held the Third AES Candidate Conferen
e in New York inApril 2000 [NIST00℄, and is about to 
hoose a single algorithm to be
ome AES.We, the authors of the Two�sh algorithm and members of the extendedTwo�sh team, would like to express our 
ontinued support for Two�sh. Sin
e�rst proposing the algorithm in 1998 [SKW+98a, SKW+99
℄, we have 
on-tinued to perform extensive analysis of the 
ipher, with respe
t to both se
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rity [SKW+98b, Fer98, WW98, WKS+99, Fer99, FKS+00b, Kel00℄ and per-forman
e [WS98, SKW+99b℄. We feel that Two�sh o�ers the best se
urity/performan
e tradeo� of all the AES �nalists, and urge NIST to 
hoose Two�shas the single AES standard.These 
omments are an expanded version of the 
omments we submitted tothe Third AES Candidate Conferen
e [SKW+00℄.2 Se
uritySe
urity is not only the most important, but also the most diÆ
ult 
hara
teristi
to 
ompare. In the absen
e of any theoreti
al ways of measuring se
urity, we
an only fall ba
k on estimates and guesses. \I 
an't break this algorithm, andall those other smart people 
an't either" is the best we 
an say. Hen
e, alldis
ussions about se
urity rely on this type of non-rigorous argument.When looking at the published 
ryptanalysis on the AES �nalists, it is im-portant to keep in mind what the data mean. Histori
ally, 
ryptanalyti
 resultsagainst any algorithm have improved over time [KFS+00℄. Initial results might
ryptanalyze a simpli�ed variant of the algorithm, or a version of the algorithmwith fewer rounds. Later results improve on those initial results: more roundsor less simpli�
ation. Finally, there may be a su

essful atta
k against the fullalgorithm.This is why the published 
ryptanalysis against the AES �nalists, eventhough none of the results approa
h pra
ti
ability and none of the atta
ks areof any use against the full version of the algorithms, are so important. By 
om-paring how 
lose the published atta
ks 
ome to breaking the full algorithms, we
an get some inkling about how the algorithms' se
urity 
ompares. This is nota perfe
t 
omparison by any means, but it is the best we have to go on.2.1 Safety Fa
torsThe best measure of se
urity that we have 
ome a
ross is the safety fa
tor. EliBiham �rst 
ompared the AES 
andidates in this manner when he 
al
ulatedthe \minimal se
ure rounds" [Bih99℄. Lars Knudsen also used this fa
tor whenhe dis
ussed the AES 
andidates in his �rst-round 
omments [Knu99℄.Let n be the number of rounds of the full 
ipher, and b be the largest numberof rounds that has been broken. The safety fa
tor � is de�ned as � := n=b. Abroken 
ipher has a safety fa
tor of 1. A safety fa
tor of 2 
orresponds to a
ipher for whi
h a version with half the rounds has been broken.In this 
ontext we are very liberal in our de�nition of what it entails to breaka 
ipher. The most straightforward type of breaking is to �nd a key-re
overy at-ta
k: an atta
k that re
overs the key faster than a brute-for
e sear
h. However,we also in
lude any other non-random property that 
an be dete
ted faster thanan exhaustive sear
h of the key spa
e in our de�nition of \breaking" a 
ipher.This 
an in
lude a statisti
al test that distinguishes the 
ipher from a random2



permutation, dete
table relationships between en
ryptions with di�erent keys,or more generally any dete
table property that an ideal 
ipher would not have.This de�nition is fairly arbitrary, but it is the best we have found given thesituation. Ex
luding 
ertain types of atta
ks as \unfair," or 
ertain dete
tableproperties as \unimportant," would be even more arbitrary. In
luding unsub-stantiated 
laims of the form \I think I 
an break x rounds," or \this propertymight lead to an atta
k" make the measurement 
ompletely arbitrary. It is alsoreasonable not to 
onsider any other type of simpli�
ations, su
h as modifyingthe rounds themselves. It is trivial to atta
k Rijndael with a linear S-box, orTwo�sh without the PHT. Taking any atta
ks of that type into 
onsiderationwould also lead to 
ompletely arbitrary measurements. The biggest inherentproblem in our de�nition of safety fa
tor is that it favors 
iphers on whi
h little
ryptanalysis has been done. Unfortunately, this is unavoidable if we want totry to maintain at least some kind of obje
tivity.There are two problems in applying this de�nition to the AES �nalists. The�rst one is that most atta
ks are against the 256-bit-key versions of the algo-rithm. Thus we might have a reasonable amount of data on how many roundswe 
an break of ea
h 
ipher in 2256 steps, but there is very little information onhow many rounds we 
an break in either 2128 or 2192 steps. We therefore usethe largest number of rounds broken by any atta
k on any one of the key sizes.This gives a fairly a

urate result for 256-bit key sizes, and introdu
es a bias forsmaller key sizes. At �rst glan
e this seems unfair to Rijndael, sin
e we 
omparethe number of rounds atta
kable under 256-bit keys to the number of roundsin the 128-bit-key 
ipher. However, this is exa
tly what we do for all the otheralgorithms. If we had more information on atta
ks on 128-bit-key versions we
ould 
ompute safety fa
tors for ea
h of the key sizes, but we simply don't havethat information. Rijndael's redu
ed number of rounds for smaller keys gives ita speed advantage, but it also redu
es the safety fa
tor for those key sizes.The se
ond problem is MARS. Be
ause of its heterogeneous stru
ture, thereare several ways of de�ning redu
ed-round versions. It is unfair to only 
ountthe 16 
ore rounds, but it is equally unfair to give all 32 rounds the same weight.We suggest the following: give the 
ore rounds a weight of 1, and the mixingrounds a weight of � (where � is a parameter that we still have to 
hoose). Anatta
k on 
 
ore rounds and m mixing rounds would thus give a safety fa
tor of(16 + 16�)=(
 +m�), and all atta
ks are measured using this metri
. Finally,we 
hoose � in su
h a way as to maximize the resulting safety fa
tor. Thus,the weight � is 
hosen to favor the algorithm as mu
h as possible. This is notideal, but it is the only reasonable way we have found of getting a number thatis somewhat 
omparable to what we get for the other 
iphers.The best atta
ks on MARS that we know of are on 11 
ore rounds [KKS00a℄and on the full mixing layers plus 8 
ore rounds [Fer00℄. This gives us a safetyfa
tor of 1.90, with � = 0:30.The other 
iphers are easier. For RC6, statisti
al methods 
an distinguish17 rounds from a randomly 
hosen permutation for 2�80 of all keys in less than2128 steps [KM00℄. Given 280 keys to atta
k, we 
an �nd nonrandom behaviorin about 2208 steps. This gives a safety fa
tor of 20=17 � 1:18. Rijndael has an3



Algorithm Safety fa
torMARS 1.90RC6 1.18Rijndael 1.11/1.33/1.56Serpent 3.56Two�sh 2.6734-round RC6 2.0018-round Rijndael 2.0024-round Rijndael 2.67Table 1: Safety fa
tors for AES �nalists and some in
reased-round variants.atta
k on 9 rounds [FKS+00a℄, and for the three key sizes has a safety fa
torof 1.11/1.33/1.56 (for the three key sizes, respe
tively). Serpent has a 9-roundatta
k [KKS00b℄, for a safety fa
tor of 3.56. Two�sh has a 6-round atta
k[Fer99℄, for a safety fa
tor of 2.67.The results are tabulated in Table 1 and are not very surprising. RC6 andRijndael have the smallest safety fa
tors. MARS does better, and Two�sh betterstill. As expe
ted, Serpent has the highest safety fa
tor.Keep in mind that a safety fa
tor of 1 
orresponds to a broken 
ipher. Thus,even moderate advan
es in 
ryptanalysis 
ould endanger RC6 and Rijndael. Inhis �rst-round 
omments Lars Knudsen re
ommended that AES should havea safety fa
tor of at least 2 [Knu99℄. We strongly support that notion. Theworst thing that 
ould happen to AES is a su

essful atta
k a de
ade from now,even an \a
ademi
 atta
k." Not only would this 
reate havo
 in many systems,it 
ould also endanger 
on�dential data that was en
rypted before the break.Given the very sket
hy information we have to go on, we simply 
annot a�ordto gamble on a relatively small safety fa
tor.In our opinion, Two�sh and Serpent have good safety fa
tors. MARS is
lose, but RC6 and Rijndael 
learly need more rounds. The table shows that34-round RC6 and 18-round Rijndael would have a safety fa
tor of 2. To raisethe safety fa
tor of Rijndael to the same level as that of Two�sh would require24 rounds of Rijndael. Of 
ourse, an in
rease in the number of rounds resultsin a 
orresponding redu
tion in performan
e. This will have to be taken intoa

ount in any 
omparison with in
reased-round versions.2.2 Two�sh and Se
urityTwo�sh was not designed in an ad ho
 manner: our primary goal was se
urity.Ea
h 
omponent in the 
ipher exists for a spe
i�
 purpose; in ea
h 
ase, thatpurpose is 
learly arti
ulated in our submission do
ument. We weighed everyproposed 
hange to the 
ipher, 
onsidering its impli
ations for se
urity, perfor-man
e, and simpli
ity. Two�sh has the most thoroughly expli
ated design ofany AES 
andidate. 4



The Two�sh submission do
ument [SKW+98a℄ 
ontains the most exten-sively do
umented 
ryptanalysis of any AES 
andidate. We have strongly heldto the philosophy that anyone 
ryptanalyzing Two�sh should have the mostpossible information, so as to have a better 
han
e of �nding su

essful atta
ks.To that end, not only did we dis
lose all of our design rationale [SKW+98a,Se
tions 6-7℄, but we dis
losed all of our internal analysis [SKW+98a, Se
tion8℄. Anyone trying to break Two�sh has a

ess to everything we were thinkingduring our design pro
ess. By reading through the Two�sh design do
ument, a
ryptanalyst 
an better understand the atta
ks we thought of|and, by exten-sion, the atta
k avenues we might have overlooked|the assumptions we made,and the prejudi
es we held. We made every e�ort we 
ould to fa
ilitate analysis.The AES pro
ess was too short to do anything less.To date, the Two�sh round fun
tion has proven to be the strongest roundfun
tion of any of the �nalists. The best known atta
k 
an break 6 rounds ofTwo�sh 
ompared to at least 9 rounds for any of the other �nalists. Moreover,Two�sh is the AES 
andidate with the fewest published atta
ks: not be
ausepeople have not tried to 
ryptanalyze Two�sh, but be
ause they have not foundanything worth publishing. We believe that these two fa
ts speak to its strength.Espe
ially interesting are the 
ryptanalysis papers, written by other people,that have been published about Two�sh. In 1999, Fauzan Mirza and SeanMurphy published a note des
ribing a \key separation property" in Two�sh[MM99℄. In 2000, Murphy published a another note, further des
ribing the samephenomenon [Mur00℄. (The Two�sh team also published notes on this property[WKS+99, Kel00℄, whi
h essentially exists in all 
iphers.) In two years, neitherMurphy nor the Two�sh team has been able to turn this property into an atta
kagainst even a redu
ed-round version of Two�sh.At the 7th Fast Software En
ryption workshop in New York, Lars Knud-sen announ
ed a trun
ated-di�erential atta
k against redu
ed-round versions ofTwo�sh [Knu00a℄. At the Third AES Candidate Conferen
e, two days later, heretra
ted his result as being wrong [Knu00b℄. As it turned out, the very samestru
ture of Two�sh that he was using prevented the atta
k he presented.The Two�sh team had a similar experien
e with a related-key atta
k pub-lished in the original Two�sh do
ument [SKW+98a, Se
tion 8.7℄. While at-tempting to improve our atta
k, we realized that our assumptions were ex-tremely generous, and after further evaluation we 
on
luded that the atta
kwas more 
onstrained than we thought. This was the \Two�sh Retreat" paperwe published [FKS+00b℄.During the Third AES Candidate Conferen
e, we joked that Two�sh wasthe only algorithm that not only prevented atta
ks, but a
tively repelled them.There is a modi
um of truth in this statement. We designed Two�sh to frustrateatta
ks: both known atta
ks and new, unknown atta
ks. What we have seenover the past two years is that 
ryptanalyti
 atta
ks that seem to work fail whena
tually applied to the 
ipher. We feel that this is a dire
t result of our designrule to break up as mu
h stru
ture as possible: the key-dependent S-boxes, theone-bit rotations, the deliberate non-algebrai
 representation. We will return tothis point in the se
tion on 
omplexity.5



It's relatively easy to design 
iphers that are se
ure against known atta
ks;it's mu
h harder to design 
iphers that are se
ure against unknown atta
ks.Ampli�ed boomerangs su

essfully atta
ked 9 rounds of Serpent [KKS00b℄ and11 rounds of the MARS 
ore [KKS00a℄. Statisti
al atta
ks on data-dependentrotations have been used to atta
k 15{17 rounds of RC6 [GHJ+00, KM00℄, andRijndael's highly stru
tured round fun
tion allowed relatively straightforwardextensions of atta
ks that were already known [FKS+00a, Lu
00, GM00℄. Sin
ethe AES 
andidates were published in 1998, several new 
ryptanalyti
 atta
kswere published: impossible di�erential 
ryptanalysis [BBS99a, BBS99b℄, mod n
ryptanalysis [KSW99℄, boomerang atta
ks [Wag99, KKS00a℄, and slide atta
ks[BW99, BW00℄. Two�sh's resistan
e to these hitherto unknown atta
ks speaksof its se
urity.2.3 Power Analysis and Blo
k CiphersAt the Se
ond AES Candidate Conferen
e, some people looked at the AES sub-missions with respe
t to di�erential power analysis (DPA). We do not feel thatthis is a relevant 
riterion by whi
h to judge blo
k 
iphers. DPA [KJJ99℄ isa instan
e of \side-
hannel atta
ks"|
ryptanalysis that makes use of informa-tion other than the algorithm's inputs and outputs. Examples of side 
hannelsin
lude timing [Ko
96℄, power [KJJ99℄, radiation, et
. [KSWH98℄.Paul Ko
her's 
onsulting 
ompany, Cryptography Resear
h, has done 
on-siderable work on side-
hannel atta
ks, espe
ially DPA [CR00℄. They have aportfolio of patent appli
ations that they li
ense to 
ompanies wanting to buildDPA-resistant hardware. None of these patent appli
ations a�e
t the mathe-mati
s of the algorithm; they all a�e
t the implementation. They in
lude waysto shield power leakage, ways to balan
e 
ir
uits, and ways to randomize power
onsumption.Our own resear
h on side-
hannel atta
ks bears the same 
on
lusion: theproper pla
e to defend against side-
hannel atta
ks is at the hardware level; itis not possible to design in resistan
e to side-
hannel atta
ks, power atta
ks inparti
ular, at the algorithm level. Many DES implementations are easy to breakwith DPA, despite its use of only XORs, table-lookups, and bit-permutationsas basi
 operations. It's hard to see why any AES submission would be betterin this regard.3 FlexibilityTwo�sh is unique in its implementation 
exibility. The modular design of thealgorithm allows it to be implemented in a variety of ways, depending on whi
haspe
t of the algorithm is most important for performan
e. Two�sh 
an be opti-mized for bulk en
ryption, key agility, low gate 
ount, throughput, low laten
y,or any 
ombination of fa
tors [SKW+98a, Se
tions 5.1, 5.4℄. Two�sh 
an beoptimized to �t in the smallest smart 
ards and to run more eÆ
iently on largersmart 
ards [SKW+98a, Se
tion 5.2℄. This 
exibility, although extensively do
u-6



mented, does not seem to be appre
iated by the resear
hers 
urrently evaluatingperforman
e. In many of the papers 
omparing AES 
andidate performan
e,the ranking of Two�sh 
ould have been improved by properly optimizing theimplementation for the parti
ular problem at hand.We designed this 
exibility into Two�sh from the beginning, be
ause wefeel that it is smarter to build a general algorithm to have good performan
eeverywhere rather than ex
ellent performan
e in a limited number of implemen-tations and medio
re performan
e elsewhere. No other AES �nalist allows thisrange of implementation options.4 Performan
eIf there's anything we've learned from the various performan
e 
omparisonspresented at the Third AES Candidate Conferen
e, it is that there are a myriadways to measure performan
e. We urge NIST to ignore rankings and minorvarian
es in performan
e, and instead look at the larger di�eren
es. Despitethe disparate ways of implementing the algorithms and measuring performan
e,several trends stand out.In hardware, Rijndael and Serpent are fastest, Two�sh is adequate, andRC6 and MARS are both slow and large. In software, Rijndael and Two�share fastest, MARS and RC6 are adequate (they're fast on the few CPUs thatsupport fast multiplies and data-dependent rotations, and slower on all others),and Serpent is very slow. RC6 and MARS have key s
hedules that make themvery poor 
hoi
es for high-performan
e hardware that has to handle a hugenumber of di�erent keys (IPse
 hardware is a good example) and 
heap smart
ards with limited RAM.Two�sh was designed to have good performan
e on a variety of hardware andsoftware platforms, instead of being optimized for a single platform. Unlike someof the other AES �nalists, Two�sh runs at the same speed for en
ryption andde
ryption. In our design we took a variety of platforms and implementationsinto a

ount, and the results show in all the di�erent performan
e 
omparisonsperformed.4.1 Measuring Two�sh Performan
eSeveral of the algorithms 
an take advantage of optimization \tri
ks" to im-prove performan
e on di�erent platforms. Serpent makes use of a bit-sli
eimplementation; Rijndael 
an take advantage of the MMX instru
tion set onthe Pentium II to improve performan
e [AL00℄. Two�sh 
an be implementedby 
ompiling the round keys into the 
ode, speeding up performan
e on mostCPUs [SKW+98a, Se
tion 5.1℄. (This is analogous to a Java JIT (just-in-time)
ompiler generating appropriate 
ode on-the-
y for a Java program, and similarte
hniques are used in the Windows operating system.) It is our belief that inperforman
e-intensive implementations, programmers will use all tri
ks possi-ble to speed up AES, and our performan
e 
omparisons made use of all tri
ks7



for all algorithms [SW00℄. Some 
omparisons have slower numbers for Two�shbe
ause they did not implement this tri
k. (At best, this is a minor issue. Evenwithout the pre-
ompiling tri
k, Two�sh is still only 20%{30% slower than thefastest algorithms, depending on what tri
ks you use for the other algorithms.)Other 
omparisons implemented Two�sh with its fastest blo
k en
ryptionspeed and slowest key s
hedule speed, and then used those numbers to 
omparekey setup. In appli
ations where AES is used to en
rypt bulk data, key-setupspeed rapidly be
omes irrelevant. In appli
ations where a single key is only usedto en
rypt a few blo
ks, Two�sh 
an be implemented with a faster key s
hedule.These performan
e tradeo�s are unique to Two�sh, and did not always getre
e
ted in the 
omparisons. Presumably all possible tri
ks will be implementedin produ
tion; appli
ations where performan
e is important will do everythingpossible to improve performan
e.4.2 Se
urity/Performan
eIt is easy to design a se
ure algorithm by ignoring performan
e. It is also easyto make an algorithm faster by redu
ing its se
urity. More interesting thanindividual performan
e measures is the ratio of safety fa
tor to performan
e ofthe AES �nalists. Looking at the �ve algorithms in this manner|normalizingto the largest number of rounds 
ryptanalyzed is a reasonable metri
|Two�shfar surpasses the other four �nalists [SW00℄.5 Simpli
ity\Simpli
ity" is the NIST 
riterion that's hardest to des
ribe. Lines of pseu-do
ode, number of mathemati
al equations, density of lines in a blo
k diagram:these are all potential measures of simpli
ity. Our worry about simpli
ity as ameasure is that the simplest algorithms are often the easiest to break. The twosimplest AES �nalists|RC6 and Rijndael|are the ones whose 
urrent atta
ksbreak the most rounds: 9 of Rijndael and 17 of RC6. Simple algorithms feel likethey're waiting for the right hammer: �nd it and you'll be able to break manyrounds of the algorithm.Simpli
ity is desirable so that 
ryptanalysts 
an understand the 
ipher wellenough to evaluate its ultimate strength. However, it is important to note thatsimpli
ity is only one of many goals of a 
ipher designer, and that 
ipher designrequires tradeo�s like other engineering task. We believe the Two�sh stru
tureis easily simple enough for a 
ryptanalyst to understand it and work with it.Indeed, we 
laim that this is true for all �ve of the AES �nalists.Two�sh is as simple as it 
an be, but no simpler. It has a modular design,designed to fa
ilitate understanding. We designed the 
ipher around a 32-bitinvertible keyed fun
tion: the g fun
tion [SKW+98a, Se
tion 7.1℄. The MDSmatrix multipli
ation [SKW+98a, Se
tion 7.3℄ and the key-dependent S-boxes[SKW+98a, Se
tion 7.2℄ guarantee 
ertain ni
e properties in the round fun
-tion. It is easy to understand the stru
ture of Two�sh from a single diagram8



[SKW+98a, Page 11℄, one that 
ontains both the round fun
tion and the keys
hedule.We 
hose to put the math in the g fun
tion and the key s
hedule [SKW+98a,Se
tion 7.11℄, and the muddle in the rest of the stru
ture. That is, the g fun
-tion is easy to understand mathemati
ally, to analyze. The rest of the stru
turemixes adds, XORs, and rotates to make it hard to use that mathemati
al stru
-ture in an atta
k [SKW+98a, Se
tion 7.7℄. The eight-bit rotation for one of theg fun
tion inputs prevents identi
al values in the input to F from giving identi-
al inputs to the two g fun
tions. The one-bit rotations before and after the Foutputs are XORed in to break up the byte-oriented stru
ture of the 
ipher, sothat di�erential or linear 
hara
teristi
s that line up ni
ely for the input to oneS-box will not line up for the next [SKW+98a, Se
tion 7.9℄. These 
omplexitiesare not arbitrary; they are all there for spe
i�
 reasons, and those reasons areexplained in our submission do
ument [SKW+98a, Se
tion 7℄.By 
ontrast, Rijndael's very simple byte-oriented stru
ture is exploited invarious atta
ks on redu
ed-round versions, in
luding [FKS+00a, Lu
00, GM00℄.The simpli
ity of the 
ipher is what makes these atta
ks possible.To be se
ure, en
ryption algorithms need both some math and some muddle.You need a mathemati
al stru
ture so you 
an prove things about the 
ipher,su
h as the best di�erential and linear paths. But you also need to break upthat mathemati
al stru
ture so that an atta
ker 
an't make use of it.6 Dis
ussion: Choosing AESThe AES pro
ess has worked even better than expe
ted. Today we have �vegood algorithms, and any of the designs would make an adequate AES standard.We re
ommend in
reasing the number of rounds for RC6 from 20 to 34, and thenumber of rounds for Rijndael from 10/12/14 to at least 18, to get an a

eptablesafety fa
tor. We feel that without these in
reased numbers of rounds, RC6 andRijndael would pose una

eptable se
urity risks.Two of the �nalists, MARS and RC6, simply do not work well in 
ertainappli
ations. Any one of the other three algorithms|Rijndael (with the extrarounds), Serpent, or Two�sh would make an ex
ellent standard.Choosing among these three algorithms is harder. Serpent is by far theslowest in software, about three times slower than the other algorithms. With18 rounds, Rijndael is 80% slower than 10-round Rijndael (the variant usedfor most performan
e 
omparisons), and all performan
e �gures need to bereadjusted in that light.Serpent has positioned itself as the 
onservative 
hoi
e, while Rijndael (withits original 10 rounds) is 
learly the fastest 
hoi
e. We believe that the re-sults of the straw poll at the Third AES Candidate Conferen
e re
e
ted thisdi
hotomy: those that thought se
urity was paramount 
hose Serpent, whilethose more 
on
erned with performan
e 
hose Rijndael. Two�sh represents amiddle road, 
ombining the best of both: very 
onservative se
urity and verygood performan
e a
ross all platforms.9



We believe Two�sh is the best single 
hoi
e for AES: \one standard; Two�sh."Referen
es[ABK98℄ R. Anderson, E. Biham, and L. Knudsen, \Serpent: A Proposalfor the Advan
ed En
ryption Standard," NIST AES Proposal, Jun1998.[AL00℄ K. Aoki and H. Lipmaa, \Fast Implementations of AES Candi-dates," Third AES Candidate Conferen
e Pro
eedings, Apr 2000.[BBS99a℄ E. Biham, A. Biryukov, and A. Shamir, \Miss in the Middle At-ta
ks on IDEA and Khufu," Pro
eedings of the Sixth Fast SoftwareEn
ryption Workshop, Springer-Verlag, 1999, pp. 124{138.[BBS99b℄ E. Biham, A. Biryukov, and A. Shamir, \Cryptanalysis of Skipja
kRedu
ed to 31 Rounds Using Impossible Di�erentials, Advan
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