A Fault Tolerance Framework for CORBA

L. E. Moser, P. M. Mélliar-Smith and P. Narasimhan *
Department of Electrical and Computer Engineering
University of California, Santa Barbara 93106

moser@ece.ucsh.edu, pmms@ece.ucsb.edu, priya@al pha.ece.ucsb.edu

Abstract

Wedescribe a Fault Tolerance Framework for CORBA that
providesfault tolerance management and core services, im-
plemented abovethe ORB for ease of useand customi zation,
and fault tolerance mechanisms, implemented beneath the
ORB for transparency and efficiency. Strong replica con-
sistency is facilitated by a multicast engine that provides
reliable totally ordered delivery of multicast messages to
the replicas of an object. Transparency to the application
allows application programmers to focus on their applica-
tionsrather thanon fault tolerance, and transparency to the
ORB allowsexisting commercial CORBA ORBs to be used
without modification. The Fault Tolerance Framework
adheresto CORBA' s objective of interoperability by ensur-
ing that different implementations of the specifications of
the framework can interoperate and that non-fault-tolerant
objects can interwork with fault-tolerant objects.

1 Introduction

The Object Management Group (OMG) has devel oped the
Common Object Request Broker Architecture (CORBA)
[11] as a standard for distributed object computing. The
CORBA standard is based on a client/server, object-
oriented style of computing. The application program-
mer defines an interface for each application class in the
OMG'sInterface Definition Language (IDL), adeclarative
languagethat isindependent of the particular programming
language in which the classes are implemented. The Ob-
ject Request Broker (ORB) of CORBA locates the server
object on behaf of aclient object and packages theclient’s
method invocations, and the server’s responses, into mes-
sages, defined by the General Internet Inter-ORB Protocol
(GIOP) and by the Internet Inter-ORB Protocol (110P), the
mapping of GIOP onto TCP/IP.
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Although CORBA provides portability, location trans-
parency, and interoperability of applications across hetero-
geneous platforms (architectures, operating systems, and
languages), it lackssupport for fault tolerance. Recently, the
OMG has recognized the need for fault tolerance through
its Request for Proposals (RFP) [12] for a fault tolerance
standard for CORBA. In this paper, we describe the key
components of the Fault Tolerance Framework [8] that we
have proposed to the OMG in response to that RFP.

Fault tolerance for CORBA could be provided entirely
through CORBA service objects, located above the ORB,
with application-level interfaces written in IDL. While it
is necessary to expose some interfaces of the framework,
particularly those for management, to the application for
ease of use and customization, it isless desirable to expose
the more difficult aspects of fault tolerance, such asreplica
consistency and fault recovery, through application-level
interfaces. Moreover, implementation of fault tolerance
above a CORBA ORB is not necessarily the most effi-
cient approach due to the overhead of the ORB in the
communication paths.

On the other hand, fault tolerance for CORBA could
be provided through mechanisms within or underneath a
CORBA ORB, but that makesit difficult for the application
tointerfaceto, and manage, the operation of theframework.
Moreover, such an approach exploits complex ORB or op-
erating system facilitiesthat are difficult for the application
programmer to understand and customize. However, a
framework implemented within or underneath the ORB has
the advantage of transparency due to its minimal visibility
at the application level. Additionaly, a framework based
on this approach avoids the ORB overheads and therefore
should be more efficient.

The Fault Tolerance Framework that we have devel oped
achieves the benefits of both approaches in a novel man-
ner, through the combination of mechanisms implemented
underneath the ORB for transparency and efficiency, and
services implemented above the ORB for application-level
control and ease of use.



2 Architectural Overview

Figure 1 showsthe Fault Tolerance Framework, which pro-
videsinterfacesfor thefoll owing services and mechanisms:

e Fault Tolerance Management Services that alow
application designers to describe the static fault toler-
ance properties of their applications. The replication
and fault tolerance of the application objects are au-
tomatic and transparent to such users, who run their
unmodified applications on the unmodified commer-
cial ORBsof their choice.

e Fault Tolerance Core Services that allow the ap-
plication program to exercise dynamic control over
replication and recovery from faults, for example, by
requiring an application object to be replicated on
specific processors. These services operate at thelevel
of application objects, without exposing how object
replication and recovery are implemented.

¢ Fault Tolerance Mechanismsthat alow the applica-
tion program or the Fault Tolerance Core Services to
exercise precise control over the creation and location
of individua object replicas, and direct control over
recovery. Theinterfacesto the mechanismsarecritical
for interoperability within a fault-tolerant system.

The Fault Tolerance Management and Core Services
are implemented as CORBA aobjects above the ORB. The
Fault Tolerance Mechanisms are implemented as pseu-
doobjects(native code) beneath or withinthe ORB. Severa
components of the Fault Tolerance Framework have both
service and mechanism counterparts, e.g., the Replication
Service and the Replication Mechanism. The intent is not
duplication of effort or code but, rather, the separation
of a component into service-level and mechanism-level
modules that together provide the required functionality.
The service-level module provides a user-accessible and
customizable interface, while the mechanism-level module
provides an efficient implementation of the infrastructure
required by the service-level counterpart.

The Fault Tolerance Framework employs a Multicast
Engine that provides reliable totally ordered delivery of
multicast messages in a modd of virtua synchrony to
maintain strong replica consistency. Space constraints
preclude a description of the Multicast Engine.

2.1 Replication Domains

A replicationdomainisaset of replicated objectsunder the
control of a single implementation of the Fault Tolerance
Core Services. Multiple implementations of the Fault
Tolerance Core Services can coexist, and can even share
the same processors and use the same Fault Tolerance Core
Mechanisms. For example, in a wide-area application,
there can be Fault Tolerance Core Services at each physical

Application
”””””””””” m Objects m m
Fault Tolerance .
Management ! [
Services i
|
! JFault !
i |Tolerance '
Property '
v ISenvice \ e i \
! \ _ Fault Tolerance Core Services H
- - . T == _
' | Statistics ! Replication [q>s — — Fault— — — mltjilflication |
i | Senwice <« N Service Notifications=] goi |
! - | - ervice .
! >§ N L <~ T V|
: : v 1
! ! Fault
! Resource ' Recovery . !
' ; i Detection I
: Senvice 3 Service Service !
| 1 :
””””””” Externalization R
Service
CORBA ORB
! N
' ! Replication > Eo%gﬁlgcn
I Resource Mechanism . Fault
' | Mechanism Mechanism Detection
. ' ? Mechanism
! i
'
i

)
'

I

'

I

'

|

' Fault Tolerance Recovery Fault Tol |
I

' Management Mechantsm ault To err1anc_e !
1 Mechanisms Core Mechanisms |
,,,,,,,,,,,,,,,,,,,,,,, P S |
|

'

Multicast !

Engine \

'

: 7 |

I

'

' . Multicast Multicast |
i Multicast Protocol Protocol |
' Engine '

Figure 1: The structure of the Fault Tolerance Framework.

sitethat handle objectsreplicated withinthelocal area, and
Fault Tolerance Core Servicesthat handl e objectsreplicated
across severa sites within the wide area. Each replication
domain hasauniquereplication domainidentifier, provided
by the application designer, who records this in the Fault
Tolerance Property Service.

2.2 Object Replication

The Fault Tolerance Framework supports the individual
object as the basic unit of replication. The replicas of an
object, aso referred to as object replicas or more simply
replicas, implement the same IDL interface and have the
same implementation source code. The behavior of each
object must be deterministic.

An object group, aso referred to as a replicated object,
is the set of replicas of an object. It has no physica
manifestation and is not located on any specific processor
(because that processor might fail). The application does
not access the object replicas directly (because a replica
might fail). The replicated object continues to exist, even
though processors or individual object replicas fail. Each
object group has an object group identifier, which isunique
within areplication domain.

Cold, warm and hot passivereplication, and active repli-
cation withand without mgjority voting, are supported. The



appropriate choice of replication policy is made for each
object individually, concentrating fault tolerance where it
is needed, without incurring unnecessary costs where less
stringent fault tolerance or dower recovery is acceptable.
Resistance to arbitrary faults requires active replication
with majority voting and a more robust multicast protocol
[10]; we focus our discussion here on protection against
crash (fail-silent) faults.

2.3 Object Group Addressing

The Fault Tolerance Framework, uses two different kinds
of Interoperable Object References (IORs), object IORs
and object group IORs. An object IOR isan ordinary IOR,
generated and used by an ORB, to address an object that
it hosts; the ORB, however, has no knowledge of whether
the object is areplica. An object group IOR is generated
by the Replication Service and is used by the application to
address areplicated object.

An object group IOR islike an ordinary |OR except that
it contains the replication domain identifier and the object
group identifier, rather than the identifier of a physica
processor and a port number. Some ORBs send messagesto
verify that the host actually exists and that the object exists
on that processor. The Replication Mechanism intercepts
such messages and performs the required checks against
the mappings established by the Replication Service.

An object group IOR appears to the ORB to be a
reference to an object on some other processor, even if one
of the replicas of the object group is actualy on the same
processor. This triggersthe ORB to communicate with the
object by using I1OP, which can be intercepted, rather than
by using local invocations.

24 Strong Replica Consistency

The Fault Tolerance Framework employs several mecha-
nismsto maintain strong replicaconsistency. In particular,
it employs a Multicast Engine that providesreliabletotally
ordered ddlivery of multicast messages. The invocations of
methods on the replicas, and the corresponding responses,
are contained in multi cast messages. Because the messages
are delivered in the same total order at each object replica,
the methods are executed by each replicain the same order.
Thisconsi stent ordering of messagesisthebasic mechanism
for ensuring that the states of thereplicas remain consistent.
In addition, to maintain strong replica consistency, the
Fault Tolerance Framework detects and suppresses dupli-
cate invocations (responses) that are generated by two or
more replicas of an object. It dso provides transfer of
state between replicas, ensuring that all of the replicas
agree on which method executions precede the state trans-
fer and which follow it. Moreover, it guarantees consi stent
scheduling of concurrent threads of execution by enforcing
asinglethread of control inside each object and disallowing
direct access by one object to the data of another object.
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Figure 2: A prototype GUI for the Fault Tolerance Property Service.
Selection of application classes and instances are shown in the left panel,
editing of fault tolerance properties in the center panel, and display of
faults and utilization of resourcesin the right panel.

25 Replication of Fault Tolerance Services

The Fault Tolerance Services are implemented as standard
CORBA objects that are actively replicated and thus pro-
tected against faults. It may not be obvious that such a
service object can control its own replication and protect
itself against faults. The technique is, however, well-
understood and was first used in the SIFT aircraft flight
control computer [16].

If one or more, but not dl, of the replicas fail, the Fault
Tolerance Services can invoke the methods that recover,
or create, replicas of their own objects. Aslong as at least
onereplicaisoperational, the Fault Tolerance Services can
operate normally, protecting themselves and the system
against faults.

3 Management Services/M echanisms

3.1 Fault Tolerance Property Service

System management for the Fault Tolerance Framework is
the selection, or creation, of policiesthat alter the behavior
of the system, primarily fault tolerance behavior. Most of
the properties are set at design/deployment time, and some
of them can be modified later.

A graphical user interface (GUI) for the Fault Tolerance
Property Service, shown in Figure 2, allows the application
designer or system administrator to define static fault toler-
ance propertiesfor an application class within areplication
domain.

3.2 Resource Service and M echanism

The Resource Service exploits the Resource Mechanism
located on each processor to determine the available re-
sources, eg., processing and memory resources. The
Resource Service provides alist of the available resources
to the Replication Service, when the Replication Service
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When the application invokes afactory to create a new object:
1. The Replication Mechanism intercepts the invocation and routes it
to the Replication Service.

2. The Replication Service decides where to create the object replicas
and then invokes the factories on those processors to create the
object replicas.

3. The factories return object replica IORs for the replicas to the
Replication Service.

4. The Replication Service creates a unique object group IOR and es-
tablishesamapping between the object group and the object replicas.
It communicates this mapping to the Replication Mechanism.

5. The Replication Service returns the object group IOR to the appli-
cation that requested the creation of the object.

Figure 3: The creation of anew (replicated) object.

invokes it. The Resource Mechanism exploits native op-
erating system mechanisms to determine current resource
utilizations.

The Resource Service allowsthe application designer to
defineafault containment region asaproperty of aresource.
Two resources having the same fault containment region
may experiencecorrel ated faults, for example, processorsin
a shared memory multiprocessor. The Replication Service
will not assign replicas of the same object to resources
within the same fault containment region.

3.3 Statistics Service

A minimal Statistics Service receives event notifications
from the other components of the Fault Tolerance Frame-
work and records statistics relevant to fault tolerance,
including creation of objects and replicas, occurrence of
faults, time to recover from faults and availability and uti-
lization of resources. The application designers may extend
or replace this minimal service with custom software, so
that it collectsinformation of direct interest to them.

4 Core Services/M echanisms

4.1 Replication Service/Mechanism

The Replication Service operates in conjunction with the
Replication Mechanism to create and del ete object replicas

Multicast GIOP message
Invocation of A by B

When an object group B invokes amethod of object group A:

1. An object replica B1 uses the IOR of object group A to dispatch
the invocation.

2. The ORB notesthat the IOR of the invoked object group A appears
to refer to an object on some other processor and constructsa GIOP
message, whose destination is object group A and whose sourceis
theindividual replica B1.

w

. The Replication Mechanism, using the mapping tables provided to
it by the Replication Service, replaces the invoking replica B1 in
the sourcefield by object group B.

N

. The Replication Mechanism then encapsulates the GIOP message
in a multicast message and multicasts it to the processors hosting
the replicas of object group A.

5. At each of those processors, the Replication Mechanism replaces
the invoked object group A in the destination field of the message
by theindividual replicaA1, A2 or A3 onthat processor, and passes
the GIOP message to the ORB.

6. The ORB invokes the individual replica A1, A2 or A3 on its
respective processor.

Figure 4: The invocation of an object group.

withinasinglereplication domain. The Replication Service
obtainsitsinstructionsfrom the application designer viathe
Fault Tolerance Property Service regarding which applica-
tion objectstoreplicateand how toreplicatethem. It obtains
information about the available resources (e.g., processing
and memory resources) and their current utilization from
the Resource Service. The Replication Service subscribes
to the Fault Notification Service to be notified of faults.
The Replication Service interface, provided to the ap-
plication, allows the creation (deletion) of object groups,
and also the crestion (deletion) of individual object replicas
on specific processors. Thisinterface returns object group
IORs, rather than object I0Rs for the individual replicas.
The Replication Mechanism interface, accessible only to
the Replication Service, allows access to the object IORs of
thereplicas. Figure 3 showstheroleof the Replication Ser-
vice and M echanism when the application creates an object.
To create an object replica, the Replication Service
uses the Recovery Service to make the replica operational,
which entailsmaking thereplica s state consistent with that
of the other replicas. For a passively replicated object, the
Replication Service informs the Recovery Service of the

Replica
A3



replicathat is chosen as the primary replica, and the order
inwhich the other replicas should be used for the selection
of subsequent primary replicas in the event of faults.

Figure 4 shows the role of the Replication Service and
Mechanism when an object group isinvoked. To ensure
that the states of the replicas do not become inconsistent
because the same invocation is executed multipletimes, the
Replication Mechanism detects and suppresses duplicate
invocations (responses), as shown in Figure 5. Those du-
plicates that are not detected and suppressed at the source
are detected and suppressed at the destinations.

The Replication Service, through the fault reports it
receives from the Fault Notification Service, can remove
a faulty replica from an object group, or can create a new
replica, to maintain the desired fault tolerance require-
ments. Removal of areplica from an object group by the
Replication Service causes the Replication Mechanism to
terminatethat replica. Immediateremoval of afaulty replica
isnot essential. If the faulty replica continues to generate
invocations (responses), the Replication Mechanism will
detect and suppress duplicate invocations (responses).

4.2 Recovery Service/Mechanism

The Recovery Service, in conjunction with the Recovery
Mechanism, provides fault recovery for passive replica
tion, and activates new objects for both passive and active
replication. The Recovery Service subscribes to the Fault
Notification Service. If the Recovery Service receives a
report that a nonprimary replica has failed during an oper-
ation, then no recovery action needs to be taken, because
the primary replica continues to perform the operation.

For a cold passively replicated object, when the pri-
mary replica fails, the new primary replica does not yet
exist. Thus, the Recovery Service must first invoke the
Replication Service to create the new primary replica on
the appropriate processor. Following this, the Recovery
Service instructsthe Recovery Mechanism to obtain, from
the Operation Logging Mechanism, the most recent state
transfer message and the set of invocation and response
messages that follow that state transfer message. The Re-
covery Mechanism then applies the state transfer message
to the new primary replica, followed by the set of invoca
tion and response messages, as above. The steps are shown
inFigure 6.

For awarm passively replicated object, the state transfer
message has aready been applied by the backup replica
Thus, the Recovery Manager needs to retrieve only the
recent invocation and response messages from the log and
apply them to the new primary replica.

Multiple invocations on other objects, and even re-
sponses, can be generated by the origina and the new
primary replicas. The Replication Mechanism detects and
suppresses such duplicates.

Invocation
of (75,5)

Object Group A
\

Object Group A

Repl|cat|on
-
I
Response
U to (75,5)

[121] 100 4|_

Invocation Prima
of (100,4) \ Replica

@125|1oo\ |@128|100‘4| é49|75‘5@46| 75\5.}143|75\5|

Object Group B Passive ObJect Group B

o O Rephcanon L *
’ l : oy
Pr|ma

\ \
Repllca \

Response
to (100,4)

[ —

t 1

State Updates

Timestamp of the message invoking this operation
Timestamp of the message invoking the parent operation
Sequence number of this invocation within the parent operation

Object group A containsthree active replicasand object group B contains
three passivereplicas.

e Some client object (not shown in the figure) invokes a method
with invocation identifier (100, (75,5)) on object group A. Each
of the replicas in A executes the method, which results in the
invocation of other methods, including the one with invocation
identifier (121, (100, 4)) on object group B.

e The timestamp of the ‘‘parent’’ invocation that resulted in the
subsequent invocationsis 100. If the method invocation on object
group B is the fourth in the sequence of invocations triggered by
the execution of the parent invocationthen, at each replicain A, the
operation identifier for the invocation of B is (100, 4).

e The Replication Mechanism for one of the replicas in object
group A multicasts a message containing the invocation identi-
fier (121, (100,4)). When the Replication Mechanism at another
replica in object group A receives this message, it suppresses its
own replica sinvocation also with operation identifier (100,4).

e The primary replica in object group B then executes the method,
after which the Replication M echanism transfers the state of the pri-
mary replicato the nonprimary replicasin object group B and mul-
ticasts the response to object group A using the response identifier
(137,(100,4)). Note that the invocation identifier (121, (100, 4))
and thecorresponding responseidentifier (137, (100, 4) ) refer tothe
same operation and thus have the same operationidentifier (100, 4).

o At the end of the operation, the Replication Mechanism at one of
the replicas in object group A multicasts the response using the
response identifier (143, (75,5)). When the Replication Mecha-
nism at another replicain object group A receivesthis message, it
suppressesits own replica’ sresponsefor (75,5).

Figure 5: Detection and suppression of duplicate invocations (responses).

4.3 Fault Detection Service/Mechanism

The Fault Detection Service monitors objects (typicaly
replicas of an object), verifying that they continue to oper-
ate, and generates fault reports, using the Fault Detection
Mechanism. The Fault Detection Service depends on user-
defined timeouts to generate suspicions that objects are
faulty, though other mechanisms may be used. An object
that is low in producing a response, or that has a faulty
communicationlink, may besuspected by thefault detector,
even though the object itself has not actualy failed.
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If a cold passively replicated object is invoked and the primary replica
doesnot fail:

1. The Replication Mechanism dispatches the GIOP message con-
taining the invocation of the passively replicated object using the
Multicast Engine, which encapsulates the GIOP messagein a mul-
ticast message and multicasts it.

2. The Recovery Mechanism applies the received message to the
primary replica

3. The Operation Logging Mechanism logs, but does not apply, the
message at the other (nonprimary) replicas.

4. The Externalization Service allows the Replication Mechanism to
obtain the state of the primary replica.

5. The Replication M echanism dispatchesthe GIOP message contain-
ing thestate of the primary replicato the other (nonprimary) replicas
using the Multicast Engine.

If the primary replicafails:

1.” The Replication Mechanism loads the new primary replicainto its
processor if it is not already |oaded.

2." The Recovery Mechanism determines a new primary replica, ex-
tracts the most recent state transfer message from the log and then
appliesit to the new primary replica

3.” The Recovery Mechanism extracts subsequent invocation messages
from the log and appliesthem to the new primary replica.

Figure 6: Therole of the various services and mechanismsin cold passive
replication.

The Fault Detection Service supportsboth pull monitor-
ing and push monitoring. In the push monitoring model, an
object reports periodicdly to the Fault Detection Service
to confirm that it is alive. In the pull monitoring mode,
the Fault Detection Service periodically invokes a method
on an object, which must respond confirming that it is still
alive. Objects that fail to report or fail to respond are
reported as faulty by the Fault Detection Service.

The Fault Detection Service detects only object faults;
other componentsin the system detect other typesof faults.
For example, the Multicast Engine detects processor faults
and network faults, the Resource Service detects resource
overload faults, and the Replication Service detects inad-
equate replication faults. Some types of faults might be
detected by the application objects themselves.

4.4 Fault Notification Service

The Fault Notification Service receives fault reports from
the fault detectors and, in turn, generates fault notifications
to other objects. Both application objects that need fault

notifications, and service objectsincluding the Replication,
Recovery and Statistics Services, subscribe to the Fault
Notification Service.

The Fault Notification Service might generate multiple
fault notifications for a fault report that it receives. For
example, a fault report for a processor results in a fault
notification for each of the object replicas hosted by that
processor. Similarly, a fault report for an object group
triggers fault notifications for each of its object replicas.
If a fault is reported for the last replica of an object
group, a notification is generated for the object group as
awhole. An application needs to register selectively for
fault notifications to avoid receiving a large number of
simultaneous correlated notifications.

45 Operation Logging M echanism

The Operation Logging Mechanism maintains, for each
object replica, alog of messages, which contains a record
of invocations and responses, as well as state transfer mes-
sages, for that object. To achieve reasonable efficiency
(in terms of storage and time for logging), the Opera-
tion Logging Mechanism isimplemented as pseudoobjects
benesth the ORB, which are present on each processor.
Conceptually, a separate log is maintained for each object
replica; physicaly, the implementation may share storage
and retrieval facilities across many logs.

State transfer is performed by the getstate and setstate
methods, which must be coded by the application pro-
grammer as part of the application object. Alternatively, if
the ORB provides an Externalization, Objects by Vaue or
Persistent State Service, those can be exploited to perform
state transfer.

5 Prototype | mplementation

We have implemented the Fault Tolerance Mechanisms of
the Fault Tolerance Framework in our prototype Eternal
system [7, 9], using unmodified commercial ORBs, in-
cluding Inprise’ sVisiBroker, lona s Orbix, Xerox PARC's
ILU, Object-Oriented Concept’s ORBacus and Washing-
ton University’ sreal-time TAO ORB. The implementation
is designed for Solaris 2.6 but can aso operate on Linux.
A port to WindowsNT is in progress. The Fault Toler-
ance Management and Core Services have been specified
and their implementation is underway. The underlying
mechanisms are the difficult part of the Fault Tolerance
Framework to implement; the services are essentia for the
practica deployment of the Framework but their imple-
mentation isrelatively straightforward.

The current implementation exploits library interpo-
sitioning, which is less dependent on operating system
specific mechanisms and has lower overheads than our
initial implementation, which was based on intercepting
the /proc interface of the Solaris operating system. Either



approach (library interpositioning or using /proc) alows
the mechanisms of the Fault Tolerance Framework to be
used with diverse commerciad ORBSs, with no modification
of either the ORB or the application. Theonly stipulationis
that the vendor’ simplementation of CORBA must support
[1OP, as mandated by the CORBA standard.

The mechanisms that the Fault Tolerance Framework
employs to ensure replica consistency are implemented
beneath the ORB and, thus, are transparent to the appli-
cation and to the ORB. The overheads are in the range of
7-15% for remote invocations with triplicated clients and
triplicated servers. These low overheads include the cost
of interception and replication, as well as that of muilti-
casting GIOP messages using the Totem multicast group
communication system [6].

For exampl e, using Sun UltraSPARC2 167 and 200MHz
workstationsand 100 Mbit/s Ethernet, a remote invocation
and responsewith an unreplicated client and an unreplicated
server running over VisiBroker, without the mechanisms
of the Fault Tolerance Framework, requires 0.330 ms. In
this case, the client and server communicate using 110P
messages transmitted over TCP/IP.

Using the mechanisms of the Fault Tolerance Frame-
work, for the same platformand application, withthree-way
actively replicated client and server objects running over
VisiBroker, a remote invocation and response required
0.369 ms, which represents an overhead of 12% over
the unreplicated case. These measurements involved an
actively replicated client object repeatedly invoking an ac-
tively replicated server object using deferred synchronous
communication without message packing. The Operation
Logging Mechanism did not contribute to the measured
overheads because it was not required for state transfer.

With three-way passively replicated clientsand servers,
aremote invocation and response required 0.374 ms, which
represents an overhead of 15% over the unreplicated case.
These measurements involved a passively replicated client
object, with the primary client replicarepeatedly invoking
the passively replicated server object. In the absence of
a standard CORBA service that provides externalization,
the state transfers for both client and server objects were
hand-coded.

Little difference in the time for invocations and re-
sponses was observed between cold (no state transfers),
warm (state transfer every fourth invocation) and hot
(state transfer every invocation) passive replication, be-
cause the state transfers largely overlap the invocations
and responses. Cold passive replication, of course, im-
poses a lower processing load on the processors hosting
the nonprimary replicas. With cold passive replication,
for the nonprimary replicas, the Replication and Opera-
tion Logging Mechanisms accounted for 1.2% of the CPU
load, while the ORB and the nonprimary replicas imposed

no load on the CPU at al. With hot passive replication,
for the nonprimary replicas, the Replication and Opera
tion Logging Mechanisms accounted for 5% of the CPU
load, with the ORB and the nonprimary replicas exhibiting
similar CPU usage, entirely for state transfers. The main
overhead in both cases was due to the operating system and
networking software, with CPU usagesin the range of 20%.

6 Reated Work

Several systems have been developed that augment
CORBA application objects with fault tolerance. These
systems vary in the level of fault tolerance provided to the
application, in the transparency provided to the application
and the ORB, and in the performance overheads incurred.

The Electra toolkit implemented on top of Horus pro-
vides support for fault tolerance by replicating CORBA
objects, as does Orbix+lsis on top of Isis [1, 5]. Both
Electra and Orbix+lsis integrate the replication and group
communi cation mechani smsinto the ORB and requiremod-
ification of the ORB. Unlike the Fault Tolerance Frame-
work, Electra and Orbix+lsis are non-hierarchical object
systems and support only active replication.

The Maestro toolkit [15] includes an 11OP-conformant
ORB with an open architecture that supports multiple
execution styles and request processing policies. The
replicated updates execution style can be used to add
reliability and high availability properties to client/server
CORBA applicationsin settings where it is not feasible to
make modifications at the client side.

The AQUA framework [2] employs the Ensem-
ble/Maestro [14, 15] toolkits, the Quality Objects (QuO)
runtime, and the Proteus dependability property manager.
Based on the requirements communicated by the QuO run-
time and the faults that occur, Proteus determines the type
of faults to tolerate, the replication policy, the degree of
replication, the type of voting to use and the location of
the replicas, and dynamically modifies the configuration
to meet those requirements. The AQUA gateway trans-
lates CORBA object invocations into messages that are
transmitted via Ensemble, and detects and filters duplicate
invocations (responses). The AQUA framework is more
similar to the Fault Tolerance Framework than the other
systems described here.

The Object Group Service (OGS) [3] provides fault
tolerance for CORBA applicationsthrough a set of services
implemented on top of the ORB. OGS is itself composed
of several CORBA services including a group service, a
consensus service, a monitoring service and a messaging
service, each of which can be used asastand-alone CORBA
service. The service approach, adopted by OGS, exposes
the replication of objects to the application program, but
alows the application programmer to modify the class
library and customize the services more easily.



The Distributed Object-Oriented Reliable Service
(DOORS) [13] adds support for fault tolerance to CORBA
by providing replica management, fault detection, and
fault recovery as service objects above the ORB. Unlike
the above systems and the Fault Tolerance Framework,
DOORS focuses on passive replication and is not based on
group communication and virtual synchrony. TheDoorMan
management interface monitors DOORS and the underly-
ing system to fine-tune the functioning of DOORS and to
take corrective action by migrating objects, if their hosts
are suspected of being faulty.

Using a quite different approach from that of the Fault
Tolerance Framework, Killijian et al [4] have defined a
metaobject protocol for implementing fault-tolerant appli-
cations based on the use of inheritance and reflection. Their
approach allows control by the user at the metaleve, but is
heavily language dependent.

7 Conclusion

The Fault Tolerance Framework, described here, is novel
in its use of a combination of services and mechanisms to
provide fault tolerance for CORBA. The mechanisms are
optimally implemented beneath the ORB for transparency
and efficiency, and the services are implemented above the
ORB for ease of use and customization by the application.

Strong replica consistency is ensured for CORBA ap-
plications by means of a reliable totally ordered message
delivery service, detection of duplicate invocations and
duplicate responses, transfer of state between replicas of
an object ensuring that the replicas of an object agree on
which method executions precede the state transfer and
which follow it, and consistent scheduling of concurrent
threads of execution.

The Fault Tolerance Framework can be used transpar-
ently or controlled directly by the application program,
depending on the degree of control that the application re-
quires. Transparency to the application allows the benefits
of fault tolerance to become available to a much wider
range of applications and users, with less effort on the
part of the application programmer. Transparency to the
ORB dlowsfault toleranceto be provided using unmodifed
commercial implementations of CORBA.
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