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ABSTRACT

Intelligent automotive electronics significantly improved driv-
ing safety in the last decades. With the increasing complexity
of automotive systems, dependability of the electronic com-
ponents themselves and of their interaction must be assured
to avoid any risk to driving safety due to unexpected failures
caused by internal or external faults.

Additionally, Virtual Prototypes (VPs) have been accepted
in many areas of system development processes in the automo-
tive industry as platforms for SW development, verification,
and design space exploration. We believe that VPs will sig-
nificantly contribute to the analysis of safety conditions for
automotive electronics. This paper shows the advantages
of such a methodology based on today’s industrial needs,
presents the current state of the art in this field, and outlines
upcoming research challenges that need to be addressed to
make this vision a reality.

Categories and Subject Descriptors

B.8 [Performance and Reliability]: Reliability, Testing,
and Fault Tolerance; C.4 [Performance of Systems|: Re-
liability, availability and serviceability

General Terms
Verification, Reliability

Keywords

Safety, Reliability, Virtual Prototypes, Embedded Systems,
Automotive, Robustness

1. INTRODUCTION

With the increasing number and acceptance of complex
electronic-based embedded systems in daily life, e.g. in
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medical aids, industrial production and cars, their risk of
failure increases, which may threaten human lives or physical
conditions. Therefore, the evaluation of safety is a crucial
topic in several areas, especially for automotive electronics.
Of course, several functions could be implemented without
electronic components however they help to increase energy
efficiency (e.g. highly sophisticated motor control), com-
fort (e.g. adaptive cruise control), and safety (e.g. airbags).
So, year after year, more and more sophisticated electronic
components based on semiconductors make their way into
cars making them even more efficient and safer. In so doing,
new functions are often realized by the interaction of several
electronic components, e.g., in systems such as Combined
Active and Passive Safety (CAPS), which is illustrated in
Fig. 1. CAPS links the data from environment sensors with
the airbag control to better protect the passengers by esti-
mating direction and strength of a collision. As such it must
be, for instance, absolutely guaranteed that the failure of
any system component does not trigger the airbag in normal
operation.

In recent years, virtual prototypes (VPs) have been ac-
cepted in many areas of system development processes in
the automotive industry and other industrial sectors. In the
automotive industry, VPs are most frequently applied as plat-
forms for software development, in design space exploration



and system verification. Meanwhile, we can find dedicated
frameworks for Virtual ECU (Electronic Control Unit) design
and testing based on the automotive standard AUTOSAR
(AUTomotive Open System ARchitecture) [1]. Moreover,
we are expecting that VPs will become more important for
safety analysis and safety assurance of future automotive
systems as a result of the wide spectrum of dependability
challenges [2].

In this paper, we present an overview on how the correct
and safe functionality of complex systems can already be
examined in an early design phase using Virtual Prototypes.
A major challenge is to ensure the consistency between the
VP and the real system. Here, the worst case for an incon-
sistency between both is that a fault is not modeled in the
VP, but impacts the real system.

On the other hand, there are many scenarios that can
be hard to apply to real physical systems. Erroneous data
in arbitrary components, such as registers or memory cells,
and errors in hardware components, such as stuck-at errors
or disconnected wires between two subcomponents of an
ASIC are difficult to insert into a real hardware prototype.
Also, insertion of faults into physical HW may destroy the
prototype or lead to a system state that may cause safety
issues for the operator. Additionally, in a VP it is much easier
to observe the impact of the error on the system and track
the error propagation. Even more importantly, VPs can help
find unexpected error effects early in the design process. So,
measures to keep the overall system safe can be included
at an early phase therefore avoiding costly redesigns. As
a consequence, VPs have many advantages when analyzing
safety. The current state of the art in this field is outlined
in Section 2. A large research effort is required to make
the vision of early safety assurance based on VPs a reality.
The related, unresolved research challenges for applying the
methodology on future complex automotive electronics are
discussed in Section 3, before we close the paper with a
conclusion.

2. STATE OF THE ART

Safety and reliability of automotive and embedded systems
in general have been the focus of many research activities.
This section outlines some important work in these and
related areas.

2.1 System-Level Safety Evaluation

There are several established methods for evaluating sys-
tem safety. Fault Tree Analysis (FTA) and Failure Mode
Effects & Diagnostic Analysis (FMEDA) are two examples
for well known dependability analysis methods. Tradition-
ally, these methods have to be executed by system experts,
as the identification of failures, their logical interaction and
the estimation of failure rates are based on the engineer’s
experience and knowledge. To reduce the complexity of these
evaluations as well as the strong reliance on the engineer’s
system knowledge, different approaches were developed to
automate various steps [3—6]. Pinello et al. [3] propose an
approach based on Fault Tolerant Data Flow (FTDF) graphs
to create Fault Trees (FT). The Fault Propagation and Trans-
formation Calculus (FPTC) [4] allows the determination of
the system failure behavior based on information about the
failure behavior of components and their interconnections.
All approaches require that the engineer has to specify an
intermediate model that contains crucial information, e.g.
the dependency between system components, such as data
flow or control flow dependency.

Another very challenging task for system experts, which
is necessary for the intermediate format, is the estimation of

the failure propagation of system components, especially in
combination with failure tolerance.
In the area of system verification, simulation runs have been
established for the validation of functional and non-functional
requirements. System-level simulations are used to verify
functional, timing or power requirements like [7]. Executable
models of the system under test promise a huge potential
for safety evaluations. They cover inherently the internal
component dependencies and the provided error tolerance.
When using system simulation runs to overcome the chal-
lenges of traditional safety evaluation methods, new chal-
lenges emerge as well. In [8] an approach to implicitly support
the FTA with an error effect simulation is shown. To provide
a generalized and comprehensive methodology, additional
challenges have to be solved, which are beyond the scope of
the presented framework. Failure behavioral patterns, which
are currently mostly informally specified, have to be trans-
ferred into an executable format that can be used during
simulation to stimulate errors. Both the simulation and the
failure specification have to fit in system models at different
levels of abstraction, particularly with the abstract system
level. Additionally, methods for creating FTs from the simu-
lation results or for guiding the error simulation to handle
analysis work have to be developed.

2.2 RTL and Gate-Level Analysis

Intensive research was conducted to analyze the reliability
of integrated circuits (ICs). Errors can be injected as bit value
flips in memory cells or registers during logic simulation at the
gate or register transfer level (RTL) [9]. Monte-Carlo-based
techniques can be used to model different fault scenarios.
Based on the fault model, statistically varying error locations
and occurrence times - as well as stimulus [10-12] - are
generated.

These RTL and gate level analysis methods require fin-
ished RTL implementation of the investigated IC, which
may result in expensive redesigns if weaknesses are found at
this late design phase. Additionally, simulation at the gate
and RTL is usually too slow, so that acceleration techniques
are required. A prototype of the IC can be emulated on
an FPGA, for instance. The code can be instrumented by
error injection capabilities [9,11,13] or the bit-stream can
be adapted [14,15] to inject errors in the IC during FPGA
emulation. Simulation-based error injection can accelerate
the evaluation by using higher levels of abstraction, e.g.,
micro-architectural level [12].

2.3 System-Level Testbenches

As stated in Section 2.1, simulations promise a huge po-
tential for safety evaluations. A complete simulation envi-
ronment consists of an executable model of the DUT and a
tesbench for stimulation. Design reuse and interoperability
became mandatory in system design to keep design produc-
tivity in pace with Moore’s law. Consequently, reuse and
interoperability had to become available for system-level
testbenches alike and resulted into concepts such as TLM
(Transaction Level Modeling) for modeling communications
[16] and UVM (Universal Verification Methodology) for test-
bench infrastructures [17]. TLM imitates communication
apart from specific hardware implementations across a va-
riety of abstraction levels: cycle-accurate, approximately
timed, loosely-timed, untimed, and token-level. The commu-
nication architecture is kept undefined and remains open for
design space exploration experiments, usually an application
area of VPs. Moreover, the different communication abstrac-
tion levels allow significant speed-up for system-level models
simulation, a crucial advantage on early safety assurance of



large VPs. Meanwhile, TLM-2.0 is widely accepted as an
industry standard and part of the SystemC standard IEEE
1666-2011 [18]. Nevertheless, the concept of TLM is generic
and can be found as part of the UVM, a methodology and
library for system level testbenches based on SystemVerilog.
UVM separates IP design from IP verification, and makes
testbenches and test cases reusable by employing standard-
ized components, such as agents, sequencers, drivers, and
monitors. In fact, UVM components utilize TLM interfaces
for communication and make use of UVM agents to interact
with the DUT by translating sequences of TLM messages
to wire toggles by means of a translating driver, which acts
as a transactor. UVM monitors are responsible for the op-
posite direction of communication, as they interpret wire
toggles to create TLM messages. Together with the UVM
environment and a concept called UVM factory, these give
UVM testbenches high reconfiguration and reuse potential
for system-level safety evaluation.

2.4 Testbench Qualification

Testbenches and virtual experimentation environments are
fundamental tools for early safety evaluations of automo-
tive systems. For instance, virtual ECU frameworks are
frequently applied to provide early integration and testing of
AUTOSAR software stacks according to automotive software
design processes, such as the V-Model flow. However, the
significance of the results obtained depends on the pertinence
of test cases being stimulated by the verification environ-
ment. Mutation analysis utilizes fault injection to qualify a
testbench with respect to its ability to reveal faults in terms
of fault activation, error propagation, and failure detection.
For this, artificial faults, referred to as mutations, are deliber-
ately seeded into the DUT (Design Under Test), i.e., models
of HW/SW components. A mutant is generated by applying
one mutation operator to a single place of the DUT.

Such mutation operators were originally’ introduced to
represent typical programmer failures [19]. These failures
are modeled as simple syntactic program faults due to the
Competent Programmer Hypothesis [19], which assumes that
programmers are competent and write programs that are
nearly correct. Further, another hypothesis called Coupling
Effect [19] attempts to establish the effectiveness of mutation
testing. It states that if a set of test data is able to kill (i.e.,
to monitor/detect) most of the mutants that are generated
with simple fault seeding, then they will also be capable
of revealing the real, more complex bugs in the program.
Thus, the mutation score, i.e. the fraction of killed mutants
with respect to the overall number of mutants, provides an
advanced metric to assess a testbench’s quality compared
with coverage based metrics. Mutation testing results can
be applied for automatic test pattern generation in case the
mutation score turns out to be insufficient [20].

The application of mutation analysis for testbench qualifi-
cation has been investigated for various domains, abstractions
and languages [21], such as software (Fortran, C/C++, Java,
bytecode, assembler /binary [22], Simulink [23]) and hardware
(VHDL [24], SystemC/TLM [25], IP-XACT [26]). As such,
various fault models are considered that cover faults related
to specification/integration, programmer failures, and design
tool failures. In [27] the authors consider fault injection for

'Mutation analysis originally addresses testbench qualifica-
tion with respect to design faults. However, testbenches can
be also qualified in order to reveal software errors/failures be-
ing caused by runtime faults in the digital/analog hardware
and the physical environment. As such, mutation analysis
can be also investigated for qualifying stress test environ-
ments.

dependability assessment of AUTOSAR [1] models. How-
ever, they do not investigate fault injection for testbench
qualification.

As the number of mutants to cover can be very large,
current research mainly addresses techniques to improve
mutation-based testing efficiency in order to keep up with
the ever-increasing system complexity. To achieve this, sev-
eral approaches have been recently investigated, such as
mutation schema [21], model abstraction [28], hardware ac-
celeration [29], software emulation [30], and directed test
generation [20,22].

3. RESEARCH CHALLENGES

3.1 Overview

While using Virtual Prototypes for early safety evaluation
is a very promising approach, major challenges still must be
resolved to make it a reality. The first obstacle is to bridge
the big gap of abstraction levels between errors injected in
VPs and real-world faults, which are mostly of a physical
nature. The next obstacle is the complexity of simulating
stress tests on VPs to analyze the impact of faults on sys-
tem safety. Functional verification using VPs is relatively
well-understood today and has become a mature technology.
Still, managing the complexity of functional verification for
increasingly complex systems is a formidable task. On the
other hand, safety evaluation requires comparing the system
functionality in the presence of faults to the correct one.
Given the seemingly endless possibilities of fault manifesta-
tion, safety evaluation clearly adds another dimension to the
complexity problem.

In the following, we envision a potential safety evaluation
approach to tackle these challenges. The approach combines
two well-established methods with a novel approach: (i)
Mission Profiles from the automotive domain, (ii) UVM-
based testbenches from the hardware domain and (iii) error
effect simulation. The following sections discuss each of these
three pillars in more detail and outline concrete research
questions.

3.2 Mission Profile-Compliant Verification

Early system verification and validation is a mandatory
necessity in order to efficiently guarantee reliability and
robustness of a system. Especially in the automotive industry,
a high degree of reliability and robustness has to be ensured.
Therefore, novel methods have to be employed to recognize
as early as possible any malfunctions of the system and its
components due to faults. Consequently, these methods must
use parts of the system specification or design experiences
in order to define and simulate errors efficiently at an early
stage of development. As such, a novel approach to specify
requirements and scenarios, known as Mission Profiles [31,32],
has been developed in the automotive sector.

A Mission Profile (MP) defines the application-specific
context refined for a system or a component to ensure robust-
ness and reliability. The Mission Profile requirements are
expressed as a set of relevant environmental stresses, func-
tional loads and operating conditions regarding a component.
After a formalization process, the Mission Profiles are passed
down from the OEM to the semiconductor manufacturer.
Therefore, Mission Profiles are a promising approach for rec-
ognizing malfunction of a system or its components as they
consider all system components along the entire supply chain
and are available in an early stage of the design flow.

The different requirements and relevant environmental
stresses within the Mission Profiles can be used to derive
targeted functional fault/error descriptions. Additionally,
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Figure 2: System Validation with Mission Profiles

the Mission Profile specifies the normal operating states of
the system as well as operating states that describe a possible
malfunction or a special use case, for instance the high load
for the servo motor when steering against a curbstone. Nev-
ertheless the derivation of functional fault/error descriptions
from Mission Profiles is a very challenging task and currently
not yet solved.

Hence, it is necessary to thoroughly analyze the different
environmental stresses and functional loads to derive feasible
application- and system-specific fault/error descriptions. An
environmental stress, e.g., could describe vibration loads
for components according to their specific mounting point.
Based on this vibration load, a probability of errors due
to wiring, such as open load or short to ground, should be
derived.

Based on this functional fault/error description, a stressor
should be generated, which stimulates fault/errors in the
error effect simulation. The error effect simulation is pre-
sented in Section 2.1 more closely. How the stressor can be
integrated in the testbench is outlined in the next section.

As shown in Fig. 2 Mission Profiles are early available
in the design flow. Therefore, the derivation of functional
fault/error descriptions and the resulting stressors can be
done at every system level - from the OEM down to the
semiconductor manufacturer.

3.3 UVM Testbenches for Fault Analysis

UVM, as it was introduced in Section 2.3, is a well estab-
lished standard for testbenches in electronic systems design.
However, not all of the requirements are addressed:

Currently, standard UVM is implemented in SystemVer-
ilog. However, many other languages are applied for elec-
tronic systems design such as MATLAB/Simulink, VHDL
and SystemC, to name just a few. Ideally, when choosing one
language best suited for an individual application, it is prefer-
able to always adhere to the same verification methodology
and testbench library, for instance with C-based implementa-
tions. As such, the works still under development in [33, 34]
introduce a SystemC UVM implementation which is an initial
language reference definition and associated proof-of-concept
implementation to the Accellera Systems Initiative. Alterna-
tively, SVM (System Verification Methodology) [35,36] has
been introduced as a SystemC implementation of a significant
UVM subset. Creating a unique verification methodology for
all design languages is not sufficient to be able to integrate ver-
ification environments from a mix of components. Therefore,
the Accellera Multi-Language (ML) working group is heading
for testbench and test case reuse across multi-language veri-
fication platforms, e.g. a UVM-MATLAB/Simulink environ-

ment hosting a UVM-SystemVerilog testbench, instantiating
a UVM-SystemC agent to stimulate a VHDL DUT. System
emulation platforms, like Zebu, Palladium, and Veloce, can
be seen as a special case for this. Like simulated components,
emulated system parts should fit under the umbrella of multi-
language based design and verification reuse. It should be
of no relevance for analysis if a part of a DUT is executed
by simulation or emulation. Zebu, e.g., offers transactors for
simulation to emulate TLM communication. Digital based
methodologies have to be extended towards AMS (Analogue
Mixed Signal) designs. Li et al. [37] target this by including
SystemC-AMS in their work.

Correctness analysis (verification, validation) focuses on
bug detection in specifications and designs of systems. How-
ever, there is a need for extending the methodologies for
fault/error analysis of automotive and other systems. Veri-
fied by design, a deployed system in the field is, nevertheless,
vulnerable to external and internal defects. Fault models for
ASIC fabrication tests are available (stuck-at, short, open,
...), but comparable fault/error models are missing at higher
levels of abstraction.

In Section 3.2 it was described, how mission profiles can
be used to derive formal fault/error descriptions. These
fault/error descriptions are included into the stressor, that
will become an additional component of the testbench for
fault /error evaluation.

One of the main challenges is how to inject the faults/errors.
For external faults, the stimuli, which are provided to the
DUT by the testbench, need to be modified. For internal
faults, errors need to be injected into the DUT, but the
design should not be changed. For this, we propose to add
injectors into the DUT and testbench. These provide an
interface to change the stimuli in the testbench or modify
the state or state transitions at different positions in the
DUT. The stressor uses these injectors to inject faults/errors
according to its formal fault/error description. Additional
to this, methodologies for fault/error classification and fault-
error-failure analysis are required at the monitoring side of
the testbench.

3.4 Stress Tests and Error Effect Simulation

Analyzing the impact of errors on system safety in the
automotive domain poses major challenges, which can be
addressed by simulating stress tests using VPs. VPs cover
the system with ECUs with the integrated software, digital
and analog hardware components and the interconnection
network. Stress tests based on VPs allow error effects to
already be investigated in an early design phase, by enabling
what-if analysis of the system when errors are present. Re-
peated stress tests enable a quantitative evaluation, e.g. to
determine the safety integrity level. A stress test runs the
error effect simulation in a closed loop, as shown in Fig. 3.
The stressor introduces different errors according to its error
scenarios via the injectors for each simulation as was outlined
in Sec. 3.3.

Specific characteristics of automotive systems pose some
major challenges that must be resolved when applying such
stress tests on VPs to assure automotive safety. Mission
Profiles in the automotive domain may require investigating
many seconds of real time. This directly translates to the
simulation of a vast amount of instructions of the embed-
ded cores to emulate the application software. Additionally,
automotive applications typically require the execution of
several concurrent tasks that exhibit hard and soft real-time
constraints. To evaluate the effect of errors, the paradigm
”The right value at the wrong time can still be an error.”
holds. Thus, it must not only be investigated whether an
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error may lead to a wrong value, but also if the error may
induce additional delay, e.g., by applying some error correc-
tion that may cause deadline violations. The verification of
real-time requirements requires simulating time and concur-
rency. Usually, current reliability-aware emulators such as
VarEMU ([38,39] only take time in number of instructions
into account. In contrast, SystemC includes a simulation
kernel for event-driven simulation. It enables the evaluation
of the system under development, which becomes the DUT,
along the design process using abstract models in early de-
sign phases to evaluate and to verify coarse system aspects.
The model is refined as the design process progresses, get-
ting more accurate in mirroring the behavior of the physical
system. When software prototypes become available, they
can be integrated and tested in combination with the simu-
lated system parts. With this simulation platform, the error
effect simulation can easily evaluate a huge set of system
alternatives, allowing a quantitative safety assessment. Still,
synchronization poses an extreme overhead in SystemC and
approaches are required that increase simulation performance
of the simulation of concurrent processes, e.g., by temporal
decoupling or by raising the abstraction level with the guar-
antee that the error effect is simulated correctly in terms of
functionality and time.

Raising the abstraction level creates another major chal-
lenge, as faults that lead to possible errors are usually low
level technology-based effects. In [40], it was shown that error
injection at high level of abstraction may result in different
results than injecting errors at the gate level, but simulation
at low level is too time consuming, especially if many error
scenarios are to be investigated. Information on the fault
must be propagated to higher levels of abstraction, requiring
cross-layer analysis. The purpose of such analysis is to derive
the fault models for the high-level stressors, which should
ideally capture the effects resulting from low-level faults to
the full extent, or at least provide adequate approximations.
Furthermore, efficient error effect simulation requires avoid-
ing the error-prone process of manual error injection. Thus,
these fault models should be available in a formalized form
to enable automatic configuration/generation of the error
injectors inside the UVM-based testbenches as mentioned
in Section 3.3. Considering that errors affect various differ-
ent domains, e.g., digital hardware, analog hardware and
software, deriving a unified formalism is a very challeng-
ing task. One of the promising directions is to adopt UML
and the Object Constraint Language (OCL) for error model

specification.

While approaches such as temporal decoupling reduce the
overhead of single simulation runs, the number of simulation
runs has to be optimized as well. Given the huge number of
possible locations of errors, system states and alternatives of
a complex automotive system, it is not feasible to simulate all
the possibilities in the available time. Therefore, intelligent
coverage models are required to measure the completeness
of the error effect simulation as shown in Fig. 3. It has to
be investigated how coverage models can be systematically
derived from safety requirements and Mission Profiles. Then,
the strategy of error injection and stimuli generation should
be geared towards coverage closure. Maximal reuse of exist-
ing functional verification tests should be one of the main
targets in the design process. This is very challenging in
automotive systems design. Stress tests need to be executed
for highly protected systems, which feature a range of failsafe
measures and redundancy at several levels to assure driving
safety. Standard Monte-Carlo techniques may fail to identify
the critical error effects leading to system failure because
failure probabilities are extremely low. Thus, the probability
of exposing a weakness of the system not covered by the
safety and protection measures in a "lucky guess scenario” is
extremely low, or may require a vast amount of simulation.
Thus, a systematic approach is required that stresses the sys-
tem at its possible weak spots to find error scenarios that lead
to safety-critical failures. Identifying the weak spots has to
be conducted by analysis of error propagation, error masking,
and error recovery by protection mechanisms in all system
domains (e.g. digital HW, analog HW, SW) with respect to
the system structure. For errors that are hard to propagate,
formal approaches such as symbolic execution [41,42] might
be necessary to generate stimuli to bypass the protection
mechanisms.

4. CONCLUSION AND OUTLOOK

Progress in the application of Virtual Prototypes for safety
assurance in the automotive and other domains with safety-
critical applications is mainly driven by the needs of industry.
In combination with other standards, such as SystemC and
UVM, VPs can provide an ideal platform for error effect
simulation, for the identification of weak spots of a system in
an early design phase. In this paper, the state of the art and
most recent research challenges, which need to be resolved
to efficiently apply this methodology on automotive systems,
have been outlined. In the upcoming years, we expect that
the research community wil invest a huge amount of effort
to overcome these challenges. Brought to the industrial
level, this methodology will certainly increase the safety of
ever increasingly complex automotive systems. This level of
security is certainly required to address future verification
challenges for automotive systems designs such as those
required for autonomous driving.
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