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t. We present new related-key atta
ks on the blo
k 
iphers 3-WAY, Biham-DES, CAST, DES-X, NewDES, RC2, and TEA. Di�eren-tial related-key atta
ks allow both keys and plaintexts to be 
hosen withspe
i�
 di�eren
es [KSW96℄. Our atta
ks build on the original work,showing how to adapt the general atta
k to deal with the diÆ
ultiesof the individual algorithms. We also give spe
i�
 design prin
iples toprote
t against these atta
ks.1 Introdu
tionRelated-key 
ryptanalysis assumes that the atta
ker learns the en
ryption of
ertain plaintexts not only under the original (unknown) key K, but also undersome derived keys K 0 = f(K). In a 
hosen-related-key atta
k, the atta
kerspe
i�es how the key is to be 
hanged; known-related-key atta
ks are those wherethe key di�eren
e is known, but 
annot be 
hosen by the atta
ker. We emphasizethat the atta
ker knows or 
hooses the relationship between keys, not the a
tualkey values. These te
hniques have been developed in [Knu93b, Bih94, KSW96℄.Related-key 
ryptanalysis is a pra
ti
al atta
k on key-ex
hange proto
olsthat do not guarantee key-integrity|an atta
ker may be able to 
ip bits in thekey without knowing the key|and key-update proto
ols that update keys usinga known fun
tion: e.g., K, K + 1, K + 2, et
. Related-key atta
ks were alsoused against rotor ma
hines: operators sometimes set rotors in
orre
tly. If theoperator then 
orre
ted the rotor positions and retransmitted the same plaintext,an adversary would have a single plaintext en
rypted in two related keys [DH79℄.Hash fun
tions built from blo
k 
iphers 
an also be vulnerable to a related-keyatta
k against the blo
k 
ipher [Win84, RIPE92℄.In [KSW96℄ we gave a summary of key-s
hedule atta
ks against blo
k 
i-phers, showed pra
ti
al proto
ols that allow related-key atta
ks to be mounted,and presented related-key atta
ks against GOST [GOST89℄, IDEA [LMM91℄with a redu
ed number of rounds, SAFER K-64 [Mas94℄, DES with indepen-dent subkeys, G-DES [PA90a, PA90b℄, and three-key triple-DES. This paper
ontinues the resear
h undertaken in that work.



2 New Di�erential Related-Key Atta
ks2.1 3-WAY3-WAY is an 11-round 
ipher on 96-bit blo
ks [Dae94℄. Ignoring trivialities su
has the input and output transformations, the 3-WAY round fun
tion F (x) hasan equivalent representation as:y = N(x); z = L(y); F (x) = z �K � Ciwhere N is a �xed nonlinear layer built out of 32 parallel 3-bit permutation S-boxes, L is a �xed linear fun
tion, K is the 96-bit master key, and Ci is a �xed,round-dependent publi
 
onstant.3-WAY is vulnerable to a simple related-key di�erential atta
k. It is trivialto �nd a di�erential 
hara
teristi
 for one S-box with probability 1=4, so we 
an
onstru
t a 
hara
teristi
�x! �y with probability 1=4 for the non-linear layerN by using only one a
tive S-box. By linearity we see that �y ! �z = L(�y)with probability 1 under the linear layer L. If we pi
k �K = �x � �z, then�x! �x by F with probability 1/4, whi
h is a one-round iterative di�erential
hara
teristi
. In this way we 
an derive a 9-round 
hara
teristi
 with probability2�18 to 
over rounds 1{9, and apply a 2R analysis to the last two rounds. Thisbreaks 3-WAY with one related-key query and about 222 
hosen plaintexts.2.2 DES-XDES-X is a DES variant proposed by Rivest [Riv95℄ to strengthen DES againstexhaustive atta
ks. The DES-X en
ryption of P with key (K1;K2;K3) is simplyC = K1 �DESK2(K3 � P )where K3 is the pre-whitening key and K1 is the post-whitening key. DES-X hasmany 
omplementation properties. Furthermore, every DES-X key (K1;K2;K3)has another equivalent key (K1;K2;K3). Therefore, DES-X 
annot be used in aDavies-Meyer-like hash fun
tion 
onstru
tion.This 
omplementation property leads to an atta
k whi
h requires roughly256+64�n trial en
ryptions when 2n 
hosen plaintexts are available [Dae91℄. Notethat Kilian and Rogaway [KR96℄ have proven that this atta
k is theoreti
allyapproximately optimal when DES is viewed as a bla
k box, so any better (non-related-key) atta
k would have to take advantage of the internal stru
ture ofDES. However, their proof doesn't deal with related-key atta
ks. We give arelated-key di�erential atta
k on DES-X, using key di�eren
es modulo 264 andplaintext di�eren
es modulo 2. The atta
k requires 64 
hosen key relations tore
over the key, with one plaintext en
rypted under ea
h new key.We start with a simple intuition. Suppose we have some unknown number Z.We are allowed to add any number we like modulo 264, and then XOR it with2



another number of our 
hoosing. We are told whether or not the result of our
al
ulation is equal to Z. Thus, we 
hoose T and U , and test whether(Z + T mod 264)� U = ZIt is 
lear that we 
an learn the value of Z with enough queries. This is essentiallythe position we are in with DES-X. We 
an add T to K1, and XOR U into ourplaintext blo
k or visa versa. If the resulting 
iphertext blo
k is the same asthe 
iphertext that results from en
rypting the unaltered plaintext blo
k underthe unaltered DES-X key, then we 
an restri
t the list of possible values for K1.With enough su
h restri
tions, we re
over all of K1 ex
ept for its high-order bit.This then allows atta
ks against the remainder of DES-X.The simplest version of this atta
k uses T and U values ea
h with the samesingle bit on. For ea
h bit ex
ept the high-order bit, we try a T; U pair with thesame bit on. If this results in the same 
iphertext as resulted when T = U = 0,then we learn that that bit in K1 was a zero. If it results in a di�erent 
iphertext,then we learn that that bit in K1 was a one.Some have suggested [KR96℄ using a DES-X variant whi
h repla
es the XORpre- and post-whitening steps by addition modulo 264:C = K1 +DESK2(K3 + P ):From the dis
ussion above, it should be 
lear that this would be vulnerable toa related-key atta
k very similar to the one that works against regular DES-X.[KR96℄ re
ommends a method of deriving DES-X keys from a single startingkey, using SHA-1. This method seems to defend against related-key atta
ks.2.3 CASTCAST is a Feistel 
ipher whose key s
hedule uses nonlinear S-boxes [Ada94℄.1The key s
hedule for 8 round CAST with a 64 bit master key is as follows:(k1; k2; : : : ; k8) = Master Key(k01; k02; k03; k04) = (k1; k2; k3; k4)� S5[k5℄� S6[k7℄(k05; k06; k07; k08) = (k5; k6; k7; k8)� S5[k02℄� S6[k04℄K1 = (k1; k2) K2 = (k3; k4) K3 = (k5; k6) K4 = (k7; k8)K5 = (k04; k03) K6 = (k02; k01) K7 = (k08; k07) K8 = (k06; k05)(Kr;1;Kr;2) = Kr r = 1; : : : ; 8skr = S5[Kr;1℄� S6[Kr;2℄ r = 1; : : : ; 8:where S5 and S6 are di�erent 8-bit to 32-bit S-boxes. The r-th round subkey,skr, is XORed into the input of the F fun
tion as is 
onventional for Feistel
iphers.1 The variant of CAST analyzed here is an older version of CAST, not the CAST-128that is used in Entrust produ
ts and des
ribed in Internet RFC 2144 [Ada97℄.3



CAST is an interesting example of a 
ipher designed to resist Biham's ro-tational related-key 
ryptanalysis, but not di�erential related-key 
ryptanalysis.We apply a key-di�eren
e to the master key whi
h 
hanges only the byte k1; thiswill lead to a di�eren
e only in round subkeys sk1 and sk6. When �k1 is known,there are only 256 possible di�eren
es for �sk1; by en
rypting 216 
hosen plain-texts under ea
h key, we 
an ensure that the �rst round is bypassed for somepair. Cover rounds 2{5 with the trivial di�erential 
hara
teristi
 of probability1, and use a 2R atta
k. Note that sk7 and sk8 have only 32 bits of entropy intotal, so we 
an try all 232 possibilities for them, de
rypt the last two rounds,and re
ognize 
orre
t guesses by 32 zero bits in the blo
k di�eren
e. We re
overthe rest of the key with 216 o�ine guesses by auxiliary te
hniques. In the end,we 
an re
over the entire CAST master key with a total of about 217 
hosenplaintexts, one related-key query, and 248 o�ine 
omputations.2.4 Biham-DESBiham and Biryukov have suggested strengthening DES against exhaustive at-ta
ks by using extra key bits to modify the F -fun
tion slightly [BB94℄. Oneof their modi�
ations uses 5 key bits to sele
t from 32 possible reorderings ofthe 8 DES S-boxes. We 
onsider related keys whi
h di�er only in those 5 bits,and we apply related-key di�erential 
ryptanalysis. Spe
i�
ally, suppose one keyuses ordering 15642738 and another uses ordering 75642138 (both are from the32 suggested reorderings listed in [BB94℄). The only di�eren
e between the twoF -fun
tions is that S-boxes 1 and 7 have been swapped. Observe that:Prx (S1[x℄� S7[x� 2℄ = 0) = 14=64:The input di�erential 2 appears only in the middle input bits of the S-box, andwill not spread to neighboring S-boxes. Hen
e, we 
an 
onstru
t a one-round
hara
teristi
 with probability ( 1464 )2.This leads to a 13-round iterative 
hara
teristi
 with probability ( 1464 )12 =2�26. The di�erential te
hniques of Biham and Shamir [BS93℄ will break Biham-DES with 227 
hosen plaintexts when this spe
ial related-key pair is available.If two related keys allow the above atta
k (i.e. di�er only in the key orderingsas de�ned above), we 
all them partners. There is a 116 
han
e that a randomly
hosen key will have a partner; if it does, this 
an be dete
ted with one related-key probe. Furthermore, we 
an always obtain one useful pair of related-keypartners from any starting key after 32 related-key queries. Therefore, whenusing Biham-DES with the 32 re
ommended DES S-box reorderings, we have a116 probability of su

ess when 227 
hosen plaintexts and one related-key queryare available; su

ess is nearly guaranteed with 231 
hosen plaintexts and 32related-key queries.Biham and Biryukov also mention the possibility of using 215 reorderings ofthe s3-DES S-boxes [KPL93℄. They don't present the re
ommended reorderings,so it is impossible to present any spe
i�
 results. Still, in general, in
reasing the4



number of reorderings gives the 
ryptanalyst more degrees of freedom to �ndmore eÆ
ient atta
ks. Therefore, using this variant is not expe
ted to in
reasese
urity against our atta
k.2.5 RC2RC2 is a blo
k 
ipher designed by Ron Rivest [Riv97℄. The RC2 key s
heduletakes an arbitrary length master key and expands it to 128 bytes with the help ofa publi
 non-linear 8-bit permutation �; the result is 
onverted to 64 16-bit roundsubkeys.2 We have analyzed RC2, and found single-bit di�erential 
hara
teristi
swhi
h pass through most rounds with probability 12 .Consider a 64-byte master key K = (x0; x1:::; x63); its related-key partnerwill be K� = (x�0; x1; :::; x�63): In other words, K and K� di�er only in their �rstand last bytes. We 
hoose x0; x63; x�0; and x�63 so that �[x0 + x63℄ = �[x�0 + x�63℄:This is easy|we just subtra
t t from x0 and add it to x63 to obtain K�, where tis a byte quantity to be 
arefully 
hosen below. The RC2 key s
hedule expandsK to the 128-byte expanded key xk0::127 as follows:xk0::63 = x0::63 xki = �[xki�1 + xki�64℄ 8 i � 64:We observe that xk0::127 and xk�0::127 di�er only in positions 0, 63, and 127.Next, note that we know the di�eren
e t between xk0 and xk0�. This makes itvery easy to bypass the subkey di�eren
e entering round 0 in a 
hosen plaintextatta
k by using a suitable plaintext pair P; P �. P � is just P with t added to itshigh byte. Let Pi be P after i rounds, where ea
h round is 14 of a 
y
le. We haveP �0 = P0 + 256tP �i = Pi i = 1; : : : ; 31P �32 = P32 + tIf we 
hoose a di�eren
e t with only one bit set, then we've just dropped a one-bitdi�eren
e into the middle of the 
ipher. Note that there is an iterative four-round(one-
y
le) di�erential 
hara
teristi
 with this one-bit di�eren
e as input andprobability 2�4. This leads to a 28-round 
hara
teristi
 with probability 2�28,whi
h 
an be used in a 4R atta
k.The probability of the 
hara
teristi
 is slightly de
reased by two di�erent
y
les in the middle of en
ryption pro
essing. There are eight su
h rounds; ea
hhas a 2�5 
han
e of hitting one of the two 
hanged key words and destroyingthe propagation of a right pair. The 
han
e of su

essfully missing all of these of(1�2�5)8 � 0:775. Furthermore, one of those variant rounds adds a quantity withdi�eren
e 0 to a quantity with a one-bit di�eren
e, whi
h halves the probabilityof our 
hara
teristi
. Finally, a subsequent variant takes the low 6 bits of a2 There is also an optional key-weakening stage, intended for export 
ontrol use. Forour purposes, we will assume it is not used.5



quantity with a one-bit di�eren
e as input; a 
areful 
hoi
e of t 
an ensure thatthe one-bit di�eren
e falls in the high 2 bits, so that the 
hara
teristi
 is notdisrupted. We have to multiply the earlier estimate by 0:775 � 0:5, obtaining atotal probability of 2�29:4 for our 
hara
teristi
. With this te
hnique, RC2 
anbe broken with one related-key query and about 234 
hosen plaintexts.2.6 NewDESNewDES [S
o85℄ is a 17-round 64-bit blo
k 
ipher with a 120-bit key. The keys
hedule is simple: ea
h 
y
le (whi
h 
onsists of 2 rounds) uses 56 bits from thekey and then shifts the key by 56 bits. NewDES su

umbs to standard rotationrelated-key te
hniques: it 
an be broken with 232 known plaintexts, one relatedkey, and about 256 o�ine trial en
ryptions.When informed of this atta
k, S
ott modi�ed the NewDES key s
hedule toresist rotational related-key 
ryptanalysis [S
o96℄. NewDES-1996 in turn falls todi�erential related-key 
ryptanalysis.The NewDES-1996 key s
hedule expands 15 bytes K0 : : :K14 of the masterkey K into 60 round subkey bytes SK0 : : : SK59 a

ording to the followingpattern: K0 K1 K2 : : : K14K0�K7 K1�K7 K2�K7 : : : K14�K7K0�K8 K1�K8 K2�K8 : : : K14�K8K0�K9 K1�K9 K2�K9 : : : K14�K9When K7;K8;K9 are all non-zero, this updated key s
hedule defeats rotationalrelated-key 
ryptanalysis, as the sequen
e of round subkeys no longer repeats.3Note that the NewDES-1996 key s
hedule is 
ompletely linear and exhibitspoor avalan
he. In fa
t, it falls to a di�erential related-key atta
k we 
all thedouble-swiping atta
k.The double-swiping atta
k is somewhat involved, with te
hni
al and nota-tional distra
tions, so we �rst des
ribe the basi
 
ow of the atta
k. We derivethree related keysK 0;K�; and K�0 from the original key K a

ording to a di�er-ential quartet stru
ture. We take an arbitrary 
iphertext P and apply a plaintextdi�eren
e to it to obtain P �; for a right pair P; P � the atta
k will su

eed, and aright pair o

urs with very high probability. \Swipe" P ba
k and forth throughthe NewDES-1996 
ipher: en
rypt P under K to obtain C, and de
rypt C 0 = C3 There are weak keys|namely those where K7 = K8 = K9 = 0|that su

umbeasily to rotational related-key 
ryptanalysis given 232 known plaintexts, one relatedkey, and about 256 o�ine trial en
ryptions.This leads to a more general rotational-based atta
k on NewDES-1996. For anykey K, after 224 related-key probes one 
an �nd a weak key K0 of known relation toK, re
over K0 by the above atta
k on NewDES-1996 weak keys, and thus �nd K.However, this atta
k requires about 225 related-key queries, 256 known plaintexts,and 280 o�ine trial en
ryptions in general; therefore, we have disregarded this atta
kon NewDES-1996 as impra
ti
al. 6



under K 0 to obtain P 0. Next swipe P � ba
k and forth: en
rypt P � under K� toobtain C�, and de
rypt C�0 = C� under K�0 to obtain P �0. For a right pair, itturns out that the quartet key stru
ture ensures that P 0 and P �0 will be nearlythe same, di�ering only in the a
tion of SK00 and SK0�0; a �nal analysis stagereveals SK0 from P 0 and P �0. Now we peel o� the e�e
t of K0 and iterate to�nd the rest of the key bytes.The double-swiping atta
k is an optimization of a more 
onventional (single-swiping) related-key di�erential atta
k. The more 
onventional atta
k pro
eedsby de
rypting C = C 0 under both K and K 0 to obtain P; P 0; the problem isthat (with NewDES-1996) the single-swiping atta
k requires a 4R analysis stageon P; P 0, whi
h appears rather tri
ky to perform as it must take into a

ountthe e�e
t of 15 round subkey bytes SK0 : : : SK14. The intuition is that thedouble-swiping atta
k allows us to insert a di�eren
e mu
h 
loser to the end ofthe 
ipher, so the analysis stage depends only on SK0 and thus be
omes mu
heasier. The single-swiping related-key atta
k is already a big improvement overnon-related-key atta
ks, but we 
an do even better by double-swiping.We now present the te
hni
al details of the double-swiping atta
k. Fix anytwo byte values x; y, and take three related keys K 0;K�;K�0 a

ording to thequartet stru
ture K 0 = K � (x; x; x; : : : ; x)K� = K � (y; 0; 0; : : : ; 0)K�0 = K � (x� y; x; x; : : : ; x):The related keys 
an be obtained under the di�erential related-key assumption.Note that, with these de�nitions, we haveSK 0i = SKi��x if i = 0; : : : ; 140 if i = 15; : : : ; 59SK�i = SKi��y if i = 0; 15; 30; 450 otherwiseSK�0i = SKi� SK 0i� SK�i:For some plaintext P = P0, we will use the notation Pi to indi
ate the intermedi-ate value of the blo
k after en
ryption with the �rst i subkey bytes; for instan
e,P15 is the output after the �rst two rounds, and P60 = C is the �nal 
iphertextblo
k. When we \swipe" the �rst time to obtain C = P60 = P600 = C 0 andP 0 = P00, in general we have P00 6= P0. However, sin
e SKi and SK 0i di�er onlyfor i < 15, note that P150 = P15. We de�ne P � = P0� = P0�� = P��, where� is 
arefully 
hosen to bypass [BS93℄ the key di�eren
e SK0�SK0� = y enter-ing in the �rst step of the �rst round. De�ne a right pair as a pair P; P � whereP1� = P1; examination of the NewDES F fun
tion reveals that the 
arefully-
hosen values x�y = 224 and � = 18 
ause right pairs to o

ur with probability12256 � 1=21:3. After the se
ond swipe, we have P15� = P15�0, sin
e SKi� andSKi�0 di�er only for i < 15. Furthermore, the quartet stru
ture of the related7



keys ensures that P15 = P150 = P15� = P15�0 for a right pair. In parti
ular,we have P10 = P1�0 for a right pair. Note that P00; P0�0 are known, and theydi�er from P10; P1�0 only in the appli
ation of a 8-bit to 8-bit F fun
tion keyedby SK00; SK0�0. Therefore, we 
an apply a standard di�erential 1R analysisstage [BS93℄ to P 0 and P �0; one 
an �lter out wrong pairs very e�e
tively, sore
overing SK0 should be possible with just one right pair.This double-swiping di�erential atta
k �nds one subkey byte SK0 with aquartet of di�erentially related keys and about 88 
hosen-plaintext/
iphertextqueries. Now we 
an peel o� the e�e
t of the �rst subkey byte SK0 and iterate theatta
k to re
over SK1, et
. Thus we 
an re
over all 15 key bytes (K0; : : : ;K14) =(SK0; : : : ; SK14) and 
ompletely break NewDES-1996 with total 
omplexity ofabout 24 related-key probes and 530 
hosen plaintext/
iphertext queries.2.7 TEATEA [WN95℄ is a Feistel blo
k 
ipher with a 128-bit master key, K[0::3℄, anda simple key s
hedule: odd rounds use K[0; 1℄ as the round subkey, and evenrounds use K[2; 3℄. Two rounds of TEA applied to the blo
k Yi; Zi 
onsists of:
 = 
+ Æ Yi+1 = Yi + F (Zi;K[0; 1℄; 
) Zi+1 = Zi + F (Yi+1;K[2; 3℄; 
)where the round fun
tion F is de�ned byF (z;K[i; j℄; 
) = (SL4(z) +K[i℄)� (z + 
)� (SR5(z) +K[j℄):Here SL4(z) denotes the result of shifting (not rotating) z to the left by 4 bits,and SR�(�) denotes a shift to the right. In this des
ription, 
 is a value whi
hperturbs the F fun
tion so that it is di�erent in ea
h round.4 Before ea
h 
y
le,
 is in
remented by a �xed 
onstant Æ = b(p5 � 1)231
; 
 is initially 0. Thedesigners of TEA mention that 32 Feistel rounds (i.e. 16 
y
les) may be enough,though they re
ommend using 64 rounds (32 
y
les) [WN95℄.TEA admits several related-key atta
ks whi
h arise from the severe simpli
ityof its key s
hedule.Atta
k One For a di�erential related-key atta
k, 
onsider the e�e
t of simul-taneously 
ipping bit 30 (the next most signi�
ant bit) of K[2℄ and K[3℄. Withprobability nearly 12 , the output of the F fun
tion in the even rounds will remainthe same. This immediately yields a 2-round iterative di�erential 
hara
teristi
with probability 12 , and thus a 60-round 
hara
teristi
 with probability 2�30. Ouranalysis indi
ates that a 4R di�erential related-key atta
k 
an break 64-round(32-
y
le) TEA with one related-key query and about 234 
hosen plaintexts. Thisis only one of several of this type of 
hara
teristi
.4 This perturbation is 
ru
ial to avoid degenerate atta
ks. Indeed, R. Fleming found aknown-plaintext atta
k on a TEA variant weakened to use a 
onstant 
 [Fle96℄. (Hisvariant also di�ers from TEA in that the the pre
eden
e of addition and XOR arereversed [Ber97℄, but a modi�
ation of his atta
k will work without this reversal.)8



Atta
k Two The se
ond di�erential related-key atta
k is very similar in spiritto the �rst. We request the en
ryption of (Y; Z) under key K[0::3℄ and theen
ryption of (Y; Z � 231) under key K�[0::3℄ = K[0::3℄ � (0; 231 � 226; 0; 0).Examining the three terms of F (Z;K[0; 1℄; 
) when bit 31 of Z is 
ipped alongwith bits 26 and 31 of K[1℄, we seeSL4(Z) +K[0℄ Neither 
hange has any e�e
t.Z + 
 The high bit is always 
hanged.SR5(Z) +K[1℄ Half the time, only the high bit is 
hanged.This gives us a one-
y
le (2-round) iterative di�erential 
hara
teristi
 with prob-ability 12 , when we 
an 
hoose one key di�eren
e. We 
an pass 30 rounds withprobability 2�30.Atta
k Three The third atta
k is 
ompli
ated. Therefore, we brie
y point outthe approa
h and intuition behind the atta
k, leaving the te
hni
al details ofthe full atta
k to be des
ribed in Appendix A. We write Pj to represent thevalue of the blo
k after j rounds of en
ryption, and write Kj to represent theround subkey value used to 
ompute Pj+1 from Pj ; the blo
k is en
ipheredwith a round fun
tion F as Pj+1 = F (Kj ; Pj), where (P0; P64) represents aplaintext/
iphertext pair for 64-round TEA.In Biham's standard key rotation atta
k [Bih94℄, we su

eed whenK 0j = Kj+1 P 0j = Pj+1 j = 0; : : : ; 63:This 
ondition is a
hieved by 
hoosing suitable related keys K;K 0 and sear
hingover P0; P 00 to �nd a pair with P 00 = P1; the birthday paradox ensures that amat
h will o

ur with a reasonable number of known texts. Note thatP 0j+1 = F (K 0j ; P 0j) = F (Kj+1; Pj+1) = Pj+2 (1)for all j, so by indu
tion we see that a mat
h P 00 = P1 will propagate down tothe 
iphertexts, where we 
an re
ognize it.Our extended atta
k 
ombines the ideas of both rotational and di�erentialrelated-key atta
ks. We require thatK 0j = Kj+1 +�Kj+1 P 0j = Pj+1 +�Pj+1 j = 1; : : : ; 63:In the extended atta
k, we need a generalization of (1) to holdP 0j+1 = F (K 0j ; P 0j) = F (Kj+1 +�Kj+1; Pj+1 +�Pj+1)= F (Kj+1; Pj+1) +�Pj+2 = Pj+2 +�Pj+2with signi�
ant probability pj+2; this generalization has a strong di�erential feelto it. Suppose the 63-round di�erential related-key 
hara
teristi
 that is pat
hedinto the rotational atta
k has probability p =Qj pj . In the extended atta
k, wesear
h for about 1p mat
hes P 00 = P1 + �P1 with the birthday paradox. Ea
h9



su
h mat
h has a probability p of leading to a right pair that is re
ognizablefrom the known 
iphertexts, so we expe
t to see one right pair.Spe
i�
ally, in our third atta
k on TEA, we take�Pj+1 to be a �xed 
onstant(Æ; 0) independent of j, set �Kj = �Kj mod 2, and 
hoose �K0;1 to maximizep. We 
an thus obtain a full 63-round 
hara
teristi
 of probability p = ( 2532 )31 �2�11 by repeating a 2-round iterative 
hara
teristi
 many times.This improved atta
k 
ombines ideas from both Biham's key-rotation atta
k[Bih94℄ and di�erential related-key 
ryptanalysis [KSW96℄ to break TEA withjust 223 
hosen plaintexts and one related-key query.3 Prudent Rules of Thumb for Key-S
hedule DesignThere is mu
h overlap between the requirements for strong key s
hedules and
ryptographi
 hash fun
tions. Firstly, key s
hedules should be hard to invert|given some of the round keys, it should be diÆ
ult to re
over any new informationabout other bits of the key|and hash fun
tions are supposed to be one-way.Se
ondly, to avoid equivalent keys, key s
hedules should possess some form of
ollision-freedom; 
ollision-freedom is a standard hash fun
tion property as well.Finally, it should not be possible to produ
e 
ontrolled 
hanges in the roundkeys. The key s
hedules of Blow�sh [S
h94℄ and SEAL [RC94℄ were designeda

ording to this prin
iple.One should typi
ally avoid generating round subkeys as a (�xed, publi
)linear transformation of the seed. While some 
ryptosystems have su

essfullyin
orporated linear key s
hedules (e.g. DES), designing this type of key s
heduleappears to be a subtle and diÆ
ult task. Many 
iphers' linear key s
hedules havebeen shown to be quite weak: we have 
ryptanalyzed TEA, 3-WAY, and GOST[KSW96℄, and others have 
ryptanalyzed LOKI [Knu93a℄, LOKI91 [Knu93b℄,Lu
ifer [BB93℄, and SAFER [Knu95℄.To prote
t against the known related-key atta
ks, we propose several atta
k-oriented design goals. To avoid the \subkey rotation" atta
ks [Bih94℄, roundsubkeys should be generated di�erently, so that ea
h key bit a�e
ts nearly everyround, but not always in the same way. Key s
hedules should be spe
i�
ally de-signed to resist di�erential related-key atta
ks. And, when related-key queries are
heap, the master key should be long enough to avoid generi
 bla
k box atta
ks,as the key length is e�e
tively halved under these atta
ks [WH87, KSW96℄.Avoid dead spots; ensure that every key bit is about equally powerful interms of its e�e
t on the round keys. Beware of equivalent representations, forthey 
an expose new avenues of atta
k to an adversary. Our analysis of 3-WAYbears witness to this re
ommendation.Avoid independent round subkeys. It has 
ommonly been assumed that a
ipher's key length (and strength) 
an be in
reased by allowing round keys tobe spe
i�ed independently, but we have shown that this dramati
ally lowers the
ipher's resistan
e to related-key atta
ks [KSW96℄. In general, when independent10



round subkeys are in use, the strength of a 
ipher against related-key atta
ks willbe approximately proportional to the strength of one round standing on its own.Additionally, avoid multiple en
ryption with independent keys; a 
onstru
tionlike [DK96℄ is mu
h more se
ure.And �nally, proto
ol designers should be aware of related-key atta
ks. Key-ex
hange proto
ols should ex
hange a short master key rather than ex
hangingexpanded keys. Design tamper-resistant devi
es so that it is not possible to
hange the subkeys without su
h 
hanges being dete
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A Improved Atta
k on TEAThis atta
k 
ombines ideas from Biham's key-rotation atta
k and di�erential
ryptanalysis. It requires only 223 
hosen plaintexts and one related-key query.See Se
tion 2.7 for a gentler introdu
tion to the ideas behind the atta
k.If K[0 : : : 4℄ is one TEA key value, its related key partner is de�ned to beK 0[0 : : : 4℄ a

ording to the following relations:K 0[0℄ = K[2℄ K 0[1℄ = K[3℄ K 0[2℄ = K[0℄�SL4(Æ) K 0[3℄ = K[1℄�SR5(Æ)�1:(Refer to Se
tion 2.7 for a de�nition of SL(); SR(), and other notation.) Fix aparti
ular plaintext y; z whi
h is en
rypted via K[ ℄; its related plaintext part-ner (whi
h is en
rypted with K 0[ ℄) will be o�set from y; z by 1=2 
y
le, as inrotational related-key 
ryptanalysis. Typi
ally, in related-key 
ryptanalysis, wesear
h for a partnered plaintext pair by the birthday paradox, and the right
hoi
e leads to a re
ognizable mat
h in the 
orresponding 
iphertexts with prob-ability 1. In this generalization, we will 
onsider the 
ase where right 
hoi
esof plaintext pairs leads to re
ognizable mat
hes in the 
iphertext with somenon-trivial probability, via a di�erential 
hara
teristi
.The following table shows the en
ryption of y; z under key K[ ℄ as well as theen
ryption of its o�set plaintext partner y0; z0 = z+Æ; y under key K 0[ ℄. The lefthalf of the table depi
ts the left and right halves of the blo
k when en
ryptingy; z; the right half of the table depi
ts the en
ryption of y0; z0. (We 
onsider theswap of the blo
k halves to be in
luded in ea
h round.) We have pla
ed yj+1; zj(respe
tively yj+1; zj+1) on the same line as y0j ; z0j (resp. y0j+1; z0j) to suggest thatthe two propagate similarly. As des
ribed in Se
tion 2.7, F (z;K[i; j℄; 
) denotesthe value the round F fun
tion with input z, key values K[i℄;K[j℄ with theround-dependent perturbation variable equal to 
; 
 is in
remented by Æ beforeea
h 
y
le to make the F fun
tion di�erent for ea
h round.En
rypt(K[ ℄; y0z0) En
rypt(K 0[ ℄; y00z00)y0 = y z0 = zz0 y1 = y0 + F (z0;K[0; 1℄; Æ) y00 = z0 + Æ z00 = y1y1 z1 = z0 + F (y1;K[2; 3℄; Æ) z00 y01 = y00 + F (z00;K 0[0; 1℄; Æ)z1 y2 = y1 + F (z1;K[0; 1℄; 2Æ) y01 z01 = z00 + F (y01;K 0[2; 3℄; Æ)y2 z2 = z1 + F (y2;K[2; 3℄; 2Æ) z01 y02 = y01 + F (z01;K 0[0; 1℄; 2Æ). . . . . .y32 z32 = z31 + F (y32;K[2; 3℄; 32Æ) z031 y032 = y031 + F (z031;K 0[0; 1℄; 32Æ)y032 z032 = z031 + F (y032;K 0[2; 3℄; 32Æ)We de�ne a right pair for the di�erential 
hara
teristi
 to be a pair (y0; z0),(y00; z00) satisfyingy0j = zj + Æ z0j = yj+1 j = 0; : : : ; 31:Sin
e K[2; 3℄ = K 0[0; 1℄, we see from the table that we will never deviate fromthe right-pair 
ondition in an odd round if it holds at the start of the odd round.13



Therefore we have a right pair just if the 
ondition holds for all even rounds; thetable shows that the required 
ondition isF (zj ;K[0; 1℄; (j + 1)Æ) = F (y0j ;K 0[2; 3℄; jÆ) j = 0; : : : ; 31: (2)Expanding the right-hand-side and then simplifying, we obtain(SL4(zj + Æ) +K[0℄� SL4(Æ)) � (zj + Æ + jÆ)�(SR5(zj + Æ) +K[1℄� SR5(Æ)� 1)= (SL4(zj) +K[0℄)� (zj + (j + 1)Æ)� (SR5(zj) +K[1℄ +
j � 1)where 
j = SR5(zj + Æ) � SR5(zj) � SR5(Æ); i.e. 
j is the 
arry bit fromthe addition of the low 5 bits of zj and Æ. Comparing to the right-hand-sideof (2), we see that 
ondition (2) is equivalent to the requirement that 
j = 1for j = 0; : : : ; 31. A qui
k 
he
k of the low 5 bits of Æ shows that 
j = 1 withprobability 2532 when zj is random.In other words, the di�erential 
hara
teri
 
arries through one 
y
le withprobability 2532 , and through 31 
y
les with probability 2532 31 = :00047 = 2�11.Now we use the di�erential 
hara
teristi
 in the rotational related-key atta
k;we �nd it in
reases the number of plaintexts required by a fa
tor of 2�11=2 overthe number that would be required for a standard probability 1 atta
k.Here is the atta
k in more detail. First �x a value for z0. Now generate216+11=2 = 221:5 values of y(m)0 , for m = 1 : : : 221:5, and en
rypt the resultingvalue y(m)0 ; z0 underK[ ℄ to obtain the 
iphertext y(m)32 ; z(m)32 . Next set y00 = z0+Æ,and generate 221:5 values of z00(n). For ea
h z00(n), with n = 1 : : : 221:5, en
rypty00; z00(n) under K 0[ ℄ to obtain the 
iphertext y032(n); z032(n). Look for mat
hes ofthe form z(m)32 = y032(n). We expe
t to see one right mat
h formed from a right pairof the di�erential 
hara
teristi
 
ombined with a right partnership z00(n) = y(m)1for the rotational atta
k; there will also be approximately 221:5�2=232 = 211mat
hes formed by 
han
e. Ea
h right mat
h allows you to re
over roughly 64key bits: it suggests about 232 possible values for K[0; 1℄ and about 232 possiblevalues for K[2; 3℄.One 
ould repeat the atta
k a few more times and use a 
ounting te
hniqueto re
over the full key values with a bit more work. In more detail, ea
h mat
hsuggests a value for F (z0;K[0; 1℄; 0); we 
an now 
onstru
t y0; z00 pairs whi
hare guaranteed to form a right partnership for the rotational atta
k, when usedwith the same z0 value as before. For ea
h guess at F (z0;K[0; 1℄; 0), we 
anperform 211 
hosen plaintext queries; then we 
an re
ognize the true value ofF (z0;K[0; 1℄; 0) be
ause it will 
ause another right pair and mat
hing 
iphertextpair. Thereafter, we 
an perform 220 
hosen plaintext queries and obtain 29 rightpairs for the di�erential 
hara
teristi
. This will be more than enough to re
overthe true value of K[2; 3℄ and �nd 232 possible values for K[0; 1℄, so a simplesear
h will suÆ
e to re
over the entire key.In total, this atta
k needs 223 
hosen plaintexts, one related-key query, androughly 232 o�ine 
omputations to re
over the entire TEA key.This arti
le was pro
essed using the LATEX ma
ro pa
kage with LLNCS style14


