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ABSTRACTWe have developed a system that a

epts a spe
i�
ation ofkey data stru
ture 
onstraints, then dynami
ally dete
ts andrepairs violations of these 
onstraints, enabling the programto re
over from otherwise 
rippling errors to 
ontinue to ex-e
ute produ
tively. We present our experien
e using oursystem to repair violated 
onstraints in a simpli�ed versionof the ext2 �le system and in the CTAS air-traÆ
 
ontrolprogram. Our experien
e indi
ates that the spe
i�
ationsare relatively straightforward to develop and that our te
h-nique enables the appli
ations to e�e
tively re
over fromdata stru
ture 
orruption errors.
1. INTRODUCTIONAny system that operates su

essfully for an extended pe-riod of time inevitably sustains and must re
over from someform of damage. Development errors make software systemsvulnerable to self-in
i
ted damage that may 
ause the sys-tem to 
rash, 
orrupt key data stru
tures, or otherwise ex-e
ute una

eptably. Data stru
ture 
orruption 
an be
omeespe
ially problemati
 for persistent data stru
tures sin
ethe 
orruption persists a
ross system reboots and, unlessrepaired, 
an permanently impair the ability of the systemto exe
ute a

eptably.This paper proposes a new approa
h to re
overing fromdata stru
ture 
orruption. We have developed a tool that a
-
epts a spe
i�
ation of key data stru
ture 
onsisten
y prop-erties [7℄. It uses this spe
i�
ation to automati
ally dete
tand repair violations of these 
onsisten
y properties, en-abling the system to re
over from the in
onsisten
y and 
on-tinue to exe
ute su

essfully within its designed operatingenvelope. This te
hnique promises to dramati
ally in
reasethe ability of software systems to automati
ally dete
t andre
over from data stru
ture 
orruption errors without theneed for external operator intervention.Our tool supports several di�erent usage s
enarios. It
an be used in stand-alone mode to repair persistent datastru
tures. It 
an also be used to repair the volatile datastru
tures of a running program, with the repair appliedeither on program demand or to re
over from an exe
utionerror su
h as an addressing violation.Our approa
h involves two data stru
ture views: a 
on-
rete view at the level of the bits in memory and an abstra
tview at the level of relations between abstra
t obje
ts. Theabstra
t view fa
ilitates both the spe
i�
ation of the datastru
ture 
onsisten
y properties and the reasoning requiredto repair any in
onsisten
ies.�This resear
h was supported in part by a fellowship fromthe Fannie and John Hertz Foundation, DARPA Contra
tF33615-00-C-1692, NSF Grant CCR00-86154, and NSFGrant CCR00-63513.

Ea
h spe
i�
ation 
ontains model de�nition rules, a set ofinternal 
onsisten
y 
onstraints, and a set of external 
on-sisten
y 
onstraints. The model de�nition rules identify thedi�erent kinds of obje
ts and relations in the abstra
t viewand de�ne a translation from the 
on
rete data stru
ture tothe abstra
t model. The internal 
onsisten
y 
onstraints
apture the 
onsisten
y properties of the data stru
ture;these 
onstraints are expressed at the level of abstra
t ob-je
ts and relations in the model. The external 
onsisten
y
onstraints 
apture the relationship between the model andthe 
on
rete data stru
ture; our tool uses the external 
on-sisten
y 
onstraints to translate any repairs from the modelba
k into the 
on
rete data stru
ture. The repair algorithmoperates as follows:� In
onsisten
y Dete
tion: It evaluates the 
onstraintsin the 
ontext of the 
urrent data stru
tures to �nd
onsisten
y violations.� Disjun
tive Normal Form: It 
onverts ea
h vio-lated 
onstraint into disjun
tive normal form; i.e., adisjun
tion of 
onjun
tions of basi
 propositions. Ea
hbasi
 proposition has a repair a
tion that will make theproposition true. For the 
onstraint to hold, all of thebasi
 propositions in at least one of the 
onjun
tionsmust hold.� Repair: The algorithm repeatedly sele
ts a violated
onstraint, 
hooses one of the 
onjun
tions in that 
on-straint's normal form, then applies repair a
tions toall of the basi
 propositions in that 
onjun
tion thatare false. A repair 
ost heuristi
 biases the systemtoward 
hoosing the repairs that perturb the existingdata stru
tures the least.We have developed a 
omplete implementation of the datastru
ture repair tool. The implementation 
onsists of ap-proximately 13,000 lines of C++ 
ode. The sour
e 
ode forthe tool and sample spe
i�
ations are available athttp://www.
ag.l
s.mit.edu/�bdemsky/repair.
2. FILE SYSTEM CASE STUDYWe next dis
uss how our approa
h 
an be used to auto-mati
ally dete
t and repair in
onsisten
ies in a simpli�edversion of the ext2 Linux �le system. Like many Unix �lesystems, this �le system has a superblo
k, an inode for ev-ery �le, and uses bitmaps to fa
ilitate the allo
ation anddeallo
ation of inodes and disk blo
ks.



2.1 Data Layout DeclarationsThe de
larations in Figure 1 spe
ify the layout of data forsele
ted portions of the �le system. The stru
ture de�nitionlanguage is similar to C with extensions to support pa
kedbit arrays, a form of stru
tural inheritan
e, and variablesized arrays.The Disk stru
t de
laration spe
i�es that the disk 
onsistsof an array of Blo
k obje
ts, with the superblo
k storedin the �rst disk blo
k and the groupblo
k stored in these
ond disk blo
k. The superblo
k de�nes the parametersof the disk: the size and number of the disk blo
ks in the�le system, the number of inodes, and the inode for the rootdire
tory. The groupblo
k 
ontains referen
es to the inodetable and to the inode and blo
k bitmaps. There is a bitin the blo
k bitmap for ea
h blo
k in the �le system and abit in the inode bitmap for ea
h inode in the �le system. Ifthe blo
k or inode is 
urrently used, this bit is set to true.Otherwise, it is set to false.This �le system has many 
onsisten
y properties and 
anbe
ome 
orrupted in many ways. We fo
us on the followingproperties:1. Presen
e of File System Stru
tures: Basi
 �lesystem stru
tures should be present.2. Bitmap Consisten
y: The inode and blo
k bitmapsshould be 
onsistent with the use of the inode andblo
ks on the disk.3. Referen
e Count Consisten
y: An inode's refer-en
e 
ount should be 
onsistent with the number ofdire
tory entries referen
ing it.4. Free Counts Corre
t: The 
ounts for free blo
ksand inodes should be 
onsistent.5. Blo
k Usage Consisten
y: A given blo
k should beused by at most one disk stru
ture.Noti
e that these 
onstraints are stated at the level ofabstra
t 
on
epts su
h as blo
ks and inodes and not at thelevel of bits on the disk. We believe that this is the naturalway that developers think about su
h 
onstraints and thatthey would like to express their 
onsisten
y properties atthis level of abstra
tion. The abstra
t data stru
ture viewallows the developer to think about the data stru
tures atthis level.
2.2 Object ModelFigure 2 presents the obje
t and relation de
larations forthe abstra
t representation used in our example. This ab-stra
tion 
ontains three main 
ategories of obje
ts: Blo
ks,Inodes, and Dire
toryEntries. The �rst de
laration inFigure 2 spe
i�es that the abstra
t model uses integers toidentify the Blo
ks (this simpli�es the 
orresponden
e be-tween the abstra
t blo
ks in the model and the 
on
retedisk blo
ks) and that the set of Blo
ks is partitioned intoUsedBlo
ks and FreeBlo
ks. The set of UsedBlo
ks is fur-ther partitioned into di�erent sets 
orresponding to the usesof blo
ks in the �le system. These sets are the SuperBlo
kset, the GroupBlo
k set, the FileDire
toryBlo
k set, theInodeTableBlo
k set, the InodeBitmapBlo
k set, and theBlo
kBitmapBlo
k set. The FileDire
toryBlo
ks set isfurther partitioned into the FileBlo
ks set and theDire
toryBlo
ks set. The use of partitions ensures that a

Disk disk;stru
t Disk {Blo
k b[disk.superblo
k.NumberofBlo
ks℄;label b[0℄: Superblo
k superblo
k;label b[1℄: Groupblo
k groupblo
k;}stru
t Blo
k {reserved byte[disk.superblo
k.Blo
kSize℄;}stru
t Superblo
k subtype of Blo
k {int FreeBlo
kCount;int FreeInodeCount;int NumberofBlo
ks;int NumberofInodes;int RootDire
toryInode;int Blo
kSize;}stru
t Groupblo
k subtype of Blo
k {int Blo
kBitmapBlo
k;int InodeBitmapBlo
k;int InodeTableBlo
k;int GroupFreeBlo
kCount;int GroupFreeInodeCount;} Figure 1: Data Layout De
larationsset Blo
ks of integer: partition UsedBlo
ks | FreeBlo
ksset UsedBlo
ks of integer: partition SuperBlo
k |GroupBlo
k | FileDire
toryBlo
ks | InodeTableBlo
k |InodeBitmapBlo
k | Blo
kBitmapBlo
kset FileDire
toryBlo
k of integer: Dire
toryBlo
ks |FileBlo
ksset Inodes of integer: partition UsedInodes | FreeInodesset UsedInodes of integer: partition FileInodes |Dire
toryInodesset Dire
toryInodes of integer: RootDire
toryInodeset Dire
toryEntries of Dire
toryEntry:relation blo
kstatus: Blo
ks -> stringrelation 
ontents: UsedInodes -> FileDire
toryBlo
ksrelation inodestatus: Inodes -> stringrelation referen
e
ount: Inodes -> integerrelation filesize: Inodes -> integerrelation inodeof: Dire
toryEntries -> UsedInodesFigure 2: Obje
t and Relation De
larationsblo
k 
annot be used simultaneously in two di�erent diskstru
tures. Similarly, we have 
hosen to represent Inodes inthe abstra
t representation with their integer index in the in-ode table and appropriately partitioned this set. Finally, theDire
toryEntries set 
ontains the set of dire
tory entriesin the disk. This set represents the used dire
tory entries inthe �le system.The model uses relations to 
apture important propertiesof the obje
ts in the model and to represent relationshipsbetween the obje
ts. So, the blo
kstatus relation 
apturesinformation in the blo
k bitmap by mapping blo
ks to theset fFree; Usedg. Similarly, the inodestatus relation mapsInodes to the set fFree; Usedg, 
apturing the informationin the inode bitmap. The relation referen
e
ount mapsInodes to the 
orresponding referen
e 
ount. The relationfilesize maps Inodes to their 
orresponding size in bytes.The 
ontents and inodeof relations 
apture relationshipsbetween the obje
ts in the model. Spe
i�
ally, 
ontentsmaps UsedInodes to the FileDire
toryBlo
ks that 
on-tain the 
ontents of the �le or dire
tory, and inodeof mapsDire
toryEntries to their 
orresponding UsedInodes.



[℄, true => 0 in SuperBlo
k[℄, true => 1 in GroupBlo
k[℄, disk.groupblo
k.InodeTableBlo
k<disk.superblo
k.NumberofBlo
ks =>disk.groupblo
k.InodeTableBlo
k in InodeTableBlo
k[℄, disk.groupblo
k.InodeBitmapBlo
k<disk.superblo
k.NumberofBlo
ks =>disk.groupblo
k.InodeBitmapBlo
k in InodeBitmapBlo
k[for i in UsedInode, for itb in InodeTableBlo
k,for j=0 to 11℄, 
ast(InodeTable,disk.b[itb℄).itable[i℄.Blo
kptr[j℄<disk.superblo
k.NumberofBlo
ks and!
ast(InodeTable,disk.b[itb℄).itable[i℄.Blo
kptr[j℄=0=> 
ast(InodeTable,disk.b[itb℄).itable[i℄.Blo
kptr[j℄in FileDire
toryBlo
ks[for j=0 to disk.superblo
k.NumberofBlo
ks-1℄,!(j in UsedBlo
ks) => j in FreeBlo
ksFigure 3: Model De�nition De
larations[for u in UsedInodes℄, u.inodestatus=Used[for f in FreeInodes℄, f.inodestatus=Free[for i in UsedInodes℄, i.referen
e
ount=sizeof(inodeof.i)[for i in UsedInodes℄, i.filesize<=sizeof(i.
ontents)*8192[℄,sizeof(RootDire
toryInode)=1[for u in UsedBlo
ks℄, u.blo
kstatus=Used[for f in FreeBlo
ks℄, f.blo
kstatus=Free[for b in FileDire
toryBlo
ks℄,sizeof(
ontents.b)=1[℄,sizeof(Blo
kBitmapBlo
k)=1 and sizeof(SuperBlo
k)=1[℄,sizeof(InodeTableBlo
k)=1 and sizeof(GroupBlo
k)=1[℄,sizeof(InodeBitmapBlo
k)=1Figure 4: Internal Consisten
y Constraints
2.3 Model ConstructionGiven the de
larations of the obje
ts and relations, weare now in a position to present the model de�nition, whi
htranslates the 
on
rete data stru
ture into the abstra
t model.Figure 3 presents part of these model de�nition de
larations,whi
h our tool uses to 
onstru
t the abstra
t model. Theintention is that the key high level 
onsisten
y 
onstraintswill be enfor
ed in the abstra
t model. Low level validity
onstraints (for example, that blo
k referen
es are in a validrange) are 
he
ked during the translation pro
ess so thatlow level errors are not a 
on
ern at the model level.The �rst set of de
larations spe
i�es the sets of Blo
ks inthe �le system. For example, the �rst two de
larations setup the SuperBlo
k set and the GroupBlo
k set. The omit-ted de
larations de�ne the various sets of Inodes in the �lesystem, the Dire
toryEntries set, and the various relationsin the abstra
t model. Our tool interprets these de�nitionsto derive an algorithm that 
onstru
ts the obje
ts and rela-tions in the model, setting the stage for the de�nition andenfor
ement of the 
onsisten
y properties.
2.4 Internal ConstraintsInternal 
onstraints 
apture the 
onsisten
y properties that
an be expressed using the model alone. We anti
ipate thatthese 
onstraints will typi
ally be used to 
apture the mostimportant stru
tural 
onstraints. Figure 4 presents the setof internal 
onstraints in our example.The �rst two 
onstraints in Figure 4 ensure that theinodestatus relation is 
onsistent with the use of the Inodes.The third 
onstraint ensures that the referen
e
ount fun
-tion returns the number of times an Inode is referen
ed bythe inodeof relation. The fourth 
onstraint ensures that thefilesize fun
tion is 
onsistent with the number of Blo
ks

SuperBlo
k=f0gGroupBlo
k=f1gFileDire
toryBlo
k=f6,8gBlo
kBitmapBlo
k=f3gInodeTableBlo
k=f4gInodeBitmapBlo
k=fgFileBlo
ks=f6,...gDire
toryBlo
ks=f8gFreeBlo
ks=f2,5,7,...gFileInodes=f0,1gRootDire
toryInode=f2gFreeInodes=f...gDire
toryEntries=fD0 ,D1...gblo
kstatus=fh0; Usedi; h1; Usedi; h2; Freei; h3; Usedi;h4; Usedi; h5; Usedi; h6; Usedi; h7; Freei; h8; Usedi; :::g
ontents=fh0; 6i; h1; 6i; h2; 8iginodestatus=fgreferen
e
ount=fh0; 1i; h1; 1i; h2; 0igfilesize=fh0; 100i; h1; 200i; h2; 8192iginodeof=fhD0; 0i; hD1; 1igFigure 6: Abstra
t Representation for CorruptedFile SystemInodeBitmapBlo
k=f2gFreeBlo
ks=f5,7,...gblo
kstatus=fh0; Usedi; h1; Usedi; h2; Usedi; h3; Usedi;h4; Usedi; h5; Freei; h6; Usedi; h7; Freei; h8; Usedi; :::g
ontents=fh0; 6i; h2; 8iginodestatus=fh0; Usedi; h1; Usedi; h2; Usedi; :::gfilesize=fh0; 100i; h1; 0i; h2; 8192igFigure 7: Changes to the Abstra
t Representationof the Corrupted File Systeman Inode has. The �fth 
onstraint ensures that the �le sys-tem has a root dire
tory. The next two 
onstraints ensurethat the blo
kstatus relation is 
onsistent with the use ofthe Blo
ks. The next 
onstraint ensures that a given blo
kis in at most one �le or dire
tory. And the remaining 
on-straints ensure that various disk stru
tures exist. As this ex-ample illustrates, the internal 
onstraints typi
ally 
apturethe important stru
tural properties of the data stru
turesand their relationships, and ensure that various parts of thedata stru
tures are 
onsistent with ea
h other.
2.5 Inconsistency Detection and RepairFigure 5 presents a diagram of an in
onsistent �le system| the index of the blo
k 
ontaining the inode bitmap is
orrupted and two inodes referen
e the same blo
k.The �rst step in the in
onsisten
y dete
tion and repairpro
ess is to use the layout de
larations, the model de
la-rations, and the model de�nition rules to 
onstru
t the ab-stra
t model. For the 
orrupt �le system shown in Figure 5the tool would generate the sets and relations in Figure 6.The abstra
t representation shown in Figure 6 violatesmany of the 
onstraints in Figure 4. For example, the emptyInodeBitmapBlo
k set violates the last 
onstraint in Fig-ure 4. Furthermore, the fa
t that the relation blo
kstatushas the tuple h2; Usedi and the set FreeBlo
ks 
ontains theblo
k 2 violates the seventh 
onstraint shown in Figure 4| the blo
k is not used for anything but is marked Used.The fa
t that the 
ontents relation 
ontains two tuples thatreferen
e blo
k 6 violates the eighth 
onstraint.The in
onsisten
y dete
tion algorithm evaluates the inter-nal 
onstraints over the model. In our example, this eval-uation un
overs the 
onsisten
y violations des
ribed above.
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ValueFigure 5: Corrupted ext2 �le systemFor ea
h su
h violation, it identi�es the violated 
onstraintand the spe
i�
 obje
ts and relations that violate the 
on-straint. For example, the tool dis
overs that (among otherviolations), blo
k 6 is referen
ed by multiple inodes, indi
at-ing a violation of the 
onstraint that ea
h blo
k is in at mostone �le or dire
tory. When the tool dis
overs a violation, itexe
utes a sequen
e of a
tions to repair the violation. It �rst
onverts the 
onstraint into disjun
tive normal form, i.e., adisjun
tion (ors) of 
onjun
tions (ands) of basi
 propositionsand negated basi
 propositions. The basi
 propositions 
ap-ture basi
 numeri
al requirements on the values involved inrelations (for example, a 
ertain value must be less than a
ertain expression), 
onstraints on the sizes of sets and rela-tions, and obje
ts or pairs that must be in
luded in spe
i�
sets or relations. Ea
h basi
 proposition 
omes with an a
-tion that is guaranteed to make the proposition true and ana
tion that is guaranteed to make the proposition false. De-pending on the form of the proposition, these repair a
tionsmay 
al
ulate a value that ensures that the 
onstraint doesor does not hold, or insert or remove obje
ts or pairs fromsets or relations.To repair a violated 
onstraint, the tool 
hooses one ofthe 
onjun
tions in the normal form, then repairs all of theviolated basi
 propositions in the 
onjun
tion. At this pointthe 
onstraint is no longer violated, and the tool pro
eedson to the next violated 
onstraint.1In our example, the tool dis
overs that the setInodeBitmapBlo
k is empty, whi
h violates the last 
on-straint in Figure 4. In this 
ase, there is only one 
on-jun
tion in the disjun
tive normal form of the 
onstraint;the tool must therefore insert an obje
t into this set tosatisfy the 
onstraint. The repair a
tion moves a blo
kfrom the FreeBlo
ks set to the InodeBitmapBlo
k set (be-
ause the obje
t and relation de
larations in Figure 2 spe
-ify that FreeBlo
ks and UsedBlo
ks partition the set ofblo
ks, InodeBitmapBlo
k is a UsedBlo
k, the repair a
tionmust remove the new InodeBitmapBlo
k from the set ofUsedBlo
ks). The tool then moves on to repair the otherviolations, produ
ing the repaired model in Figure 7.

2.6 External ConstraintsExternal 
onstraints 
onstrain the relation between theabstra
t model and the 
on
rete data stru
tures. Figure 8presents several of the external 
onstraints for our exam-ple. The �rst four 
onstraints ensure that any newly 
reatedstru
tures in the model are written ba
k out to disk. Thenext two 
onstraints translate the model repairs of theInodeTableBlo
k ba
k to the disk.1The reader may be 
on
erned that the repair pro
ess maynot terminate. We have implemented a spe
i�
ation analysisalgorithm that determines if the repair pro
ess will alwaysterminate for a given spe
i�
ation; the tool uses this algo-rithm to reje
t any spe
i�
ations that might generate repairsequen
es that do not terminate.

For our example, these 
onstraints translate the repairsmade in the abstra
t representation (shown in Figure 7)to the 
on
rete data stru
tures on the disk. The repairedversion of the 
on
rete data stru
ture shown in Figure 5 isshown in Figure 9. Noti
e that our tool has regenerated theinode bitmap. Furthermore, the illegal blo
k sharing hasbeen removed, and the blo
k bitmap is 
onsistent with theuse of blo
ks in the �le system.[for u in InodeTableBlo
k℄, true =>disk.groupblo
k.InodeTableBlo
k=u[for u in InodeBitmapBlo
k℄, true =>disk.groupblo
k.InodeBitmapBlo
k=u[for u in RootDire
toryInode℄, true =>disk.superblo
k.RootDire
toryInode=u[for i in UsedInode, for itb in InodeTableBlo
k,for j=0 to 11℄, j<sizeof(i.
ontents) => 
ast(InodeTable, disk.b[itb℄).itable[i℄.Blo
kptr[j℄=element j of i.
ontents[for i in UsedInode, for itb in InodeTableBlo
k,for j=0 to 11℄, !j<sizeof(i.
ontents) =>
ast(InodeTable,disk.b[itb℄).itable[i℄.Blo
kptr[j℄=0Figure 8: External Consisten
y Constraints
2.7 ExperienceWe developed a fault insertion strategy designed to sim-ulate the e�e
t of potential in
onsisten
ies.2 Our fault in-sertion me
hanism simulates the e�e
t of a system 
rash: itshuts down the �le system (potentially in the middle of anoperation that requires several disk writes), then dis
ardsthe 
a
hed state. Our workload opens and writes several�les, 
loses the �les, then reopens the �les to verify that thedata was written 
orre
tly. We 
rash the system part of theway through writing the �les, then rerun the workload. These
ond run overwrites the partially written �les and 
he
ksthat the �nal versions are 
orre
t.In all of our tested 
ases, the algorithm is able to repair the�le system and the workload 
orre
tly runs to 
ompletion.Without repair, �les end up sharing inodes and disk blo
ksand the �le 
ontents are in
orre
t. For a �le system with1024 8KB blo
ks, our repair tool takes 1.5 se
onds on anIBM ThinkPad X23 with a 866 Mhz Pentium III pro
essorand 384 MB of RAM running RedHat Linux 7.2 to 
onstru
tthe �le system model, 
he
k the 
onsisten
y of the model,and repair the �le system.2Fault insertion was originally developed in the 
ontext ofsoftware testing to help evaluate the 
overage of testing pro-
esses [17℄. It has also been used by other resear
hers for thepurposes of evaluating standard failure re
overy te
hniquessu
h as dupli
ation, 
he
kpointing, and fast reboot [2℄. Therationale behind fault insertion is that faults, while seriouswhen they do o

ur, o

ur infrequently enough to seriously
ompli
ate the experimental investigation of failure re
overyte
hniques. Fault insertion makes it pra
ti
al to evaluateproposed re
overy te
hniques on a range of faults.
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BitmapBlockBlock Table
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Bitmap Figure 9: Repaired ext2 �le system

3. CTAS CASE STUDYThe Center-TRACON Automation System (CTAS) is aset of air-traÆ
 
ontrol tools developed at the NASA Amesresear
h 
enter [1, 16℄. The system is designed to help airtraÆ
 
ontrollers visualize and manage the 
omplex air traf-�
 
ows at 
enters surrounding large metropolitan airports.The goal is to automate mu
h of the air
raft traÆ
 man-agement, redu
ing traÆ
 delays and in
reasing safety. The
urrent sour
e 
ode 
onsists of over 1 million lines of C andC++ 
ode. Versions of this sour
e 
ode are deployed at
enters surrounding major metropolitan airports.Our fault insertion methodology attempts to mimi
 errorsin the 
ight plan pro
essing routine that produ
e illegal val-ues in the 
ight plan data stru
tures. When the programuses these illegal values to a

ess the array of airport data,the array a

ess is out of bounds, whi
h typi
ally leads tothe program failing due to an addressing error. Our spe
i-�
ation 
aptures the 
onstraint that the 
ight plan indi
esmust be within the bounds of the airport data array. Thespe
i�
ation itself 
onsists of 100 lines, of whi
h 83 lines
ontain stru
ture de�nitions. The primary diÆ
ulty in de-veloping this spe
i�
ation was understanding the 
ight plandata stru
tures.We used a re
orded midday radar feed from the Dallas-Ft. Worth 
enter as a workload. We identi�ed 
onsisten
ypoints within the appli
ation, then 
on�gured the system to
at
h addressing ex
eptions, perform the 
onsisten
y 
he
ksand repair in the fault handler, then restart from the last
onsisten
y point. Ea
h 
onsisten
y 
he
k and repair takesapproximately 3 millise
onds, whi
h is an a

eptable repairtime in that it imposes no performan
e degradation thatis visible in the graphi
al user interfa
e that displays theair
raft information.Without repair, CTAS fails be
ause of an addressing ex-
eption. With repair, it 
ontinues to exe
ute in a largelya

eptable state. Spe
i�
ally, the e�e
t of the repair is topotentially 
hange the origin or destination airport of theair
raft with the faulty 
ight plan pro
essing. Even withthis 
hange, 
ontinued operation is 
learly a better alterna-tive than failing. First, one of the primary purposes of thesystem (visualizing air
raft 
ow) is una�e
ted by the repair,and 
ontinued exe
ution enables the system to provide thisfun
tionality to the 
ontroller even in the presen
e of 
ightplan pro
essing errors. Se
ond, only the origin or destina-tion airport of the plane whose 
ight plan triggered the erroris a�e
ted. All other air
raft (during the re
orded feed, thesystem is pro
essing 
ight plans for several hundred air
raft)are pro
essed with no errors at all, enabling the system todeliver useful traje
tory predi
tion and s
heduling fun
tion-ality for those air
raft. And �nally, on
e the air
raft inquestion leaves the 
enter, its data stru
tures are deallo-
ated from the system, whi
h is then ba
k to a 
ompletely
orre
t state.The standard alternative to repair is to fail and reboot.This solution is problemati
 for this appli
ation be
ause re-booting the system 
an take several minutes as the system

a
quires enough 
ight plans and radar data history to makereasonable traje
tory predi
tions. And for the parti
ularerror we explored in our experiments, rebooting is futile.When the system rea
quires and attempts to pro
ess the
ight plan that 
aused the pre
eding failure, it will simplyfail again.CTAS illustrates that data stru
ture repair 
an enablesystems to re
over from otherwise fatal data stru
ture 
or-ruption errors and enable the program to 
ontinue to exe
utesu

essfully. This property may be espe
ially important forsafety-
riti
al appli
ations in whi
h potentially degraded ex-e
ution is far preferable to no exe
ution at all.The CTAS system in parti
ular illustrates some of thereasons why 
ontinued exe
ution 
an be the best 
hoi
e forsome appli
ations. The absen
e of repair makes the entire
omputation vulnerable to errors, even if the error wouldhave no e�e
t on the data and fun
tionality of mu
h of thesystem. Repair enables the program to 
ontinue to exe
uteand generate useful results from the 
orre
t parts of thedata and the una�e
ted parts of the 
omputation. Note alsothat repair followed by 
ontinued exe
ution may eventually
ush any anomalies out of the system to restore the datastru
tures to a 
ompletely 
orre
t state.
4. DEVELOPER CONTROL OF REPAIRSThe repair algorithm often has multiple options to satisfya given 
onstraint; these options may translate into di�erentrepaired data stru
tures. We re
ognize that some repaira
tions may produ
e more desirable data stru
tures thanother repair a
tions, and that the developer may wish toin
uen
e the repair pro
ess. We have therefore providedthe developer with several me
hanisms that he or she 
anuse to 
ontrol how the repair algorithm 
hooses to repair anin
onsistent data stru
ture. Spe
i�
ally, the developer mayspe
ify the 
osts of given repair a
tions, provide a pro
edurewhi
h de
ides whi
h repair a
tion to perform for a given
onstraint violation, or supply a hand-
oded repair routinefor a given 
onstraint.
5. RELATED WORKSoftware reliability has been an important area for manyyears. Most resear
h has fo
used on preventing or elimi-nating software errors, with the approa
hes ranging fromenhan
ed software testing and validation to full programveri�
ation. Software error dete
tion has be
ome an espe-
ially a
tive area in re
ent years [6, 10, 5℄. In 
ontrast, ourresear
h goal is to enable software to survive errors by re-pairing damaged data stru
tures.
5.1 Manual Detection and Repair SystemsResear
hers have manually developed several systems that�nd and repair data stru
ture in
onsisten
ies. File systemshave many 
hara
teristi
s that motivate the development ofsu
h programs (they are persistent, store important data,and a
quire disabling in
onsisten
ies in pra
ti
e). Develop-



ers have responded with utilities su
h as Unix fs
k and theNorton Utilities that attempt to �x in
onsistent �le systems.The Lu
ent 5ESS telephone swit
h and IBM MVS oper-ating systems are two examples of 
riti
al systems that usein
onsisten
y dete
tion and repair to re
over from softwarefailures [11, 13℄. The software in both of these systems 
on-tains a set of manually 
oded pro
edures that periodi
allyinspe
t their data stru
tures to �nd and repair in
onsisten-
ies. The reported results indi
ate an order of magnitudein
rease in the reliability of the system [8℄. Resear
hershave also developed a domain-spe
i�
 language for spe
i-fying these pro
edures for the 5ESS system [9℄. The goal isto enhan
e the reliability and redu
e the development timeof the in
onsisten
y dete
tion and repair software.
5.2 Recovery Oriented ComputingResear
hers in the area of re
overy oriented 
omputinghave developed a variety of te
hniques to help software re-
over from runtime errors [14℄. One of these te
hniques,re
ursive restartability, 
omposes large systems out of manysmaller modules that are individually rebootable [4℄. Thegoal is to build systems in whi
h faults 
an be isolated atthe module level by rebooting.In some 
ases, the 
onsequen
es of an error may not beimmediately apparent and the system may run ahead, gen-erating an una

eptable exe
ution. In su
h 
ases, the abilityto undo an appli
ation's operations to return to an earlierstate, repair the error in the earlier state, and then replay theappli
ation's operations would be useful. Operation Undoprovides an appli
ation-neutral framework for building sys-tems that support undo [3℄.
5.3 Specification LanguagesThe basi
 
on
epts in our internal 
onstraint language aresimilar to those in 
onstraint languages for obje
t model-ing formalisms su
h as UML [15℄ and Alloy [12℄. Obje
tmodels have traditionally been used to help developers ex-plore 
on
eptual design properties in the absen
e of anyspe
i�
 implementation. Our approa
h, in 
ontrast, estab-lishes a pre
ise 
onne
tion between the low-level, highly en-
oded data stru
tures that appear in many programs andthe high-level 
on
eptual properties 
aptured in our internal
onstraint language. This kind of 
onne
tion may be
omeespe
ially important for future design 
onforman
e systems,whi
h 
he
k that a program 
onforms to its design.
6. CONCLUSIONData stru
ture in
onsisten
ies are an important sour
e ofsoftware errors. Our implemented system atta
ks this prob-lem by a

epting a data stru
ture 
onsisten
y spe
i�
ation,then automati
ally dete
ting and repairing data stru
turesthat violate this spe
i�
ation. Our experien
e indi
ates thatour system is able to deliver repaired data stru
tures thatenable the 
orresponding programs to 
ontinue to exe
utesu

essfully within their designed operating envelope. With-out repair, the programs usually fail.As the �eld of 
omputer s
ien
e 
ontinues to mature, thereis an in
reasing need to deliver systems that 
an 
ontin-uously operate for very long, even unbounded, periods oftime. Repair is a 
entral aspe
t of almost all long-lived sys-tems in other �elds, and we believe that the developmentof e�e
tive repair te
hnology is a ne
essary prerequisite forthe 
onstru
tion of robust, long-lived 
omputer systems. We

therefore see our resear
h as taking an important step to-ward the e�e
tive 
onstru
tion of robust, self-healing sys-tems that 
an su

essfully re
over from the damage thatthey will inevitably experien
e during their long lifetimes.
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