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Abstra
tIn re
ent years, response time and availability of a web servi
e have be
ome anarea of 
on
ern for website owners. User dis
ontentment is quite high if the sitedoes not meet users' expe
tation of reasonable response time. Hen
e it is utmostimportant to �nd out what the users' experien
e at the website is. The users'experien
e in
ludes response time for the web pages and availability, ability to a

essa web page su

essfully, of the site. For a website, the average response time is notan e�e
tive metri
 of performan
e, as the users of website may be spread a
rossglobe and response time experien
ed by users in one region may be entirely di�erentfrom users in other region.We de�ne a new metri
 
alled, Performan
e Pro�le whi
h takes into a

ountgeographi
al lo
ation while reporting response time and availability of a website.We have developed a system to monitor Performan
e Pro�le of website from re-mote lo
ations. The 
entral node of the system, Reporting Centre(RC), 
oordinatesthe a
tivity of the testing where as the Test Delegate, resides on a
tual end-users'desktop PC, monitors the site at regular interval and sends results to RC. The Del-egate is 
apable of exe
uting multi-step transa
tions on the website, imitating areal-world user intera
ting with website with forms. The test results are used togenerate graphs indi
ating websites behaviour over the period of time in di�erentgeographi
al regions. The graphs 
an be analyzed to lo
ate the break points of thewebsite.
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Chapter 1Introdu
tion
1.1 Website TestingIn last few years, WWW has gained signi�
ant e
onomi
 relevan
e. The earlier daysof ex
itement are over and WWW is mar
hing toward an era where its quality hasbe
ome an important aspe
t. As websites 
hange rapidly, 
ompared to traditionalsoftwares, the testing is needed on 
ontinuous basis to ensure quality of the website.Insu�
ient testing may result into loss of 
redibility and at times, �nan
ial losses!The heterogeneous environment of the Internet throws up new 
hallenge in thearea of testing. The appli
ations are developed using plenty of languages, and runon a variety of hardware/software platforms. There are a wide variety of servers andbrowsers with various versions of ea
h, running on di�erent operating systems withdi�erent versions of libraries, di�erent 
onne
tion speeds, multiple standards andproto
ols, et
. In addition, we have the extra 
omponents su
h as 
a
hing proxyserver, �rewall, load-balan
er, di�erent appli
ation and database servers. Due toall these dynami
 fa
tors, testing for web sites 
an be
ome a major ongoing e�ortrather than a one-time a
tivity.Paul Gerrard[11℄ gives broad and non-exhaustive 
lassi�
ations of the websitetesting 
he
klist.
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Stati
 Testing 
onsists of analysis of 
ode without exe
uting it. The analysis
an be done manually or using automated tools. Following are the tests 
ondu
tedunder stati
 analysis.� Content Che
king : Che
k 
ontent of web pages for pre
ision, 
omprehensive-ness, spellings and a

essibility.� HTML Validation : Validate HTML 
ode against W3C standards.� Usability Testing : User experien
e should be as easy and fast as possible.Stru
tural Testing ensures all the 
omponents of the web page are glued to-gether as per the requirement. There might be some broken links due to typos inwriting URLs. Also, it is di�
ult to a
hieve exa
tly same appearan
e for a web pagea
ross di�erent browsers. Validating the pages a
ross di�erent browsers makes surethat there is not mu
h di�eren
e in the look and feel a
ross browsers. It involves
ondu
ting following tests.� Link 
he
king : Che
k for broken links, orphan pages.� Browser 
ompatibility testing : Test for browser-spe
i�
 tags and its impa
ton other browsers.� Visual browser validation : Di�eren
e in rendering (
olors, s
aling, table lay-out, border 
olors) of web pages in di�erent browsers.Fun
tional Testing is 
arried out to ensure 
orre
t working of all the 
om-ponents. The approa
h taken is bottom-up, whi
h starts with the smaller unitstested independently and then 
ombined in in
remental fashion to get the desiredfun
tionality. This is a 
omprehensive exer
ise and 
overs following tests.� Page testing : Test all the obje
ts exe
uting in browser, 
lient-side s
ripts.� A
tive 
omponent testing : Server side s
ripting, a
tive page obje
ts whi
h areexe
uted by form-based user intera
tion. This normally 
overs the businesslogi
 
ommuni
ating with database.2



� Transa
tion testing : A transa
tion 
onsists of a set of steps together o�eringa logi
al fun
tionality. Only ensuring 
orre
t behavior of individual step is notsu�
ient. In su
h 
ases, the integration of 
omplete end-to-end fun
tionalitymust be 
he
ked using sele
ted 
ases.� Appli
ation system testing : Cover 
omplete testing of appli
ation with real-world s
enario to 
on�rm all features meet the requirement. Various issuesto be addressed here are "stateless" web, appli
ation not 
ontrolling browser,issues with 
ookies, loss of 
onne
tion.� Client 
on�guration testing : End-user 
an have a variety of 
ombination ofOperating System, Network 
onne
tion, Internet Servi
e Provider, Browser.Exhaustive testing for all 
ombination is an uphill task. Che
k for some pop-ular 
ombinations.� Internationalization : In multilingual site, verify all messages and output aretranslated 
orre
tly and exa
t fun
tionality is 
arried out.� Regression testing : Frequent 
hanges to website by adding, 
hanging andremoving fun
tionality. Ensure that earlier test 
ases give desired output.� Soak testing : Testing system's dexterity to endure 
ontinuous running ofvariety of transa
tions whi
h may reveal problems su
h as obs
ure memoryleaks, lo
king or ra
e 
ondition.� Java test : Java is used widely on 
lient and server in the form of applets, javaserver pages, servlets, EJB, swing.� Se
tion 508 testing : Se
tion 508 requires that US Federal Agen
ies' ele
troni
information is a

essible to people with disabilities.Performan
e Testing is often a non-issue in normal software be
ause the soft-ware runs in a 
ontrolled environment whi
h will be stable over the period of time.But that is not true with website as it runs in essentially heterogeneous and un
on-trolled environment. It is prudent to ensure that the system performs predi
tablyunder various 
onditions. 3



� Load Testing : Determine website performan
e at prede�ned level. Transa
-tion volumes are unpredi
table, user behavior and variables un
ontrollable,system variables su
h as network, hardware, software, hosting, load-balan
er,�rewall make things 
ompli
ated. Load testing helps to un
over performan
eand uptime problems.� Stress Testing : Determine web site's breaking point or una

eptable perfor-man
e point. Test system fun
tionality while system is under peak load.� Regression Testing : Changes in 
ontent, design and layout of web pages maya�e
t response time. Che
k whether response time is within a

eptable limits.� Performan
e Monitoring : Ensure website is available and performing opti-mally. Test page/transa
tion availability from multiple lo
ations.Non-Fun
tional Testing addresses issues whi
h might 
rop up due to 
hange inrequirements, design and other aspe
ts. The se
urity 
on
erns are high in web-basedappli
ations. All su
h issues are addressed in non-fun
tional testing.� S
alability testing : Testing system's ar
hite
ture and its 
apability to meetfuture requirement. Areas of s
alability are hardware, appli
ation software,database and middleware.� Se
urity testing : For website using �rewall, en
ryption, user authenti
ation,monetary transa
tions, a

ess to database with sensitive data, digital 
erti�-
ates.� Reliability and Re
overy testing : Analyze behavior of the system under se-le
ted failure 
onditions. Simulate failure s
enarios and 
on�rm the systemwill handle them su

essfully.� Server log analysis : Logs 
an be used to tra
k website usage, to �nd errorsen
ountered.
4



Large-S
ale Integration is 
on
erned about 
oupling existing appli
ation withthe new website. All the interfa
es are identi�ed and veri�ed for the 
orre
tness offun
tionality.� Lega
y System Integration : Some appli
ations need to be integrated withlega
y system. Physi
al interfa
es must be known in su
h 
ases.� End-to-End fun
tionality : Demonstrate, the system meets the obje
tives.This is asso
iated with use a

eptan
e.While the "To-Do" list of testing quite huge, the resour
es are often limited.Hen
e the prioritization of testing a be
omes a ne
essity.1.2 Present WorkThe key expe
tations of a user visiting website are the usability and performan
e,not ne
essarily in that order. Usability is more of an art than s
ien
e. The twokey performan
e parameters for a user visiting a site are availability and responsetime. The response time of a web page is the time interval between sending therequest for the page and re
eiving the page 
ompletely. The availability of a servi
eis the probability to 
omplete an a
tivity su

essfully. Performan
e is somethingwhi
h is a�e
ted by myriad fa
tors, 
ontrollable and un
ontrollable in
luded. AsOn Internet, your 
ompetitor is just a 
li
k away, and users are not willing to wait,response time has be
ome a key fa
tor in the su

ess of a site. Clearly if the siteis not available or if response is very slow, users' experien
e worsens, resulting inloss of users. The importan
e of availability is highlighted by S
ott M
Nealy of SunMi
rosystem who on
e said, "We are paying people for uptime. The only thing thatreally matters is uptime, uptime, uptime, uptime and uptime".The response time at end-users heavily depends upon fa
tors su
h as 
onne
tivityto Internet, time of the day, Internet Servi
e Provider, et
. Geographi
al lo
ationalso plays an important role be
ause ISPs and 
onne
tivity will 
hange with 
ountry.5



And so does the distan
e (in terms of number of hops) of web server from the end-user. Hen
e the response time of a site is di�erent as per
eived from di�erentgeographi
al lo
ations.We de�ne Performan
e Pro�le of a site/servi
e as performan
e of the site overtime, as seen in di�erent geographi
al regions.The users of websites are spread a
ross the globe. The users' experien
e in oneregion may be entirely di�erent than other region. It might happen that the badperforman
e in one region is 
ompensated with very good performan
e in otherregion, resulting into a situation where average performan
e is within a

eptablelimits. This situation does not reveal the problem fa
ed in 
ertain areas. Hen
e, itis not the average performan
e, but the Performan
e Pro�le that is important tothe site owner/webmaster.This leads us to believe that it will be helpful, if we provide a tool whi
h 
angive exa
t behavior (response time and availability) of the website by 
ondu
tingsome �eld tests. This information, along with the information on load from di�erentregions (whi
h only a server 
an 
olle
t) 
an be invaluable in de
iding the lo
ationto mirror or repli
ate a servi
e.In this thesis, we des
ribe a distributed testing tool that we have developed formonitoring the global performan
e of a site. The tool has a 
entralized site whererequest for performan
e monitoring 
an be given and from where the global per-forman
e pro�le is obtained. However, to determine the performan
e pro�le, thetool uses delegates running in di�erent regions. The number and lo
ation of del-egates is de
ided by the tool owner. The delegates work under the 
ontrol of the
entral site, perform the testing they are asked to and send the results to the 
entralsite. The 
entral site 
ompiles data from the di�erent Delegates to 
reate the globalperforman
e pro�le of the site being tested.
6



1.3 Related Work And Commer
ial Servi
esThere are other approa
hes for measuring user-per
eived response time. One ap-proa
h is to instrument the web pages with 
lient-side s
ripting. [22℄ When a linkto an instrumented web page is followed from a web page, whi
h itself is an in-strumented web page, the s
ript starts a timer. When the web page is downloaded
ompletely, the s
ript notes the time. The di�eren
e between the two timestampsgives the response time of the web page. This response time is, then, 
ommuni
atedto the website. This approa
h gives response time only for some instrumented pagesand that too with the prerequisite that the page is a

essed from another instru-mented page. The response time for ea
h of the embedded obje
t su
h as images,�ash animations, style sheets, et
. 
annot be 
al
ulated.Another approa
h is to 
olle
t and analyze the pa
ket tra
e from the server todetermine the server performan
e.[9℄From the network tra
e, the 
ommuni
ationbetween 
lient and server is re
onstru
ted, and heuristi
s are used for determiningresponse time. This approa
h needs a huge amount of disk and CPU resour
es, andis impra
ti
al for a very busy site. This method only gives response time and notavailability of the servi
e. It does not work if web pages have embedded 
omponentsfrom di�erent servers.Few of the servi
es and tools available whi
h monitor performan
e of websites[13℄.� A
tiveWat
h [1℄ is a hosted monitoring solution that measures performan
eand availability of Web sites from outside the �rewall. It is the servi
e thato�ers a 
omplete view of end-user performan
e from multiple lo
ations aroundthe world while providing alerting, diagnosti
 and reporting tools to identifyand �x problems.� FarSight [7℄ is a hosted servi
e that lets you monitor your Web site in realtime, using performan
e data gathered from points on a global network. Theservi
e provides both URL and transa
tion monitoring from outside �rewall,from a se
ure network. FarSight provides performan
e data for every obje
t7



on a Web page, for every test and from every node. FarSight saves that datawhi
h 
an be used for histori
al analysis to identify the 
ause of performan
edegradation and errors.� eValid [6℄ Test Servi
es enable 
ompanies and web site managers to monitorE-
ommer
e servi
e validity, availability, internal quality, and performan
e �as per
eived by typi
al users with realisti
 test s
ripts. eValid Test Servi
esare based on use of versions of the eValid Test Engine 
ombined with 
ustom-developed test s
ripts and 
ustom-developed support utilities. The "user per-spe
tive" testing assures site's quality in the 
ontext in whi
h 
ustomers useit.� Keynote [23℄ Web Site Perspe
tive Consumer Edition provides Web site perfor-man
e data of sites a

essed by "at home" 
onsumers working remotely over56 Kb modem, DSL and Cable Modem 
onne
tions. This servi
e providesinformation about how Web sites perform for lower-bandwidth users, the per-forman
e of se
ure pages a
ross phone lines. Keynote measurement 
omputers
onne
t to the Internet on
e per hour and report data ba
k through a variety ofreporting options in
luding e-mail or raw data via FTP. Web Site Perspe
tiveBusiness Edition enables 
ustomers to analyze full-page measurement data,from worldwide lo
ations over T-3 and other high-speed business 
onne
tions.� Gomez Performan
e Network [12℄ measures Web page and transa
tion per-forman
e in real-time, monitoring site availability and responsiveness. Fromover 50 lo
ations spanning more than a dozen Internet ba
kbones, se
ure ser-vi
e provides the data whi
h helps to identify fa
tors that impa
t Web siteperforman
e.� Porivo's peerReview [20℄ is a servi
e that measures the end-to-end performan
eof Web appli
ations from the 
ustomers' perspe
tive. Using the global testingnetwork - real PCs spread a
ross the globe - peerReview provides an end-to-endevaluation of the speed of your Web site. Porivo is now a part of Gomez.
8



Most of the servi
es use points of Internet ba
kbone to monitor the sites, testinga site from a T1 (1544 kbps) or higher (T2=6312 kbps, T3=44736 kbps) link. Thisgives highly unrealisti
 information This gives highly unrealisti
 information parti
-ularly for users 
onne
ted by slower links. Also, as they are 
ommer
ial servi
es,very little information about their methodology, is available. Some of these alsoseem to need manual s
ripting.1.4 Organization of the ThesisThis thesis is organized into various 
hapters, ea
h throwing light on some aspe
tof the tool. In Chapter 2, we dis
uss the system ar
hite
ture and design employed.Chapter 3 is about the implementation details of the tool. In Chapter 4, variousexperiments 
ondu
ted and their results are dis
ussed. We dis
uss the 
on
lusionand pointers to future work in Chapter 5.Appendix A gives detailed instru
tions to deploy the system. Appendix B is theinstallation manual for the Delegate. The sour
e 
ode organization is given in Ap-pendix C. This will be helpful in future if there is a need to 
hange some sour
e.Appendix D and Appendix E give spe
i�
ation of a job pro�le and a transa
tionresult, respe
tively. Appendix F dis
usses the 
on�guration �les used by the Dele-gate.

9



Chapter 2System Ar
hite
ture and DesignTo re
all, our goal is to build an easy-to-install and easy-to-use system for testingthe Performan
e Pro�le of web-servi
e as seen by the users in di�erent geographi
alregions. In other words, we want to a
tually measure the performan
e of the site indi�erent spe
i�ed regions over a period of time and then show, how the performan
ein di�erent regions 
hanges with time. We also want to measure the availability asviewed in these di�erent regions and report the times when the servi
e was unavail-able.2.1 Test System Obje
tivesThe basi
 obje
tive of the testing tool is to monitor the performan
e pro�le ofa website from some spe
i�ed regions. For performan
e, we fo
us primarily onavailability and response time. Some of the key obje
tives of the system are :� The end-user per
eived performan
e of the website from di�erent regions of theworld should be dire
tly measured from those regions. In order that the resultsare not biased by a parti
ular site, there should be possibility of redundan
yin ea
h region. That is, the tool should allows performan
e to be measuredfrom multiple sites in a region to determine the performan
e of the web sitein that region. 10



� All the test should be 
ontrolled from a 
entralized lo
ation. This meansthat request for monitoring a site, along with the spe
i�
ation of the regionsfrom whi
h it will be monitored should be given at one site. Furthermore thepro�ling results should be available from this site itself.� The 
omplete system should be 
on�gurable, easy-to-use and easy-to-installand the testing pro
ess should be automati
 with minimalmanual intervention.With above goals in mind, we dis
uss the system ar
hite
ture and design.2.2 Test System Ar
hite
tureSin
e the performan
e has to be measured from di�erent regions, we 
learly willneed agents of our system operating in these regions. We 
all these agents as TestDelegates, whi
h 
olle
t all the user-level performan
e information. To provide a
entral point where the entire performan
e pro�le a
ross di�erent regions 
an bedetermined and displayed, we have a spe
ial site 
alled Reporting Centre (RC). TheRC 
oordinates the entire testing a
tivity, as well as distribution of of Delegates.All Delegates 
ommuni
ate only with RC. In other words, the system has a starar
hite
ture with RC at the 
entre. The nodes are the Delegates whi
h intera
twith website being tested.The high-level ar
hite
ture of the system, des
ribing major 
omponents and in-terfa
es, is given in Figure 2.2.The Test Delegate (here onward referred as Delegate) is the test agent whi
hresides on the PC of an end-user. The Delegate gets an environment whi
h is very
lose to that of an user of any website. The Delegate 
an be 
onsidered as a mini-browser without the GUI. A Region is a prede�ned geographi
al zone. For example,
ontinent 
an be a region and so 
an be a 
ountry. The Delegate belongs to anunique region. The Delegates belonging to a region together de�ne performan
e ofweb site for that region. We have 
hosen 
ontinent as region with India as spe
ial11
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THE  TESTING  SYSTEM

Figure 2.1: Ar
hite
ture of the SystemThe dire
tion of the array indi
ates the a
tive a

ess by the 
omponentregion. Fun
tionalities of the Delegate in
lude Registration, Communi
ating withRC and S
heduling the jobs.The Delegate registers itself with Reporting Centre, des
ribed below, when it runsfor the �rst time. Whenever the Delegate is a
tive or running, send Alive messageto Reporting Centre at regular interval. When Reporting Centre assigns some jobto the Delegate, it gets the pro�le for that job from Reporting Centre. Delegates
hedules the jobs as per the requirement, 
ondu
ts the test at s
heduled time andnotes down various results for the job. All the results for the exe
uted test areuploaded to Reporting Centre.Reporting Cetre is a 
entral node from whi
h the a
tivities of the system are 
o-ordinated. The important responsibilities of Reporting Centre (here onward referredas RC) in
luding Adding a new job, Communi
ating with Delegates and Generatingresults.
12



When a new job is submitted for monitoring to RC, all the required parametersare spe
i�ed. The Delegate when runs for the �rst time, registers with RC along withthe registration information. A

ording to the need of Job, RC identi�es a Delegatewhi
h meets the requirement of the job and assigns the job to a parti
ular Delegate.RC 
olle
ts test results uploaded by Delegate. The test results are aggregated toprodu
e various results and statisti
s about the website.Client Interfa
e is an interfa
e of RC through whi
h the user of the systemintera
ts. The user 
an submit new jobs spe
ifying details and requirements of thejob. The user 
an get the reports generated as per the parameters spe
i�ed.Customer Website is the website whose performan
e is to be monitored. Hen
e-forth, the word website refers to Customer Website, unless otherwise stated.2.3 Design IssuesIn this se
tion, we dis
uss some of the alternatives possible in detailed design. Thevarious approa
hes are explored, 
ompared and �nally the one whi
h suits our needsis 
hosen.2.3.1 Modelling Communi
ation between RC and DelegateThe 
ommuni
ation between RC and Delegate 
an be modeled in two ways. In the�rst approa
h, the Delegate sends Alive message at a regular interval. Whenever atest is to be 
ondu
ted, RC sends the pro�le of the test to the Delegate as a replyto Alive message from the Delegate, the Delegate 
ondu
ts the test and uploadsthe results immediately. The Delegate does not store any of the test or resultinformation with it. Thus, RC s
hedules various jobs whi
h are 
urrently a
tive. Ina se
ond approa
h, whi
h generally will have a higher interval of 
ommuni
ation,the Delegate sends the Alive message at regular interval. If there is some job to beassigned to the Delegate, the pro�le is given to the Delegate. This pro�le also has13



the information about duration in whi
h tests should be 
ondu
ted. The onus ofs
heduling the jobs is on Delegate.The advantage of �rst approa
h is simple Delegate design. But it also means morework on the part of RC. Also, RC 
an be almost sure that the test is 
ondu
tedby Delegate. The �rst approa
h has lot of 
ommuni
ation overhead as it mightdownload same pro�le again and again. In se
ond approa
h, on
e a job is assignedto Delegate, RC assumes that it will 
ondu
t all the tests. The Delegate may goo�ine for some time, whi
h translates to lesser number of test for a job than required.We have 
hosen the se
ond approa
h be
ause of lesser 
ommuni
ation and simpledesign of RC and Delegate.2.3.2 Result Reporting by DelegatesWhen Delegate 
ondu
ts the tests, it re
ords the results of the test. All thesemeasurements are 
olle
tively taken as result for that test. These results are, then,uploaded to RC. In the �rst approa
h, Response time is measured for ea
h page ofthe transa
tion and ea
h 
omponent of the page. For ea
h page and its 
omponents,individual size(in bytes) and response time(in millise
ond) is re
orded. If an error
ondition o

urs for some 
omponent, it is noted down. All the measurements areuploaded as raw data. The results are not interpreted by the Delegate. In the se
ondapproa
h, only high-level details are measured. Response time is measured for ea
hpage of transa
tion, but 
omponent response time is not taken into 
onsideration.They are assumed to be part of the page. The size of the page is re
orded in
lusiveof all the 
omponents. Also, throughput for the page is 
al
ulated by 
onsideringthe size of the page and response time.While uploading the result, the �rst approa
h needs more bandwidth than these
ond one. But �rst approa
h gives the �exibility of interpreting the results. Withse
ond approa
h, there is possible information loss as 
omponent results are notmeasured. We have 
hosen the �rst approa
h.
14



If there is any major error o

urred while exe
uting any step of the transa
tion,that test is abandoned and its results is said to be an error in that step. The failedtest indi
ates unavailability of the servi
e. All the test results are reported to RC ina spe
i�
 format. It starts with high-level details su
h Delegate ID, Job ID, time atwhi
h test was 
ondu
ted, result of the test (either su

ess or failure) and responsetime for 
omplete transa
tion. Detailed results of ea
h step of transa
tion followthis.After the Delegates start monitoring the site(s), the results for those tests tri
kleto RC over time. The results from Delegates belonging to one region are groupedtogether so that region-wise results are available. To 
al
ulate response time, theresults in error are not taken into 
onsideration. The average response time fromall the Delegates at parti
ular hour of day is taken as the response time of thetransa
tion at that hour in that region. Availability of the transa
tion from a regionat parti
ular hour is given as the number of su

essful tests 
ondu
ted by total numberof tests 
ondu
ted in that hour. Throughput means Bytes re
eived per Se
ond fromthe site. For ea
h transa
tion, we know the size of data (in Bytes) re
eived andtime taken for 
ompletion of transa
tion. The results in error are dis
arded. Now,we have throughput for ea
h su

essful transa
tion. Now similar to method used to
al
ulate region-wise response time, throughput for ea
h-region at ea
h hour of theday 
an be found.2.3.3 Unit of WorkloadA node running a Delegate may not want the resour
es being used above 
ertainthreshold. There 
an be disparity in the 
ontribution to the testing by Delegates. Todi�erentiate the resour
e allo
ation by di�erent Delegate, an unit is needed whi
hwill measure the workload. The following options were examined.Ea
h transa
tion has 
ertain number of steps, ea
h step being an a

ess to aweb page. The transa
tions have a s
heduling period. If the s
heduling period oftransa
tion is 30 minutes, the transa
tion will be exe
uted after every 30 minutes.15



From these two parameters, we de�ne a unit, Pages Per Hour or PPH. The ideais Delegate has to a

ess 
ertain number of pages below a threshold. Considera transa
tion with 2 steps is exe
uted at the interval of 30 minutes. Hen
e theworkload for this transa
tion is 4 PPH.The web page a

essed translates to use of bandwidth. If we know the size of theweb pages, the workload 
an be assigned depending on bandwidth 
onsumption. Forthis, the unit of workload will be Kilo Bytes Per Hour or KBPH. In this 
ase, theidea is Delegate has to a

ess pages su
h that the 
umulative data fet
hed is belowa predetermined threshold. If a transa
tion 
onsists of 2 pages (sizes of whi
h are40 KB and 60 KB), and s
heduling period for the transa
tion is 30 minutes, thenthe workload for this transa
tion is [(40 + 60)*2℄ = 200 KBPH.The �rst approa
h is simple, but the granularity is 
oarse. The se
ond approa
h isvery pre
ise, o�ers �ne granularity; but 
ompli
ated. Also, the sizes of the pagesmay 
hange with time. The RC uses �rst approa
h of PPH for assigning workloadas it is more intuitive.All the Delegates may not give same amount of servi
e for testing purpose. Toassort su
h Delegates, we have de�ned three levels of rights. With User rights, leastamount of resour
es 
an be used for testing. The RC has �xed the workload given tosu
h Delegate at 10 PPH. Administrator rights are higher than User and workloadis set to 20 PPH. Dedi
ated is the highest right and workload is set to 30 PPH.While registration of the Delegate, the user 
hooses the right level.2.3.4 Adding/Deleting DelegatesAs the test system is to monitor the global performan
e pro�le, it is to be expe
tedthat new Delegates may join the system and old may leave. Hen
e, su
h a systemmust permit adding/deleting of Delegates. The pro
edure for adding new Delegateis a simple one. When the user installs the Delegate, user is shown a form. The userenters information su
h as Name, Email Address, Region to whi
h he belongs, City,Operating System, Link to Internet and Proxy 
on�guration, if any. The unique16



identity of the Delegate will be a parameter 
alled DelID, whi
h is generated bythe Delegate itself. Now, the Delegate registers itself with the RC providing allthis information. Now the Delegate is added to the system and parti
ipate in thetesting pro
ess. In this way, a Delegate is added to the system dynami
ally. ThusRC 
an start with no Delegates in the system and will get the Delegates on the �y.Currently, for deleting a Delegate the 
on�guration �le 
ontaining the names of theDelegates have to be edited. Note that if a Delegate goes o�ine, it will not sendAlive messages, hen
e it is not treated as a
tive and jobs are not assigned to it.We have de�ned region to be a 
ontinent i.e. in our system the regions are Asia,Europe, Afri
a, North Ameri
a, et
. But this 
an be 
hanged to, say 
ountry, withsome modi�
ation. The regions, shown in the form to user while installing theDelegate, 
an be 
hanged to the desired values. The regions now re�e
t the newvalues and results will be generated a

ording to it. Thus adding and deleting regionis easy task.2.3.5 Spe
ifying Web Sites and Transa
tionsA transa
tion is sequen
e of one or more steps to be followed on web site to 
ompletea logi
al a
tivity. For example, visiting home page of site is a one-step transa
tion,visiting home page and then sear
hing the site with the form provided is a two-steptransa
tion. This enables Delegate monitor a transa
tion whi
h involves intera
tionof end-users with web site using forms. Ea
h job is identi�ed with JobID generatedby RC. Ea
h job has set of s
heduling parameters and a

ess parameters. S
hedulingparameters spe
ify the duration in whi
h the test should be 
ondu
ted along withnumber of tests to 
ondu
ted in that duration. The a

ess parameters spe
ify whi
hweb pages should be a

essed.The 
ustomer will spe
ify the parameters for the job using a form-based interfa
eat RC. The 
ustomer will spe
ify the s
heduling parameters for the job and then,for ea
h step of transa
tion more details su
h as URL of the page, HTTP Method,parameters for the page, if any, are spe
i�ed.17



2.3.6 Assigning a Job to DelegateThe Delegate sends an Alive message to RC at regular interval indi
ating it is on-line. Whenever there is a Job at RC for monitoring, RC 
he
ks if the this Job
an be assigned to the Delegate. If yes, RC gives Job ID to Delegate indi
ating ithas been assigned to the Delegate. Now the Delegate asks RC for the pro�le forthat job and RC replies with the pro�le for the Job. This pro�le is in a prede�nedformat, whi
h both - Delegate and RC - understand. Delegate adds this job to itsqueue of jobs. The s
heduling of the job starts on the day and hour mentioned inthe pro�le. All the time parameters are syn
hronized to GMT whi
h takes 
are ofdi�erent timezones. From the s
heduling parameters, Delegates �nd the interval atwhi
h the test has to be exe
uted. Delegate maintains a timer for ea
h job whi
hhelps s
heduling the job at 
orre
t interval. When the s
heduling period expires,Delegate removes that job from its queue.2.3.7 Sampling Frequen
y for a TestSometimes, the apparent failures of website are instantaneous. Su
h errors 
omebe
ause of transitory problem with lo
al network. The test 
ondu
ted may hit su
hfailure and 
on
lude that the page is in error and abandon the transa
tion. Su
hsituation is de�nitely undesirable as it gives false alarms. Su
h momentary error
onditions may vanish if we exe
ute the same test again. Sampling Frequen
y is thenumber of tests to be 
ondu
ted to report the performan
e of the site at that time.We have taken this parameter to be 2. This means, whenever a test is to 
ondu
ted,a
tually two tests are 
ondu
ted by the Delegate within a short interval of time andthe �nal result is the average of results of the two tests 
ondu
ted. If both the testsare su

essful, then 
omponent average of response time is taken as �nal result. Iffailure is o

urred only for one test, then that result is dis
arded the other result istake as �nal. The result of test is failure only if both the tests fail. If both testsfail that surely indi
ates that it is not an instantaneous failure, but the servi
e isa
tually unavailable. Only the �nal result is uploaded to RC. Cal
ulating averageof two results is des
ribed in 3.4. The 
at
h in this method is, the amount of workdone gets doubled. Though the workload assigned to a Delegate is N PPH, it is18



a
tually does the work of 2N PPH.2.3.8 System Privileges of DelegateThe Delegate should run as long as the PC is ON. The Delegate should automati
allystart whenever PC boots up. We need this feature be
ause the user does not have toworry about starting the Delegate manually every time PC boots up. Also, we wantDelegate to run on as many operating systems as possible. Su
h program is 
alleddaemon in Linux/Unix and servi
e in Windows. As the start-up s
ripts for daemonhave root/superuser permissions, the Delegate also runs with those privileges.2.4 Communi
ation between Delegate and RCThe proto
ol for the 
ommuni
ation between Delegate and RC has been modeledby a set of Finite State Automata (FSA), with one FSA representing one part ofthe system. [17℄ The FSA for the RC and a Delegate in the system is shown in 2.2.The state of an FSA represents the state of the proto
ol at that parti
ular node.A transition in an FSA 
onsists of re
eiving one or more messages, optionally, per-forming some 
omputation and sending zero or more messages. These FSAs arenon-deterministi
. Transition in FSA is marked by a 
ondition on the 
onditions onthe messages re
eived (the "numerator") that 
ause the transition, and the messagethe FSA sends (the "denominator").The initial state is denoted by q.Reporting Centre is waiting in state w for the messages from Delegate. TheDelegate may send ADD or ALIVE message. When the Delegate runs for the �rsttime, it sends ADD message indi
ating it wishes to register itself. If the Delegatehas already been registered with RC, it sends ALIVE message informing that it isa
tive.When RC re
eives ADD message, it registers the Delegate with itself and sendsYES message indi
ating su

essful registration. Now, the Delegate does not have to19
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Figure 2.2: The FSA for Communi
ation between RC and Delegatesend ADD message again in any session. The reply to ALIVE message is OK whi
hmeans the Delegate will be 
onsidered for assigning some workload.When RC has some workload to be assigned to the Delegate, it sends READYmessage as reply to ALIVE. Delegate then sends GET message asking for the jobpro�le. After re
eiving GET message, RC sends the JOB message, whi
h in
ludesthe job pro�le of the workload for Delegate. The Delegate, after re
eiving JOB, is instate s. In this state, the Delegate s
hedules and exe
utes the tests for jobs assignedto it.
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Figure 2.3: State Transition Diagram for DelegateThe Delegate and RC, both, work in an in�nite loop whi
h does not end. TheFSA stops only when the whole system is dismantled. Similar to Adding a Delegate,there is no state ma
hine for Deleting a Delegate from the system. Timeouts areused to di�erentiate between Alive and O�ine Delegate.2.5 Design of DelegateThe Delegate has to do multiple tasks at the same time. It needs to 
onta
t RCwhen it might be 
ondu
ting tests for some job. Hen
e, the Delegate has to bedesigned as a multi-threaded appli
ation. Some threads might work independent ofothers whereas some threads need assistan
e of others to 
omplete their task.When the Delegate starts, it is in Init state. In this state, the Delegate readsall the 
on�guration parameters asso
iated with it. If the Delegate has not beenregistered with RC, the Registration pro
edure is 
ompleted. Unless Registration is21



done, the Delegate 
annot pro
eed.The Delegate 
omes out of Init and three di�erent 
ontrols of exe
ution begin. Ea
hthread performs di�erent fun
tion. The Alive state represents the thread whi
hsends Alive message to RC at regular interval. If RC replies with Add Job message,the Delegate then downloads the pro�le of the new job assigned. All the pro�les tobe monitored are stored together.The Result thread takes 
are of the results of various tests 
ondu
ted by the Delegate.The results of transa
tions are stored lo
ally in a �le. The results are uploaded toRC at regular interval. The uploaded results are, then, dis
arded from lo
al storeto avoid multiple uploading. If there are no results to be uploaded, this thread goesin wait mode for a stipulated interval before 
he
king for the new results.The Wait state indi
ates waiting for some jobs to be monitored. When the Del-egate re
eives some job for monitoring, it goes into S
hedule state. The Delegates
hedules various jobs as per the parameters given in pro�le. When the time 
omesto exe
ute a test, a new thread Test is started to exe
ute the transa
tion. Thisthread 
ondu
ts the test and 
olle
ts the results. When the test 
ompletes, it re-turns the results for the test 
ondu
ted and the thread Test is destroyed. TheS
hedule submits the results for this transa
tion to Result for further pro
essing.2.6 Design of the RCThe layered ar
hite
ture for RC is shown in 2.4. The �gure shows the 
omponentsa

essed by the user.Authenti
ation is the 
ommon a

ess layer. All the 
omponents are a

essibleonly after authenti
ation. The user has to provide login name and password, whi
his veri�ed against the values in database. If authenti
ation is su

essful, a

ess toother module is allowed.Submit Job is an interfa
e to submit a new job. User has to submit variousinformation about the job su
h as the duration of job, hours of the day during whi
htest should be exe
uted, number of tests in a day, number of delegates to be assignedthis job and number of steps in the transa
tion. For ea
h step of transa
tion, URL,22
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Figure 2.4: The Ar
hite
ture for RCport number, HTTP Method and version, parameters if any are read from user.Finally, user gives the lo
ational preferen
e for the delegate.The user 
an use Modify Details to update registration details su
h as password,
onta
t info, et
.View Results This module shows various results for the jobs submitted. Theresults are generated in graphi
al format (line plots) using the values from database.The various results that 
an be seen are� Response Time for transa
tions for a single day or for a period. The transa
-tion results 
an further be analyzed with details of ea
h step.� Response Time in ea
h region and 
umulative. Same as above ex
ept thelo
ation 
onsideration.� Availability of Transa
tion - region wise as well as 
umulative.� Throughput for Transa
tion for a given time interval.The results are shown by generating graphs. For generating graphs, Graphi
sLibrary is used. This is a third-party library.The Ar
hite
ture of RC as seen by Delegate is shown in Figure 2.5.23
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Register Get Profile Upload Results AliveFigure 2.5: The Ar
hite
ture for RC from the perspe
tive of DelegateWhen Delegate runs for the �rst time, it 
ompletes registration pro
ess usingRegister interfa
e of RC. The registration pro
ess is done only on
e. When Delegateis running, it sends Alive message to RC at a regular interval. These messages aresent to RC using Alive module of RC. When RC has some job to be assigned to theDelegate, RC replies the Alive message with the Job ID. The Delegate then 
onta
tsGet Pro�le unit to download the pro�le of the job. The Delegate 
an submit theresults of various tests 
ondu
ted to Upload Results.
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Chapter 3ImplementationIn this 
hapter, we give a brief des
ription of the software developed to implement theapproa
h proposed in previous 
hapter. We have implemented the Delegate in Javalanguage. Java was 
hosen so that Delegate be
omes platform independent. Also,writing multi-threaded appli
ation is easier with Java due to its thread support. TheRC has been implemented using PHP s
ripting language and MySQL as database.The 
lient interfa
e is also written in PHP. However, as it is straightforward, we donot dis
uss it any further.3.1 Delegate using HTTP for Commun
ationThe Delegate is a mini-browser that emulates the a
tions of an user of the website.The Delegate uses only HTTP for 
ommuni
ation, whi
h means 
ommuni
ationwith RC is also based on HTTP. The most basi
 fun
tion Delegate is to a

ess aweb page lo
ated at an URL. The steps involved in a

essing a web page are shownby a time-line of a

ess in Figure 3.1. These steps are des
ribed below.Establish the 
onne
tion with server or proxy depending on the 
on�guration.The time interval (T2-T1) gives the Conne
t Time. HTTP request is sent to theserver. The time interval (T3-T2) is the Request Laten
y. When the server re
eivesthe request, it pro
esses the request and starts sending the response. T4 indi
ates
25
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Figure 3.1: Time-line of a web page a

essthe point in time when the �rst byte from the server is re
eived by the 
lient. (T4-T1) gives the First Byte Laten
y - time required to re
eive �rst byte of data fromserver. First Byte Laten
y is slightly misleading as the data is read from so
ket in
hunks of bytes, whi
h means at T4, �rst 
hunk of response has been re
eived fromthe server.The web page may have embedded obje
ts in it. The 
omponents of the web pageare retrieved and fet
hed 
on
urrently. The various 
omponents of the web page viz.images, �ash animations, style sheets are identi�ed with the help of HTML tags. Allthe 
omponents are fet
hed without waiting for the web page to �nish. Whenevera new obje
t is found in the web page, request for that obje
t is sent to the server.The request for obje
ts are sent at r1, r2,..., rn. The obje
ts are re
eived 
ompletelyat times 
1, 
2,..., 
n for requests r1, r2,.., rn respe
tively. The response times forthese obje
t will be (
1-r1), (
2-r2) and so on.At time T5, the HTML 
ode of the page has been downloaded 
ompletely. Hen
e,(T5-T1) gives the download time for HTML 
ode of page. At time T6, the last 
om-ponent of the page is re
eived 
ompletely. This is not ne
essarily the last 
omponentfor whi
h request has been sent. Thus at T6, the page is downloaded along with26



all the 
omponents of the page. The interval (T6 - T1) gives the 
omplete responsetime for the page.The explanation given is simplisti
 one. The a
tual pro
ess might be mu
h more
ompli
ated that this.Here is the list of features supported by the Delegate. As explained in Se
tion3.1, the Delegate emulates a browser. Here is the list of features supported by theDelegate.� There is a limit on maximum number of threads that 
an 
on
urrently run.At a time, only a limited number of 
omponents 
an be brought 
on
urrentlyby establishing 
onne
tion with server. We have set this limit to 8, same asthat of Mozilla.� The Delegate supports only HTTP Version 1.0. But the sites using HTTPVersion 1.1 
an still be a

essed.� The web site may have some fun
tionality in whi
h user intera
ts with websiteusing form-based interfa
e. The a
tion of su
h user 
an be emulated by Dele-gate. The Delegate 
an a

ess web pages with HTTP GET as well as POSTmethod. Parameters 
an be sent along with GET or POST request giving afeel of user intera
tion with website.� The Delegate 
an interpret few of the HTTP response 
odes. The error 
ondi-tions, indi
ated by status 
ode 4XX and 5XX are identi�ed by the Delegate.Delegate only understands 4XX (Client Error) and 5XX (Server Error). The�ner granularity in these errors are not interpreted by the Delegate.� Redire
tion with HTTP status 
ode 3XX (in whi
h the new URL is spe
i�edwith Lo
ation header) is supported.� The Delegate 
an run behind an HTTP proxy.� The Delegate 
annot a

ess the se
ure web pages i.e. HTTPS/SSL is notsupported by the Delegate. 27



� The Delegate 
annot exe
ute transa
tions whi
h use 
ookies for maintainingthe state.� Some web pages whi
h use frames 
annot be brought 
orre
tly by the Delegate.� The 
omponents URLs whi
h are generated dynami
ally 
annot be identi�edby the Delegate. For example, JavaS
ript is used to generate the URL ofthe banner-ads dynami
ally. Also, pop-up windows 
an be 
reated by theses
ripts. Delegate 
an only �nd the 
omponents with stati
 analysis.These are not very serious limitations. Frames are not 
onsidered a good design.Sites using HTTP Version 1.1 
an be a

essed using HTTP 1.0. And hooks areprovided in the Delegate for further improvement in features.3.2 RCRC is a 
olle
tion of PHP s
ripts, most of whi
h use the database. Here is a list ofmain s
ripts along with their fun
tionality.� register.php : Registers the new Delegate in the System, updates the databasere
ord with the registration information and sends OK message to the Dele-gate.� alive.php : A

epts Alive messages from the Delegate and Assigns a new jobto the Delegate, if any.� resupload.php : Re
eives the results of transa
tion from Delegate. The resultsare sent by using HTTP POST Method in whi
h the data part is the resultof transa
tion. The results in plain text are parsed for di�erent values, su
has transa
tion result, step-wise result and detailed results. All these resultsare entered in database along with the Delegate ID, Job ID and time stampof transa
tion.� getjob.php : Sends the job pro�le for the given Job ID.28



� newtra.php : This is an interfa
e to submit a new job for monitoring. All thes
heduling and a

ess parameters for the transa
tion are spe
i�ed with theforms presented.� getres.php : For given parameters, it shows the results with various graphs.The input parameters for this s
ript are the duration for whi
h results have tobe generated, type of result (response time, availability or throughput). Thiss
ript uses other s
ripts (des
ribed below) to generate graphs of ea
h type forea
h region. All the Delegates in one region de�ne the performan
e of the sitein that region.� restimeday.php, restimedur.php : Generate the Response Time graphs for aday and for given duration, respe
tively. The response time results for a givenJob ID and duration are fet
hed from database. Only the results whi
h arenot in error are taken into 
onsideration. X-axis is the time axis, where asY-axis is the response time in millise
onds. Any point on the graph indi
atesaverage response time from all Delegates at that time.� avday.php, avdur.php : Generate the Availability graphs for a day and forgiven duration, respe
tively. All the test results for given duration are sele
tedfrom database. Now at ea
h hour of the day, the total number tests and totalnumber of failed tests are 
ounted. From these two parameters, the availabilityis the total number of su

essful tests over all the test. Thus the availabilityvaries from 0.0 to 1.0.� thr.php : Generate the Throughput graphs for a job. The database has detailedinformation about ea
h step of transa
tion. The tests with error are not takeninto 
onsideration. For ea
h su

essful test, the throughput 
an be foundfrom total bytes re
eived and response time. Now the pro
edure similar tothe above dis
ussed response time 
al
ulation is followed to plot the points.Y-axis indi
ates bytes re
eived per se
ond in the graph.The s
ripts get exe
uted whenever they are invoked a
tively by Delegate or theuser. The states shown in Figure 2.2 
orrespond to a s
ript here. The model is29



pro
ess-based, but a
tually these pro
esses do not exist. The intended fun
tionalityis a

essed a
tively.3.3 Tools used for DevelopmentHTML has tags [5℄ for embedding various 
omponents e.g. images are spe
i�ed withIMG tag, style sheets with LINK, java applets with APPLET and other 
omponentssu
h as �ash obje
t are spe
i�ed with OBJECT or EMBED tag. The Delegateuses JavaCC HTML Parser [15℄ to lo
ate these embedded obje
ts of the web page.Apa
he Ant, a Java-based build tool, has been used for building the 
ode. It issimilar to Make on Unix platform. Java Servi
e Wrapper [14℄ is used to run theDelegate as Windows servi
e.RC uses JpGraph [18℄ library to generate the graphs in PHP.3.4 Class Details of DelegateThe Delegate has been modeled with Obje
t-Oriented design. The 
lass diagram isshown in Figure 3.2. The various 
lasses are des
ribed below.The Pro�le 
lass takes 
are of the pro�les of various jobs assigned to Delegate.All the pro�les are stored in a text �le. The attribute Pro�leFileName is the �lename in whi
h pro�le will be stored. The operation GetJobList() reads all thepro�les from �le and returns the list. Given the JobID, DowloadPro�le() gets thepro�le of the job from RC and appends the downloaded pro�le to the list. Giventhe Job GetJobDetails() returns various s
heduling and a

ess parameters of theJob, if it exists. All the jobs have the s
heduling interval asso
iated with them.PurgeExpired() removes the job - of whi
h s
heduling period has expired - from the�le.Whenever the Delegate is running, it informs RC about itself by sending Alivemessage. This is an indi
ation that Delegate is running. SendAlive takes 
are of30
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sending these messages. The attribute Period spe
i�es the interval between twoalive messages.The various parameters whi
h are used globally, are with 
lass Global. Various
lasses need to intera
t with RC for downloading pro�le, uploading result, sendingalive message, et
. This 
lass provides all su
h parameters for a

essing RC withRCParameters. If the Delegate is being used inside a �rewall, the 
on�gurationparameters for the proxy are available with ProxyCon�g whi
h in
ludes, proxy URLand authorization. This 
lass reads all these parameters from a 
on�guration �le.Various 
lasses a

ess these attributes with get...() method.Ea
h Delegate has zero or more jobs assigned to it. Ea
h job has 
ertain s
hedulingparameters su
h as frequen
y of exe
uting the test, start and end hours of the day.The S
heduler has to exe
ute the test as per the requirement of the job. Theattribute JobList has the list of the jobs whi
h have been assigned to Delegate.S
hedule() pi
ks up the job from the list whi
h needs to be exe
uted, starts the job,
olle
ts the result when it is done and �nally submits the result. The s
heduler,then, waits till the time of dispat
h for next job. The operation RemoveExpired() isinvoked when alloted test duration of a job expires.The results of the tests 
ondu
ted are managed by Result. The results of the testsexe
uted are stored in a text �le. ResultFileName identi�es the �le. SubmitTrRe-sult() is invoked with result of transa
tion as parameter. The result is written to the�le in a spe
i�
 format. GetResult() returns the result whi
h is yet to be uploadedto RC. If there is no su
h result, then an empty result is returned. MarkUploaded()is 
alled with parameter whi
h identi�es the uploaded result uniquely. That resultis marked as "uploaded". The result �le will have entries whi
h are uploaded andsome yet to be uploaded. PurgeUploaded() removes all the uploaded results fromthe �le.Transa
tionResult has the result to be uploaded to RC. UploadResult handles thea
tivity of uploading these results. The result is fet
hed by invoking GetResult() of32



Result. This result is uploaded to RC by UploadTrResult() method. In reply, RCgives a message to indi
ate su

ess. If this message is re
eived from RC then thatresult is marked uploaded with MarkUploaded() of Result. When there is no resultto be uploaded, UploadTrResult sleeps for 
ertain interval, before probing again.A Transa
tion represents a session in whi
h one or more web pages are a

essedby the Delegate one after the other. A

essing ea
h web page is a step in transa
tion.The transa
tion may have one or more steps. The details of whi
h web pages toa

ess, along with other parameters are with Transa
tionDetails. The results of thetransa
tion will be stored in Transa
tionResult.The operation StartTransa
tion() initiates the transa
tion. Ea
h step is exe
utedand results are 
olle
ted. If there is failure at any step, rest of the steps are notexe
uted. GetResult() returns the result for this transa
tion.Transa
tionDetails identi�es various parameters asso
iated with a Transa
tion.The Transa
tion is identi�ed uniquely with JobID. Ea
h transa
tion has one or moresteps, given by NumberOfSteps. For ea
h step, there is will be detailed parameters.Su
h details are 
ompletely available with ListPageDetails.Ea
h transa
tion has an asso
iated result, Transa
tionResult, whi
h is re
ordof the web site's behavior. JobID identi�es the to whi
h job this result belongs.NumberOfSteps gives the number of steps in the transa
tion. EEResponse is the end-to-end response time for the transa
tion. It is the time elapsed from the beginningof �rst step to the end of last step, if the transa
tion is su

essful. Otherwise it isthe time from the beginning of �rst step to the end of step where failure o

urred.ListPageResults gives the �ner result for ea
h of the step in transa
tion. The su

ess(or failure) of the transa
tion is denoted with TrSu

ess.SetFailure() sets the result �ag as failure along with the reason. DelegeTrFile()takes 
are of deleting the �les whi
h are 
reated while exe
uting the test. Givenanother transa
tion results for the same job, GetAvg() tries to 
ome up with anaverage of the 
urrent result and result from the parameter. In 
ase both of theresults represent su

essful 
ompletion of the transa
tion, GetAvg() 
onstru
ts a33



step-by-step result obje
t 
omparing 
omponents of ea
h result. If any of the resultindi
ates failure, GetAvg() gives the optimisti
 result from the two.Ea
h step of the Transa
tion is a Page. This is a �ner granularity of Transa
tion.Ea
h Page has its details and results, similar to Transa
tion, given by PageDetailsand PageResults.Constru
tReq() 
reates a HTTP request for the page to be brought. All the HTTPheader parameters su
h as Method, Version, URL, et
. The parameters of request(needed for HTTP POST method) and proxy authorization are in
luded in theheader, if appli
able. GetPage sends the request string re
eived from Constru
tReq()to the server and re
eives the reply. GetHeader() extra
ts the response header fromre
eived data. It has some useful information of whi
h status of request is mostimportant. It spe
i�es whether request 
an be ful�lled. If not, it spe
i�es thereason.Ea
h web page may 
ontain some obje
ts su
h as images, applets, style sheets, et
.These are spe
i�ed with tags in HTML. While the 
ontent of the web page is beingre
eived, it is inspe
ted for the various obje
t of the web page. All su
h obje
ts are
on
urrently a

essed with Component.PageDetails has various attributes needed for a

essing the web page - a step in amulti-step transa
tion. The attributes are URL, the 
anoni
al URL of the web page,HTTP Method -Method (either of GET or POST). In 
ase of POST or parametrizedGET method, the parameters are spe
i�ed by PageParam and the 
orrespondingvalues with DataSet.SetPageParam sets the PageParam and DataSet with the values re
eived from pa-rameter.For ea
h page, various results are noted with PageResults. CompleteSize is thesize of the page, in
luding all the 
omponents, in bytes. Delay is the response time,in millise
onds, for the page - measured from start of fet
hing the page to end ofbrining last 
omponent. PageSu

ess is the �ag to indi
ate the su

ess in a

essingthe page. 34



ComponentDetails is similar to PageDetails, but with few attributes and opera-tions. URL spe
i�es the 
omponent URL and Port. The HTTP Method is assumedto be GET.The attributes of ComponentResults are akin to that of PageResults. Component-Size gives the size of the 
omponent in bytes, Delay gives the time, in millise
onds,required to download the 
omponent and CmpSu

ess indi
ates su

ess in fet
hingthe 
omponent.The request to the server for any page or 
omponent has a pre-de�ned format.This format 
ontains various pre-de�ned �elds. HttpHeadGlobal has informationabout all su
h parameters. Method has values GET or POST, HTTPVersion 
anbe either of 1.0 or 1.1. Also some other header �elds for redire
tion, proxy authen-ti
ation are attributed in this 
lass.
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Chapter 4An ExampleIn earlier 
hapters we dis
ussed the design and implementation of the 
ompletesystem. To demonstrate the proper fun
tioning of the system, we 
ondu
ted fewexperiments. In this 
hapter we brie�y des
ribe one su
h experiment and its results.4.1 Experimental SetupThe RC was set up on http://www.
se.iitk.a
.in/ i.e. CSE server at IIT Kanpur.The administrator added user shashi of the system. The Delegates were installedon one PC in India and three in USA. Thus there were Delegates from two regions(India and North Ameri
a) parti
ipating in the experiment. The links to Internetwere T1 and Cable Modem. The PCs had Linux and Windows operating system.In a way, good mix of all parameters was available in the Delegate environment.We 
hose to monitor home page of Infosys, http://www.infosys.
om/, whi
h is oneof the major IT 
ompanies from India. The new transa
tion was added with the helpof web-based interfa
e shown in Figure 4.1 and 4.2. This a one-step transa
tion.4.2 Various ResultsFor this Job, various results 
an be generated. Response Time is the total timerequired to fet
h a page. Availability of the servi
e indi
ates whether the transa
tion36



Figure 4.1: Adding a New Job : S
heduling Parameters

Figure 4.2: Adding a New Job : A

ess Parameters
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Figure 4.3: Response Time of Home Page in Various Regions
an be exe
uted su

essfully. Any failure indi
ates the non-availability of the servi
e.Throughput is bytes re
eived per se
ond for the transa
tion. All these results 
anbe generated for a day or for given duration. The day or duration, for whi
h resultsare to be seen, 
an be 
ontrolled with form-based interfa
e. This interfa
e makesit possible to view results for any duration during the testing period. Also, theseresults are generated by taking into a

ount all the Delegate or Delegates segregatedregion-wise. Please note that all the time/date parameters on X-axis are in GMT.Figure 4.3 shows the response time of the page in India and North Ameri
a. Theduration of result is 0000 Hrs on 21st Mar
h, 2003 to 0000 Hrs on 25th Mar
h, 2003.The response time experien
ed in North Ameri
a is signi�
antly lesser than in India.But the 
urves 
losely follow the same pattern. It indi
ates, some 
hange parameterfrom server. The plot for North Ameri
a shows better response time be
ause of thegood 
onne
tivity to Internet. Figure 4.4 shows the global average response timeof the site. But this graph does not give any 
lue about region-wise response time,whi
h makes it di�
ult to �gure out whi
h users are fa
ing the problems.Figure 4.5 shows the availability of the site in di�erent region. Only on
e the38



Figure 4.4: Global Response Time of Home Pageavailability has fallen to 0.78 for North Ameri
a. The servi
e is available all thetime in India.Figure 4.6 shows the throughput experien
ed. Throughput is a derived attributeand it depends on response time.4.3 Other ExperimentsThe Delegate is 
apable of handling multi-step transa
tions on the web site. Todemonstrate this, we give another example. We sele
ted Google News, http://news.google.
om/,for 2-step transa
tion. First step a

esses http://news.google.
om/. Se
ond stepperforms a sear
h on this site, by a

essing http://news.google.
om/news for somestring. The HTTP GET method is used for sear
hing.Figure 4.7 shows the response time of a two-step transa
tion on Google. Theresults shown are of the tests 
ondu
ted by Delegates in India. Figure 4.8 showsthe page-wise break of response time of a two-step transa
tion on Google. This is39



Figure 4.5: Availability of Home Page in Various Regions

Figure 4.6: Throughput of Home Page in Various Regions40



Figure 4.7: Cumulative Response Time of 2-Step Transa
tion on Googlea detailed result of the graph shown in Figure 4.7. The graph suggests that se
ondstep takes lesser time than �rst one. This is be
ause the number of images on these
ond page is signi�
antly lesser than �rst page, redu
ing the page size. Figure4.9 shows page-wise throughput of transa
tion on Google. Almost all the time, thethroughput of se
ond step is lesser than �rst one. The reason for this is, �rst step is astati
 page, whereas se
ond step needs some time for database a

ess and generatingresult dynami
ally.4.4 User Feedba
kWe asked the users to 
omment on the Delegate. Dwipal wrote, " The installationwas pretty easy for the tar �le you sent whi
h didn't require root, and I did not noti
eany issues with the system performan
e. This may be be
ause mines is a very fastma
hine (Xeon 2.2 GHz with 1 GB RAM). But the pro
ess seemed to be sleepingmost of the time, so it wouldn't have a�e
ted a slower system also."Please note that we had sent a 
ustomized version of the Delegate to him, whi
h did41



Figure 4.8: Pagewise Response Time of 2-Step Transa
tion on Google

Figure 4.9: Throughput of 2-Step Transa
tion on Google42



not require root permission. Su
h versions have inherent limitations. For example,user has to manually start and stop the Delegate, whi
h is de�nitely should beavoided. We suggest that the standard version of the Delegate should be installedto avoid su
h tri
ky situations.Anshul said, "Installation pro
edure is simple and has been des
ribed in a verygood way. I didn't fa
e any problem in installation. It is easy to start and stop thesoftware. There was no signi�
ant or observable de
rease in speed after I ran thesoftware on my system. I 
an suggest you one thing on the top of my head. Instead ofyou asking a person to send log �les like "permos.log" or "trans.res", your softwareshould be able to send it automati
ally in 
ase of error or when asked for. "(We used to ask users for the log �les to lo
ate some anomalies. But as the softwarematures, there should not be any need of this.)
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Chapter 5Con
lusion and Future WorkIn re
ent years, performan
e of a web servi
e has be
ome a matter of 
on
ern forweb site owners. As a web sites are inherently global, the servi
e provider wouldlike to know global performan
e of the site. The two key parameters of performan
eare response time and availability of the servi
e. To know performan
e in di�erentregions, a
tual tests in those regions have to be 
ondu
ted. The 
urrently availablete
hniques report uni�ed performan
e of the site whi
h does not take geographi
alregion into 
onsideration.We de�ne a new performan
e 
riterion for the web site, 
alled Performan
e Pro�le,whi
h essentially 
aptures the 
ross-se
tion of users' lo
ations. In this thesis, weoutlined a distributed test system for global performan
e pro�ling of a web site.The system 
onsists a 
entralized site, 
alled RC, and agents of the system, 
alledDelegates, running in various regions of the world. The RC is the node whi
h
oordinates the 
omplete testing a
tivity. It is responsible for a

epting new jobs,assigning them to the Delegates, 
olle
ting the results. The RC 
ompiles data fromthe di�erent Delegates to 
reate the global performan
e pro�le of the site beingtested. The result graphs 
an be generated for duration spe
i�ed with a form-basedinterfa
e. Delegates are installed on a
tual end-users' desktop PC lo
ated in variousregions of the globe. The Delegates work under the 
ontrol of the 
entral site,perform the testing they are asked to and send the results to the RC. As the testsare 
ondu
ted in real-world environment, the results given by this tool are a 
lose44



representation of a
tual end-users' experien
e at the site.This tool is 
apable of exe
uting multi-step transa
tions. This enables testing ofmulti-step transa
tions involving user intera
tion through forms. The new trans-a
tions 
an be added with the help of simple web-based interfa
e at RC. On
e thejob is submitted, the job is assigned to Delegates and Delegates start exe
uting thetests. As the 
omplete pro
edure is automati
, it o�ers greater degree of freedomand a

ura
y. The 
omplete system is simple-to-use and simple-to-install. Usingthe RC for adding job and viewing results is also intuitive. A single interfa
e forviewing di�erent results from all the lo
ations is forte of the system.There is some room for improvement in the Delegate. More features 
an be addedto Delegate to make it more powerful. The Delegate 
an be extended to work withHTTP Version 1.1. The sites handling sensitive information use Se
ure HTTP. TheDelegate will be able exe
ute transa
tions involving HTTPS if the required 
odeis plugged. The Delegate 
an be made to handle 
ookies. Currently, the Delegatesupports only Add a New Job feature. This proto
ol 
an be extended to Remove aJob and Modify Parameters of a Job. On the similar lines, Shutdown message 
anbe added to indi
ate shutdown of 
omplete system. Limited 
ontent 
he
king 
anbe implemented by 
he
king for keywords on the page.Currently, the detailed results for the 
omponents are not available. The datais available but it needs pro
essing. For ea
h 
omponent, the various delays aremeasured. It would be interesting to study all these parameters to dedu
e thebottlene
ks. A pie-
hart 
an be used to view the errors en
ountered while a

essingthe site. The algorithm for sele
ting a Delegate to assign a job is quite simple. It
an be enhan
ed to o�er better results by taking into a

ount more parameters ofthe Job and Delegate. Similar to region, the type of link to Internet 
an be takeinto a

ount to generate another set of results.
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Appendix AInstallation of the Complete SystemAs dis
ussed earlier, the system is made up of two parts - RC and the Delegate.Here we give a detailed instru
tions about setting up the 
omplete system. Giventhe sour
e 
ode of RC and Delegate, we dis
uss at length the pro
edure to installthe system. The steps for installation are� Set up the RC� Con�gure and Distribute the Delegate� Ask the Delegate software to be installed on PCs.Now the system is ready to add new users who 
an run experiments.A.1 Setting Up RCRC has been developed using PHP. MySQL has been used a ba
k-end database.The prerequisite for the installing RC are as follows.� zlib� libpng� GD Graphi
s Library [10℄ 46



Above three libraries are required for produ
ing graphi
al output with PHP.� MySQL [19℄ as the database.� PHP [21℄ installation with MySQL and GD Library enabled.A.1.1 Installing RC Sour
e CodeAll the PHP �le with name starting with jpgraph indi
ate the JpGraph Library fordisplaying the results. These �les should be kept in a dire
tory named jpgraph.The sour
e 
ode tree will look like<base_dir>||--index.php||--login.php||--register.php||--....||--jpgraph||--jpgraph_line.php||--jpgraph_bar.php||--....|Typi
ally, one need to get an area on the web server to host the RC. For example,if you have area with dire
tory name "webtest" on http://www.someserver.
om/then, the URL for the <base_dir> be
omes http://www.someserver.
om/webtest/47



A.1.2 Con�guring RCMost of the PHP pages a

ess database. Some 
ode needs to be 
hanged to re�e
tthe spe
i�
 database parameters. These pages have following two statements.$db
onn = mysql_
onne
t("server_name", "user_name", "password" );$result = mysql_sele
t_db("database_name", $db
onn) or die("failure");Here server_name is the name of the host on whi
h database server (MySQL)is running. user_name and password are the MySQL user name and passwordrespe
tively. database_name is the database to used for storing all the data. Theseparameters need to be 
hanged to re�e
t the lo
al 
on�gurations.On
e the database is 
reated and all the PHP sour
e �les are modi�ed to re�e
tthe parameters of the database, various tables need to be 
reated. The operationsof 
reating tables and basi
 set up is done with tab
.php. Exe
uting this s
ript willensure all the basi
 operations are done and RC is ready for use.While 
ondu
ting experiments, we installed RC installed on RedHat Linux withApa
he as Web server.A.2 Con�guring Delegate Sour
eThe Delegate has been developed in Java. The Delegate has to be 
on�gured forthe parti
ular RC. Some 
hanges need to be done in the sour
e 
ode of the Delegatebefore 
reating binaries for distribution.A.2.1 Changes in Sour
e CodeCon�gDelegate.java 
reates r
param.
onf �le in whi
h the parameters to a

ess RCare stored. r
param.
onf gets 
reated when the Delegate runs for the �rst time. Inthis �le, various URLs of RC are spe
i�ed. Delegate uses these URLs to 
ommuni-
ate with RC. Following lines need to be 
hanged.48



out.write("UpResURL = http://www.yourserver.
om/path/to/resupload.php ");This line prints the lo
ation of interfa
e for uploading the results to RC. Thisline has to be 
hanged to re�e
t the 
orre
t path. Similar 
hanges have to made forthe parameters AliveURL, JobDLURL and RegURL.A.2.2 Building DistributionFrom the given sour
e, the distribution is 
reated as per the explanation given below.The prerequisite for building distribution is Ant[2℄.Delegate for Linuxa. Get the latest version of PerMoS System fromhttp://www.
se.iitk.a
.in/users/webtest/b. Untar the distribution$tar zxvf PerMoSDelegate-<version>.tar.gz
. Change Dire
tory$
d PerMoSDelegateThe "sour
e" dire
tory 
ontains the Java sour
e 
ode for the Delegate,"
om" dire
tory 
ontains library 
lasses and "do
s" 
ontains help files.d. Create the Delegate jar file with$ante. Now 
reate the distribution$./maketar.sh WebPerMoS-<version>.jarwhere WebPerMoS-<version>.jar is the newly 
reated jar file whi
his in the "jar" dire
tory.This will 
reate PerMoS.tar.gz whi
h 
an now be distributed.49



Delegate for Windowsa. Get the latest version of PerMoS System fromhttp://www.
se.iitk.a
.in/users/webtest/b. Unzip the distribution.The "sour
e" dire
tory 
ontains Java sour
e 
ode for the Delegate,"form" 
ontains Java sour
e 
ode for the GUI part of the Delegate,"
om" 
ontains library 
lasses and "do
s" 
ontains help files.
. Create jar file by exe
uting "ant" 
ommand in that dire
tory.d. Copy the above jar file to "Distribution\lib" dire
tory.e. Modify following parameter in "Distribution\
onf\wrapper.
onf" dire
torywrapper.java.
lasspath.2=../lib/WebPerMoS-<version>.jarChange the last 
omponent with the proper jar file name.f. Zip the 
ontents of "Distribution" dire
tory to 
reate PerMoS.zip filewhi
h is ready for distribution.
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Appendix BInstallation of Delegate
Installation - Linux====================Prerequisite*************a. RedHat/Mandrake distribution of Linuxb. root permission
. JVM pre-installedd. PATH variable set to JAVA installationYou 
an 
he
k this with `whi
h java`. The output should somethinglike /usr/path/to/jdk_installation/bin/javae. 
hk
onfig in the PATH.Make sure 
hk
onfig is available by trying `whi
h 
hk
onfig` as above.In 
ase of an error, put 
hk
onfig in PATH. Most probably it will be in /sbin.Steps:***** 51



a. Get the latest version of PerMoS Delegate fromhttp://www.
se.iitk.a
.in/users/webtest/b. Untar the distribution$tar zxvf PerMoS-<version>.tar.gz
. Change Dire
tory$
d PerMoSd. Change User to root$sue. Run installation s
ript#./install.shf. The software will get installed in /use/lo
al dire
tory. And the daemonwill start. See se
tion on "Submitting Details" for further info.Uninstallation - Linux======================a. Change User to root$sub. Run the uninstallation s
ript#./uninstall.shInstallation - Windows======================
52



Prerequisite*************a. Windows 2000 or 
lones. (We've tested with Windows 2000 Professional)b. Administrator permission
. JVM pre-installed.Steps:*****a. Get the latest version of PerMoS Delegate fromhttp://www.
se.iitk.a
.in/users/webtest/b. Unzip the file in C:\It will 
reate a dire
tory named "PerMos" in C:\(As You have 
ome till here, most probably, you've done above steps.)After unzip you should see the dire
tory tree asC:\|----PerMoS||---bin||---
onf||---lib||---do
s||---logs 53




. Change 
urrent working dire
tory on the 
ommand prompt.C:\
d PerMoS\libd. Fill the registration details.C:PerMoS\lib>java -jar RegDetail-<version>.jarwhere <version> is the version number of the release.This will display a form.Please read se
tion 6 to get more details on it.e. Change to bin dire
tory withC:\PerMoS\lib>
d ..\binf. Install the delegate withC:\PerMoS\bin>installThis will install the software on you system, and the programis registered as windows servi
e.g. Start the servi
e withC:\PerMoS\bin>net start WebPerMoSIt will display"The WebPerMoS servi
e is starting....The WebPerMoS servi
e was started su

essfully."h. You are done with installation.Uninstallation - Windows========================
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a. Change to PerMoS\bin dire
tory and uninstall it.C:\PerMoS\bin>uninstallYou have su

essfully uninstalled the software.b. Now you 
an safely delete the folder C:\PerMoS.Submitting Details==================When you install the software, a form will be displayed to you asking variousinformation.PLEASE NOTE: The personal information given by you will be kept 
onfidentialwith us.ALSO NOTE: The form does not do mu
h of error 
he
king. So, PLEASE, make surethat the information entered is 
orre
t.Various fields of the form:a. Name, Email, Region, City, Internet Link and Operating System self-explanatory.Go through the list of 
hoi
es and 
hoose the 
losest mat
h.b. Privilege: This field will de
ide the amount of work done by Test Delegate."User" indi
ates least privileges and it will test less number of sites."Admin" is a higher privilege and will be doing more work."Dedi
ated" means the work load will be maximum.If you want to play safe, 
hoose "User".* HTTP Proxy: If you are a

essing Internet through proxy, 
hoose YES.otherwise NO.* If you have 
hosen YES above, then provide with details of proxy server su
h55



as URL, Port number, authenti
ation.If some site has to be a

essed without proxy, spe
ify it with No-Proxy.Only one site 
an be spe
ified in "No Proxy".Figure B.1 shows the s
reen-shot of the form displayed to User with indi
ativevalues.

Figure B.1: Registration Form Shown to User when Delegate is Installed
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Appendix CSour
e Code OrganizationThis appendix gives all the details of all �les used for implementation. This willenable anybody to modify the program.C.1 RC� tab
.php : Creates all the required tables in database.� register.php : Registers the new Delegate in the System.� alive.php : A

epts Alive messages from the Delegate and Assigns a new jobto the Delegate, if any.� resupload.php : Re
eives the results of transa
tion from Delegate.� getjob.php : Sends the job pro�le for the given Job ID.� login.php : Interfa
e for 
ustomer login.� wel
ome.php : Displays the menu for 
ustomer, if login is su

essful.� newtra.php, addstep.php : Adds a new job for monitoring and alongwiththe parameters.� result.php : Shows the list of Jobs submitted by the 
ustomer.57



� jobres.php : Shows various options for 
hoosing a parti
ular result.� getres.php : For given parameters, it generates the result graphs.� restimeday.php, restimedur.php : Generate the Response Time graphsfor a day and for given duration, respe
tively.� avday.php, avdur.php : Generate the Availability graphs for a day and forgiven duration, respe
tively.� thr.php : Generate the Throughput graphs for a job.C.2 Delegate� Global.java : Takes 
are of globally used parameters and their values.� HttpHeadGlobal.java : Has all the parameters required to send HTTPrequest.� Pro�le.java : Manages the pro�les of various jobs assigned to Delegate.� S
heduler.java : S
hedules and exe
utes the transa
tions for various jobs.� Result.java : Manages the transa
tion results for the tests 
ondu
ted.� UploadResult.java : Uploads the transa
tion results to RC.� Transa
tion.java : Given a set of parameters, exe
utes the transa
tion and
olle
ts the results.� JobInfo.java : Lists only the s
heduling parameters for a transa
tion.� JobDetails.java : Lists all but s
heduling parameters of the transa
tion.� Transa
tionResult.java : Represents the result for 
omplete transa
tionin
luding all the steps.� Page.java : Fet
hes a web page(step in a transa
tion) for given URL andother parameter. 58



� PageDetail.java : Represents the various parameters for a step in transa
-tion.� PageResult.java : Result of ea
h page in
luding all the 
omponents.� Component.java : Fet
hes a 
omponent of web page (image, �ash obje
t,style sheets, et
.).� ComponentDetails.java : Has the URL of the 
omponent to be brought.� ComponentResult.java : Stores all the response time parameters for a
omponent.� Base64.java : Given a string, generates its Base-64 en
oding.� Con�gDelegate.java : Creates 
on�guration �les and register Delegate withRC.� Con�gProxy.java : Creates proxy 
on�guration �le for the Delegate.� FormatUploadRes.java : Results for a transa
tion are stored in a spe
i�
format before uploading.� Fet
hComponent.java : Converts all the relative URLs of 
omponents toabsolute ones and fet
hes unique 
omponents of the web page 
on
urrently.� Form.java : Displays a form to user when Delegate runs for the �rst timeand reads the information for the user.� GetImgTag.java : Writes 
ontents of web page to a �le and submits foranalyzing to retrieve 
omponent URLs.� GetImgName.java : Sear
hes a web page and lists unique embedded obje
tsin it. Components are identi�ed with the help of JavaCC HTML Parser [15℄.� OwnSo
ket.java : Wrapper around Java's So
ket 
lass for some extra fun
-tionality. 59



� PendingJob.java : List the Job IDs, pro�les of whi
h needs to be fet
hedfrom RC.� SendAlive.java : Sends Alive message to RC at regular interval and inter-prets the reply from RC.� NumThread.java : Syn
hronization 
lass to ensure that number of 
on
ur-rent threads do not 
ross a 
ertain maximum limit.� MyMain.java : Main program for the Delegate whi
h initiates all the threads.
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Appendix DFormat of a Job Pro�leThe pro�les of the jobs assigned to Delegate are stored in a �le monitor.pro. Theinformation about ea
h job is stored in a prede�ned format. When the duration ofthe job expires, the pro�le of the job is removed from this �le. We illustrate theformat with examples.D.1 One-step Transa
tion without parametersThis the simplest job assigned to a Delegate. It is similar to visiting a page withspe
i�ed URL. The format is given below.#JPROFILEJOBID TRA00099TYPE TRAFROM 2003-02-04TO 2003-02-11START 0END 24NUMSAMP 50NUMSTEP 1#JSTOP#PAGE 61



STEP 1HTTPM GETHTTPV 1.0URL http://www.iitk.a
.in/index.htmlPORT 80NUMSET 1PARAM { NONE }DATASET 1 { NONE }KEYWORD 1 { NONE }#ENDPAGE#JENDNow, we des
ribe ea
h attribute of this pro�le.#JPROFILE is the start marker. It indi
ates start of a job pro�le. Similarly,#JEND is the end marker signaling end of the pro�le. Thus, ea
h job pro�le isen
losed in a pair of #JSTART and #JSTART.Ea
h job in
ludes s
heduling and a

ess parameters. S
heduling parameters spe
ifythe duration in whi
h the test should be 
ondu
ted along with its frequen
y. Thea

ess parameters spe
ify the exa
t work to be done by the Delegate.Ea
h job in the system is identi�ed uniquely with its ID. JOBID TRA00099 givesthe JobID for the job. In this 
ase, the JobID is TRA00099. TYPE TRA saysthat the Job type is transa
tion. This parameters is not of mu
h use in 
urrent
ontext. It is in
luded for future enhan
ements when there might be some di�erentkind of jobs apart from transa
tion. The job has a stipulated time duration in whi
hthe tests should be 
arried out. FROM 2003-02-04 and TO 2003-02-11 spe
ifythe dates during whi
h the tests should be 
ondu
ted. The dates are in YYYY-MM-DD format. In this example, the tests should be 
ondu
ted between from February2nd to 11th (both in
lusive), 2003. The next lines START 0 and END 24 spe
ifythe Hour of Day during whi
h tests should be 
ondu
ted. That means, on ea
hday, the test should be 
ondu
ted between 0000 Hrs and 2400 Hrs. The granularityprovided is of hours. It is not possible to start the test at, say 0715 Hrs. Also notethat all the times mentioned are a

ording to GMT.62



The next line NUMSAMP 50 spe
i�es the number of tests to be 
ondu
ted onea
h day in the stipulated duration. In this 
ase, 50 samples (or tests) are takenduring 0000 Hrs to 2400 Hrs. This translates to one test per 28 minutes. The lineNUMSTEP 1 spe
i�es the number of steps to be 1.The marker #JSTOP indi
ates end of s
heduling parameters of the Job.The a

ess parameters for ea
h step are en
losed in the beginning marker,#PAGEand #ENDPAGE. STEP 1 indi
ates that the the a

ess information given is ofStep 1 of transa
tion. HTTPM GET spe
i�es the HTTP Method to be used fora

essing the URL. Currently, the Delegate supports only GET and POST meth-ods. Hen
e value of this parameter will be either of two. HTTPV 1.0 gives theHTTP Version to be used. Currently, the Delegate supports only Version 1.0. URLhttp://www.iitk.a
.in/index.html spe
i�es the URL of the page to be a

essedin 
urrent step. URL is in 
anoni
al format. The HTTP Server normally runs onport 80. The Delegate 
onta
ts the server on that port. But in 
ertain 
ases, itmight be desirable to run the server on di�erent port. Considering this situation inmind, the PORT parameter is used to spe
ify the port to be used to 
onne
t to theserver.Some pages need to be a

essed using parameters. For example, a sear
h enginepresents a text box for input. User enters the sear
h string whi
h goes in theURL. It is possible to a

ess su
h pages by the Delegate. PARAM spe
i�es theparameters string for the page. In there are no parameters to be sent, it is spe
i�edwith PARAM { NONE }. The pages whi
h are a

essed with parameters, needthe parameters as well as values of the parameters. Multiple sets of values 
an bespe
i�ed in the pro�le. NUMSET 1 gives the number of su
h sets available inpro�le. The minimum value of the parameter is 1. DATASET 1 { NONE } givesthe values to be used for parameters spe
i�ed PARAM. The value NONE indi
atesno parameters are used to a

ess the page.Limited 
ontent 
he
king 
an be done by looking for some important strings on theweb page. We 
all Keyword to su
h strings. These are spe
i�ed usingKEYWORD63



parameters in the pro�le.D.2 Multi-Step Transa
tion with ParametersThe example given in Se
tion D.1 was an easier one. Here we give a more detailedexample illustrating the 
apabilities of the Delegate.#JPROFILEJOBID TRA00097TYPE TRAFROM 2003-03-02TO 2003-03-14START 0END 24NUMSAMP 48NUMSTEP 2#JSTOP#PAGESTEP 1HTTPM GETHTTPV 1.0URL http://www.google.
om/PORT 80NUMSET 1PARAM { NONE }DATASET 1 { NONE }KEYWORD 1 { NONE }#ENDPAGE#PAGESTEP 2HTTPM GETHTTPV 1.0 64



URL http://www.google.
om/sear
hPORT 80NUMSET 4PARAM { hl|ie|q| }DATASET 1 { en|ISO-8859-1|aishwarya rai|}KEYWORD 1 { Aishwarya|}DATASET 2 { en|ISO-8859-1|war on iraq| }KEYWORD 2 { iraq|}DATASET 3 { en|ISO-8859-1|matrix movie|}KEYWORD 3 { matrix|}DATASET 4 { en|ISO-8859-1|Mi
helangelo| }KEYWORD 4 { Art|}#ENDPAGE#JENDThis is a two step transa
tion as mentioned in the line NUMSTEP 2. The �rststep is similar to the example given Se
tion D.1. The se
ond step needs some expla-nation. The list of parameters is given in PARAM { hl|ie|q| }. This means thepage has to be a

essed with three parameters namely hl, ie and q. The symbol |(pipe) is used as delimiter for separating parameters. The values for these parame-ters are spe
i�ed in subsequent lines. DATASET 1 { en|ISO-8859-1|aishwaryarai|} spe
i�es the values to be used for the parameters spe
i�ed with PARAM.Thus the a
tual URL used to a

ess the page be
omes http://www.google.
om/sear
h?hl=en&ie=ISO-8859-1&q=aishwarya+rai. If there are spe
ial 
hara
ters in the parameters, they areen
oded as spe
i�ed in RFC 1738[4℄. For this DATASET, the respe
tive keywordsare used for 
ontent 
he
king i.e. KEYWORD 1 { Aishwarya|} spe
i�es thekeywords to be used.Ea
h test may use one of the 4 sets mentioned. The set to be used is 
hosen ran-domly.
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Appendix EFormat of a Transa
tion ResultThe results of various jobs are stored lo
ally in a �le trans.res. The results arestored in a parti
ular format. Ea
h results is in the �le until it is uploaded. When aresult is uploaded, it is marked as uploaded. At regular interval, all uploaded resultsare deleted from this �le. Thus, this �le has all the results to be uploaded on RC oruploaded re
ently on RC.###JSTARTJID TRA00016STM 2003-02-16 22:55:26NUM 1ETE 15788ERR 0FSN 0###JSTOP##PSTARTURL http://www.rediff.
om/index.htmlSIZ 97283DEL 15783CMP 10ERR 0FRS 66



##PEND##CSTARTURL http://www.rediff.
om/uim/
ommon/trans.gifCNT IMGDEL 335 0 340 675SIZ 43HDS 375#URL http://www.rediff.
om/uim/
ommon/in_rediff_logo.gifCNT IMGDEL 340 0 350 690SIZ 1234HDS 378#URL http://www.rediff.
om/uim/whatsthis-us.gifCNT IMGDEL 365 0 365 736SIZ 1500HDS 378#URL http://www.rediff.
om/movies/2003/feb/15ano.jpgCNT IMGDEL 311 0 350 661SIZ 2036HDS 379#URL http://www.rediff.
om/hindi/2003/feb/14head2.gifCNT IMGDEL 360 0 310 671SIZ 297HDS 377 67



#URL http://www.rediff.
om/hindi/2003/feb/13head2.gifCNT IMGDEL 405 0 290 696SIZ 365HDS 377#URL http://www.rediff.
om/gujarati/2003/feb/15main.gifCNT IMGDEL 340 5 320 666SIZ 347HDS 378#URL http://www.rediff.
om/uim/blue.gifCNT IMGDEL 291 0 270 561SIZ 255HDS 376#URL http://www.rediff.
om/uim/mood-banner.gifCNT IMGDEL 301 0 340 641SIZ 2768HDS 378#URL http://www.rediff.
om/index.htmlCNT TXTDEL 356 0 641 5168SIZ 54498HDS 315# 68



##CEND###JENDThe result of ea
h transa
tion in en
losed by the beginning marker, ###JS-TART and the end marker ###JEND. The beginning marker ###JSTARTindi
ates the result is yet to be uploaded to RC. In 
ase, the result is uploaded,the beginning marker is ###JUPLD#. The next line JID TRA0018 gives theJobID. The start time of ea
h transa
tion is noted down with STM 2003-02-1622:55:26. The timestamp is in YYYY-MM-DD HH:MM:SS format. The givenline spe
i�es the test was 
ondu
ted on 16th February, 2003 at 22 Hrs, 25 Minutesand 26 Se
onds GMT. NUM 1 is the number of steps. Ea
h transa
tion has anasso
iated End-to-End response time (from start of the �rst step to the end of laststep). It is given by ETE 15788. The value given is the number of millise
onds.The transa
tion may en
ounter an error during exe
ution. ERR 0 spe
i�es thatthere was no error. In 
ase of an error, the value is set to 1. If failure o

urs, thestep number of failed page is given by FSN parameter. The value 0 indi
ates nofailure.The high-level result of ea
h step is 
ontained in the marker ##PSTART and##PEND. The line URL http://www.redi�.
om/index.html spe
i�es theURL for the step. SIZ 97283 gives the size of the 
omplete web page, along withall the 
omponents, in bytes. The 
omplete download time or response time isgiven by DEL 15783, the value being in millise
onds. Ea
h page has embedded
omponents in it. CMP 26 gives the number of 
omponents in the page. Similarto the transa
tion result ERR 0 is the �ag to indi
ate any error 
ondition in thepage. In 
ase, ERR �ag is set to 1, FRS gives the failure reason. The reason mighta be a string su
h as TIMEOUT or HTTP Response Code su
h as 4XX or 5XX.The detailed 
omponent results for ea
h step, follow the page result. The 
ompo-nent results are en
losed in ##CSTART and ##CEND.URL http://www.redi�.
om/uim/
ommon/trans.gif gives the absolute URLof the 
omponent. CNT IMG gives the 
ontent-type of the 
omponent. It 
an be69



TXT (text), IMG(image), AUD(audio), VID(video), et
. DEL 335 0 340 675spe
i�es various delays in millise
onds. The delays spe
i�ed are Conne
t Delay,Send Request Delay, First Byte Laten
y and Complete Download time in that order.SIZ 43 is the size of the 
omponent in bytes. HDS 375 is the HTTP header size(in bytes) for this 
omponent.Note that there is a 
omponent with URL http://www.redi�.
om/index.html,whi
h same as that of the page. The HTML text of the page is also 
onsidered tobe the 
omponent of the page. Hen
e there is an entry with same URL.Only in 
ase of an error in fet
hing the 
omponent, the ERR and FRS �elds arein
luded in the 
omponent result.
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Appendix FFormat of Con�guration FilesThe Delegate uses various 
on�guration �les at boot-up. It needs to know aboutthe RC server, the user information and proxy information, if any. Here we des
ribeall the 
on�guration �les used by the Delegate.F.1 r
param.
onf - RC ParametersDelegate 
ommuni
ates with RC for various reasons. The various URLs of RC needto be known to Delegate. This information along with some other parameters isavailable in r
param.
onf. The format of the �le is given below.ResFile = trans.resProfileFile = monitor.proDelID = f35b2159beUpResURL = http://www.
se.iitk.a
.in/users/webtest/resupload.phpUpResPort = 80UpResMethod = POSTUpResVers = 1.0AliveURL = http://www.
se.iitk.a
.in/users/webtest/alive.phpAlivePort = 80AliveMethod = GETAliveVers = 1.0 71



JobDLURL = http://www.
se.iitk.a
.in/users/webtest/getjob.phpJobDLPort = 80JobDLMethod = GETJobDLVers = 1.0RegURL = http://www.
se.iitk.a
.in/users/webtest/register.phpRegPort = 80RegMethod = POSTRegVers = 1.0The results of the transa
tion are stored in a text �le lo
ally, before uploading toRC. The name of the �le is given by ResFile = trans.res. Similarly,Pro�leFile =monitor.pro spe
i�es the �lename to store the pro�les of the jobs. Ea
h Delegateis identi�ed uniquely by an ID. This is given by DelID = f35b2159be. The IDstring is the time stamp in hex when the Delegate runs for the �rst time.RC is a

essed by Delegate for four purposes - Register Delegate, Send Alive mes-sage, Download job pro�le and Upload result. The parameters spe
i�ed for ea
h ofthe fun
tionalities are URL, Server port, HTTP Method and HTTP Version to beused. For example,UpResURL = http://www.
se.iitk.a
.in/users/webtest/resupload.php isthe URL for uploading results. UpResPort = 80 gives the server port, UpRes-Method = POST is the HTTP Method and UpResVers = 1.0 spe
i�es theHTTP Version to be used.Similarly, rest of the parameters are interpreted. The lines starting with an #are 
onsidered as 
omments.F.2 userinfo.
onf - Delegate User InfoWhile the Delegate is registered with RC, 
ertain information needs to be submit-ted. userinfo.
onf stores all this information. This information is used only whileregistration. 72



Registered = YESName = ShashikantEmail = smkore�iitk.a
.inRegion = IndiaCity = KanpurLink = CableOS = LinuxPriv = Dd
Registered = YES is the �ag to indi
ate status of registration pro
ess. YES in-di
ates the registration has been done. Otherwise it will be NO. The �eldsName =Shashikant, City = Kanpur, Email = smkore�iitk.a
.in are self-explanatory.Region = India is the region in whi
h Delegate is hosted. Currently, we have de-�ned the following regions- Afri
a, Asia, Asia Pa
i�
, Europe, India, Latin Ameri
a,Middle East, North Ameri
a. The granularity is varying - India and Asia are to-gether. In 
ase, the 
ity 
an �t into multiple regions, it is advised to 
hoose the onewith �ner granularity. For example, Kanpur 
omes in India, whi
h in turn 
omesin Asia. In this 
ase, the region is 
hosen to be India.The 
onne
tivity to Internet is spe
i�ed with Link = Cable. Currently, the typeof link 
an be one of the following - Cable Modem, Dial Up 33kbps, Dial Up 56kbps,DSL, ISDN, T1, T2 and Wireless.The 
on
ept of Delegate rights is explained in Se
tion 2.3.3. The privilege ofthe Delegate is given in the line Priv = Dd
 - Dd
 indi
ated Dedi
ated, Usrindi
ates User and Adm indi
ates Administrator privilege. OS = Linux indi
atesthe operating system used by the Delegate.F.3 proxy.
onf - Proxy 
on�gurationThe Delegate 
an operate behind HTTP proxy. All the proxy related informationis in proxy.
onf. The 
ontent of the �le looks like this.73



UseProxy = YESProxyURL = myproxy.iitk.a
.inProxyPort = 7890ProxyUser = sa
hinProxyPass = tendulkarNoProxy = www.
se.iitk.a
.inUseProxy = YES is the �ag to indi
ate use of proxy. If it is NO, the remainingparameters are unrelated. ProxyURL = myproxy.iitk.a
.in gives the address ofthe proxy and ProxyPort = 7890 gives the port number of proxy server. Prox-yUser = sa
hin and ProxyPass = tendulkar indi
ate proxy user name and passwordrespe
tively, giving the proxy authorization. In 
ase, some site has to be a

essedwithout proxy it is spe
i�ed with NoProxy = www.
se.iitk.a
.in. Why will theDelegate need it? Consider a Delegate running in one of the PCs of CSE networkwhi
h 
ome under the domain of 
se.iitk.a
.in and it uses proxy for a

essing Inter-net. Now, if the RC is lo
ated in the same domain i.e. 
se.iitk.a
.in, then the RCmust be a

essed without proxy. Hen
e, the arrangement.
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