NETSNR: A Shared Facility for Internet Reverse Engineering

We believe that the recent rapid progress in network measurement and analysis techniques and the increas-
ingly widespread deployment of PlanetLab nodes provide a unique opportunity to dramatically improve our
fundamental understanding of the Internet. To date, only IP path connectivity and BGP routing updates are
measured at Internet scale on an ongoing basis; many techniques have been developed to measure and infer
a broad set of other properties, but these tools have not yet been deployed at scale or run persistently. We
propose to provide a key missing link — to lower the barrier of entry for researchers to prototype, evaluate,
and deploy their tools continuously and at scale.

Specifically, we propose to design and build an open, shared facility for the continuous measurement, anal-
ysis, and archival of the Internet’s underlying structure and operational controls. Our intent is to be as
complete as possible, measuring not just the Internet’s topology, but a rich set of link attributes (delay, de-
lay variation, capacity, loss, utilization, MTTF), router attributes (geographic location, structural role, alias
identity), and operational routing policy (intradomain link weights and interdomain peering and route selec-
tion policies). We believe there is tremendous synergy to be gained from being complete; the combination
of metrics is greater than the sum of the parts, enabling, for example, new inferences to be drawn from the
correlations between metrics.

A key part of our approach is an open architecture - where any network researcher or student can gain access
to a live or archived feed of information about the Internet’s structure and policies, and more importantly, can
contribute new measurement and analysis tools to the community effort. Neither we, nor any other group,
have a monopoly on all good ideas in Internet measurement or analysis, and thus the main part of our effort
is to construct a framework for other researchers to plug their tools together and to run them continuously
against the real Internet, in a safe and secure fashion.

Intellectual Merit:

The scientific case for better, ongoing measurements of the Internet is compelling - the Internet is a massively
complex system, whose function is central to our society, and yet whose structure and operation is poorly
understood due to a lack of data. Network modelers will have much richer sources of data to help put
their research on a more solid foundation. Further, a shared facility will dramatically improve measurement
validation, by doing continual runs, repeat analysis, synthesizing piecemeal data sources to allow for cross-
checks, and enabling third party checks. Nevertheless, our approach carries risk. Perhaps foremost is the
security challenge: we need to build a distributed sandbox for experimental measurement tools so that they
do not cause unintentional denial of service or IDS alarms. Another significant challenge is cost-effectively
scaling a diverse set of individual link and node metrics to be run at Internet scale.

Broader Impact:

We believe that our proposed effort will have significant broader impact, in terms of improving the quality
and effectiveness of network research, and also in improving the security, efficiency, and flexibility of the
Internet itself. Today, network researchers are hamstrung by a lack of quantitative data about the Internet’s
structure and operation, much as biologists prior to the Human Genome Project were hampered by a lack
of data. The easy availability of a rich set of data, along with the ability to easily augment existing data
sets, will be of particular help to students and faculty at underserved institutions, as it lowers the barrier
to conducting relevant network research. Tool builders benefit by being able to use other people’s work;
network researchers benefit by using better models and by being able to demonstrate that their ideas would
be effective on the wide diversity of behavior found in the real Internet; and society ultimately benefits from
more reliable and efficient protocols.
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NETSNR: A Shared Facility for Internet Reverse Engineering

1 Introduction

Over the past few years, the network measurement research community has made stunning progress towards
being able to efficiently estimate many of the properties of the Internet by measurement from unprivileged
endpoints. Examples include individual link attributes, such as delay [39], delay variation [3], loss [29, 22],
and capacity [20, 10, 31]; individual router attributes, such as geographic location [30], structural role [37],
owner [24], IP aliases [37], and implementation features [28, 11]; as well as operational routing policy at
both the intradomain [36] and interdomain [12] levels.

Complementing the progress on measurement tools, the increasingly widespread deployment of Planet-
Lab [33] provides a large and growing number of vantage points for hosting network measurements. Al-
though PlanetLab was initially used primarily for measurements between PlanetLab nodes, we argue that its
primary value as a measurement platform resides in measuring outwards from these vantage points across
the public Internet. PlanetLab is now hosted at over 150 sites spread across twenty countries and five conti-
nents. Further, PlanetLab’s size is doubling approximately every nine months, with an increasing focus on
industry and international participation, improving its visibility into all corners of the public Internet.

We believe the combination of these two trends provides us a unique opportunity to dramatically improve
our fundamental understanding of the Internet. Skitter [8] and RouteViews [26] have each demonstrated the
enormous value that comes from collecting and archiving measurements on a global scale. Yet these efforts
are limited to single metrics, IP path connectivity and BGP updates. We argue in this proposal that we can,
and should, measure and infer many more Internet properties, regularly and at scale.

To address this, we propose to design and build an open, shared facility for the continuous measurement,
analysis, and archival of the Internet’s underlying structure and operational controls. A key part of our
approach is an open architecture - where any network researcher or student can gain access to a live or
archived feed of information about the Internet’s structure and policies, and more importantly, can contribute
new measurement and analysis tools to the community effort. Neither we, nor any other group, have a
monopoly on all good ideas in Internet measurement or analysis, and thus the main part of our effort is to
construct a framework for other researchers to plug their tools together and to run them continuously against
the real Internet, in a safe and secure fashion. An open and easily modified system is particularly important
for students and faculty at underserved institutions, as it lowers the barrier to conducting relevant network
research.

Our vision is to build the measurement system as a composition of small tools, each tightly focused on
measuring or inferring a single property. This is in contrast to previous approaches that attempt to inte-
grate completely separate traces stored in incompatible formats. Our goal is to make it easy for network
researchers to add tools to the system incrementally, as new measurement and inference techniques are dis-
covered and validated. Tool builders will only need to focus on the added value their technique adds to the
system, rather than on having to reproduce the rest of the infrastructure needed to run their technique at
scale. This architecture of network researchers contributing extensions to a narrow core has proven success-
ful in the past: our approach is modeled after the way the network simulator ns [27] facilitates continual
improvement and refinement of simulation models by the network research community.

In our proposal, tools communicate with each other via a multi-terabyte persistent object store, or black-
board. The blackboard uses a publish-subscribe model to simplify connecting new experiments with the live
or archived output of previously validated tools. Tools can thus be prototyped at a small scale, validated



against the Internet and/or the results of related tools, and then promoted to run continuously to measure the
entire Internet. While individual measurements are spread across PlanetLab, our model provides for central
coordination, analysis, persistent storage, and most importantly, security.

The benefits of our approach, if successful, can be substantial. Today, network researchers are hamstrung by
a lack of quantitative data about the Internet’s structure and operation, much as biologists prior to the Human
Genome Project were hampered by a lack of data. While any particular metric (or human gene) can be mea-
sured with significant effort, the combination of metrics, measured continuously, provides much more than
the sum of the parts. Simultaneous measurement allows new inferences based on the relationships between
properties and new studies of the correlations between properties. Network modelers will have much richer
sources of data to help put their research on a more solid foundation. Network measurement researchers will
be able to leverage each other’s work, standing on each other’s shoulders instead of each other’s toes. It will
also support a new methodology for validating proposed measurement techniques, addressing the fact that
researchers generally do not have access to router-level network metrics for validation. Multiple methods
can be run simultaneously against the same parts of the network; consistency can be checked by continual,
repeat analysis; and third parties will have source code access for independent verification. Finally, we
believe ongoing, wide scale measurements will enable new system and protocol designs based on the easy
availability of detailed information about the underlying network, ultimately improving the reliability and
efficiency of the Internet itself.

Despite the potential benefits, our approach of measuring the Internet as an open, community effort poses
several significant research challenges. Our focus in this proposal is on the hard work of addressing the
systems-level research challenges, to allow the network research community to focus on developing better
measurement tools and using the resulting data sets to improve network research. Foremost among the
systems-level challenges is security: we need to sandbox experimental measurement tools so that they do
not cause unintentional denial of service or IDS alarms. Another challenge is cost-efficient scaling, to allow a
broad spectrum of properties to be measured across the entire Internet on a regular basis, without consuming
too much bandwidth. Yet another challenge is designing a flexible but simple framework for interconnecting
measurement tools. The PI’s are particularly suited to tackling these issues, due to their extensive experience
in building measurement tools [37, 36, 22], as well as tools for measurement tool builders [33, 38].

The remainder of this proposal is organized as follows. We provide context for our proposal by discussing
related work by the PI’s and other research groups. In Section 3, we consider the feasibility of measuring
a broad spectrum of network properties on an ongoing basis; we show that this effort, provided it is care-
fully managed, will not overwhelm PlanetLab’s resources and can be archived efficiently. We outline our
approach in Section 4. In Section 5, we discuss the research challenges to making this effort a success, and
in Section 6 we outline our plan for constructing the system. Section 7 summarizes the proposal.

2 Results from Prior NSF Support and Other Prior Work

We first provide context for our proposed approach by briefly describing the PI’s prior NSF support, the PI’s
previous efforts in building working measurement tools, and other related work.

2.1 Prior NSF Support

Anderson is well-known for large systems efforts, most recently as co-founder of the PlanetLab effort with
Culler and Peterson. PlanetLab is his most closely related NSF-funded effort (PlanetLab: An Overlay
Testbed for Disruptive Network Services, Grant #ANI-0335286, $625K over three years). PlanetLab aims
to serve as a wide-area incubator for new distributed systems and Internet services. This collaborative effort



is ongoing, but in the past year has reached a deployment of approximately 360 machines at 150 different
sites spread throughout the Internet, including internationally. It has hosted 450 research projects from a
wide set of institutions. PlanetLab is a key building block for this proposal, by providing a large number of
diverse measurement vantage points.

Wetherall’s most closely related NSF funding is a CAREER grant that explores the robustness of routing
(CAREER: Dependable Network Communication, Grant #ANI-0133495, $355K over five years). This work
is investigating consistency-checking and verification approaches to improve the handling of faults that are
not fail-stop; while existing routing protocols can handle link cuts and router crashes well, they are much
less tolerant of configuration mistakes, implementation bugs, and malicious insiders. This grant started
two years ago and is ongoing. One major result was the first empirical study of globally-visible Internet
backbone routing (BGP) misconfigurations [23]. In this study, we correlated BGP changes with end to end
connectivity tests, to show that misconfigurations, while frequent, rarely affected connectivity.

2.2 Scriptroute and Rocketfuel

The principal investigators have extensive experience in building working Internet measurement systems,
and in building systems to help others make Internet measurements. One source of inspiration for this pro-
posal has come from our experience building and operating Scriptroute [38]. Scriptroute, the first permanent
service hosted on PlanetLab, provides ordinary users the ability to conduct network measurements from re-
mote vantage points. Scriptroute combines the usage model of web-based public traceroute servers (anyone
can submit a request to run a network measurement) with the flexibility previously found only in dedicated
measurement testbeds (any legitimate measurement can be made, subject to resource limits and security
controls to prevent misuse).

The Scriptroute system allows any user (after validating their email account) to upload lightweight mea-
surement scripts to servers, where they are executed in a secure execution sandbox. Careful resource limits
and strict security isolation are used to prevent the system from being used for launching denial-of-service
and other attacks; for example, spoofed source addresses and other malformed packets are disallowed.
Scriptroute is currently deployed across Planetlab, and has been used for graduate networking courses and
research projects at many institutions, including MIT, Minnesota, Georgia Tech, UC San Diego, UC Santa
Barbara, Hong Kong Polytechnic, and Intel Research. As an example of its utility, Tim Griffin of Intel
Research Cambridge recently said that he had spent several weeks trying to figure out how to run a network
experiment on PlanetLab; once he discovered Scriptroute, he was able to complete his project in a day.

While Scriptroute has been very successful, it has significant limitations; its model makes it very easy to
run an experiment on a single node, but it takes significant additional effort to run an experiment across
the Internet as a whole, to run experiments on an ongoing, persistent basis, and to integrate the output of
multiple experiments. This proposal can be seen as our effort to apply the lessons we have learned from our
experience with Scriptroute and our large-scale Internet mapping experiments [37, 36].

We should note that Neil Spring, the first author on the Scriptroute and Rocketfuel papers, and on the
HotNets paper that served as the foundation for this proposal, has agreed to be a PI of this effort if it is
funded. Since he has not yet graduated (he is on the academic job market, with his Ph.D. expected in the
summer of 2004), we could not list him as senior personnel; instead, we have simply included in the budget
funding for a month of summer support for Spring plus a student for the three years of the proposal. We
plan to subcontract that funding once his next employer is determined.



2.3 Related Work

Various previous efforts have attempted to address part of what is proposed here; their success suggests to us
that it is time to take a more ambitious and comprehensive approach. Routeviews [26] and Skitter [8] have
shown the value of continuously archived wide-area measurements; each of those systems has spawned
numerous research efforts based on the availability of their data. Routeviews and Skitter are limited to
measuring AS and router-level topology, however. We argue below that many more network properties can
and should be measured continuously at Internet scale. Several recent efforts have attempted to archive and
index diverse information sources, such as the Internet Traffic Archive [18], the proposed SIMR system [1],
and the Internet Measurement Data Catalog [17]. The principal difference between these efforts and ours
is the level of integration and support for measurement tools; these other efforts envision primarily off-line
access to previously collected traces. While we expect to use their work in designing shared schemas, we
argue that there is tremendous leverage to be gained from tightly integrating a range of network measurement
tools together. By providing a shared framework for network measurement tools, as well as live feeds of
useful measurement data, we hope to encourage researchers to build on the results of each other’s work,
making the whole more than the sum of the parts. As a data point, both Skitter and Routeviews became
much more widely used, and useful, when they started providing live data feeds to the research community.

3 Measurement Opportunities

In this section, we argue that a broad spectrum of interesting network properties can and should be measured
continuously across the Internet today. The goal of our proposal is to enable these and other similar proper-
ties to be measured, stored, and the results used by network researchers; we describe the research challenges
to achieving that goal in later sections. The metrics we discuss in this section are meant as examples, not as
an exhaustive set of metrics we could support. The intent of this section is simply to outline the scope of the
opportunity. We do plan to implement several tools as a proof of concept, but implementing a tool for every
possible metric would be well beyond the resources we have requested in this proposal. Rather our goal is
to provide the right core services to enable the community to continually develop and refine tools and run
them against the Internet at scale.

Table 1 provides a roadmap for our discussion in this section. We first discuss network measurement tech-
niques that been published and shown to work; note that these have generally been tested only on a few
paths, in simulation, or on subsets of the Internet topology. Our proposal would enable these techniques
to be scaled to the size of the Internet. We only list one or two techniques for each property, to illustrate
feasibility. Often many different approaches have been proposed for each metric; our approach would allow
these different techniques to be validated against each other on the same, live data.

We next suggest some additional network properties whose measurement will be enabled by this proposal;
these properties have typically not been measured, even at a small scale, in part because they depend on
the availability of measurements of several other properties. Our intent in this part of the discussion is to
illustrate the leverage that we can get out of combining multiple data sources. Figure 1 provides a potential
organization for data flow between various tools.

Finally, we summarize with a feasibility study - what if all of the metrics listed were collected for all Internet
links, nodes, and paths, at a reasonable frequency? Since the resulting bandwidth cost would be significant,
even for PlanetLab, we discuss one of the main contributions of our proposed effort: how to efficiently
measure a diverse set of network properties at Internet scale.



Property | Tool | Technique | Packetsand dependencies §4
Node (Host and Router) Properties
IP aliases ally [37] Four-packet test for same IP ID 5x.A+0.005 x 4(0.9.4)?
counter, to TTL-nearby addresses
Geography GeoCluster [30] | Groups prefixes by topology, BGP database: 0
Router role Rocketfuel [37] | DNS feature extraction, topology database: 0
Owner Mao et al. [24] | DNS, BGP, whois database: 0
Implementation thit [28] TCP behavior inference 126 x N
features nmap [11] TCP port scan 1658 x N
Node failure 83.4.1 Probe IP-ID every minute 24 hours x 60 min. x N
Link Properties
Loss tomography [29] | Observe TCP retransmissions tomographic: 0
Tulip [22] Observe IP ID sequences (200 (small) + 100 (big) ) x L
Reordering Tulip [22] IP ID ordering in responses 200 x L
Delay geography [39] | Per hop geographic distance Geography
Delay variation cing [3] Router ICMP timestamp requests (estimated) 1000 x £
Capacity quartets [31] Tailgating-based packet train 40 (big packets) x £
Link failure 83.4.1 Correlate route changes with policy Routing, Topology
to find infinite cost links
Idle capacity §3.4.2 Extend pathload [19], chirps [35] 5 retries x 100 (big) x £
63.4.2 Model queuing Delay variation, Capacity
Utilization §3.4.2 Capacity — Idle capacity Capacity, Idle capacity
Layer 2 Connection §3.4.3 Point-to-point vs. multiple access by | Topology
address allocation
Layer 2 Switches §3.4.3 Difference [34] between capacity Capacity
measurements
Duplication §3.4.4 Observe repeated IP identifiers tomographic: 0
Corruption 63.4.4 Observe bad TCP checksums tomographic: 0
Topology (Graph) Properties
Topology (AS) RouteViews [26] | Archive BGP tables database: 0
Topology (IP) Skitter [8] Traceroute to all destinations 2xSx A
Topology (Router) Mercator [13] IP aliases and IP topology Topology (IP), IP aliases
Routing (IP) Rocketfuel [36] | Constraint solver infers metrics Topology (Router)
Routing (AS) Gao etal.[12] | AS relationships in BGP tables database: 0
Client location §3.4.5 Prefix density [25] with BGP tomographic: 0
dynamics [4] or topology
Workload tomogravity [40] | Traffic matrix estimation using Client location, Utilization,
gravity and tomography models Capacity, Routing
Overall 3224 N + 1400L + 640(big packets) £ + 0.016.42 + 2S.A = 23 billion packets, 2.9 TB
Per source 76 million packets, 9.8 GB, 909 Kbits/s = $91 per month per source

Table 1: Measurable network properties and unoptimized cost. £ is the number of router to router or router
to host links to measure; there are 2.4M IP-IP links in Skitter, and we estimate two thirds (1.6M) are router
to router links. A represents the addresses, 1M in Skitter, and A/ the number left after alias resolution (we
assume N'=A). S is the number of sources or vantage points, approximately 300 by the middle of 2005.
Tomographic analyses are passive combined with routing policy and topology. Database measurements
require at most A packets but usually zero. We list tools to show that properties can be measured, not to
endorse certain tools over others. Section numbers represent new metrics that can be inferred from other
metrics, enabled by the work in this proposal. The cost estimate at the bottom is based on 1Mbps ~ $100
per month [14]. We believe the cost per site can be dramatically reduced by applying the optimizations

described in Section

3.5.
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Figure 1: Possible data flow through the system; each new tool builds on the results of prior analyses.

Link Corruption

3.1 Measurable Node Properties

IP aliases Traceroute lists interface addresses, and different interface addresses for the same router must be
resolved. The Rocketfuel tool, Ally [37], builds on the Mercator [13] alias work, using topology and
DNS to guide the search for alias pairs.

Geography The placement of routers in cities exposes POP structure and backbone interconnections. Geo-
Cluster [30] uses databases to infer node location. DNS names work for routers, but the database is
tedious to maintain.

Owner Isolating networks by their administration allows separately engineered networks to be analyzed
independently. Mao et al. [24] provide techniques to determine the autonomous system responsible
for a router and host.

Router role Routers serve different purposes: some are backbone routers that connect to other POPs, others
are access routers that aggregate customers. Rocketfuel used DNS and topological ordering to identify
roles.

Implementation features TCP features, which are tracked by tbit [28], and services supported, which can
be measured with nmap, affect the composition of traffic and show how quickly features are deployed.
We do not expect it to be practical to run nmap to every host in today’s security conscious Internet. It
is an open question whether such techniques can be extended to infer router configuration parameters
(e.g. for RED).

3.2 Measurable Link Properties

Loss Packet loss has been inferred in a large scale study by Padmanabhan, et al. [29] using tomography.
Tomography assigns loss rates to links using measured routing and end-to-end observed loss at a
busy Web server. This technique holds promise for locating other rare events like duplication and
corruption. Although efficient, tomography requires passive observation points that may be difficult
to find, so active probing using Tulip [22] may be required instead, at least to measure some links.

Reordering Although not a performance problem in itself, reordering indicates fine-grained multi-path
routing or a topology that includes parallel links. Tulip [22] builds on the techniques of Sting [5] to
measure link reordering.

Delay End-to-end one-way trip times (OTT) can be measured with synchronized clocks, but for the delay
between routers, geographic distance is an inexpensive approximation [36, 39]. Measurements may
refine these estimates, but must use routing knowledge to account for asymmetric return paths.



Delay variation The variation in delay caused by queuing in contention with other flows is both a problem
for time-critical traffic and an indication of congestion in the network. The cing [3] tool uses ICMP
timestamps to estimate the delay variation of path segments.

Capacity Existing methods cannot measure link capacity well for high speed links in the network core,
but multiple vantage points may provide sufficient visibility to see most of the link capacities in the
Internet. Link capacity can be measured by varying the packet size and tailgating packet pair. Variable
packet size methods (pchar [21], clink [10]) are traditional but require thousands of packets. Packet
quartets [31] and cartouche probes [15] refine nettimer [20] and measure capacity more cheaply.
We see advances in capacity measurement as evidence that network measurement techniques are
constantly improving.

3.3 Measurable Topology Properties

Topology Four levels of Internet connectivity have been studied. RouteViews [26] data includes the graph
of connections between autonomous systems. Skitter [8] periodically collects the topology between
IP addresses. Mercator [13] resolves IP aliases to construct a router-level topology. Finally, Rocket-
fuel [37] groups routers by geography to provide a POP-level (backbone) topology.

Routing Routing policy affects how packets are directed, and policies that differ from the default indicate
traffic engineering. Policy is applied both at the IP level [36], which relates directly to performance
and traffic engineering, and at the autonomous system level [12], which expresses the business re-
lationships in the network. Both policies can be inferred by observing alternate paths that are not
chosen, either because of intra-domain link metrics or inter-domain policy.

Workload Traffic matrices — how much traffic is exchanged between network edges — shape the evolution of
the network. Clearly the traffic matrix of a network is not immediately measurable from unprivileged
endpoints, but a reasonable approximation may be within reach. Zhang et al. [40] present a technique
termed tomogravity that combines topology, routing policy, client location, link capacities, and link
utilization together to estimate the amount of traffic leaving one node in the network for another.
At its core is a gravity model of network traffic, basically that the traffic from one site to another is
proportional to the number of nodes or amount of traffic sourced at each node. To obtain this estimate,
we must measure link utilization and the location of clients, described in the next section.

3.4 Inferring New Properties

Next, we discuss several network properties that have not received as much attention in the research lit-
erature: failure, utilization, layer 2 topology, duplication, corruption, and client location. We argue that
measurements of these properties would also be enabled by our proposal; in many cases, the property can
be inferred provided the metrics described above were available. A shared measurement framework is key
to enabling these kinds of broader studies to be conducted. Again, we do not intend to implement each of
these tools; our intent in this part of the discussion is to illustrate the leverage that the research community
can get out of combining multiple data sources.

3.4.1 Failure and Evolution

Failure is perhaps the most opaque property of the network. Failures generally last only a few minutes [16],
so externally observing failures, let alone determining where they occur, is daunting. However, as yet
another instance of heterogeneity in the Internet, some links are more failure prone than others [16], which



means that if we can identify the links and routers that are likely to fail, we can focus measurements on
those.

Several primitives can detect node and link failures. A simple approach to detecting long term failure is to
analyze changes in the measured network: removal and replacement of a link or router suggests a temporary
failure. To measure short-term failures, however, new approaches are needed. First, when packets traverse a
path that is inconsistent with routing policy, a failure may be the cause. Inferring the routing policy during
the failure may show a link (or set of links around a failed node) as having “infinite” cost — exposing the
failed component. This extends the approach of Chandra et al. [7]. To detect node failure explicitly, probe
traffic could monitor routers to observe the IP identifier. The IP identifier (a unique value that helps fragment
reassembly) is generally implemented as a counter [6], which may be cleared when a router is rebooted or
powered off. In practice, the rate of change of the IP identifier varies from router to router, and large spikes
(perhaps due to routing protocol exchanges — another indication of change) may conceal a fast reboot. We
believe that future measurement studies can resolve these issues to detect failure.

3.4.2 Utilization and Workload

The utilization of a network link is the difference between its total capacity and the available (idle) capacity.
As utilization alone has limited value, we focus on measuring it along with total link capacity. Tools exist to
measure link capacity (e.g. pchar [21]) and the bottleneck available capacity of a path (e.g. pathload [19]),
but not yet the available capacity of individual links.

As a dynamic property with troublesome statistical properties [32], the utilization of a link is likely to be
difficult to measure. There are two possible approaches to estimating utilization. First, pathload may be
extended using tailgating. Pathload uses an adaptive search to detect when it barely fills the idle capacity
of a path. The available capacity of links before the bottleneck may be measured by modifying pathload’s
link-filling traffic to expire at various hops in the network while small tailgating packets continue on to a
receiver. Links downstream of the bottleneck may be mapped by combining the results of other vantage
points. Second, tools such as cing [3] and tulip [22] measure delay variation and loss to a router. It may
be possible to analyze the distribution of these samples to estimate utilization. Alouf et al. [2] present an
approach that models a link as an M/D/1/K queue, and uses queue length (which can be sampled by delay
variation), loss rate, and capacity to solve for the capacity of the queue and link utilization. Results using
these techniques can be validated against known workloads from cooperating ISPs.

3.4.3 Below IP

Internet mapping efforts that use traceroute are limited in their ability to discover the real, physical topology
underlying the IP-level topology: MPLS, multi-access LANSs, and other switched networks can appear as a
mesh of virtual point-to-point links. It is important to identify these switched networks so that they do not
hide the true properties of the media.

The immediate goal in understanding layer two topologies is to simplify measured network maps that include
switched networks. Common address allocation policies may provide a solution. Point-to-point links in the
core of the Internet (not dial-up PPP) are assigned addresses from /30 prefixes — address blocks with one
address for either end of the link, a network address, and a broadcast address. As a result, in a network full
of point to point IP links, one half of the addresses will be observed as unavailable (those that end in 0 and
3 modulo 4). Observing an interface address that is not part of a point to point link indicates that a larger
address block (such as a /29 or /28) is being used by a shared or switched network. This method would not
detect a “switch” in the middle of a point-to-point link, but the result should simplify measured maps.



Also of interest is the underlying network switch topology. Prasad et al. [34] showed that store-and-forward
switches have an observable effect on pathchar-like tools. The extra store and forward stage represented by
an “invisible” switch doubles the extra serialization delay observed when increasing the size of single packet
probes. This makes the link appear only half as fast as it is. If any tool measures greater available bandwidth
than link capacity, a switch is indicated. Similarly, one might use traffic designed to contend for only certain
segments of a hypothesized switched link, as proposed by Coates et al. [9]. Similarly, differences between
geographic latency and measured link latency can imply detour routing at the link layer.

3.4.4 Link Pathologies

Duplication and corruption are so rare in the network that their active measurement is likely to be too
expensive. Passive measurement with tomography provides an alternative. Although the outbound path
from a Web server can be measured with traceroute and loss observed through its recovery in TCP (as
by Padmanabhan [29]), duplication and corruption are only visible on inbound traffic. From measured
topology and routing policy, the path that inbound duplicated or corrupted traffic traversed can be inferred.
A researcher examining this property could deploy a modest number of passive packet monitors at selected
sites, combine that data with our live measurements to infer inbound paths, to narrow the pathology to an
individual link. This illustrates some of the synergies enabled by our work.

3.4.5 Client location

Clients create a demand for traffic. Although network mapping projects focus on collecting an accurate
picture of the core of the network, clients ultimately shape the network — more clients create more demand,
inducing I1SPs to add capacity. Andersen et al. [4] showed that prefixes that share BGP behavior mirror the
underlying topology. BGP updates are already collected and stored at several sites. The traceroutes collected
as part of network mapping could also be used to determine where clients attach in the topology.

Knowing how much address space lies in a location alone is insufficient for suggesting their demand on the
network. For example, smaller prefixes appear to be more densely populated with clients and servers [25].
As a result, knowing where prefixes connect should be augmented with a estimate of the number of active
hosts attached to the network — potentially from an unobtrusive, but possibly biased, passive analysis at Web
Servers.

4 Research Challenge: Efficient Measurement at Internet Scale

We have argued above that we can approximate each of the properties in Table 1. The question is whether
we can scale those measurements to the entire Internet. The limiting factor is the total amount of traffic
generated by each vantage point because it controls how quickly or how often the measurements may be run.
Clearly, if we measure all properties from all vantage points to all Internet destinations, the overhead would
be enormous [37]. Thus, as a starting point, we assume that the distributed measurements are coordinated,
so that each link and node is measured only once for each property. Table 1 shows the result; with simple
extensions to present techniques, the amount of traffic needed is roughly 76 million packets per day, or less
than 1 Mbps, per vantage point. Although this is within an order of magnitude of the overhead Skitter places
on each of its nodes, it is large for some of the less well connected sites on PlanetLab.

One of the fundamental research contributions of our work will be to design, implement and evaluate ways
to reduce and manage Internet-scale measurement overhead. We believe that we can reduce the overhead of
our system to near that of Skitter, despite the fact that we are measuring twenty-five properties to Skitter’s



single metric of IP path topology. Most properties in Table 1 can be measured inexpensively, or can be
inferred from the results of other tools. Those to be concerned about are topology, IP aliases, and link
properties; fortunately, many opportunities exist for reducing the overhead of these metrics.

For example, topology can be measured using many fewer packets than the 6.5 million per site used by
Skitter. Instead of running a basic traceroute at each vantage point to each of 500,000 destinations, if
each vantage point ran its traceroute backwards until it merged with an already discovered part of the tree, it
would take only 700,000 packets per site(the number of traceroute destinations plus the number of addresses
a source discovers).

Similarly, 3224\, or 14% of the packets, are spent in learning the properties of nodes. Because these
properties are slowly changing, it may be sufficient to verify that they are unchanged — for tbit, that a host
still does not handle ECN properly or for nmap, that the Web server is still available. Node properties can
also be measured from anywhere; only well-connected sites with cheap connectivity could be used for these
measurements, avoiding overloading nodes for which the measurements would be burdensome.

Alias resolution is the most expensive analysis in Table 1, accounting for 69% of the packets. The problem
is that any two IP addresses in a trace can potentially be aliases of each other. In Rocketfuel [37], we used
the TTL remaining in responses from routers as evidence that two addresses are not aliases. With additional
vantage points, more alias pairs can be disproven cheaply — using five vantage points, we were able to
eliminate 99.5% of alias pairs within an ISP, but there is the potential to eliminate more when using more
vantage points. An even more effective technique may be to use the geographic location of IP addresses
inferred from their DNS names, as a way of quickly eliminating possible aliases (e.g., those in different
cities). This illustrates the power of being able to combine multiple metrics together in the same system.
Finally, we note that aliases are a node property, and so the optimizations described in the previous paragraph
apply here as well - conducting measurements from well-connected sites and performing them only when
there is evidence that it has changed. For example, topology and aliases change together, so changes in
topology may be able to be used to trigger alias resolution.

Measuring link properties uses 14% of the packets but 57% of the bytes. A key contribution is that we
will provide a framework to make it easy for tool designers to measure individual links or trees leaving
a source without repetition; otherwise it would not be possible to scale link measurements to the entire
Internet. Other optimizations include determining the best location to conduct each link measurement;
many links are visible from many vantage points, and our experience with Rocketfuel suggested that the
bulk of the measurements can be conducted from the most well-connected sites. Having a large number of
vantage points helps the system measure as much of the Internet as possible, but that does not imply that
all measurements must be spread equally across all nodes. Our Rocketfuel data, for example, showed that
once we have a large number of vantage points, each incremental measurement node may only add visibility
to a small number of new links or nodes. Another optimization is to leverage past measurement data. For
example, most of the overhead of link measurement is the cost of running pathload for each link in the
network. It may be possible to guide (and therefore shorten) pathload’s adaptive search for a sustainable rate
based on past link utilization and recently measured capacity.

With these techniques — verifying past information instead of measuring anew, avoiding redundant measure-
ment, and guiding the analysis with measurements of other properties — we believe that we can keep the
measurement overhead per vantage point to a reasonable level.
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5 Research Challenge: A Shared Framework for Wide Area Measurement Tools

In the previous sections, we argued that there is a huge opportunity for running a large, diverse set of
measurements on the Internet. The scope of the work required to make that happen is equally huge, at least
an order of magnitude or more larger than what we’ve budgeted in this proposal. Implementing a known
technique by itself is not hard; we implemented cartouche probes in Scriptroute in a few days. Rather, the
real effort is in evaluating proposed techniques against each other to determine the best approach, and in
making the resulting tool robust to the diversity of behavior encountered on the live Internet. Even if we
did have the resources to implement and validate all of these techniques ourselves, we believe that would be
counterproductive - instead, it is essential that we enable the community to continually develop and refine
new tools and to run them at scale.

Our approach is to build a shared framework that makes it as easy as possible for network measurement
researchers to implement a new measurement technique, run it experimentally against part of the Internet,
validate and compare its results against other tools, and once its value is proven, scale it up and run it
continuously. Of course, we plan to build initial implementations of a number of tools ourselves, to validate
our support software, to provide examples to show how the system works, and to seed the system with
interesting data that other tools can build upon. The use of example code was particularly successful in
helping new users learn Scriptroute.

What are the barriers to tool builders today, especially in scaling their measurements across the Internet
and/or in running their tools continuously? To be successful, it must be easier for tool builders to use our
framework than to reimplement this support for themselves. Our list of barriers comes from experience —
the difficulties we encountered in building scalable measurement experiments and in attempting to explain
to graduate students how to safely conduct such experiments. Based on our experience, Scriptroute and
PlanetLab by themselves are not the complete answer. These barriers include:

Lack of data sets to use as building blocks A researcher today interested in studying some new property
often has to start from scratch, re-engineering most or all of the primitives needed to infer some high
level property. For example, a recently conducted study of link failures required the student researcher
to gather a fresh trace of the topology, intradomain policy inference, and hop-by-hop loss data. We
need to make it easy for tools to produce data in a form that other researchers can use.

Complex machine and data flow management Conducting a large-scale measurement experiment is a
significant programming challenge, requiring the coordination of hundreds of machines, any set of
which will be down or disconnected at any given moment. The specific measurement assigned to
each machine is topology dependent, and the output must be processed and fed to other tools. Every
piece of the system must be designed to be tolerant of missing or noisy data. Yet at the core, the in-
dividual measurement is often very simple, for example, to collect a round trip measurement to every
router.

Security issues While Scriptroute prevents many kinds of obvious misuse, it is still very easy to trigger
IDS alarms, even when sending a small number of innocuous measurement packets. The scope for
inadvertent error is even larger when running experiments across the entire Internet. A consequence
is that experimenters must carefully plan each test, and even then, alarms are still possible. During
one experiment we ran last year, we sent a few dozen packets that were similar but not exactly like
traceroute probes to nodes on 10000 separate subnets. One recipient complained, with the result that
a number of sites disconnected their PlanetLab hosts. While we were able to reconnect those sites
eventually, we need to provide system support to minimize the frequency of such events.
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A major part of our effort in this proposal is to design, implement and validate a set of support software for
conducting wide area network measurements, to address these barriers. Our approach is straightforward, to
abstract out the common elements shared between tools so that they can be re-used. Our goal is to enable
researchers to construct new tools as the composition of number of smaller tools, each tightly focused on
measuring or inferring a single property. We discuss various aspects of our proposed solution in the rest of
this section.

5.1 Generalizing Link Measurement Techniques

The link properties discussed in Section 3.2 share a common pattern, an important special case for our
toolkit. If the routers at each end of the link support direct measurement, the link property can be estimated
as the difference in the values at the two endpoints. Otherwise, round trip measurements must be used,
and topology and routing policy information is needed to drive multiple overlapping measurements from
different vantage points, all just to infer the underlying value for the link. Depending on the topology and
the capabilities of the routers, it may not be possible to discriminate the property to the individual link in all
cases.

We plan to build a meta-tool that can take a simple Scriptroute program to make a single measurement of
some property of interest (e.g., delay), and use stored topology and routing policy information to generate
a set of commands for each vantage point, with the effect of measuring the property for every link visible
to a PlanetLab node. The meta-tool will then store the results (see below), and optionally use historical
information to guide more efficient measurement of the property in the future.

5.2 Publish/Subscribe Storage Model

A primary goal of our work is to facilitate the easy sharing of measurement results between related tools.
Some tools may access only archived data, while others may need a live feed, e.g., to use measured data to
trigger other measurements of interest. For example, an observed routing change may trigger alias resolution
of a newly discovered node. We plan to support both on-line and off-line data feeds through a common
publish/subscribe interface to a persistent object store. Since our focus is not on the mechanics of large
scale storage systems, we plan to use existing tools for this purpose, such as the CMU self-* storage system.
Note that we do not expect to define a standard schema for all tool builders to use, except by example (e.g.,
for topology and other simple metrics). Rather, tool builders will need to document their data formats if they
want others to use them.

We plan to annotate the storage system to keep track of data pedigree. Our vision is that data sets produced
by a tool might be part of a long chain leading to the inference of a new property, stored by that tool as
a new data set. It is inevitable that eventually some technique used to produce some piece of data will be
proven invalid, at least in some cases, and thus it will be important to track the various data sets derived
from the (potentially) faulty data, so that they can be recomputed or at least flagged. This is a standard
technique in the scientific community; one of the PI’s (Anderson) has previously built such a system for
tracking pedigrees in climate data.

A further step is to provide standard mechanisms for compressing and decompressing data sets in long term
storage. An interesting avenue for our research is to explore the synergy between measurement planning
and storage compression. In both cases, we want to design the measurement (or storage) to provide the
greatest incremental information per bit. If measured data is very predictable, it can be easily compressed,
but perhaps it should also be measured less frequently. Downstream tools may be able to dynamically
decide whether to use old data or cause the measurement to be reissued, depending on the predictability of
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the result. Thus, building a toolkit of standard prediction models is likely to be useful in multiple contexts.

5.3 Secure Sandbox

An essential element of any shared, open Internet measurement facility is limiting the scope of tools to
disrupt the real operation of the Internet. As in Scriptroute, we expect tools are written in a standard,
sandboxed programming language, to allow easy manipulation by the core security system. Scriptroute not
only prevents scripts from sending malformed packets (such as with spoofed source addresses), it also limits
resource usage, for example, so that no node can send more than three unacknowledged TCP SYN packets
to a given destination.

We intend to go beyond Scriptroute in two significant ways, motivated by the larger potential for problems
as tools are scaled up. The first is to use stored topology data sets to construct a distributed resource
sandbox. No set of nodes should be able to send more than a limited amount of traffic to any node or
through any intermediate link, unless the target provides explicit permission (e.g., it’s a PlanetLab node) or
the measurement code has been carefully reviewed by a human.

Further, we plan to use our measured topologies to drive a simulation of what could happen for a new tool
when it was run at scale. In essence, we should try to discover problems before we run a new tool on the
live Internet. Such a simulation might determine, for example, that the proposed tool would unexpectedly
overwhelm some corner of the network or trigger a standard IDS alarm. We plan to call this simulation,
scriptlint. We currently publish a FAQ for Scriptroute tool builders as to how to avoid triggering IDS alarms;
scriptlint could embody that set of heuristics. As with the distributed resource sandbox, scriptlint is enabled
by having tools written in standard scripting language; the simulation would provide the measurement tool
being tested typical responses that it would get back from the real Internet. The model is similar to the
XBone or Emulab, but using our measured data to drive the simulation.

5.4 Tool Promotion

Finally we consider resource usage. Clearly, we do not want to allow experimental tools to write arbitrary
amounts of data into the storage system, or to generate arbitrary amounts of measurement traffic, even if
they do not overwhelm any individual part of the network. Section 4 argued that PlanetLab has the network
resources to measure many properties across the entire Internet, but it does not have the network resources
to run every possible tool at maximum scale. Nevertheless, we want to encourage anyone wanting to test out
a new idea to use our system, particularly students who might be more likely to write runaway tools. Our
approach is to make it easy to test new tools with restricted rights, e.g., with strict bandwidth and storage
limits. Only after the code is tested and validated against other tools running on a subset of the Internet,
would we raise resource limits to let it run across the entire network. And only after a tool runs well at scale,
and demonstrates its value compared to competing tools, would we raise its resource limits again to run it
continuously. For many properties, the tools will be cheap enough that we will be able to run multiple tools
running simultaneously on the entire Internet; there are only a few properties, such as alias resolution, link
loss rate and link utilization, where we may need to be especially careful.

13



6 Constructive Plan

In this section, we briefly discuss how we plan to stage our effort over the three years of the project.

In year 1, we intend to focus on the design and construction of a prototype of the framework; our approach
will be to assemble as many off-the-shelf pieces as possible, to begin gaining experience interfacing to real
network measurement tools. In parallel, we plan to develop tools for measuring several of the properties
described in Section 3, for validating that our framework design will support a broad range of measurement
tools. We already have simple versions of tools for measuring or inferring topology, routing policy, IP
aliases, geography, router role, several link properties such as delay, loss, and capacity, as well as link
and node failures. A substantial task will be to start running these on the scale of the Internet using our
framework.

After demonstrating that our system works with our own tools, we plan to open the system to external
tools towards the end of year 1 or the beginning of year 2. Our approach is guided by our experience
with PlanetLab, where the key to success was as quickly as possible assembling a primitive usable system,
opening it to external use, and then over time, improving the system based on external feedback. We expect
to gain a huge amount of experience as the system is used, that will guide our effort for the remainder of the
project.

Since we plan to support live users, we have budgeted for a full-time systems programmer to help ensure
that the implementation is rugged, to complement the efforts of the PI’s and the student researchers on the
project. We also see an opportunity, once the framework is in place, to provide research opportunities for
undergraduates to build initial implementations of some of the tools outlined in Section 3. This will help
validate our goal of lowering the barrier of entry for tool builders to try their ideas at Internet scale.

Over the life of the project, we plan to assemble a small cluster of memory-laden compute servers and
approximately 50 TB of disk storage. Most of the budgeted equipment cost is for disk storage. Although
the survey in Table 1 suggests that our system may generate a petabyte per year of measurement traffic, we
expect that we will need to store much less (although still a substantial amount). Measured and inferred
data sets will be compressed and stored at UW, as well as mirrored by the CMU petabyte self-* storage
project. The local cluster is intended to support compute-and-memory intensive analysis tools that infer
new properties from stored or streamed data sets. We will of course also support downloading or streamed
remote access to the data. Researchers will be provided access to the analysis cluster via PlanetLab ac-
counts; PlanetLab provides the abstraction of sandboxed linux machines to its users, so that we can host any
legitimate network researcher wishing to run custom analysis on the stored data set. We plan to phase our
equipment purchases by buying the cluster and a modest number of terabytes of disk space in year 1, and
larger amounts of disk space in years 2 and 3, to benefit from the fact that disk cost per terabyte improves at
roughly 100% per year.

7 Summary

The network research community has an unprecedented opportunity. The twin developments of widely
deployed PlanetLab nodes plus rapid advances in network measurement research together make it possible
to systematically measure dozens of link, node, topology, and operational properties, on a continual basis
across the entire public Internet. We propose to design and build an open shared facility to continuously
measure as many properties of as much of the Internet as possible. We argue in this proposal that a large
number of interesting properties can be efficiently measured today, provided the right system support. A key
to our approach is our open system design: we leverage, rather than fight, the research community’s ability

14



to devise ever better methods of measuring and inferring network properties of interest. Our goal is to make
it easy for researchers to plug new tools into our system. The challenge, and the focus of this research, is
to develop a framework for integrating many small measurement tools together, providing for distributed
management, persistent storage, communication between related tools, debugging, and most importantly,
security. The principal investigators are particularly suited to working on this kind of systems-oriented
networking research, having built both network measurement tools and tools for network tool builders. If
successful, this proposal will enable a new class of network research, informed by a deep understanding of
the underlying structure and operation of the Internet.
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