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ott Russell1 Summary of NIZK So FarLast 
lass we developed a NIZK proto
ol to prove membership in 3SAT. We made use of ourprevious NIZK proto
ol for the \spe
ial" language $ = f(n; y) : n 2 2PP ^y 2 NQR\J+1gwhere J+1 = fy : ( yn) = 1g, i.e. the set of all remainders mod n with Ja
obi symbol +1).We observed that the resulting proto
ol in fa
t satis�ed a slightly more general de�nition ofNIZK than we had started with. Spe
i�
ally we were able to weaken the assumptions on thesoundness 
ondition without sa
ri�
ing zero-knowledgeness. Re
all our 
urrent de�nitionof a NIZK proof system. We say that (P;V) is a NIZKPS for language L if is satis�es thefollowing 3 
onditions:1. Completeness: 8x 2 L, 8w 2 Wx, Pr[�  f0; 1gjxj
 ;�  P(x; �;w) : V(x; �; �) =\YES" ) > 1� negl(j�j)2. (Strong) Soundness: 8P0, Pr[�  f0; 1gjnj
 ; (x0; �0)  P0(�) : V(x0; �; �0) =\YES") < negl(j�j)3. ZKness: 9SPPT , 8x 2 L;8a, S(x; a) = V IEW (x; a).What are the strengths and weaknesses of our de�nition and the proto
ol we gave formembership in 3SAT last 
lass?� Strengths1. Allowing a mali
ious P0 to 
hoose x0; �0 after seeing � in the soundness require-ment is a more general formulation.� Weaknesses1. To 
onstru
t a ZK simulator, it seems theorem xmust be given before the randomstring �2. Can only prove 1 theorem with a single �.3. Need many random bits to prove a single theorem1 j�j � jxjCurrently in order to prove ZKness we need to have � follow x so that the simulator S
an 
ome up with an appropriate value. This may not seem like a problem right now, butwe may later en
ounter situations where this works to our disadvantage. Thus it would beni
e if the proof of theorem x was independent of �.1As explained in [1℄, for a size n 
lause �, a total of 8n3 + 2n4 random bits are required.11-1



The number of theorems we 
an prove with a given � is 1 (possibly O(1)) sin
e ea
htheorem we want to prove imposes restri
tions on � (from S's perspe
tive) and it will qui
klybe
ome impossible to �nd a � 
apable of simultaneously satisfying all of these 
onstraints.TODAY'S GOAL: To 
ontinue to generalize our de�nition of NIZK and to improve our3SAT proto
ol with respe
t to the not so ni
e features identi�ed above.2 Review of NIZK for 3SAT (Version 1)TOOLS:� 1 generi
 lie 
an prove 1 spe
i�
 \truth"� Randomization of the goalThe basi
 idea was that (P;V) has as input the theorem � 2 3SAT and a shared randomstring (think of it as 
oming from the sky) whose length is polynomial in the se
urityparameter k = j�j. This random string is divided into two parts 
all them � and � . Firstthe prover 
hooses a random k-bit integer n, the produ
t of two primes, and a randomelement y of Z�n su
h that y is a non-square mod n and has Ja
obi symbol +1. P uses �(in a puri�ed form) to 
onstru
t a NIZK proof that (n; y) 2 $ (using the proto
ol for $ wedis
ussed in le
ture 9) with referen
e string �. Then it uses (n; y) to prove that � 2 3SAT.It does this by generating an en
oding ~e of the witness ~w� (a satisfying assignment) for� and sending this to the veri�er. Ea
h 
omponent of ~e is random element of Z�n where	(ei) = xi for all variable assignments xi in ~wx. Re
all that last 
lass we de�ned thefun
tion 	 : J+1 ! f0; 1g. For a 2 J+1 � Z�n, 	(a) = 0 if a is a square (mod n), i.e.a 2 QR, and 	(a) = 1 if a is not a square, i.e. a 2 NQR.It now remains for P to prove to V that the given en
oding ~e is in fa
t a satisfying assign-ment for �. P does this by subdividing � into m parts, �1; �2; : : : ; �m, one for ea
h 
lause of�. Ea
h �h is then further subdivided into k-bit 
ells and puri�ed by �rst removing any 
ellswhose value is greater than n, and then removing any triple of 
ells 
ontaining an elementin J�1. The resulting puri�ed �h is then used to prove 
lause Ch of � with the help of theequivalen
e relation �n that we de�ned last 
lass. Re
all that for (a1; a2; a3); (b1; b2; b3) 2J+1 � J+1 � J+1 we write (a1; a2; a3) �n (b1; b2; b3), 9pa1b1;pa2b2;pa3b3 mod n:, i.e. ifand only if ai and bi have the same quadrati
 
hara
ter for all i = 1; 2; 3. For ea
h 
lause Chthe prover reveals all of the triples in �h of the type (sq; sq; sq), 
orresponding to (0; 0; 0), bygiving a random square root for ea
h square 
omponent2. For a puri�ed �h with � triples,there should be 
lose to �=8 su
h triples. Finally, P proves that the en
oded assignment ofthe literals in Ch, say (ei; yej ; ek) for (xi; xj ; xk) (using multipli
ation by y mod n for nega-tion), satis�es Ch. This involves proving the equivalen
e of (ei; yej ; ek) to an additional �=8triples (a1; a2; a3) 6�n (sq; sq; sq), again by revealing the square roots of eia1; yeja2; eka3.In order to prove ZKness, the simulator is able to generate a valid session trans
riptby lying about the (n; y) pair it 
hooses, generating a false proof for that pair, and then2Remember to 
hose a random n, both S and P 
an 
hose two random primes and use their produ
t forn. Sin
e they have n's fa
torization taking square roots is no trouble.11-2



using that pair to prove that the en
oding ~e 
orresponding to (1; 1; 1; : : : ; 1) is satisfying.Spe
i�
ally, S 
hooses (n; y0) with y0 a square and transforms a random � into a ~� in orderto generate false proof �0 of (n; y0) 2 $ (see le
ture 10 for details). The simulator's ability touse y0 a square (in pla
e of y a non-square) and ~� (in pla
e of �) depends on the Quadrati
Residuosity Assumption. Then using � , the se
ond (unmodi�ed) part of the randomly
hosen string, S pro
eeds as P would have to prove the equivalen
e of the en
oding of every
lause to a satisfying assignment. Be
ause every element of the en
oding ~e is non-square,and multipli
ation by square y0 won't 
hange this, S always just proves the equivalen
e ofthe Ch's en
oding to (1; 1; 1). Of 
ourse V doesn't know whi
h equivalen
e 
lass was usedin the proof only that it wasn't (0; 0; 0).Noti
e that (n; y) 2 $ and � are un
orrelated sin
e both the prover and simulatorrandomly 
hoose (n; y) so there is no relationship between � and �. Is there any relationshipbetween � and �? Well, no spe
ial properties of � were used to prove �. We relied entirelyon the random 
hoi
e of (n; y) and the \truth" of its membership in $ substantiated with�. So, we 
laim the random string and theorem are 
ompletely unrelated whi
h means thatgetting � Æ � �rst and then � is also all right. If the theorem � to be proven is unknown, we
an get the random string of bits �rst and then use them to prove the theorem � when itis eventually given. Thus we now have greater generality in our ZK property, but 
an stillonly prove a single theorem sin
e j� Æ � j � j�j.An alternative way to prove ZKness is to have S use � un
hanged (but still puri�ed),
hose a random (n; y) 2 $, again assign an en
oding ~e o� all non-squares, and transform �to ~� as ne
essary to again prove equivalen
e to the 
lass 
orresponding to (1; 1; 1). Of 
ourseV still 
annot tell whi
h 
lass the en
oding is in, only that it isn't (sq; sq; sq). Unfortunately,restri
ting � in this way also prevents us from proving more that a single theorem with asingle random string. The reason is that on
e the simulator modi�es a portion of � to provesome 
lause Ch of �1, it is very unlikely that the same modi�
ation to � would allow S toalso prove a 
lause C 0h of �2.Q: Can't we just take a random �, use it a as seed for a pseudorandom generator, and usethe output as our � as a way to save on random bits?A: Possibly if we restri
t P to be PPT. We have to be 
areful sin
e the seed is also publi
lyknown. The se
urity of the PRF depends on the se
re
y of the seed, but we are revealing theseed. The question we have to ask ourselves is does V learn anything about the distributionof � given the seed � that he doesn't already know?3 NIZK for 3SAT Version 2We will now lift the one theorem per random string restri
tion by showing how to prove anarbitrary number of theorems � 23SAT. However, the size of ea
h individual theorem is stillrestri
ted and will need to be \shorter" than in version 1 for the same length random string.As in version 1, 
ompleteness will be 1 (or asymptoti
ally 
lose), soundness will strong andnegligible in the se
urity parameter, and ZKness will be indistinguishable. Here let k be thelength of the shared random string, the se
urity parameter, and let ea
h theorem � have m(or fewer) 
lauses. 11-3



TOOL: Self authenti
ating history (1 generi
 lie allows you to prove many truths)The proto
ol again divides the random string into parts, this time 3, whi
h we label�; �1, and �2. As in version 1, we use � to prove (n0; y0) 2 $. Then we use (n0; y0) and �1to prove an auxiliary pair (n1; y1) 2 $ by proving �aux 2 3SAT using version 1. �aux is the
orresponding 3SAT instan
e obtained by a Cook redu
tion of (n1; y1). Depending on thespe
i�
 redu
tion used, j�auxj will be some �xed polynomial in jn1j. Lastly, using (n1; y1)and �2, P proves the 
orresponding theorem �1 2 3SAT, again via version 1.Noti
e that our proof of �1 has gotten longer. We now have to give a proof �0 for(n0; y0), �1 for (n1; y1), and �2 for �1. Have we really gained anything? Absolutely, be
auseby using (n1; y1) and re-using �1 to prove a new pair (n2; y2) another theorem �2 
an beproved using (n2; y2) and re-using �2. This pro
ess 
an be repeated an arbitrary number oftime.A slightly more detailed des
ription of the proto
ol (P;V) with input (�1; �2; : : : ; �t) andrandom string �Æ�1Æ�2 follows. The prover with the additional witness inputs (~w�1 ; : : : ; ~w�m)does the following:1. Chooses random m-bit n0 and y0 2 NQRn0 \ J+12. Uses � to prove (n0; y0) 2 $ via version 13. Chooses random m-bit n1 and y1 2 NQRn1 \ J+14. Transforms (n1; y1) into its 
orresponding �aux 2 3SAT (via a polynomial time Cookredu
tion)5. Proves the poly(m) 
lause �aux 2 3SAT using (n0; y0) and �1 via version 1, therebyproving (n1; y1) 2 $6. Proves �1 2 3SAT via Version 1 using (n1; y1) and �27. Repeats steps 3-6 for ea
h theorem �i with (ni�1; yi�1) reusing �1 to prove a new pair(ni; yi), and (ni; yi) reusing �2 to �iSin
e ea
h �i has m 
lauses, ea
h of the ni's must also be m bits long. Be
ause thenumber of 
lauses in �aux is some �xed (dependent on the spe
i�
 redu
tion) polynomialin m and version 1 is used to prove �aux and �i using di�erent parts of the random string,we have to settle for \short" theorems. They are short with respe
t to the length of therandom string and � in version 1.Are the 
ompleteness, soundness, and ZK requirements satis�ed by this proto
ol? Com-pleteness follows dire
tly from the 
ompleteness of version 1. Soundness with respe
t tothe proof of ea
h (ni; yi) 2 $ also follows from version 1. Additionally, soundness when(nj; yj) 2 $ for all 0 � j � i, but �i =23SAT also holds sin
e version 1 is used and(nj; yj) 2 $. So how about ZKness? Is it safe to reuse �1 and �2 in this way? Even thoughthe proof of every theorem �i uses �2, for ea
h the en
oding of its witness is with respe
t toa di�erent pair, namely (ni; yi). Similarly, even though ea
h pair (ni; yi) is used twi
e, on
eto prove 
orresponding theorem �i and also to prove the next pair, ea
h of these proofs uses11-4



a di�erent part of � , so it 
ertainly seems like nothing about the en
oding or 
orresponden
e
an leak. More formally, as in version 1, S 
an 
hoose a fake initial pair (n0; y00), generatea false proof �0 by transforming � into �0, and then use that to prove \anything it wants".Spe
i�
ally it 
an generate valid looking proofs of pairs (ni; y0i) where yi are squares moduloni and in turn use these to prove theorems�i.REMARK: The full proof of �i for 0 � j � t now 
onsists of �i's proof via (ni; yi) AND allof the proofs for (n0; y0); : : : ; (ni; yi) via their prede
essors in the 
hain. In other words thefull size is linear the theorem number i, or worst 
ase in the total number of theorems t.Although the proof size has grown, before we 
ould only prove one theorem with one randomstring. Now be
ause ea
h (ni; yi) does double duty, we 
an prove a polynomial number oftheorems. The drawba
k is that sin
e we are still leveraging our version 1 proto
ol, we stillneed signi�
antly more random bits than the length of the theorems we are proving. Still,dealing with one problem at a time we are making progress.3.1 Version 2a: Tree VariationRather than having �i's proof depend on a 
hain of prior proofs, leading to a total proofsize linear in i, we 
an instead use a binary tree make the total proof size logarithmi
 inthe number of theorems. Let (n; y) be the initial pair proved using �. Using (n; y) and�1, instead of authenti
ating a single auxiliary pair, we prove the 
ompound statement(n0; y0) 2 $ ^ (n1; y1) 2 $, again by redu
ing this statement to the 
orresponding problem�aux 2 3SAT. Pro
eeding re
ursively, we use (n0; y0) to prove (n00; y00); (n01; y01) 2 $ and(n1; y1) to prove (n10; y10); (n11; y11) 2 $ in both 
ases reusing �1. Ea
h node (n�; y�) isused to prove a pair of 
hildren (n�0; y�0) and (n�1; y�1) and to prove a theorem �� with �2using version 1.If, the size of ea
h proof is say O(k3) bits, then the size of the total proof for any �i isO(k3 log i) bits or worst 
ase O(k4) bits.Q: Doesn't this mean that we have to remember everything we have proved previously?A: Not really. Suppose we de
ide in advan
e we want to be able to be able to provide say2k proofs. We only have to remember proofs on the path from the root to the leaf wherethe proof of the 
urrent �i is lo
ated, i.e. the binary representation of i. Alternatively, withseed or key s and a pseudorandom fun
tion fs, for ea
h theorem we 
ould 
al
ulate a k-bitpath string R = fs(��) or R = fs(i). Provided we used the same random bits ea
h time wegenerate (n�; y�) for node �, we 
ould regenerate pairs and re
onstru
t their 
orrespondingproofs for the appropriate nodes along the path R as ne
essary. At the very least the proverhas to remember the seed and the number of the 
urrent theorem. So it seems just as easyto use the theorem number in binary to spe
ify the path down the tree and remember theproofs along the path as long as they are needed and dis
arding them after that point.So we have seen how using either a 
hain or a tree together with the self-authenti
atinghistory idea, we were able to remove the restri
tion on the number of theorems we 
ouldprove. Great! 11-5



4 NIZK for 3SAT Version 3Finally we want to lift the last restri
tion. Namely, we would like it to take only aroundthe same number of random bits as the theorem's length to prove it. This is where we willsee why 
hoosing 3SAT as our representative problem is so important.TOOL: Re
ursionWe again divide the random string into 3 pie
es, �; �1; �2. As in version 2a, a ran-dom initial pair (n; y) is proved in $ using � and then using �1, the 
ompound statement(n0; y0); (n1; y1) 2 $ is proven. Su

essive levels of the tree are generated re
ursively as be-fore. What is new is the way in whi
h we prove � 23SAT. First we use (n0; y0) to produ
ean en
oding ~e of the witness ~w�. Again it remains for P to prove 
lause by 
lause that thegiven en
oding 
orresponds to a satisfying assignment.Consider 
lause Ch = (xi; xj ; xk) with en
oding (ei; y0ej; ek) where ei; ej ; ek 2 Z�n0 . Pmust prove the statement \at least one of fei; y0ej ; ekg 2 NQRn0". But sin
e this statementis itself a member of an NP language, it 
an be redu
ed to 3SAT formula �aux. Now sin
eei; y0; ej ; ek; n0 are all some � bits ea
h, the resulting �aux will have poly(�) 
lauses (wherethe exa
t polynomial is �xed with respe
t to the redu
tion used). Noti
e that this does notdepend on m the number of 
lauses in �, but only on � the length of the ni used. Version1 is used to prove �aux 2 $, but the number of random bits needed depends on � allowingus to prove � with an arbitrary number of 
lauses m.The beauty of 3SAT and the reason it's the \right" problem to 
hoose is this lo
ality.Previously ea
h (nrho; y�) pair proved the entire theorem �� meaning that the number ofrandom bits needed depended heavily on the length of �Æ�1Æ�2. Now, ea
h pair (other thanthe one used to en
ode �'s witness) shoulders only the burden of proving a single 
lause's
orre
tness. Consequently the number of random bits needed be
omes for the most partindependent of the theorem size.5 Closing RemarksWe have su

essfully addressed the drawba
ks we mentioned at the beginning of the 
lass.However there remain other drawba
ks and areas of improvement to NIZK proofs. Thesein
lude:1. Repla
ing the Quadrati
 Residuosity Assumption with weaker/simpler 
ryptographi
assumptions2. Allowing the given random string � to be used simultaneously by many provers with-out some inter
ommuni
ation3. Preserving the property of ZK intera
tive proofs that the trans
ript of a NIZK proofshould not by itself 
onstitute a proof.The �rst two we will dis
uss next 
lass and are due to Shamir, Feige, and Lapidot [3℄.The third item is addressed by Dwork, Naor, and Sahai in [2℄.11-6
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