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Abstract

Policies guide the way entities within a domain act, by pdong rules for their behavior.
Most of the research in policies is within a certain applmatarea, for example security for
databases, and there are no general specifications foigsolfsnother problem with policies is
that they require domain dependent information, forcirspegchers to create policy languages
that are bound to the domains for which they were developéd drevents policy languages
from being flexible and being usable across domains.

This report describes the specifications of Rei policy language, which provides con-
structs based on deontic concepts. These constructs asenely flexible and allow different
kinds of policies to be stated. This simple policy languag@at tied to any specific appli-
cation and allows domain dependent information to be add#étbut any modification. The
policy engine associated with Rei accepts policies in fideéplogic and RDF. The report also
discusses the functionality of the policy engine that imtets and reasons over Rei policies.

1 Introduction

Policies influence the behavior of entities within the ppldomain. By separating policies
from mechanisms, it is possible to change the behavior diesytlynamically without chang-
ing the implementation. However it is not enough to have acpothere should also be a
mechanism that interprets the policy correctly. This nsitates the presence of a policy en-
gine that is able to understand the policy and evaluate thgepties of an entity to decide how
the entity should act.

The Me-Centric project is an approach to developing cordsxre systems, which are
able to provide more relevant support to the users by uratalsig the contextual information
of the user and the environment under consideration. The&Celgric project views the world
as divided into overlapping domains. Each domain is eith@myaical or a virtual domain. As-
sociated with each domain is a set of policies that serve idgljues to restrict the behavior of
the entities within that domain. Using this combination ofrthins and policies, it is possible
to provide optimal information and services to users, armbarage them to act appropriately.
Along with users, the Me-Centric world will also be occupl®dagents deployed by users for

*Rei, pronounceday, is a Japanese word that means “universal”



automating several tasks. These agents will also requiresaime kind of context aware in-
frastructure. In this report, we use the word agents to sereentities in the system including
agents, users, and services.

Though policies seem to be very attractive in dynamic systike those handled by the
Me-Centric project, it was difficult to choose the approf@igolicy language. A policy lan-
guage for the Me-Centric project should be able to expremsig policies, management poli-
cies and even conversation policies. Unfortunately masgaech in policies has been within
a specific application domain, i.e. security, network mamagnt. Due to this, there are no
general specifications for policies or mechanisms for polierification. and the Me-Centric
project would require several policy languages to desatitraain policies. Secondly, to allow
integration with the Semantic Web, some sort of semantiglage like Resource Description
Framework (RDF) [13], DAML+OIL [3], Web Ontology Languag®YVL) [2] will be used in
a Me-Centric system. This requires that the policy languageompatible with at least one
of them and allow for translation among the other languayfesy few policy language have
a semantic interface or allow policies to be described inraastic languages. We also be-
lieve that the notion of delegation is essential to widebtributed and dynamic environments
and should be captured by the policy language. However shéemething most policy lan-
guages tend to overlook. Even after extensive research,ere wnable to find a single policy
language capable of such expressibility and that met alféhairements of the Me-Centric
project.

This report describes the specification of a general poiagliage that we developed, and
its associated policy engine that interprets policiestemitin this language. Our language is
modeled on deontic logic and includes notions of rightshfiitions, obligations and dispen-
sations. We believe that most policies can be expressed aisamtentity can do and what it
should do in terms of actions, services, conversationsmtking our language capable of de-
scribing a large variety of policies ranging from securitlipies to conversation and behavior
policies. The language is described in first order logic Hilmws for easy translation from/to
RDF, DAML+OIL and OWL. This report includes a discussion b&tRDF schemas that can
be used to describe policies.

Our policy language is nameéglei which in Japanese means “universal” or “essence”, to
indicate the universal applicability of the policy langeags its flexibility and versatility allow
a large variety of policies, including security, conveisatand management, to be specified .

2 Related Work

According to Sloman, policies define a relationship betwadjects and targets [15]. Policy
domains are groups on which the policy applies. Policiescafiehavior of objects in domains.
Sloman believes that it is important to represent and inédeppolicy information. He classi-
fies policies into authorization and obligation and stales there are two kinds of constraints
on policies; temporal, and parameter value. Rei handldsoaaations, prohibitions, obliga-
tions and dispensation policy rules and allows policiesaajplit into actions, constraints and
policy objects. Rei also allows constraints to be domairedepnt and external to the policy
specifications.

Ponder [1] allows general security policies to be specifiede authors of Ponder define
a policy as a set of rules that defines a choice in the behafiarsgstem. Separating policy
from mechanism allows behavior of the system to be changethéyging the policies without



changing the implementation. Ponder is a declarative coljgented language for specifying
security and management policies. It allows policy typebdalefined to which any policy
element can be passed to create a specific instance. This sedm a useful ability and Rei
allows this to be done naturally. Rei allows actions andgyadibjects to be defined separately
and allows them to be linked dynamically to subjects. Poatlews definition of positive and
negative authorization policies (access control), infation filtering (transforming requested
information into a suitable format), delegation positivelanegative. It includes a very simple
notion of delegation, refrain policies that are negativéharization enforced by subjects in-
stead of targets, obligation policies that are event trigdePonder describes meta policies as
policies about policies, which is similar to the way Rei viethem. Ponder provides a Group
construct for group related policies and a Role constructdte policies. However Rei does
not distinguish between role based, group based and ingiljgblicies, allowing them to be
described using the same set of constructs leading to simplieies and more uniformity.

We found the work by Lupu et al in policy conflicts very intetiag as we believe conflict
resolution is an important section of policy specificationgpu classifies conflicts into modal-
ity conflicts and application specific conflicts [8]. Modwlitonflicts arise when two or more
policies with opposite modalities refer to the same subjedipplication specific conflicts
refers to the consistency of what is contained in the polimy external criteria. e.g. the same
manager cannot authorize payments and sign the paymerkscHagpu suggests a couple of
ways of resolving modality conflicts; deciding a defaultgpity, assigning explicit priorities
to rules, and finding the distance between the policy and #eaged object. Rei uses Lupu’s
definition of modality conflicts but does not use the suggkstechanisms. Rei provides a
method of specifying which modality holds precedence fés s€agents and actions grouped
by certain conditions.

Most policy languages provide a certain set of constructoime sort of a programming
language. However there has been some work in representiigeg in logic [5, 17]. Woo
and Lam [17] propose the use of default logic for author@atolicies. Their access control
decisions are not always conclusive and the work does nhidacconflict resolution mech-
anisms. In “A Logical Language for Expressing Authorizagty Jajodia et al. describe the
specifications of a language based on logic that tries tostiggferent access control policies
[5]. The Authorization Specification Language (ASL) allousers to not only specify autho-
rization policies, but also specify the way the decisionsrdliese policies are made. Jajodia et
al. classify policies as closed, where all positive auttations have to be specified, and open,
where all negative authorizations have to be specified, hod fiow ASL supports them both.
The language supports objects, on which actions are castigdand subjects, which can be
users, groups and roles. ASL depends heavily on the authidgrstanding and interpretation
of groups and roles, whereas in Rei, these concepts beldirglgito the domain in which it
is being used, and can be interpreted as required by the do®m8L defines an authorization
policy as a 4-tuple consisting of an object, user, role sdtaamaction. It is based on ten predi-
cates:cando(authorization) dercando(derived authorizationsjo (conflict resolution) grant
(access control)done(executed accessesytive(current roles)dirin (direct membership)n
(indirect membership)typeof(grouping relationship), andrror (error in specifications). An
authorization rule is a cando based on a set of conditionsragdirin or typeof. A derivation
rule is made of a dercando and a set of conditions on candoamido, done, in and dirin. A
resolution rule is a rule made containing do as its head anditons on cando, dercando, in,
dirin, done or typeof as the body of the rule. An access contite has grant as its head and
conditions in cando, dercando, done, do, in, dirin or type®its body. An integrity rule is
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Figure 1: Me-Centric Project is composed of Domain Servaedstheir associated Policy Servers.

a specification of erroneous conditions. Using these ritlés,possible to describe different
access control policies. This language, though a step imighé direction, is complicated,
because it consists of interdependent rules that the useioHally understand, and is not as
expressive as Rei. It does not make provisions for domaiermf#gnt information and insists
on only a specific set of conditions. Rei can be used to specié/based, group based and
individual policies with the same constructs using ceriager defined conditions, but ASL
expects these policies to described using three predjcatése, dirin, and in. ASL does in-
clude conflict resolution but expects a set of rules (in teofrigs predicates) to be defined for
every access. Conflict resolution is more straightforwar&ei as it allows conflict resolution
to be specified for sets of actions and agents. For exampReiigou can specify that for all

possible actions on colors printers in a certain lab, pesiois should hold precedence over
prohibitions.

3 The Role of Policies in the Me-Centric Project

The Me-Centric project is aimed at providing personal@atio users using contextual infor-
mation. It is currently composed of two main components, BionServer and the Policy
Server, as illustrated in Fig. 1. The Domain Server interagth sensors and other contex-
tual information sources, to decide domain membershipsefsu The domain specifications
include the location of the policies. The Policy Server ghtsdomain memberships and re-
trieves these policies. It then reasons over the policiescamditions associated with users
to decide what the rights, prohibition, dispensations abiigations of the users are. These
rules guide the behavior of the users, forcing the user tineeicertain way depending on the
domains the user is in.

Policy makers create policies for domains that consist eéisé resources. The policies
are specified in Rei and contain actions that can be perforomethe domain’s resources,
properties of agents/users that should be allowed to use tlesources and the policy objects
themselves. Rei's policy engine resides within the Poliew8r. The Policy Server retrieves
policies of different domains and feeds them to the policgies, after mapping the domain
specific names to unique names within the policy engine. TieyPServer is also responsible
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for capturing speech acts that occur and add them to theypetigine’s knowledge base.
The policy engine will only reason about policies that it tins and speech acts that it has
knowledge of. Every Domain Server will be associated witk onmore Policy Servers that
will reason over the domains that the Domain Server is istege The Me-Centric system will
be aware of which Policy Server to query, based on the donudiimgerest.

4 Design of the Policy Language

According to our bibliography, we found most policy langeago be complicated and unin-
tuitive. The languages we studied introduced several naetst for different specifications,
which we believe made the specifications difficult to underdt Our design choice was to
keep our policy language as simple as possible. Our polimyuage includes few constructs
for describing rights, prohibitions, obligations and dispations. However these constructs
are general enough to cover a range of policies by allowirghtshavior of an entity to be
modified (Please refer to Section 9 for more information) . Mgéeve that policies specified
in a language based on First Order Logic (FOL) are easy fasusainderstand and describe.
There exists a simple translation between FOL and RDF and DABIL, enabling the FOL
system to use a semantic language for representing the &dged Our policy language is
based on First Order Logic and currently includes an RDFfiate based on an ontology. We
believe that other interfaces can be developed by exteridingame ontology.

The Rei policy language has some domain independent oisldoyit will also require
specific domain ontologies. The former includes conceptgpémissions, obligations, ac-
tions, speech acts, operators etc. The latter is a set ofogiets, shared by the agents in the
system, which defines domain classes (person, file, deldA&adBook) etc. and properties
associated with the classes (age, num-pages, email).

Rei allows actions and conditions to be external to the systEhough it provides a way
to specify them, it assumes that theaningof actions or conditions are domain dependent
and that their complete processing is outside the policyindgJthese actions and conditions,
a policy maker is able to create policy objects. There are kinds of policy objects: rights,
obligations, prohibitions, and dispensations. In ordeassociate these policy objects with
users, the policy maker uses thas predicate, creating rights, obligations etc. for thersis
Rei models four speech acts that can be used within the systerodify policies dynamically:
delegate, revoke, cancel and request. In order to makeatqrodicy decisions, it expects all
relevant speech acts about the resources and users iniitgepdb be input to it. The Rei
policy language contains meta-policy specifications farflict resolution. Associated with
the policy language, is a policy engine that interprets aadons over the policies and speech
acts to make decisions about users rights and obligatioeserWision that Rei will be used as
a querying engine by the Policy Server. The Policy Servdrmefitieve policies associated with
domains, map the domain specific names into unique namebkddpalicy Server and insert
the policies into Rei. Every time an agent requests a ceatetion, the Rei policy engine will
be queried. Rei will check if the requester has the right, lhgo&ing its policy objects, or if
the right has been delegated to the requester by an entitythdgtright to delegate. It will also
check for prohibitions and revocations. It will use the mptdicy associated with the agent
and the requested action to resolve any conflicts. If thetdugsithe right, Rei will inform the
owner of the action and allow the owner to interpret the actind handle its execution.

The following subsections describe the FOL specificatiamsattions, constraints, policy



objects, speech acts and meta policies.

4.1 Policy Objects

The core of the policy language are the constructs that ibestite deontic concepts of rights,
prohibitions, obligations, and dispensatibn¥hese components (@) are represented as

@ (Action, Conditions)

where,Actionis a domain dependent action a@dnditionsare domain dependent restric-
tions on the actor and environment.

In order to associate a policy object with an agent, we usbdleonstruct.hasrepresents
the possession of a policy object.

has(Subject, Policy Object)

where,Subjectcan either be a URI identifying an agent or a variable, allapall agents
who satisfy the conditions to be associated with the pollggct to possess the policy object.
Rei allowsrole based or group basegblicies to be defined by usirgaswith a variable and
specifying the role or group, which are application dependas part of the condition of the
policy object. In this way, policies can be individual, rotgoup - based, or any combination
of the three. This mechanism is different from existing gplanguages, which include special
constructs for role/group based rights/obligations [7, 1]

¢ Rights (~O~) are permissions that an agent has. The possession of alight the
agent to perform the associated action. However the agenidhlso have the ability,
in terms of resources, to perform the action.
An agent,AgentA can perform an actiorActionBiff at least one of the following con-
ditions are true

— has(AgentA, right(ActionB, ConditionghdAgentAsatisfiesConditions

— has(Variablé, right(ActionB, Conditions))AgentAbinds toVariable and satisfies
Conditions

Example 1. A rule that states that all employees of HP labs can perfommatition
printActionl, it is represented as

has(Variable, right(printActionl, [employee(X, HPLaps]

In this policy rule,printActionlis an action anémployeds a domain dependent condi-
tion, which is foreign to the system. (Please refer to Secti® for more information on
how to create different constraints and Section 4.2 for nmfickmation on actions.)

e Prohibitions (O-) are negative authorizations and if an agent has a pradihiti cannot
perform the action.

An agent,AgentAis prohibited from performind\ctionBiff at least one of the following
conditions is true

The structure of policy objects was a result of discussidwben the author and Dr. Reed Letsinger
2In prolog, any word starting with an uppercase letter is assiito be a variable. All constants start with a
lowercase letter.



— has(AgentA, prohibition(ActionB, Conditiong)d AgentAsatisfiesConditions
— has(Variable, prohibition(ActionB, ConditionsihdAgentAsatisfiesConditions

Example 2. In Rei, a rule that states that no students can use the fagtititer is
specified as
has(Variable, prohibition(useFacultyPrinter, [stud€xy}]))

useFacultyPrinteris an action andtudentis a condition that an entity must satisfy in
order to possess the prohibition.

e Obligations (O) are actions that an agent must perform amdismally event driven, i.e.
when a certain set of conditions are true.

An agent,AgentA is obliged to performActionBiff one of the following conditions are
true

— has(AgentA, obligation(ActionB, Conditions))dAgentAsatisfiesConditions

— has(Variable, obligation(ActionB, ConditionsgghdAgentAsatisfiesConditions

Example 3 A policy rule to specify that all employees should displagitibadges while
at work, the obligation is represented as

has(Variable, obliged(displayBadge, [employee(X), aki¥)]))
displayBadges an action anétWork(X)is a a domain dependent condition.

e Dispensations~0) are actions that an agent is no longer obliged to perforheyTare
used to cancel the associated obligation.

An agent,AgentA is no longer obliged to perform an actioig¢tionBiff
— has(AgentA, obligation(ActionB, OConditionghd if AgentAsatisfiesOCondi-
tions

— has(AgentA, dispensation(ActionB, DConditiore)¥l if AgentAsatisfiesDCondi-
tions

Example 4John is no longer obliged to pay alimony to his wife, after ehenarries.
has(john, dispensation(payAlimonyJoan, [remarriedidp

4.2 Action Specifications

Though the execution of actions is outside the policy endine policy language includes a
representation of actions that allows more contextuakinédion to be captured and allows for
greater understanding of the action and its parameters.

Actions are represented as a tuple

action(ActionName, TargetObjects, Pre-Conditions, e
where,ActionNamaes identifier of the actionTargetObjectsare the objects on which the

action is performedPre-Conditionsare the conditions that need to be true before the action
can be performed anffectsare the results of the action being performed.
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Along with individual actions, this representation enabdets of actions to be described
that are grouped by target objects.

Example 5John has the right to read papers at work, as long as theydmgital papers.

e The action of reading technical papers
action(readingTechPapers, X, [technical-paper(X), resed(X)], [assert(read(X))])

¢ John has the right to read technical papers at work

has(john, right(action(readingTechPapers, X, [techikigaper(X), not-read(X)], [assert(read(X))]),
[atWork(john)]))

4.2.1 Action Operators

Though we would like the policy language to be as simple asibles certain additional con-
structs are required to create complex action descriptiéits example, there is a difference
between John having the permission to perform action Avadid by B, and John having the
permission to perform A and the permission to perform B. Viidtto model these operators
using the existing action specifications but were unableotoecup with a satisfactory result,
which justifies the additional complexity.
The policy language includes four action operators thatalWarious kinds of complex

actions to be specified.

e Sequence : If Aand B are actiorsgq(A,Bdenotes that action B must only be performed
after action A or that action A and B must be performed in seqae

e Non-deterministic : If A and B are actionspnd(A,B)denotes a choice between A and
B implying either A or B can be performed, but not both.

e lteration : If A is an actioniteration(A) denotes that A can be repeated

e Once: If Ais an actionpnce(A)denotes that A can only be performed once

Example 6.Consider a right associated with Johdohnhas the right to either perform
actionprintBW followed by repeated executions prfintColor or perform actiorfax once. He
only has the right while he satisfies the associated comdgitio

has(john, right(nond(seq( printBW, iteration(printColp once(fax)),[lab-member(X,ai)])).

The policy engine currently only supports action operaforsrights due to time limita-
tions. Support for the other policy objects is currently endevelopment.

4.3 Constraint Specifications

As conditions are application dependent, they cannot bepeeified and are handled as place-
holders by this system. This gives the policy maker a lot ofilfidity and control at the same
time. The policy maker can define his/her own domain specditditions for the different
policy rules.

As time constraints are also dependent on the applicati@y, are also left as templates.
The user can define his/her own time constraints, like ramgening, 9-5, start-time etc. The
time constraints are handled as part of the conditions &gsdcwith policy objects. Along



with this, each policy rule is valid for a certain time and gi@icy maker can change this time
validity by creating new time conditions or modifying the ona (calculate TTL) of the policy
engine.

4.4 Creating a New Constraint

In order to evaluate the condition correctly a certain otaneeds to be provided to the policy
engine. ThenewConstraintlause allows the user to describe the parameters of thetcmd
and specify positions that the associated agent can be kiourdl policy objects only have
one value, Agent that can be used for binding with variables in the condgioifhe engine
should know where these agent based variables are, for pespéuation of the condition.
The parameters are described by a string containing the wérthe field, followed by a ',
and then the type of the field. Though this clause is not vegguli$or conditions in prolog, it
is helpful while executing conditions in RDF.

Example 7. The following example illustrates howewConstraintis used. Consider a
condition, “employee X of Y”, where only X can be bound Agent represented as em-
ployee(X,Y).

newConstraint(employee, [employee:String, companygtr[1])

Example 8.The it newConstraint clause also works for conditions whithnot related to
agents. For exampbkime-now represented as time-now(X), where X is the current time.
newConstraint(time-now, [time:Time], [])

Currently the policy engine does not check the type of thampaters and only checks the
property name while reading policies in RDF (Please refét.2ofor more information on the
RDF Interface) .

4.5 Adding Instances of Constraints

In order to add constraint instances in prolog, the user itaplg use theassertclause.assert
is a builtin clause that allows the information to be addeth&existing knowledge base.

Example 9. To add instances agmployeestating John is an employee of HP labs and
Marty is an employee of Xerox, the user would add to followiaghe current knowledge base

assert(employee(john, hpLabs))

assert(employee(marty, xerox))

The policy engine also accepts constraint instances in R2Bntains a parser that reads
the RDF class specification and converts it into a clad@Constraint This clause contains
the name of the class and the parameters (not necessarihy iarder). When this clause is
used, it causes a new constraint instance to be assertet wdméorms to the values in the
associatechewConstraintlause.

4.5.1 Constraint Operators

Constraints can be joined together by certain boolean tmsrto create complex contraints.



¢ AND : A complex condition made of two conditions associateithvan AND, will be
true only when both conditions are true.
For example,and(employee(X, hpLabs), lab-member(X, ai)lj only be true if both
conditions are true

e OR : A complex condition made of two conditions associatethwih OR, will be true
only when one of the conditions is true

e NOT : A complex condition consisting ofot(ComplexConditionls true whenComplex-
Conditionis false.

Example 10. As an example, consider a complex constraint made up of Ggtjan
dependent conditions, which will be true if the agent is aradmber of ai or if the agent
is not an employee of hpLabs.

or(lab-member(X, ai), not(employee(X, hpLabs)))

4.6 Speech Acts

Along with representing policy objects, actions and cdodi, the policy language also de-
scribes speech acts. Speech acts are used to model imtegabdtween different entities in
the Me-Centric system. These speech acts are based on thespaBifications [4]. Agents
can only use a certain speech if they have the right to it. Johp have the right to send a
requestbut not arevoke The policy engine does not capture the speech acts whijeottwur
and expects all relevant speech acts, regarding resouncessars included in its policies, to
be explicitly sent to it for evaluation.

The policy language currently includes specifications @arfspeech acts that affect the
policy objects of the communicating entities; delegati@uauest, cancel, and revocation.

e Delegation : A delegation allows an agent to transfer ithtrig another agent or group
of agents (by not specifying a Receiver). A delegation, lfdyacauses a right to be
created. Only an agent with the right to delegate can makdic delegation. (Please
refer to section 5 for more details about delegation managéem
delegateSpeechAct(Sender, Receiver, right(Action, @onjjiand Receiver satisfies Con-
ditions — has(Receiver,right(Action, Condition))

Example 11Assuming that Mark has the right to delegate, he delegatésato the right
to use his car as long as she fills it up.

delegateSpeechAct(mark, joan,
right(useMarkCar,[assert(has(joan, obligation(fillQdarkCar,[])))]))

action(useMarkCar, [mark-car], [], [assert(used(joan,amk-car))])
action(fillGasMarkCar, [mark-car], [used(X, mark-car)[})
newConstraint(used, [driver:String, car:String], [1])

e Request : There are two kinds of requests; a request fomaatid a request for a right.
The former causes an obligation, if the receiver decidesdeyat it. A request for a right,
if valid and accepted, causes the receiver to send a daladatihe sender. A request is
only valid, if the sender has the right to usgjuest
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— requestSpeechAct(Sender, Receiver, Action) disagree
requestSpeechAct(Sender, Receiver, Actier) has(Receiver, obligation(Action,
Condition))

— request(Sender, Receiver, right(Action, Conditior))> disagree
request(Sender, Receiver, right(Action, Conditior)}
delegation(Receiver, Sender, right(Action, XCondition))

e Revoke : Revocation is the removal of a right and acts as aljtiom. An agent can
only revoke those rights to which it has the right to revokéhaise rights that it has itself
delegated.

revokeSpeechAct(Sender, Receiver, right(Action, Congljit— prohibition(Receiver,
right(Action, Condition))

e Cancel : An agent can cancel any request it has sent, andaihégs the obligation or
delegation formed by the request to be canceled.

— cancelSpeechAct(Sender, Receiver, Actien) has(Receiver, dispensation(Action,
Condition))

— cancelSpeechAct(Sender, Receiver, right(Action;>X)yemove has(Sender ,right(Action,
Condition))

4.7 Meta Policies

There is generally more than one applicable policy in a damaihis may lead to policy
conflicts. For example, one policy could give Mary the righptint and the other policy could
prohibit Mary from printing. Meta-policies are policies@lt how policies are interpreted and
how conflicts are resolved statically. Conflicts only ocduthie policies are about the same
action, on the same target but the modalities (right/piitibiln, obligation/dispensation) are
different.

Meta policies in our system regulate conflicting policiestisally in two ways; by speci-
fying priorities and precedence relations [8].

4.7.1 Priorities

Every policy rule can be associated with an identifier. Usangpecial construcverrides
the priorities between any two rules can be set. If there isle A1, giving Mark the right
to print and a rule, B1, prohibiting Mark from printing, byiog overrides(Al, B1)the con-
flict between the two rules can be resolved as Al will be giveority over B1. In order to
re-order the rules that were affected by thesrridesclause, the policy maker must execute a
orderRulesfunction. This is not done automatically because it is albatocess, and several
priorities can be specified before the affected rules amdered according to their new prior-
ities.

Example 12The example described above can be represented as

e Arule named al
al**has(mary, right(print, [time-now(12.00)]))
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e Arule named bl
b1**has(mary, prohibition(print, [lab-member(X, ai)]))

e overrides(al, bl)
e orderRules

4.7.2 Precedence

It is possible to specify which modality holds precedencerdkie other in the meta-policies.
The policy maker can associate a certain precedence foioh aetions or a set of agents satis-
fying the associated conditions. The constructs to be ussdetaRuleActioandmetaRuleAgent

Example 13Consider a meta policy specifies that negative modalityspteécedence for
all employees of Xerox Labs, the rule will be
metaRuleAgent([employee(X, xeroxLabs)], negative-nitgjial

As with policies the conditions are application dependemnt the format is not forced by
the policy engine.

There exists a partial ordering among the meta policies dls Wee meta rules associated
with actions have the highest priority, and are followed starules about agents. If there are
no rules associated with the action or the agent, then treutlgheta rule is considered. The
policy language allows the policy maker to decide what thfawlepolicy is for all the policies
in a domain, whether negative modality holds precedencalfgolicies, or positive modality
holds by using theneta-ruleclause. If negative modality holds, prohibitions hold oxights
and dispensations are stronger than obligations, foripesitodality it is the reverse. However
the meta-rules themselves can be prioritized as requiradsing theoverridesclause.

The three kinds of meta rules that are possible;
metaRuleAction([action(..), positive-modality/negatinodality)
metaRuleAgent([Condition], positive-modality/negativedality)
metaRule(positive-modality/negative-modality)

5 Delegation Management

Delegation is important in highly dynamic and widely distried systems because it allows
the policy to be relatively simple and allows the rights ofitis to be configured dynamically.
A policy for all printers in a lab could be that managers haweright to delegate the right to
print and the right to re-delegate this right to any emplogéthe company. However if any
employee that they delegate to, misbehaves in any way, steraywill hold the associated
manager responsible. This forces the managers to be cavigfutheir delegations, while at
the same time it allows the rights on the printers to propagat

The Rei policy language recognizes three types of intateel rights associated with each
action, out of which the last two give certain delegatiorhtiy

e Right to execute : Possessing this right allows the agentitimpn the action.
has(Agent, right(Action, Condition))
where Action is the action and Condition are the conditiom&xecution
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¢ Right to delegate execution : If an agent possess the rigielagation the execution of
an action, it can delegate to other agents the right to partbie action, but it cannot
perform the action itself.

NOT has(Agent, right(Action))

has(Agent, right(Actionl1, Condition1))

where,Conditionlare the conditions on th&gent

Actionl isdelegate(right(Action, Condition))

This right gives the possessor the right to delegate thaqarsvight, the right to execute.

¢ Right to delegate delegation right : The agent can delegaamdther agent or a group
of agents the right to further delegate the right to perfohm action and delegate this
right. Though at this point the right should have been didideo right to delegate the
right to execution and the right to delegate the right to giefien, we decided to combine
them as we expect that the conditions on every right will tede of the propagation of
the delegation. This right gives the possessor the righetegate the previous right, the
right to delegate execution and the right to delegate détsyiself.

NOT has(Agent, right(Action))

has(Agent, right(Actionl1, Conditionl))
where,Conditionlare the conditions on the delegatdgent
Actionl is delegate(right(Action2, Condition2))
Condition2 are the conditions on the delegatee

Action 2 is delegate(right(Action, Condition))

These three rights force conditions on the executor of tlieraahe delegator of the action
and whom the right can be delegated to. An agent has the dgintertain action (including
speech acts) if it possesses the right or if it has been delgglae right. It should satisfy the
conditions associated with the innermost right of executid every delegation in the chain.
Each delegator should satisfy the condition on the delegatf the delegation before it in the
chain and the delegatee conditions of all previous whilegigions. The delegator conditions
for when-delegations are only checked at the time of thegagilen (Please refer to next sub-
section for more details about when-delegation). If any agent fails any required delegator
condition, the delegations from that point on are invalid.

5.1 Delegation Types

There are generally two types of delegation, while-delegatand when-delegations. while-
delegationforces all following delegators to satisfy its conditiomsarder to be true. Whereas
a when-delegatiorrequires the immediate delegator to satisfy its conditionly at the time
of the delegation and not after. For example, consider a vdedggation which gives Jane the
right to delegate when she’s an employee. All the delegatibat Jane made while she was
an employee hold even after she leaves. On the other handjlarsivhile-delegation will fail
once the delegator leaves the company. The while delegatiomown as the default delega-
tion type.

Example 14.The following represents the example described above

13



|| Meta Policies Q |

\
\

\
\
i |
{ ‘ Policy Objects D \

\
\

\
\

\
\

\
\

\

Figure 2: Structure of a Rei policy

e When-Delegation

delegateWhenSpeech(Mark, Matthew, right(Action, Cangit, Matthew satisfies Con-
dition — has(Matthew, right(Action, Condition)

Matthew no longer satisfies Conditier—~ has(Matthew, right(Action, Condition)

¢ While-Delegation or Default Delegation

delegateSpeech(Mark, Matthew, right(Action, CondilipNWatthew satisfies Condition
— has(Matthew, right(Action, Condition)

Matthew does not satisfy condition— NOT has(Matthew, right(Action, Condition)

6 Structure of Policies

Policies allow the behavior of agents to change dynamiaaitiiout changing the implemen-
tation of. These policies are made of rules that change igsriand obligations of agents,
thereby deciding what the agents should and can do next. [Reisapolicies to be defined
as a set of policy objects specifying the rights, obligatigorohibitions and dispensations of
agents in the policy domain. Along with these policy objetht® policy maker can include
meta-policies for resolving conflicts among policies. @ is no meta-policy, a default meta
policy is assumed, in which negative modality holds preoedeover positive modality for
modality conflicts. As policy objects are composed of aciand constraints, the policy could
also include action and constrain specifications and cainstinstances. Figure 2 depicts the
structure of a Rei policy.

7 Policy Engine

As mentioned earlier, along with specifications for a gehpadicy language, we also devel-
oped a policy engine to interpret policies and provide exptd queries about specific entities.
The policy engine is a Java class (PolicyEngineUl.javaxWhias a command line interface. It
enables users to load policies, and speech acts in prold@ftbRDFS [13] and allows users
to query the knowledge base. As the policy engine has a Jaygper, it is possible to use its
functionality without going through the interface.

The command line interface has the following functionality

o EXIT
This causes the command line interface to end. Shortcut : e
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e HELPorh
This command prints out all the allowable commands withrtlagipropriate usage.
Shortcut : h

e LOADP

Loadp loads the file that follows the command. It assumestitifile is in prolog and
searches for policy components, speech acts, constrdirgs/ar meta policies. Shortcut

tlp

e LOADR
A user can load RDF policies using this command. The assatfahction reads through
the RDF and locates appropriate classes, builds prologetaand inserts them into the
prolog knowledge base. Shortcut : Ir

e SAVE
The user can save the current state of the policy engine t&tors

¢ RESTORE
The user can restore the state of the policy engine from adiitaining a saved state.
Shortcut : r
e QUERY
The user can query the knowledge base using prolog and as#llihweing questions :
— canPerformAction(Agent, Action)
This will return true if Agent has the right to Action. Howaevi¢ either Agent or

Action are variablel, the query will will return appropriate values for Agent and
Action.

— doPerformAction(Agent, Action)
This will check if Agent can perform Action, and then go aheath the execution.
Though executing the actual action will be outside prolbg, policy engine goes
through with the effects of the action.

— getObligations(Agent, Actions)
It returns the current obligations of Agent.
This command directly queries the knowledge base, so amysprolog query can be
made as well. For example,
action(Action, printerHP, PreCond, Effect)
This query is asking for an action specification that pasterHP as a target object.
Shortcut : q

e ASSERT

Instead of loading an entire file, the user can use assersastia single policy/meta-
policy rule, constraint, speech act etc. Shortcut : a

3In prolog strings starting with uppercase letters are asslim be variables
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Figure 3: Rei Policy Engine

7.1 Prolog Interface

Policies can be specified directly in prolog if required. i€iek are composed of actions,
constraint values, and policy objects. Speech acts carbalsepresented in prolog and added
to the policy engine’s knowledge base. Queries can be maolditty engine about the rights,
obligations, prohibitions and dispensations of entitieshie policy domain. (Please refer to
earlier section about queries in prolog)

The clauses accepted by the prolog interface have alreasydiscussed while describing
the policy language specifications. This section will byigfiention them and how they are
used.

e Constraints : There is only clause to be used while spegjfpiolicies in prolognew-
Predicate which includes the name of the constraint, the parameaeics the positions
of variables that can be bound by the agent.

newPredicate(Name, [ParNamel:Typel, ParName2:TypgJAgentPositionList])

Instances of the constraint can be added by using assergngadfName(Parl, Par2 ....)
or using another clausaddPredicate

addPredicate(Name, [ParName2:Par2Value, ParNamel:Valte..])
While usingaddPredicatehe parameters need not be in order.
e Actions : The clause to add actionsastionand has five parameters, name of action, a

list of objects it acts on, a list of conditions that must heetbefore it can be executed
and the effects of executing the action.

action(ActionName, [TargetObjects], [Pre-Conditionfffects])

e Policy Objects : There are four policy objects, all of whicvh the same structure.
right(Action, [Condition])
prohibition(Action, [Condition])
obligation(Action, [Condition])
dispensation(Action, [Condition])
To associate a policy object with an agent or a group of agdm$asclause is used.
has(Agent, PolicyObject)
During evaluation of thédnasclause, the agent is bound with all possible conditions in
the list of conditions associated with the policy object.
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e Speech Acts : Our policy language models four speech adtsdhae the policy objects
associated with the communicating agents to dynamicabiyge.

— Delegate : This speech acts allows a right to be transfeced éme agent to another
agent or group of agents satisfying the delegation conitio
delegateSpeechAct(Sender, Receiver, right(Action, Gonyi

— Request : An agent can request another agent to performaircadtion or for a
right.
requestSpeechAct(Sender, Receiver, right(Action, donyit
requestSpeechAct(Sender, Receiver, Action)

— Revoke : An agent can revoke a right of another agent or gré@gents.revoke-
SpeechAct(Sender, Receiver, right(Action, Condition))

— Cancel : An agent can cancel an action or a right it previotesdyiested for.
cancelSpeechAct(Sender, Receiver, Action) cancelSpet€SkrAder, Receiver, right(Action,
Condition))

e Meta policies There are two kinds of meta policies allowedR&i; one for specifying
priorities between rules and the other to represent whictatity holds precedence.

Rules are named by IRuleName**Rule. The policy maker cathesgverrides(RuleNamel,
RuleName2glauses to specify priorities. After all the priorities ledveen specified, the
orderRulesule should be executed.

The modality can be set for a set of actions or agents.
metaRuleAction([action(..), positive-modality/negatimodality)
metaRuleAgent([Condition], positive-modality/negatiaedality)

The policy maker can decide the default modality for all thadigies, by using the
metaRuleclause.metaRule(positive-modality/negative-modality)

e Queries : Any query valid under prolog is acceptable. Theoligjueries supplied by the
Rei policy engine is described in the section above.

7.2 RDF Interface

We have defined an ontology in RDF, representing domain mwiggnt information, that users
can extend in order to create policies in RDF. The ontologyoisrayed in the Figure 4. There
are three main classes under the root of the ontol8¢gte Entity andAction Entityis divided

into AgentandObject UnderAgent all users and agents are specified, whereas resources are
described unde®bject Actionhas two subclasseSpeech ActandDomain Actions Speech
Actsare the imperatives that change the policy objects, Rathain Actionsare actions on
resources in the domain. Ti®main Actionclass has the same parameters as the action tuple
described in Section 4.2Statehas four subclasse$/eta-Rules Policy Objects Conditions
andHas Any RDF policy that extends the appropriate classes in otwlogy can be loaded
into the policy engine. For example, in order to create a nemdition or add new instances

of a condition, the condition should be made a subclag3omiditionThe policy engine parses
these conditions and asserts the required clauses. Ouogytallows automated translation
from databases and other sources of information to politiat the Rei policy engine can
understand. The policy engine extracts information ablogtschema classes and creates ap-
propriate prolog clauses that are inserted into the knogddzhse.
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Example 15.The RDF representation for a policy object that specifies dban has the
right to print would be as follows

<rdf:RDF

xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-

xmins:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmins:policy="http://www.csee.umbc.edu/"lkagall/pol
xmins:policyobjects="http://www.csee.umbc.edu/ lkag
xmins:condition="http://www.csee.umbc.edu/"lkagall/
xmIns="http://www.csee.umbc.edu/ lkagall/policy/exa

<policyobjects:Has rdf:about="http://csee.umbc.edu/”
<policyobjects:Actor>
<policy:Agent rdf:about="http://csee.umbc.edu/ lkaga
</policyobjects:Actor>
<policyobjects:Ability rdf:resource="http://csee.umb
</policyobjects:Has>

<policyobjects:Right rdf:about="http://csee.umbc.edu
<policyobjects:PolicyAction  rdf:resource="http://cse
<policyobjects:PolicyCondition rdf:resource="http://
</policyobjects:Right>

<policy:DomainAction rdf:about="http://csee.umbc.edu
<policy:ActionName>print</policy:ActionName>
<policy:Owner>john</policy:Owner>
<policy:Type>read</policy:Type>
<policy:TargetObjects rdf:resource="http://csee.umbc
<policy:PreConditions rdf:resource="http://csee.umbc
<policy:Effects rdf:resource="http://csee.umbc.edu/”

</policy:DomainAction>

<condition:employee rdf:about="http://csee.umbc.edu/
<condition:company>
<condition:companyclass rdf:about="http://csee.umbc.
</condition:company>
</condition:employee>

<condition:group_member rdf:about="http://csee.umbc.
<condition:group>
<condition:groupclass rdf:about="http://csee.umbc.ed
</condition:group>
</condition:group_member>

<rdfs:Class rdf:about="http://www.csee.umbc.edu/"lka

ns#"

icy/policy-schema.rdf#"
all/policy/policy-objects-schema.rdf#"
policy/some-conditions.rdf#"
mplel.rdf#">
Ikagall/policy/examplel.rdf#hasright1">

11/policy/some-conditions.rdf#ohn" />

c.edu/"lkagall/policy/examplel.rdf#printright"/>

I"kagall/policy/examplel.rdf#printright">
e.umbc.edu/"lkagall/policy/examplel.rdf#printing" />
csee.umbc.edu/ lkagall/policy/examplel.rdf#employee

I"kagall/policy/examplel.rdf#printing">

.edu/"lkagall/policy/examplel.rdf#printerHP" />
.edu/"lkagall/policy/examplel.rdf#employeel"/>
Ikagall/policy/examplel.rdfttemployeel"/>

“lkagall/policy/examplel.rdf#employeel">

edu/"lkagall/policy/examplel.rdf#hpLabs"/>

edu/"lkagall/policy/examplel.rdf#group_memberl">

u/"lkagall/policy/examplel.rdf#ai"/>

gall/policy/some-conditions.rdf#employee">

1" />

<rdfs:comment>Employee schema [Agent, Organization]</r
<rdfs:subClassOf

dfs:comment>
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rdf:resource="http://www.csee.umbc.edu/"lkagall/pol
</rdfs:Class>

<rdf:Property rdf:about="http://www.csee.umbc.edu/’|
<rdfs:comment>Agent field associated with employee class
<rdfs:domain rdf:resource="http://www.csee.umbc.edu/
<rdfs:range rdf:resource="http://www.csee.umbc.edu/”
</rdf:Property>

<rdf:Property rdf:about="http://www.csee.umbc.edu/l
<rdfs:comment>Company field associated with employee cla
<rdfs:domain rdf:resource="http://www.csee.umbc.edu/
<rdfs:range rdf:resource="http://www.csee.umbc.edu/”
</rdf:Property>

<rdfs:Class rdf:about="http://www.csee.umbc.edu/ lka
<rdfs:comment>Group_Member schema [Agent, Group]</rdfs
<rdfs:subClassOf
rdf:resource="http://www.csee.umbc.edu/"lkagall/pol
</rdfs:Class>

<rdf:Property rdf:about="http://www.csee.umbc.edu/’|
<rdfs:comment>Agent field associated with employee class
<rdfs:domain rdf:resource="http://www.csee.umbc.edu/
<rdfs:range rdf:resource="http://www.csee.umbc.edu/”
</rdf:Property>

<rdf:Property rdf:about="http://www.csee.umbc.edu/’l
<rdfs:comment>Company field associated with employee cla
<rdfs:domain rdf:resource="http://www.csee.umbc.edu/
<rdfs:range rdf:resource="http://www.csee.umbc.edu/”
</rdf:Property>

<rdfs:Class rdf:about="http://www.csee.umbc.edu/ lka
<rdfs:comment>Company</rdfs:comment>
<rdfs:subClassOf
rdf:resource="http://www.w3.0rg/1999/02/22-rdf-synt
</rdfs:Class>

<rdfs:Class rdf:about="http://www.csee.umbc.edu/"lka
<rdfs:comment>Company</rdfs:comment>
<rdfs:subClassOf

rdf:resource="http://www.w3.0rg/1999/02/22-rdf-synt
</rdfs:Class>

</rdf:RDF>

8

The core of the policy engine has been

icy/policy-schema.rdf#Condition"/>

kagall/policy/some-conditions.rdf#fagent">
</rdfs:comment>
“Ikagall/policy/some-conditions.rdf#employee"/>
lkagall/policy/policy-schema.rdf#Agent"/>

kagall/policy/some-conditions.rdf#company">
ss</rdfs:comment>
“lkagall/policy/some-conditions.rdf#employee"/>
Ikagall/policy/some-conditions.rdf#companyclass"/>

gall/policy/some-conditions.rdf#group_member">

:comment>

icy/policy-schema.rdf#Condition"/>

kagall/policy/some-conditions.rdf#agent">
</rdfs:comment>
“lkagall/policy/some-conditions.rdf#group_member"/>
Ikagall/policy/policy-schema.rdf#Agent"/>

kagall/policy/some-conditions.rdf#group">
ss</rdfs:comment>
“lkagall/policy/some-conditions.rdf#group_member"/>
lkagall/policy/some-conditions.rdf#groupclass"/>

gall/policy/some-conditions.rdf#companyclass">

ax-ns#Resource"/>

gall/policy/some-conditions.rdf#groupclass">

ax-ns#Resource"/>

Implementation Details

implemented in SICBtal®g [16], because of its

powerful reasoning capabilities. The policy engine hasva J&l] wrapper and the parsing of

RDF is done by Jena [10].

9 Contributions

Rei is a flexible and easy-to-use policy language. It incduidev constructs, based on deon-
tic concepts, that are powerful because they can be usedtoilake several kinds of policies.
For example, consider security policies. Security posidgiestrict access to certain resources
in an organization. Rei can be used to create actions on Hueimees and to describe role
based rights and prohibitions for the users in the orgaiozatOn the other hand, management
policies define the role of an individual in terms of his datand rights. These map directly
into obligations and rights in Rei. Conversation policies @ery important in semi automatic
environments [12]. The order in which speech acts occurlisda conversation. By speci-
fying what speech acts an agent can use under certain amglifiights), and by specifying
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what speech acts an agent should use (obligation) undaircednditions (could include the
speech acts just received), the policy for conversationsbeaspecified in Rei. Other policies
can similarly be described in terms of deontic principleskimg Rei versatile.

A specification is correct if it both consistent and compl&fe Though Rei allows incon-
sistent or incomplete specifications to be described, ilisypengine is correct. Rei's policy
engine is consistent because every request is either allongenied but not both. This is due
to the structure of the meta policies, which resolves casfliorcing the engine to come to
either a positive or negative decision. The policy engirmimplete because every request has
a result, the access being allowed or prohibited.

Rei is composed of domain dependent information and donmaiependent information.
Rei provides specifications for representing domain inddpat information (constraints, ac-
tions etc.) allowing the policy makers to use specific infation that Rei has no prior knowl-
edge of, but can still reason over while making decisions.

Rei allowstypesof policy objects to be specified. For example, all the rigitisa certain
resource, prohibition from printing to any color printera the fifth floor, and the right to
delete all the files belonging to your colleague. Though thiEy specifications allow these
kinds of policy objects, based on properties of actionspiiicy engine does not support this
functionality as yet.

As mentioned earlier, the same structures of Rei allow idd& policies as well as group
and role based policies to be specified making it uniform.

The languages in our bibliography did not take delegatiom @onsideration. However we
believe that it is required in distributed, dynamic systeand should be included in the policy
specifications. Rei’s policy engine includes strong ddiegamanagement making it useful
for dynamic systems, consisting of transient resourcesuseds, and distributed systems, in
which creating comprehensive policies may be time consgmiRei includes two kinds of
delegation and provides a standard way of controlling amgagating access rights through
delegation.

10 Future Directions

The policy engine is currently under development. Therecamain sections that are not
complete; supporting action specifications for all polityjexts, providing explicit support for
conversation policies, and providing greater conflict hason. Certain sections of the RDF
interface, though completely designed, are incomplete.

There are several issues that we would also like to explatedu Though we have obli-
gation specification, we believe that another represemtasi required,;

has(Agent, obligation(Action, OnConditions, MetEffebistMetEffects))

The obligation is triggered wheAgentsatisfies OnConditions. The agent can decide
whether to complete the obligation by comparing the effe€tsieeting the obligation (Met-
Effects) and the effects of not meeting the obligation (NetEffects). We have also not con-
sidered the delegation of obligations, though the strectiithe policy supports it. We believe
that while delegating an obligation, two additional obtigas are created [14]. The delegator
is now obliged to inform the agent he/she was obliged to erattiiat he/she is not responsible
any longer and provide the name of the agent who is now ohlifjed delegator is also obliged
to check if the delegatee fulfills the obligation.
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Though the policy engine interacts with RDF, we would likestady the feasibility of
moving to DAML+OIL [3] or OWL [2].

We would also like to extend Rei to include specificationsdistributed trust management
[9, 6], in which trust is relative to every entity.

11 Summary

In this report we described the constructs that Rei, oucgdéinguage, provides for specifying
policies of most types. Rei includes few constructs, basedemntic logic, that allow security
policies, management policies and even conversationipslio be described in terms of rights,
obligations, dispensations, and prohibitions. We spetifie functionality of the Rei policy
engine that interprets and reasons over Rei policies. Tdlisypengine accepts policies in first
order logic and RDF. We showed through examples how theypeligine can be used.

We believe that Rei provides a good set of specifications éscdbing policies. Though
there are several improvements that can be made, we befiav&ei is the first step towards
realizing our vision of a general policy language.
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