Numeric Domains with Summarized Dimensions

Denis Gopah, Frank DiMaid, Nurit Dor?, Thomas Reps and Mooly Sagi%

1 Comp. Sci. Dept., University of Wisconsifigopan,dimaio,reg€@cs.wisc.edu
2 School of Comp. Sci., Tel-Aviv Universityinurr, msagiy @post.tau.ac.il

Abstract. We introduce a systematic approach to desigsimgmarizing abstract numeric
domainsfrom existing numeric domains. Summarizing domains sis@marydimensions
to represent potentially unbounded collections of numajects. Such domains are of ben-
efit to analyses that verify properties of systems with aroumided number of numeric ob-
jects, such as shape analysis, or systems in which the nuwohbemeric objects is bounded,
but large.

1 Introduction

Verifying the correctness of complex software systems iregureasoning about nu-
meric quantities. In particular, an analysis technique inaye to discover certain re-
lationships among values afimeric objectssuch as numeric variables, numeric array
elements, or numeric-valued fields of heap-allocated siras [2]. For example, to ver-
ify that there are no buffer overrunsin a particular C pregran analysis needs to make
sure that the value of an index variable does not exceed tigghef the buffer at each
program point where the buffer is accessed [16].

Numeric analyses have been a research topic for severatlegcand a number
of numeric domains that allow to approximate numeric stdta gystem have been
designed over the years. These domains exhibit varyinggioeécost tradeoffs, and
target different types of numeric properties. The list ofsérg numeric domains in-
cludes:non-relational domains intervals [7, 15], congruences [Skeakly relational
domains difference constraints [4], octagons [1i¢jational domains: polyhedra [2,
6], trapezoidal congruences [10].

Existing numeric domains are able to keep track of only a fixeshber of numeric
objects. Traditionaly, a finite set of stack-allocated nticariables deemeighportant
for the property to be verified is identified for the analysifie remaining numeric
objects, e.g., numeric array elements or heap-allocatetkenia objects, are modeled
conservatively.

Two problems that plague existing numeric domains are:

— It may be impossible to verify certain numeric propertiesdmnsidering only a
fixed number of the numeric objects in the system. For exaniplgrograms that
use collections (or, in general, dynamic memory allocatidnis impossible to
determine statically the set of memory locations used byogam.

— The resources required for higher-precision relationahatic domains, such as
polyhedra, are subject to combinatorial explosion. Thidue to the representa-
tion of elements of the numeric domain; for instance, the beinof elements in
the frame representation of a polyhedron grows exponéntiath the number of
tracked objects.

The typical approach to reasoning about an unbounded nuofildjects (or sim-
ply a very large number of objects) is by employing abstmactiThe set of objects is
divided into a fixed number of groups based on certain catdtach group is then rep-
resentedgummarizeyby a single abstract object. The groups themselves nedzraft
bounded size. As an example, consider TVLA, a framework li@ape analysis, which



(1) for(i =0; i <n; i++) { 0<ja[]<n

(2) t =0; 0 <ia[] < nnz
(3) for(k =ia[i]; k <ial[i+l]; k++) { (b)
(4) j =1jalk];
(5) t +=a[k] * x[j]; 0<jal]<n
(6) } 0 <ial[] < nnz
(7) yli]l =t; 0<k<nnz
(8) } 0<i<n
@ 0<j<n
(c)

Fig. 1. Multiplication of a sparse matrix by a vector: (a) multi@igon code; (b) initial
constraints, imposed b§SRformat; (c) constraints that represent the abstract numeri
state at line 5.

concerns the problem of determining “shape invariants’pimgrams that perform de-
structive updating on dynamically allocated storage. TMlges so-called “canonical
abstraction” to create bounded-size representations ofonestates [14, 9]. To reason
about numeric properties in suchsammarizingframework, an analysis needs to be
able to capture the relationships among valuggrofipsof numeric objects, rather than
relationships among values wfdividual numeric objects. Moreover, what appears to
be a natural way of applying existing techniques is, in fangsound.

In this paper, we define a systematic approach for extendiisgiregy humeric do-
mains to support arbitrary summarization. The domain to Xtereled must support
four extra operationsexpand fold, add anddrop which will be disccused in detail in
later sections. The extended numeric domain exposes aasthndmeric-domain inter-
face. For purposes of this paper, we assume that a clientaslas the responsibility
of indicating which abstract objects are summary ones. At@xtreme, if the analysis
does not do any summarization, the extended domain operssesly as the original
domain. In the presence of summarization, the extended ilgraduces safe answers,
with minimal loss of precision.

The program in Fig. 1(a) multiplies am x n) sparse matrix stored in theom-
pressed sparse row (CSR)rmat [13] by a vectorr of sizen. In the CSRformat, a
sparse matrix is represented using three arrays:

— the arrayu, of sizennz, stores the matrix elements row by rowr(z is the number
of non-zero elements in the matrix);

— the arrayja, of sizennz, stores the column indices for the elements;ithus,CSR
format imposes the constraigit< ja[-] < n on each element of the arrgy;

— the arrayia, of sizen + 1, stores the offsets to the beginning of each row in the
arraysa andja; thus,CSRformat imposes the constraitt< ia[-] < nnz on each
element of the arraju.

Note that, if the matrix is properly represented@$Rformat, both array acceses on
line 5 (shown in bold) will never be out of bounds. Yet, mossérg analyses are not
able to verify this property because array indiéesnd; are computed through the use
of indirectionarrays,ia andja.

We used the summarizing extension of the polyhedral nundwinain [2, 6] to
verify that both array accesses in line 5 are, indeed, alwalsunds, if the constraints
imposed byCSRformat hold initially. We used tweummarydimensions to represent
all elements of the array& andja, respectively. Such summarization allowed us to



represent the abstract numeric states of the program am&ndional polyhedra. It
follows directly from the constraints shown in Fig. 1(c) tllae values of both indices
j andk at line 5 are within the bounds of the corresponding arrays.

The contributions this paper makes are

— The extended numeric domains constructed using our tealrsgpport arbitrary
summarization, which makes them suitable for a wide rangelieht analyses:
on the one hand, the analysis could be as simple as sumnggtiiwn/alues of all
elements of an array; on the other hand, it could be as indakgeusing canonical
abstraction for summarization (which would allow multiptsynamically changing
segments of an array to be summarized separately—see yect. 7

— The requirements that we place on the numeric domain to lemdgt are minimal:
a safe implementation of four operations must be providettaBse of this flexi-
bility, the numeric domain that is most suitable for a problean be employed by
a client analysis.

— When coupled with a suitable client, such as TVLA, our exeshdumeric domains
are able to operate on unbounded collections of numerictije

— For large fixed-size collections of numeric objects, oueexied numeric domains
allow trading some precision for analysis efficiency (imtsrof both memory usage
and running time).

As will be illustrated in Ex. 1, what looks like a natural appch to performing opera-
tions over values in an extended numeric domain is actuakpund. The formalization
of a sound approach is the major technical contribution isf plaper.

The remainder of the paper is organized as follows: Sects@udses concrete se-
mantics. Sect. 3 introduces the concept of reducing dimeatity via summarization.
Sect. 4 describes what is involved in extending a standamenic domain (i.e., as long
as it meets certain assumptions about various primitiveatjpms). Sect. 5 describes
how to perform safe computations on values of extended ngdemains. Sect. 6 dis-
cusses related work. Sect. 7 sketches the application®fahhnique to a situation in
which multiple, dynamically changing segments of an arr@sammarized separately.

2 Concrete Semantics

Our goal is to perform static analysis of systems in whichrthber of numeric objects
(i) may change as the system operates, and (ii) cannot belbdwtatically. A concrete
numeric state of the system, denot&d is an assignment of a value to each numeric
object. In each particular state the number of numeric abjiscfinite, and will be de-
noted asV'S*, or N whenS! is clear from context. We denote the set of objects in state
St by ObjSn = {v1,...,un}. Following the traditional numeric analysis approach, we
associate each numeric object with a dimension aVadimensional space, and encode
a concrete numeric state of the system asVadimensional point. We use a function
dimS" Objsh — {1, ..., N} to map numeric objects to corresponding dimensions.

LetV denote a set of possible numeric values (such asQ). Because the number
of numeric objects, and hence the number of dimensions, tibownded a priori, a
concrete numeric state may be a point in a space of arbitfiaite) dimension:

St eVt whereVt = U N
k=1



Given an expressiog(wy, ..., wy ), wherew; € Objsh, we evaluate it at a concrete
numeric state5® as follows: letr[i] denote the-th component of a vectar € VV; we
define h .

le(wr, ..., wi)]5 (S%) = e(SHdim™ (wy)], ..., S¥[dim™" (wy,)]).

To each program point we attach a set of concrete sfates V+. We define the
program'’s concrete collecting semantics using the foll@aransformers:

— Numeric testsfilter the set of concrete states:
[e(wi, ..., wy,)?]5(D%) = {S* € D*: [e(wy, ..., wy,)]5(S?) = true}

— Assignmentschange the value of a single numeric object (in each constate):

[vi — e(wy, ..., wi)]y(D?) =

0b;5" = 0bi%*, dimS" = dim>’

= 5%:35% € DU st | §5[dimS (v;)] = [e(ws, ..., wx)]5(S9),
SH[j] = S4[j] for j # dim® (v;)

— Union collects the sets at control flow merge points.

Determining the exact sets of concrete states at each pnogoint is, in general,
undecidable. The goal of static analysis is to collect ahgaogram point an overap-
proximation of the set of concrete states that may ariseetiide use the framework of
abstract interpretation to formalize such analyses.

Existing numeric analyses identify overapproximationthefsets of concrete states
that arise at program points using a set representatioc#imabe easily stored and ma-
nipulated in a computer. Such value spaces are callederic domainsThe assump-
tion that existing numeric domains make is that the numbeauoferic objects is fixed
throughout the analysis, thus allowing sets of concretesta be represented as sub-
sets of a space with a fixed number of dimensions.

In the semantics formulated above, however, the concreteenia states arising at
a given program point belong to spaces of possibly differembbers of dimensions.
Therefore, existing numeric domains cannot be used dytdctlthe next section, we
show how a set of points in spaces of different dimensidealitan be abstracted by a
subset of a space with a fixed, smaller number of dimensions.

3 Summarizing Numeric Domains

In this section, we introduce a humeric domain that uses aetutf a space with a
fixed number of dimensions to overapproximate a set of pamtpaces of different
dimensionalities. The idea behind the abstraction is thetesdimensions of the fixed-
dimensional space will represent the values of potentiatipounded collections of
numeric objects, rather than the values of individual otsjeEhe numeric domain is not
able to differentiate between the individual objects thatraembers of such collections,
and preserves only overall properties of the collectiog., éower and upper bounds on
the values of its members.
We call the process of grouping numeric objects into a cttlacsummarization

In this paper, for the sake of simplifying the presentatiwe,assume that each client
analysis that uses one of our summarizing numeric domamesonsible for defining



" (a) (b)
Fig. 2. Abstraction example: (a) concrete numeric state (b) abstraction ofS".
Foum = [v1 /> u1,v2 + ug,v3 = ug,vq = ug] andIlr,,, = {m, T2, 73}

which numeric objects are to be summarized, and which dodies are to be formed.
In the simplest case, as illustrated in the introductiohel@iments of an array may be
summarized by a single dimension. Ultimately, our goal isiplement more compli-
cated summarizations, including canonical abstractiel, [Which would allow parts
of an array to be summarized, and would let the summarizatéstition on array el-
ements change during the course of the analysis; see Sextntofe on combining a
client analysis that uses canonical abstraction with a sarzing numeric domain.

Formally, we assume that the concrete numeric objects pegated intal/ groups,
where M is determined by the client analysis. Some groups may aojiat one nu-
meric object, while others may contain a set of objects ofiarpunbounded size. In
the abstract numeric statg each group is represented by an abstract numeric object.
We denote the set of abstract numeric objectsddy® = {u;,...uyr}. The abstract
objects that represent groups with more than one elemeradiesl summaryobjects.
For describing and justifying our techniques, we will refer(conceptual) mappings
that map numeric objects of a concrete stéfe to the corresponding numeric ob-
jects of an abstract stat& such a mapping is called summarizatiorfunction, e.g.,
Fyum : ObjS" — Obj5.

A summarizing abstract numeric domapresents an abstract numeric stéitas
a subset ofA/-dimensional space, where each dimension corresponds &bstract
numeric object. Functiodim® : Obj® — {1,..., M} maps an abstract object to its
corresponding dimension.

Theabstractionof a concrete numeric state is &fi-dimensional subset constructed
by foldingtogether thesummarizedlimensions. For example, as illustrated in Fig. 2, if
St = (1,2,3,4) € V* and the summarization function is defined as

Foum = [v1 — u1,v2 — U2, V3 > Uz, U4 — Ug]

the abstraction af% is S = {(1,2), (1, 3), (1,4)} C V2. Note that the abstraction loses
the distinction between the values of summarized numejiotdy e.g., under the above
summarization function$ is also an abstraction for the concrete stdtes, 2, 4) and
(1,4,3,2).

Let S% € V¥ be a concrete numeric state, whose abstractigh s VM. Each
pointz € S is constructed by taking aorthogonal projectionr : VN — VM of $%,
such that

z[dim® (u)] = 7(S*)[dim® (u)] = S° [dimst (v)]



whereu € 0bj, v € ObjS" andu = Fyum(v). We denote the set of all such pro-
jections aslir,, . As shown in Fig. 2, given the above summarization functtbs,
setllr,, . contains three projections; projects the dimensions corresponding/io
andvq, o projects the dimensions correspondingutoand v, and s projects the
dimensions corresponding te andwv,.

Formally, given a summarization functidm,,.,,, we say that an abstract stafeC
VM represents concrete staté? (denoted byS? CFsum S) ff:

S D {xe VM. z=r(S" for somer € IIp,,,, }

Sometimes, whelif,,,, is not important for the discussion, we will omit it from the
notation and writeS? C S. It is easy to see that abstract states form an infinite-tieigh
lattice ordered by set inclusion, where thattomelement is the empty set, and floé
and themeetoperations correspond to set union and set intersectispentively.

Given a set of concrete stat® C V*, and an abstract stateC VM, we say that
Dt C Sif S abstracts every element i?, i.e.,S% C S forall S% € DA,

We use existing numeric domains to store and manipulatdimensional subsets
that correspond to abstract states. Numeric domains imgersain restrictions on the
subsets they are able to represent; therefore, it may bessiife to represent an ab-
stract numeric state precisely. In such cases, an overgippation of that abstract state
is represented. For example, the abstract stéte2), (1,3), (1,4)} € V2 cannot be
represented as a polyhedron directly, but can be approgihiat the polyhedron

{zeV?:z[l]=1and2 < z[2] <4}.

Because these sets are conceptually different from thetssteccur in the existing
numeric domain, we need to extend the semantics of the mxistimeric domain in
order to be able to compute safely with the abstract stateheoExtended numeric
domain. In the next section, we describe the operationsalgten numeric domain
must support to be used with our abstraction technique.

4 Extending Numeric Domains

As was pointed out in the introduction, a number of numerimdims have been de-
signed, and undoubtedly more will be proposed in the fuflinese domains target dif-
ferent numeric properties, and exhibit different preatmst tradeoffs. What is com-
mon among all of them is that they use a compact representfdioa subset of a

multidimensional space, and define a number of operaticmisatfow a client analy-

sis to (i) evaluate certain kinds of numeric conditions, éi)dransform an underlying

subset according to the semantics of a program statement.

The assumption that all existing numeric domains make isaghah point within
the represented subset corresponds to a concrete nunsem$the system, and vice
versa. This assumption is relied on when proving the conessg of the implementations
of operations for transforming the set, and for evaluatiogditions. In contrast, in
our abstraction a concrete state correspondsdollactionof points within the subset
represented by a numeric domain, and each individual poititirwthe represented
subset may belong to the abstractiomufltiple concrete states.

To provide for sound evaluation of conditions and set trarmftions induced by
program statements, the numeric domain needs to be exteritheseveral extra opera-



tions that map between subsets of spaces of different diorgdgy. In this section, we
give a detailed description of these operations, and shawthey can be implemented
for several existing numeric domains.

4.1 Standard semantics of a numeric domain

Let us define the standandterfaceof a numeric domain. The operations that the nu-
meric domain exposes are abstract state transformers #uaipoiate subsets aV-
dimensional space. As mentioned above, the semantics sfdteetransformers is de-
fined under the assumption that each concrete numeric statesponds to a single
point within the abstract state and vice versa.

Let d; denote the-th dimension ofVY. Let formulae(ws, ..., wy), wherew; €
{d1,...,dn}, denote either a numeric condition or a numeric computatidgawill use
the following notation to denote the standard numeric donogierations

— Numeric tests:[e(ws, ..., wg) ] sta

— Assignments:[d; — e(w1, ..., wk)] std
— Join: Ugy

— Widening operator: V44

The detailed definitions of the abstract state transformanse found in the corre-
sponding papers [7,15,4,11,5, 2,10].

The operations defined below insert and remove arbitranedsions of the mul-
tidimensional space. After each such operation, dimessidth indices above that of
the inserted or removed dimension have to be renumberecbmewhat simplify the
presentation by avoiding recomputation of dimension iegliwithin the operation def-
initions, we introduce a functiof)’ that maps the dimensions of the original space to
the corresponding dimensions of the resulting space dfeej-th dimension has been
removed (used by operatiofidd anddrop). Similarly, we introduce a dimension map-
ping[-]” for inserting the new dimension(used by operationsxpandandadd).

k=1 ifk> o
=<k ifk<§' k//_{k-f—l Ika]
undefined ifk = j k if k< j

4.2 Thefold operation

Thefold operation formalizes the concept of folding dimensiongtbgr. LetS € VV,
Thefold, ; transformsS into a subset oV~ ~! by folding dimensionj into dimension
i. For an arbitrary subset 8", fold, ; is defined as follows:

o5 {rev e [

If multiple dimensions need to be folded together, we cartsthe corresponding trans-
formation by composing severtald operations.

Note that thdold operation as defined above is not closed in most existing iame
domains. For example, consider a two-dimensional polytredr

P={zeV?:1<z[l] <3and7 < z[2] <12}



Clearly,fold; ,(P) = {z € V: (1 <z <3)V (7 <z < 12)} is not a polyhedron. For
such domains, we defirjéold, ;]s.q(S) to be an overapproximation of the deld, ; (S)
that is representable in that domain, e.g., for polyhedeahain, [fold, ,]s:a(P) =
{reV:1<z <12}

4.3 Theexpand operation

The expandoperation is essentially the opposite of floéd operation. Lets € VV,
Theexpand ; transformsS into a subset o7V +1 by creating an exact copy of thieh
dimension and inserting it as a new dimensjorFor an arbitrary subset 6f", the
expand ; operation is defined as follows:

expand ;(S) = {:c e VN*L. 3y 2 € Ssit. A kaE b, :[ L j[ / ]::Z[Z][ k]| ]}

For instance, for the example from Sectepand ;({(1,2), (1,3), (1,4)}) is equal to
{(1,2,2),(1,2,3),(1,2,4), (1,3,2),(1,3,3),(1,3,4), (1,4,2), (1,4, 3), (1,4,4)}.
More complex expansions can be constructed by composirga@xpand ; opera-
tions. ‘

LetS C V. Note that thexpand ; (S) constructs thenaximalsubsets’ C VN+1,
such thatfold; ;(S’) is S. In fact, fold andexpand‘orm a Galois insertion:

expand ; ofold; ;(S) 2 S and fold, ; o expand ;(S) = S

Unlike fold, the expandoperation is closed on all of the existing numeric domains
we have experimented with so far, and is likely to be closedfty numeric domain.
Our conviction is based on the fact that the values alongitiedimension of the
original subset are precisely represented by the numernaito Therefore, the values
along the newly introduceg-th dimension can also be precisely represented in that
domain.

4.4 Theadd and drop operations

The add anddrop are two auxiliary operations that add new dimensions ancvem
specified dimensions from a multidimensional space.4.&t VV. Theadd;(S) em-
bedsS into VN1 after inserting a new dimensio, into V.

add;(S) = {z € VN : 3y € Ssit.a[j] € VandVk|[z[k"] = y[k]] }

Thedrop; (S) computes the projection ¢f ontoVY~1, removing the dimensiof,
from V¥,

drop; (S {erN 1 EyeSsth#J[[ ]=y[k]]}

Theadd; operation is closed in all numeric domains and can be impfeeaepre-
cisely. Thedrop; operation is closed in the numeric domains that we have éxpeted
with; furthermore, we were able to design precise implemagons of [drop;[s:q for
those domains. Thus, for the sake of the minimality argusgiven in Sect. 5, we as-
sume that the numeric domain to be extended must furnishcésprinplementation of
thedrop operation.



4.5 Implementation examples

In this section, we show how to implement the above operatfonseveral existing
numeric domains. For this discussion we have chosen numenmains that use a di-
verse set of representations: the non-relatiomigrval domain [7, 15], the fully rela-
tional polyhedraldomain [2, 6], and a family ofveakly-relationadomains constructed
in[12].

In the interval domain, the subset of a multidimensional space is repreddmy
maintaining upper and lower bounds for values along eactedgion, i.e., anV-
dimensional subset is represented by an orderefl 8BtV intervals. TheJadd; ], (1)
operation is defined by inserting internjaloo, oo] as the newj-th interval intol. The
[drop;]n: (1) operation removes thgth interval from/. The operatiorexpand ; is
defined as follows:

[expand ;[in: (1) = J where J[j] = I[i] and Vk[J[k"] = I[k]]

Thefold, ; operation is not closed on the interval domain, hence we elfffiid; ;i (1)
to overapproximate the resulting set as follows:

[fold; ;]int(I) = J where J[i'] = I[i] Uin; I[j] and Vk # i, j[J[k'] = I[K]]

In thepolyhedraldomain, the subset of the multidimensional space is reptedas
an intersection of a finite set of linear constraints, i.g.alpolyhedron. Most polyhedral
libraries, such as Parma [1], provide routines for addindj@moving dimensions. The
operationadd;] .1, and[drop; ] ..., may be implemented by direct invocation of those
routines. A little extra care may be necessary to maintagpttoper numbering of the
dimensions. Also, note that the operatiitop; .., directly corresponds t&ourier-
Motzkin eliminatiori3] of dimensionj.

The [expand ;] 01, () operations is implemented by augmenting the set of con-
straints that represer: for each linear constraint involving dimensionwe add a
similar constraint with dimensiop substituted for dimension(and all constraints are
remapped according tg]’). The fold; ; operation is not closed for polyhedra, there-
fore we defingffold; ;] 01, (P) to compute an overapproximation of the getd; ;(P)
as follows:

[[f0|di,j]]poly(P) = [[drOpj]]poly(P Upoly [di — dj]]poly(P))

In weakly-relationadomains, a subset & is represented by a set of constraints
of the formd; — d; € C, whered; andd; refer to the dimensiongandi, respectively.
C'is an element of a non-relationadsenumeric domain, such as the interval domain.
A weakly-relational domain maintains an x N matrixm, where each element;; €
C encodes a constraiat — d; € m;;. A closureoperation[-]* that propagates the
constraints through the matrix is defined. For more detsds,[12].

The[add;]., operation is implemented by inserting tji¢h row andj-th column
into the matrixm. The elements of the inserted row and column are initializethe
T element of the corresponding non-relational base domdia [drop;].., operation
is implemented by removing thgeth row andj-th column from theclosedmatrix m*.



The operatiorfexpand ;.. is implemented by inserting copies of tieh row and
i-th column into matrixm* as the (new)j-th row andj-th column, respectively; the
elementsn;;, m;;, andm;; are set tol. The operatiorffold, .].., is implemented by
usingm* and recomputing the elements of itsh row andi-th column by taking the
join of their value with the value of the corresponding elersen thej-th row andj-th
column. The[drop; ], operation is applied to the resulting matrix.

5 Abstract Semantics

In existing numeric domains, each point in the abstracestatresponds to a unique
concrete state. Therefore, each point in the abstract steitains enough information
to compute how the corresponding concrete state is tramsftdy consequently it can
be transformed independently of other points in the abss@ace. Hence, using appro-
priate finite representations for subsets of N-dimensispake (e.g., polyhedra), the
abstract state transformer can be defined as an operatibis thpplied to all points
in the subset simultaneously (e.g., a linear transformytalpce the resulting abstract
state.

In our case, there is no such correspondence between thest®states and indi-
vidual points in the abstract state. Instead, each constate corresponds, in general,
to a subset of the abstract state, and each point in the aebstage belongs to the ab-
stractions of a (possibly infinite) set of concrete statesnd¢, the points within the
abstract state cannot be used independently when applyragsformation. However,
we will now show that by making appropriate callsagpandandfold, it is possible
to use existing numeric domains to compute the results asfeamations safely and
precisely.

In general, a transformation consists of two steps. Fistehch point in the ab-
stract state we compute the values to which the transfoom&tirmula evaluates in the
concrete states corresponding to this point. Second, dhewalues computed in the
first step, we update each point. Ordinarily, the standamhseics of a numeric domain
is able to combine the two steps, because each point in thimeabstate corresponds
to a single concrete state and vice versa, i.e., (i) a tramsfion formula evaluates to
a single value for each point in the abstract state, (ii) gaht in the original abstract
state corresponds to a single point in the transformedadistate.

In our situation, each point within the abstract state gpoads to therojectionsof
one or more concrete states, rather than to a single corstegte and may not contain
all the values necessary to evaluate the transformationutar. Therefore, applying the
standard semantics of the numeric domain may producesoundesult. We illustrate
this situation with the following example.

Example 1.Consider a concrete stag with four numeric objects:, 31, y2, andys.
Let S% = (1,2,3,4). Consider an abstractiofi in which y;,v2, andys are folded
into a summary numeric objeet S = {(1,2),(1,3),(1,4)}. Let the transforma-
tion formula bex < y,. Evaluating this formula by binding, to the summary di-
mension corresponding tg and treating each point it$' independently, results in
S = {(2,2),(3,3), (4,4)}. Now, applying the transformation t6 yields a concrete
numeric staté3, 2, 3, 4) whose abstractiofi(3, 2), (3, 3), (3,4)} is clearly not a subset
of 5.

Intuitively, the problem occurs because for a given paiim S, we failed to com-
pute the set adill values to which the transformation formula evaluates irccete states



that haver as a projection. Hence, to be able to treat the points witiérabstract state
independently, we need to overcome the following problems:

— The evaluation problem.For each pointin the abstract st&tgwe need to compute
the set of all values to which the transformation formuldeates, across all of the
concrete state§* C S whose abstraction includes that point. The problem is that
to compute these values we may need information from othetpavithin the
abstract state.

— The update problem.Given the above set of values for a particular point in the
abstract state, we need to define how to update that pointpiidiem is that the
point needs to be updated differently for each value in theTdeerefore, a single
point in the initial abstract state may produce a potentialfinite number of points
within the transformed abstract state.

Example 2.Assume the same situation as in Ex. 1. Concrete numerictofjes rep-
resented by a summary numeric object in the abstract domaéarefore, for each point
in S, the values thag, can take on ar¢2, 3,4}. Transforming each point according to
each value of2, we get the transformed abstract state= {(«, 8) : o, 5 = 2,3, or4}.
Itis easy to see thal’ abstracts all possible concrete states that may arise aslaoé
the transformation of concrete states abstractef.by

In the following discussion, we will often refer to concrstates whose abstraction
includes a particular point within the abstract state. Wepitiuce a concise notation to
simplify the presentation: suppose thfatC V™ is an abstract state; letbe a point
in S, and letS% C S be a concrete state whose abstraction contaiide denote this
relationship ass® C,, S.

5.1 General overview of the approach

Let e(wy, ..., wx) be a numeric formula, where eaeh denotes a concrete numeric
object. Each concrete numeric objegtin the formula corresponds to either a summary
or non-summary abstract numeric object. Without loss ofegality, we assume that
first k of thew;’s, where0 < k < k, correspond to summary numeric objects.

Let S € VM be an abstract numeric state, andildde a point inS. We denote the
set of values that(w;, ..., wy) evaluates to in all concrete numeric stafés_, S as

Values: (z) = {[e(wr, ey wi)]5(S%) 1 ST C, S

Given a test(wy, ..., wg)?, or an assignment; « e(ws, ..., wy ), we transform an
abstract numeric statg in three steps:

— Preparation step.First, we construct a set. C VM** which allows us to com-
pute the seValuesS (z) for each pointr € S by using the standard semantics
associated with the numeric domain. We constrbictby creating exact copies
of the dimensions of that correspond to the summary abstract numeric objects
Foum(w1), ..., Fsum(wy,). The detailed description of this construction is given in
Sect. 5.2.

— Transformation step.Next, we use the standard semantics of the numeric domain
to perform the transformation of.. Certain care is necessary to handle the as-
signments to summary numeric objects, because these slgjsct represent the
concrete numeric objects whose value is not changed by gigrasent. For such



assignments, we introduce an extra dimension to capturestivevalues that are as-
signed to the numeric object, and then combine the new valitbghe old values
by folding this extra dimension into the dimension that esponds to the object.
The details are covered in Sects. 5.3, 5.4, and 5.5.

— Clean-up stepFinally, we remove front, the dimensionsintroduced in the prepa-
ration step to produce ai/-dimensional subset that corresponds to the updated
abstract statey’.

Because the clean-up step returns us to a situation in wiiich, defines a map-
ping from concrete states " to abstract states (subsets¥t!), the standard nu-
meric domain join operation,l;;4, can be used to combine numeric states at control
flow merge points. The standard semantics of a widening t@era,, 4, is safe with
respect to the abstraction. Thus, for brevity, we will natatdiss widening in this paper.

5.2 Evaluation of numeric formulas

Let S € VM pe an abstract state, and tgtv,, ..., wy,) be a numeric formula. We will
show how to construct the sét, so that it is possible to computéalues? (x) for all
x € S by applying standard numeric domain operation§to

LetS* C S. The valu€fe(wy, ..., wy)]; (S7) is completely determined by the values
that thew;’s have inS%. Thus, to be able to use the standard semantics of the numeric
domain, we will extendS by addingk extra dimensions, and put all combinations of
valuesw;’s have inS% C, S into the new dimensions for eaghe S,

_ ek x=(yll],...,ylM]) €S, S°C, S, and
S = {y eV y[M + j] = S*dim®" (w;)] for j = {1, ...k}

Now we can computé alues? () for all pointsz € S in parallel by evaluating
the formulae(das41, -.., dp+x) On Se using the standard semantics of the + k)-
dimensional numeric domain.

We can simplify the sef. somewhat. Let: € S. It follows from the abstraction
that if F,,» (w;) is @ non-summary abstract numeric object, then fosalc,, S,

SE[dim®" (w;)] = w[dim (Fuym (w;))]

Therefore, we do not need to create extra dimensionssfahat correspond to non-
summary abstract objects (i.¢.> k). The simplified definition of5,, is

o _dyeyMrh, T= (y[1],...,y[M])) € S, S*C, Sand
A YIM + j] = SE[dimS" (w;)] for j € {1, ..., k}

This definition of S, allows us to compute the s&talues? (z) for all pointsz € S
by evaluating the formula(das+1, ..., d ;. ddirTS(Fsum(wml)), oy AdimS (Fuym (wr)))
on S, using the standard semantics of (i + £)-dimensional numeric domain. For

brevity, we will refer to the above formula @aéd) in the remainder of the paper.

The dimensiond/ + j of S, wherej € {1, ..., l?:}, are constructed by creating exact
copies of dimensiongim? (Fy,,(w;)). We use a composition @xpandoperations,



denotedexpand, to construct them:

Se = [expand]sta(S)
= [expand,,.s s, (w; ). ailsta © 0 [€XPANGG s () ar 41D ()

After the transformation is applied to the et we need to project the transformed
setS’, back intoM-dimensional space. We define the operatimop, as a composition
of drop operations to remove the dimensiahg. 1, ..., dyriioo

S" = [drop,]sta(Se) = [dropyy1]sea o . o [dropy,, ;1sta(Se)
5.3 Numeric tests

LetS € VM be an abstract state and ¢t ..., wy ) be a numeric condition. We want
to construct the most-precise abstract sfltesuch that for any concrete sta§é = S

in which e(w, ..., wy,) holds,$ T 5. Let ObjS" = ObjS anddim® = dim*S. We
define the abstract transformer as follows:

S = [e(wr, ..., w)?)(S) = {z : z € S andtrue € Valuesf(x)}

= [drop,[sta o [e(d)?]sta o [expand]sta(S)

We argue that the above transformation is sound.4%T S be an arbitrary con-
crete numeric state such that the conditi¢m, ..., wy) holds inS%. By the definition
of setValues? (), it follows thattrue € ValuesS (x) for all pointsz in the abstrac-
tion of S%. Hence, by the definition of the transformation, the entirsteaction ofS® is
in S’. Therefore S% C S’. The equality on the second line of the definition is justified
by the discussion of how to compute $&tlues? (z) in Sect. 5.2.

Also, we argue that the result of the transformation is malim the sense that no
points can be excluded froi$f. Note that, by construction, for all poinis € S’, the
setValues? (z) contains the valuérue. Hence there exists at least one concrete state
S% C S in which the condition holds and whose abstraction contains

5.4 Assignments to non-summary objects

Let S € VM be an abstract state and gt e(wy, ..., wy,) be an assignment, such
that F..., (v;) is a non-summary abstract object. We want to construct tre precise
abstract staté’ € VM, such that for any concrete staté C S,

[vi — e(wy, ..., wx)]y(S*) T S’

LetObj5" = ObjS anddim®" = dim*. Also letm = dim (Fyum(v;)). We define the
abstract transformer as follows:

S = v — e(wr, ..., wi)](S)
={y: 3z € Ss.t.y[m] € Values? (z) andy[j] = z[j] for j # m }

= [drop,]sta © [dm < e(d)]sta © [€xpand]sq(S)

Let us show that this transformation is sound. 196t C*s«» S be an arbitrary
concrete numeric state, such tfatws, ..., wy)];(S%) = «. We denote the concrete



state, to whichS" is transformed as the result of the assignmentShywhere:

5% = [v; — e(wr, ..., wx)](S?)

Both S% and S% are points inV-dimensional space. By the definition of the concrete
semanticsS% and 5% are equal component-wise, except for componenthich is
equal to in S%. Let us pick an arbitrary projection € IIr,, . Letz = 7(S%)
andz = w(S‘h). SinceFy,m, (v;) is @ non-summary abstract numeric object, theh
component oft is equal toa, whereas other components are equal to corresponding
components of. Now, sincez € S anda € Values? (z), it follows by construction
thatz € S’. Therefore 5 CF=wm §’. The equality on the third line of the definition is
justified by the discussion of how to compute Betlues? () in Sect. 5.2.

Also, the transformation is minimal in the sense that fomgymintz’ € S’, there
exists a concrete staf#¥ = S, such that’ is in the abstraction of a concrete state
where .

5% = [u; — e(wr, ...,wk)]]u(Su)

By construction, the point’ is in .S’ if there exists a point € S, which is equal tar’
component-wise with the exception of compongiit.], whose value is itV alues? ().
By definition of the se¥ alues? (z), there exists a concrete stafé C S, such that its
abstraction contains point and [e(w, ..., wx)];(S%) = 2'[m]. Then, from the con-
crete semantics and the abstraction mechanism, it follbats:t is in the abstraction of
concrete staté’”.

5.5 Assignments to summary objects

LetS € VM be an abstract state and lgt— e(wy, ..., w,) be an assignment, such that
Fqum (v;) is @ summary abstract object. We want to construct the mesig® abstract
stateS’ € VM, such that for any concrete staié C S,

[vi — e(wr, ..., wg)]3(S%) C S’

Let Ob;S" = ObjS anddim®" = dimS. Also letm = dim® (Fyum(v;)). We define the
abstract transformer as follows:

S" = [v; « e(wr, ..., wi)](S)
={y: 3z € Ss.t.ylm] € Values? (z) U{z[m]} andy[j] = z[j] for j #m }

2 [drop,]sta o [fold, 4 lsta © [dn < e(d)]sta © [adda, ]sta o [expand]sia(S)

The soundness and minimality arguments are the same as$ethe5.4. The only
difference is that the abstract objeet,.... (v;) corresponds to a collection of concrete
numeric objects, only one of which is updated. Hence, fohgaaintz € S, the com-
ponentx[m] may preserve its old value. Note, thatn the third line of the equation is
due to the implementatioffold]s;4, which computes an overapproximationfofd in
most numeric domains.

6 Related Work

The introduction already mentioned several numeric dom#iat have been investi-
gated, includingon-relational domainssuch as intervals [7, 15] and congruences [5];



(1) for(i =0; i <n; i++) { )

(2) for(j =0; j <i; j++) u U Uy Uy Ug
(3) if(A[j] > Ali]) break; )

(4) t = Ali];

(5) for(k =i; k >j; k--) up < Ug

(6) ALk] = Alk-1]; ug < ug

(7) Aljl =t ug < Ug

(8) } (@ (©)

Fig. 3. Insertion sort: (a) code for insertion sort; (b) array pgatiing: abstract objects
u,; represent array segments; (c) invariants captured by thiesal state at line 4.

weakly relational domainssuch as difference constraints [4] and octagons [11]; and
relational domainssuch as polyhedra [2, 6] and trapezoidal congruencesl|i@]! of
this work, the assumption is made that there are a fixed nuoftrarmeric objects to
track, where the number is known in advance. In contrastwauk provides techniques
for performing static analysis in the presence of an unbedmaimber of concrete nu-
meric objects (which are then collapsed into some humbeumisary objects).
Yavuz-Kahveci and Bultan present an algorithm for shapdyaisain which nu-
meric information is attached to summary nodes; the infdioneon a summary node
u of a shape-grapl bounds the number of concrete nodes that are mappedrton
any concrete memory configuration thiairepresents [17]. This represents a different
approach to combining a collection of numeric quantitiesrfrthe one pursued in our
work: in [17], each combined object contributes 1 tswanthat labels the summary
object; in our approach, when objects are combined togdtieeffect is to create set
of values.

7 Future Work

In this section, we sketch how the techniques developedeipéper could be applied
in a situation in which multiple, dynamically changing segts of an array are sum-
marized separately.

The goal would be to use static analysis to prove the coresstof an array-sorting
program, such as the insertion-sort program shown in Fig). 3(he idea would be to
use summary numeric objects to represent segments of thg &ig. 3(b) depicts a
situation that occurs during the execution of insertiort.sbinis would be represented
using three summary numeric objects; us, andus. As the sort progresses;, us,
and us must be associated with different segments of the arraytherovords, the
dimensionalities of the spaces that they represent havaryo v

To actually carry this out in a static-analysis algorithhe main difficulty would be
to find which dimensions/segments to merge, and when to @tigipattern of merging
during the course of the analysis. Fortunately, this is esisid by canonical abstraction
[14]. The verification of sorting algorithms by means of shapalysis (using the TVLA
system [9]) was described in [8]. However, TVLA does not jide\a facility to describe
numeric values directly; thus, in [8] it was necessary toadtice a “work-around”—an
artificial binary predicatele (for “data less-than or equal”), to record whether the value
of one element is less than or equal to the value of anotherezie

The work presented in this paper would allow such problentset@ddressed in a
more straightforward manner: the numeric manipulationsleide handled by the oper-



ations described in Sect. 5, and TVLA's normal mechanismsdmmarizing elements,
based on canonical abstraction, and unsummarizing elsnf€Wt. A's “focus” opera-
tion) would drive how the summarization partition on arrdgreents would change
during the course of the analysis.

Some additional issues arise in supporting the operatibnewanddelete which
introduce and remove numeric objects, respectively. Hayethe mechanisms that
have been presented provide all the machinery that is reduifor instance, the ab-
stract semantics for theewoperation is toadd a new dimension to an abstract state
initialized to a range of possible initial values. If theesit analysis indicates that the
added object is to be summarized by one of the existing alistbgects, the new dimen-
sion is therfoldedinto the corresponding existing dimensi@eletinga hon-summary
numeric objectiropsthe corresponding dimension from the abstract state.

Space limitation precludes giving a full treatment of themaéning issues involved
in using summarizing abstract numeric domains in conjamctiith canonical abstrac-
tion.
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