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tInformally, a 
ommuni
ation proto
ol is sender k-anonymous if it 
an guarantee that anadversary, trying to determine the sender of a parti
ular message, 
an only narrow down itssear
h to a set of k suspe
ts. Re
eiver k-anonymity pla
es a similar guarantee on the re
eiver:an atta
ker, by simply looking at the 
ommuni
ation patterns, 
annot determine the intendedre
ipient of a message with probability greater than 1=k. In this paper we introdu
e the notionsof sender and re
eiver k-anonymity and 
onsider their appli
ations. We show that there existsimple and eÆ
ient proto
ols whi
h are k-anonymous for both the sender and the re
eiver in amodel where a polynomial time adversary 
an see all traÆ
 in the network and 
an 
ontrol up toa 
onstant fra
tion of the parti
ipants. Our proto
ol is provably se
ure, pra
ti
al, and does notrequire the existen
e of trusted third parties. This stands in 
ontrast to the fully anonymous
ase, where all provably se
ure proto
ols in su
h a strong adversarial model are prohibitivelyineÆ
ient.1 Introdu
tionAnonymous or untra
eable 
ommuni
ation has been studied extensively in the s
ienti�
 literature(e.g. [3, 4, 16, 19℄). The problem is keeping se
ret who 
ommuni
ates with whom, as in the 
aseof letters from a se
ret admirer. The adversary, trying to determine the sender or re
ipient of amessage, is allowed to see all the 
ommuni
ations in the network (so a proto
ol for anonymous
ommuni
ation lets Bob send a se
ret love letter to the network administrator herself). If used inpra
ti
e, anonymous 
ommuni
ation would have many important appli
ations, su
h as guaranteeinganonymous 
rime tip hotlines or allowing \whistle blowers" inside 
orrupt organizations to leakse
rets to the press.The goal is usually to guarantee full anonymity: an adversary looking at the 
ommuni
ationpatterns should not learn anything about the origin or destination of a parti
ular message. To gaineÆ
ien
y we 
on
entrate on a weaker goal, k-anonymity: the adversary is able to learn somethingabout the origin or destination of a parti
ular message, but 
annot narrow down its sear
h to a setof less than k parti
ipants. In other words, k-anonymity guarantees that in a network with n honestparti
ipants, the adversary is not able to guess the sender or re
ipient of a parti
ular message withprobability non-negligibly greater than 1=k, where k is a 
onstant smaller than, but otherwise notrelated to n. We show that, in our adversarial model, there exists a k-anonymous 
ommuni
ationproto
ol that is far simpler and more eÆ
ient than any known fully anonymous 
ommuni
ationproto
ol.We stress that k-anonymity is suÆ
ient for a variety of appli
ations. In the United States legalsystem, for example, 2-anonymity would be enough to 
ast \reasonable doubt," thus invalidating1



a 
riminal 
harge, while 3-anonymity would be enough to invalidate a 
ivil 
harge (in the absen
eof other eviden
e). This is espe
ially relevant after a federal judge in the United States orderedVerizon Communi
ations (a large ISP) to dis
lose the identity of an alleged peer-to-peer musi
pirate | a legal de
ision that 
ould make it easier for the musi
 industry to 
ra
k down on �leswapping. If the parti
ipants in the peer-to-peer network were 
ommuni
ating k-anonymously, themusi
 industry 
ould not prose
ute individuals in this manner.1 k-anonymity is also enough for theprote
tion of priva
y in every day transa
tions, as it e�e
tively breaks data pro�ling te
hniques.2The proto
ol presented in this paper is extremely eÆ
ient and provably se
ure in a strongadversarial model: we assume that the adversary 
an see all the 
ommuni
ations between theparti
ipants and 
an in fa
t own a signi�
ant (smaller than 1=2) fra
tion of the parti
ipants.Parti
ipants owned by the adversary 
an a
t arbitrarily and attempt to ruin the 
ommuni
ationsproto
ol in any possible way | i.e., the adversary not only tries to determine the sender or re
ipientof parti
ular messages, but also tries to render the anonymous 
ommuni
ation proto
ol useless. Asa te
hni
al remark, we assume the adversary is 
omputationally bounded (polynomial time) andnon-adaptive (in the sense that the adversary must 
hoose whi
h parti
ipants to 
orrupt before theexe
ution of the proto
ol).We assume that the network is not adversarially unreliable: messages between 
ommuni
atingparties are always delivered.3 This assumption is mostly for simpli
ity, and we stress that ourproto
ol 
an be used on top of s
hemes that guarantee reliable 
ommuni
ation in an adversariallyunreliable setting (e.g. [7℄) at the expense of eÆ
ien
y.Related WorkFor the most part, the study of anonymous 
ommuni
ation has fo
used on eÆ
ien
y rather thanon provable se
urity, and many of the 
urrent systems fail when 
onfronted by suÆ
iently powerfuladversaries [20℄. Our proto
ol is provably se
ure in a strong adversarial model, and a
hieves eÆ-
ien
y by providing a weaker guarantee than the usual one. It is important to mention that, whilek-anonymity is suÆ
ient in many settings, there are 
ases where full anonymity is is required (e.g.ransom notes).Below we des
ribe a few of the most in
uential solutions to the anonymous 
ommuni
ationproblem and 
ompare them to our proposal.4DC-Nets [3, 19℄. DC-Nets is an anonymous broad
ast proto
ol that bases its anonymity onthe strength of a se
ure multiparty sum 
omputation. In this fashion, it is one of the few systemsthat provides provable se
urity in the absen
e of trusted parties. Although the original system byChaum [3℄ was sus
eptible to 
ertain atta
ks, a later variant by Waidner [19℄ provides an elabo-rate system of traps and 
ommitments that guarantees robustness and anonymity. However, thepoor s
alability of DC-Nets makes it unsuitable for medium or large-s
ale use. In parti
ular, ina network of n users, DC-Nets in
urs a 
ost of 
(n2) proto
ol messages per anonymous messagein every 
ase. Our proto
ol is similar to DC-Nets, but with a mu
h simpler and eÆ
ient methodof guaranteeing robustness, better s
aling properties, and the possibility to amortize message 
om-1Though anonymous 
ommuni
ation has negative appli
ations su
h as the distribution of 
opyrighted material,the study of anonymous 
ommuni
ation is always a worthwhile endeavor, as it is better to know what 
an be doneand a
t a

ordingly than to not know and wait for unethi
al individuals to dis
over the results themselves.2The 
on
ept of k-anonymity in fa
t 
omes from the priva
y literature [18℄.3As long as the network is not adversarially unreliable, proto
ols su
h as TCP suÆ
e to provide reliable delivery.4This se
tion is only meant to provide a sample of the previous work so as to put our proposal in 
ontext; it isnot meant to provide a 
omplete des
ription of the literature. See [9℄ for a more thorough listing.2



plexity over several anonymous messages. Our adversarial model is similar to that assumed in theDC-Nets literature ex
ept that we restri
t the adversary to run in polynomial time.Mix-Nets [4℄ and Onion Routing. Mix-Nets, introdu
ed by David Chaum in 1981, wasone of the �rst 
on
epts for anonymizing 
ommuni
ation. The idea is that a trusted \Mix" shuf-
es messages and routes them, thus 
onfusing traÆ
 analysis. Chaining Mixes together to forma path, 
ombined with Mix-to-Mix (Onion Routing) and end-to-end en
ryption, o�ers a form ofprovable se
urity against a 
ompletely passive adversary [4℄. Mix-Nets requires the existen
e ofsemi-trusted nodes: se
urity is guaranteed as long as one Mix (out of a small 
onstant number ofthem) is honest.In all of the Mix-Nets proposals, an a
tive adversary who parti
ipates in the system is ableto degrade the anonymity of sele
ted messages and users with non-negligible probability [14℄, andalso degrade eÆ
ien
y through ex
essive, anonymous usage of its 
apabilities [12℄ and sele
tive,undete
table non-parti
ipation [20℄.Compared toMix-Nets proto
ols, our solution in
urs fewer network laten
ies, requires no spe-
ial trusted nodes, and is provably se
ure against non-parti
ipating a
tive adversaries.Crowds [16℄. Similar to Mix-Nets, Crowds provides paths to disguise the originator of amessage. UnlikeMix-Nets, however, paths in Crowds are determined randomly by the ma
hinesthrough whi
h a message passes. Crowds provides sender probable inno
en
e against an adversarywho 
ontrols a 
ertain fra
tion of the parti
ipants (a proto
ol provides sender probable inno
en
e ifthe re
eiver 
annot identify the sender with probability greater than 1=2). However, Crowds pro-vides no prote
tion against a global eavesdropper. k-anonymity 
an be seen as a further re�nementof probable inno
en
e and in parti
ular, our proto
ol for the 
ase of 2-anonymity is 
ompetitivewith Crowds in terms of round 
omplexity, slightly worse in 
ommuni
ation 
omplexity and in
ursmu
h heavier 
omputational 
osts, while providing provable se
urity in a stronger adversarial model.CliqueNet [17℄. CliqueNet 
ombines small DC-Nets with a routing layer to mitigate the prob-lems of DC-Nets s
alability while also preserving some of its anonymity guarantees. CliqueNethas the undesirable feature, however, that an adversary who 
ontrols ` network nodes 
an 
om-pletely 
ompromise the anonymity of `� 1 other nodes of his 
hoi
e. Furthermore, CliqueNet'srouting layer indu
es a high amount of unne
essary network laten
y, and is not se
ure againstnon-parti
ipation, allowing an adversary who 
ontrols a few nodes to partition the network. Ourproto
ol is similar to CliqueNet in that we also divide the network into small DC-Nets-like
omponents, but di�erent in that we provide provable se
urity against strong adversaries.Organization of the PaperSe
tion 2 presents the basi
 
ryptographi
 notions and de�nitions we will need for the paper.Se
tion 3 introdu
es the de�nitions for k-anonymous 
ommuni
ation, Se
tion 4 introdu
es the novelproto
ol that a
hieves k-anonymity for both the sender and the re
eiver, and Se
tion 5 delineateshow to 
onstru
t a 
ommuni
ations network that 
an guarantee k-anonymity. Finally, Se
tion 6
on
ludes with a dis
ussion and some open questions.
3



2 PreliminariesNotationA fun
tion � : N ! [0; 1℄ is said to be negligible if for every 
 > 0, for all suÆ
iently large n,�(n) < 1=n
. Let S be a set, then x  S denotes the a
tion of 
hoosing x uniformly from S. Ukdenotes the set of k-bit strings. We denote the set of integers f1; : : : ; ng by [n℄. We will use Zmto denote the additive group of integers modulo m, and Z�m to denote the multipli
ative group ofintegers modulo m. When we say split x 2 Zm into n random shares s1; : : : ; sn we mean 
hooses1; :::sn�1 uniformly at random from Zm and set sn = x� (s1 + � � �+ sn�1) mod m.The ModelWe assume a network of n parties fP1; : : : ; Png, of whi
h a fra
tion � are 
ontrolled by a non-adaptive polynomial time adversary, who may also monitor the 
ommuni
ations between all parties.Parties under the 
ontrol of the adversary may behave arbitrarily, while the remaining honest partiesare 
onstrained by the proto
ol. We assume that the network is reliable: messages between partiesare always delivered. We also assume the existen
e of a publi
-key infrastru
ture whi
h allowsse
ure authenti
ated 
hannels between all pairs of parties.Pedersen CommitmentsLet p and q be primes su
h that q divides p�1, and let g; h 2 Z�p have order q. (It is easy to see thatboth g and h generate the unique subgroup of order q in Z�p.) The following 
ommitment s
hemeis due to Pedersen [13℄, and is based on the diÆ
ulty of �nding logg(h) (all the multipli
ations areover Z�p):Commit Phase: to 
ommit to s 2 Zq, 
hoose r uniformly from Zq and output Cr(s) =gshr.Reveal Phase: To open the 
ommitment, simply reveal s and r.For any s, the 
ommitment Cr(s) = gshr is uniformly distributed over the unique subgroup of orderq in Z�p, so that Cr(s) reveals no information about s. Furthermore, the 
ommitter 
annot open a
ommitment to s as s0 6= s unless she 
an �nd logg(h).Se
ure Multiparty AdditionA se
ure multiparty addition proto
ol allows parties P1; : : : ; Pn, ea
h with a private inputXi 2 Zm,to 
ompute X1 + : : : +Xn in su
h a way that Pi, regardless of its behavior, learns nothing aboutXj (ex
ept what 
an be derived from X1 + : : : + Xn) for any Pj whi
h 
onforms to the proto
ol(i 6= j). The following 
ommonly-known s
heme implements se
ure multiparty addition: ea
h partyPi splits Xi into n random shares si;1; : : : ; si;n su
h that Pj si;j = Xi and sends share si;j to partyj; later all parties add every share that they have re
eived and broad
ast the result. It is easy tosee that the sum of all broad
asts equals X1 + : : : + Xn, and that it is impossible for party j tolearn anything about Xi (for i 6= j).For the rest of this paper, we use the following (also well-known) modi�
ation of the aboves
heme (the 
ommitments are used in order to ensure that all parties adhere to the proto
ol; e.g.,parties shouldn't be able to 
heat by sending in
onsistent shares):4



Commitment Phase: Pi uniformly 
hooses shares si;1; : : : ; si;n subje
t to Pj si;j =Xi, and 
omputes 
ommitments Ci;j = Cri;j (si;j). Pi then broad
asts the ordered
ommitments fCi;j : 1 � j � ng to all parties.Sharing Phase: For ea
h j 6= i, Pi sends to Pj the values ri;j; si;j. Pj 
he
ks thatCri;j (si;j) = Ci;j.Broad
ast Phase: Pi 
omputes the values Bi =Pj sj;i and Ri =Pj rj;i and broad-
asts Bi; Ri. All players 
he
k that CRi(Bi) =Qj Cj;i.Result: Ea
h player 
omputes the result as X = PiBi, 
omputes R = PiRi and
he
ks that CR(X) =Qi;j Ci;j.Se
ure multiparty addition and anonymous 
ommuni
ation are related (an observation whi
h seemsto be due to David Chaum and forms the basis ofDC-Nets), in that a proto
ol for se
ure multipartyaddition 
an be used to perform anonymous broad
ast. Assume that at time t party j wants tobroad
ast the message Xj 6= 0 anonymously, while the other parties do not wish to broad
astanything; then by performing a multiparty addition with Xi = 0 (for i 6= j), all the parties learnX1+: : :+Xn = Xj , but nobody learns whereXj 
ame from. If more than one party tries to transmitat the same time, however, a 
ollision o

urs and the parties have to wait until the next time step.For this reason DC-Nets use a 
ompli
ated reservation me
hanism to keep the adversary fromjamming the 
hannel: if the adversary 
ontrols a single parti
ipant, it 
an simply send a messageat every time step. Our proto
ol is based on se
ure multiparty sum 
omputations, and one ofthe novel aspe
ts of our work is the simple me
hanism that we use to prevent the adversary fromjamming the 
hannel.Zero-Knowledge ProofsWe will use a zero-knowledge proof [11℄ to enfor
e the robustness of our proto
ol. Informally, azero-knowledge proof is a proto
ol whi
h allows a prover program P to 
onvin
e a veri�er programV of the vera
ity of a statement while giving the veri�er no additional information. In this paperwe will only require se
urity in the 
ase of an honest veri�er (i.e., the veri�er follows the programV ). We stress that there exist standard te
hniques ([10℄, [2℄) to 
onvert the parti
ular type ofhonest-veri�er zero-knowledge proof that we will use into a proof whi
h is se
ure even against adishonest veri�er.De�nition 1. A proto
ol (P; V ) is honest veri�er zero-knowledge if there is an eÆ
ient programS (a simulator) su
h that the output of S(x) and the view of V upon intera
tion with P (x) areindistinguishable.An example is the following proto
ol for proving knowledge of the dis
rete logarithm of x =hr mod p (where p = 2q + 1 and p; q are prime) originally due to Chaum et al. [5℄:1. P pi
ks �  Zq P �! V : y = h� mod p2. V �! P : z  Zq3. P �! V : w = rz + � mod q4. V a

epts if xzy = hw 5



The honest-veri�er simulator for this proto
ol �rst sele
ts the values z; w  Zq and sets y =hw=xz mod p, then outputs the 
onversation y; z; w. A prover 
an 
heat in this proto
ol only withvery small probability, 1=q.3 Anonymous Message TransmissionAnonymous message transmission is a 
omputation in whi
h ea
h party Pi has as input a pair(msgi; pi) 2 (M� [n℄) [ f(nil; nil)g. Intuitively, at the end of a round ea
h Pi should learn theset of messages msgj with pj = i, but not the identity of the senders.We letH � fP1; : : : ; Png denote the set of honest parties. We denote by P(P1(msg1; p1); : : : ; Pn(msgn; pn))the random variable distributed a

ording to the adversary's view of the proto
ol P when ea
h Pihas input (msgi; pi). We denote by P(Pi(msgi; pi); �) the adversary's view of P when Pi has input(msgi; pi) and the other inputs are set arbitrarily.De�nition 2. A proto
ol is sender anonymous if for every pair Pi; Pj 2 H, and every pair(msg; p) 2 (M� [n℄) [ f(nil; nil)g, P(Pi(msg; p); �) and P(Pj(msg; p); �) are 
omputationallyindistinguishable.That is, a proto
ol is sender anonymous if the adversary may not distinguish between any ofthe honest parties as the sender of a message, regardless of who the re
eiver is; i.e., the adversary\gains no information" about the sender.De�nition 3. A proto
ol is re
eiver anonymous if for every P 0 2 H, for every msg 2 M andevery Pi; Pj 2 H, P(P 0(msg; Pi); �) and P(P 0(msg; Pj); �) are 
omputationally indistinguishable.A

ording to the previous de�nitions, the trivial proto
ol in whi
h no party transmits anythingis both sender and re
eiver anonymous. Non-triviality is 
aptured by De�nition 6 below.Assuming that the proto
ol is non-trivial (i.e., useful), sender anonymity requires every honestparty to send at least one proto
ol message per anonymous message delivered, even if they have nomessage as an input. Thus any proto
ol whi
h is sender anonymous has a worst-
ase lower boundof n proto
ol messages per input message. If n is large, this lower bound makes it unlikely that asystem providing full anonymity 
an be �elded in pra
ti
e.De�nition 4. A proto
ol P is sender k-anonymous if it indu
es a partition fV1; : : : ; Vlg of H su
hthat:1. jVsj � k for all 1 � s � l; and2. For all Pi; Pj 2 Vs, for every (msg; p) 2 (M � [n℄) [ f(nil; nil)g, P(Pi(msg; p); �) andP(Pj(msg; p); �) are 
omputationally indistinguishable.That is, ea
h honest party's messages are indistinguishable from those sent by at least k � 1 otherhonest parties.De�nition 5. A proto
ol P is re
eiver k-anonymous if it indu
es a partition fV1; : : : ; Vlg of Hsu
h that:1. jVsj � k for all 1 � s � l; and2. For all Pi; Pj 2 Vs, for every P 0 2 H, msg 2 M, P(P 0(msg; Pi); �) and P(P 0(msg; Pj); �)are 
omputationally indistinguishable. 6



That is, ea
h message sent to an honest party has at least k indistinguishable re
ipients.In addition to the anonymity guarantees, we will require that the 
ommuni
ations proto
ol berobust against an adversary trying to render it useless. We 
apture this intuition with the notionof robustness.De�nition 6. Let � 2 [0; 1℄. A proto
ol P is �-robust if either one of the two following 
onditionsis true:1. (Fairness) For all P 0 2 H and for all (msg; Pi) 2 (M� [n℄), the probability (over the ran-domness of P 0) that party Pi re
eives msg is at least �.2. (Dete
tion) The set S of parties who deviate from P is non-empty and there is a single Pi 2 Ssu
h that for all Pj, if Pj =2 S, Pj outputs Pi.Note that in 
ase the exe
ution is not fair and multiple parties deviate from P, we only requirethat a single misbehaving party be 
aught.4 Transmission Proto
olOur solution to the k-anonymous message transmission problem is similar to Chaum's [3℄ DC-Netsbut features two important innovations.First, we randomly partition the n parties into smaller groups of size M = k=(1 � 2�) (re
allthat � is the fra
tion of the parties that the proto
ol tolerates the adversary to 
ontrol) so thatwith high probability k members of ea
h group are honest. Ea
h group performs essentially themultiparty sum proto
ol des
ribed in Se
tion 2, where the input Xi is expressed as a (msg; g) pairdes
ribing the message msg to be transmitted and the group g of the re
eiver. This guaranteessender k-anonymity (be
ause with high probability k � 1 other members of the group are honest)as well as re
eiver k-anonymity (be
ause ea
h message is re
eived by M � k parti
ipants).Se
ond, ea
h group runs 2M 
opies of the multiparty sum proto
ol in parallel, allowing ea
hparty to transmit in at most one parallel 
opy (this is to a
hieve robustness). We give a proto
olwhi
h allows the dete
tion of at least one non-
onforming party in ea
h round where a

ess to thisshared 
hannel was not fair. Sin
e ea
h group has only O(k) non-
onforming parties, an adversary
an only 
ause O(k) proto
ol failures in ea
h group; and no proto
ol failure 
ompromises theanonymity of any honest party. In 
omparison, previous solutions built around DC-Nets allowO(n2) proto
ol failures, and exposing a 
heater in those systems may involve 
ompromising theanonymity of a message.Proto
ol 1. k-AMT.Pre
ondition: Assume that the n parties are partitioned into groups of size M , with ea
h grouphaving at least k honest parti
ipants (in Se
tion 5 we dis
uss how this pre
ondition is met). Beloware the instru
tions to be performed by ea
h group individually. For notational simpli
ity, we de-note the parties in the 
urrent group by P1; :::; PM .Input: Ea
h party Pi in the group has input gi, the group the re
eiver belongs to, and msgi,a message. (msgi; gi) will be interpreted as an element of Zq, where q is a large prime that dividesp� 1 (p is also a prime). We identify (msgi; gi) = (nil; nil), indi
ating \no message this round,"with 0 2 Zq.Commitment Phase: To be performed by all parti
ipants in the group (i.e., 1 � i �M):7



1. Pi 
hooses l  f1; :::; 2Mg and sets Xi[l℄ = (msgi; gi) and Xi[t℄ = 0 for 1 � t 6= l � 2M .2. Pi splits Xi[t℄ 2 Zq into M random shares si;1[t℄; : : : ; si;M [t℄.3. Pi 
hooses ri;j [t℄ Zq; for all 1 � j �M; 1 � t � 2M .4. Pi 
omputes 
ommitments Ci;j[t℄ = gsi;j [t℄hri;j [t℄ mod p.5. Pi broad
asts the 
ommitments Ci;j [t℄, 1 � j �M; 1 � t � 2M , to all members of the group.Sharing Phase: For ea
h j (1 � j �M):1. Pi sends Pj the ordered values fsi;j[t℄; ri;j [t℄ : 1 � t � 2Mg.2. Pj 
he
ks that Ci;j[t℄ = gsi;j [t℄hri;j [t℄ mod pfor ea
h 1 � t � 2M .Lo
al Broad
ast Phase:1. Pi 
al
ulates Bi[t℄ =Pj sj;i[t℄ mod q and Ri[t℄ =Pj rj;i[t℄ mod q and broad
asts the orderedvalues fBi[t℄; Ri[t℄ : 1 � t � 2Mg to all members of the group.2. Pj 
he
ks that gBi[t℄hRi[t℄ =Yj Cj;i[t℄ mod p ;for ea
h 1 � t � 2M; 1 � i �M .Transmission Phase: To be performed by all parti
ipants in the group (i.e., 1 � i �M):1. For all t (1 � t � 2M), Pi 
al
ulates X[t℄ = (Msg[t℄; G[t℄) =PiBi[t℄ mod q.2. For all t (1 � t � 2M), if X[t℄ 6= 0, Pi sends Msg[t℄ to every member of group G[t℄.RobustnessSuppose at the 
on
lusion of the transmission phase, at most M of the 2M values X[t℄ were non-zero. Then this exe
ution was fair: ea
h Pi had probability at least 12 , over its own 
hoi
es, ofsu

essfully transmitting msgi. On the other hand, if more than M of the X[t℄ were non-zero, thenat least one Pi had more than one Xi[t℄ 6= 0. We now des
ribe an honest veri�er zero-knowledgeproof that allows ea
h honest party to prove that they set at most one Xi[t℄ to a non-zero value,assuming it is hard to 
ompute logg(h) (this allows the honest players to identify at least one partyPi with more than one Xi[t℄ not equal to zero).Intuitively, this proto
ol uses the well-known \
ut-and-
hoose" te
hnique: player Pi preparesnew 
ommitments C 0i[t℄ to the values Xi[t℄ and randomly permutes them. Then the veri�er may
hoose either to have the prover open 2M � 1 of the (permuted) C 0i[t℄ values to zero, or to have theprover reveal the permutation and prove (in zero-knowledge) that he 
an open the 
ommitmentsC 0i[t℄ and Ci[t℄ (for ea
h 1 � t � 2M) to the same value.Proto
ol 2. Zero-Knowledge proof that at most one Xi[t℄ 6= 0 mod q.8



1. Pi 
hooses r0[t℄ Zq; 1 � t � 2M , and �  S2M (a permutation on f1; : : : ; 2Mg). De�ne�i[t℄ =Xj ri;j[t℄ ;Ci[t℄ =Yj Ci;j[t℄ mod p = C�i[t℄(Xi[t℄) ;�0i[t℄ = ri[t℄ + r0[t℄ mod q ;C 0i[t℄ = Ci[t℄hr0[t℄ mod p = C�0i[t℄(Xi[t℄) :Pi �! V : h�[t℄ = C 0i[�(t)℄it=1;::: ;2M :2. V �! Pi : b f0; 1g3. If b = 0, then:(a) Pi sets l su
h that Xi[l℄ 6= 0 if l exists, or 
hooses l  f1; : : : ; 2Mg otherwise.Pi �! V : h�[t℄ = �0i[�(t)℄i�(t)6=l :(b) V a

epts i� h�[t℄ = �[t℄ mod p for all t 6= ��1(l).Otherwise, Pi proves that C 0 is a 
ommitment to a permutation of C by revealing � andproving knowledge of the dis
rete log of x[t℄ = C 0i[t℄=Ci[t℄ = �[��1(t)℄=Ci[t℄:(a) Pi pi
ks values �[t℄ Zq Pi �! V : �; hy[t℄ = h�[t℄ mod pit(b) V �! Pi : hz[t℄ Zqit(
) Pi �! V : hw[t℄ = r0[t℄z[t℄ + �[t℄ mod qit(d) V a

epts if x[t℄z[t℄y[t℄ = hw[t℄; 1 � t � 2MThe above proto
ol is publi
-
oin, honest-veri�er statisti
al zero knowledge. In pra
ti
e, we mayimplement the veri�er by 
alls to a 
ryptographi
 hash fun
tion and obtain se
urity in the RandomOra
le Model [2℄, or the veri�er may be implemented by the remaining parties through a subproto
olin whi
h ea
h party non-malleably 
ommits to her random bit(s) and then reveals the bits; therandomness used is then the ex
lusive-or of ea
h party's random string. So long as there is onehonest veri�er this approa
h will work; a party whi
h refuses to parti
ipate in this subproto
ol 
anbe re
ognized as the 
heating party, ful�lling the dete
tion 
riterion.Noti
e that this proto
ol is very eÆ
ient: with se
urity parameter �, (the number of parallelrepetitions of Proto
ol 2) the number of rounds is 
onstant, the total number of bits transmitted isO(M� lg p) = O(k� lg p), and a non-
onforming party is 
aught with probability at least 1 � 2��.However, even if the proto
ol were less eÆ
ient, sin
e the proto
ol need only be exe
uted when
heating takes pla
e, and all 
heaters 
an be 
aught with high probability, the 
ost of dete
tionwhen amortized over many rounds is essentially zero.We stress that situations in whi
h a dishonest party does not 
omply with the proto
ol bysending in
orre
t messages or di�erent messages to di�erent parties 
an be dealt with by requiringsignatures on all messages and using a simple proto
ol where all parties reveal all signed messagesre
eived; any 
ase in whi
h two di�erent messages signed by the same party appear reveals adishonest party. 9



Se
urityTheorem 1. If group G has at least k honest parties, then Proto
ol k-AMT is sender k-anonymousfor senders in group G.Proof. (Sket
h) In ea
h parallel round, the multiparty sum proto
ol guarantees that no adversarymay determine the inputs of any honest parties; thus the adversary may not distinguish betweenthe 
ase that Xi[t℄ = 0 and Xi[t℄ =Msg[t℄ for any honest party.Theorem 2. If every group G has at least k honest parties, then Proto
ol k-AMT is re
eiver k-anonymous.Proof. (Sket
h) Ea
h message sent to an honest party Pi is re
eived by all parties in Pi's group;sin
e there are at least k honest parties in this group, the adversary 
annot distinguish betweenthese parties as the re
ipients.Theorem 3. Proto
ol 2 is sound: if for some i, there exist t 6= t0 su
h that Xi[t℄ 6= 0 and Xi[t0℄ 6= 0then jPr[V a

epts℄� 12 j is negligible.Proof. (Sket
h) Suppose V 
hooses b = 0; then, if the 
ommitments C 0i are formed 
orre
tly Pimust 
ompute logg h (mod p) in order to open one of C 0i[t℄; C 0i[t0℄ to zero. If 
omputing dis
retelogarithms modulo p is hard, then this happens with negligible probability. Likewise, if V 
hoosesb = 1, then if the 
ommitments C 0i are malformed, Pi must 
ompute logh g in order to make Va

ept (by the soundness of the dis
rete logarithm subproto
ol in step 3). So for the honest V ,regardless of the formation of the 
ommitments C 0i, Pi has probability at most 1=2 plus a negligiblefa
tor of 
onvin
ing V to a

ept.Theorem 4. Proto
ol 2 is honest-veri�er zero-knowledge.Proof. (Sket
h) We exhibit a simulator for the honest-veri�er 
ase: 
ip a 
oin representing thebit b in step 2. If b = 0, form the 
ommitments C 0i[t℄ = Cr0[t℄(0) from step 1, 
hoose a randoml 2 1; : : : ; 2M and reveal r0[1℄; : : : ; r0[l � 1℄; r0[l + 1℄; : : : ; r0[2M ℄ in step 3. If b = 1, form the
ommitments C 0i[t℄ in the same manner as the honest prover, and use the honest-veri�er simulatorfor the dis
rete logarithm proto
ol in step 3.Theorem 5. If the pre
ondition for Proto
ol 1 holds, Proto
ol 1 and Proto
ol 2 together give a12 -robust k-anonymous transmission proto
ol.EÆ
ien
yBe
ause we dete
t 
heaters with high probability, we may 
onsider the typi
al 
ase to be that whereall parti
ipants follow the proto
ol exa
tly. In this 
ase, the round 
omplexity is 4. In terms ofmessage 
omplexity, in every 
ase we transmit O(M2) messages for every anonymous message sent.The bit 
omplexity per anonymous bit sent is O(M3) in the worst 
ase.In the 
ase where on average, O(M) parties send anonymous messages per round, the Trans-mission Phase of Proto
ol 1 still transmits O(M2) proto
ol messages for every anonymous messagesent. However, there are alternate strategies that allow amortizing this message 
omplexity overthe anonymous messages of the group.One alternative is to repla
e this transmission phase by another in whi
h, for ea
h t su
h thatX[t℄ 6= 0, ea
h Pi randomly 
hooses d 
1�2� e members of G[t℄ and sends Msg[t℄ to those parties. Inthis 
ase, when O(M) parties transmit anonymously the ratio of proto
ol messages to anonymous10



messages is O(M), and the ratio of proto
ol bits to anonymous bits is O(M2). However, withprobability e�
 all of the honest parties of the sending group fail to send to the intended re
ipientof Msg[t℄ in this transmission phase, and this 
ondition is undete
table by the anonymous sender,requiring forward erasure 
orre
tion over message blo
ks.Another alternative trades round 
omplexity for message 
omplexity in the \best 
ase:" Afterea
h Pi in the sending group 
omputes X[t℄, Pi sends Msg[t℄ to the ith member Qi of G[t℄. Ea
hQi then sends Pi a signature on Msg[t℄. Finally ea
h Pi 
olle
ts all su
h signatures and broad
aststhese signatures to the other members of his group. In this alternative, the round 
omplexity is6, but again when O(M) anonymous messages are transmitted the ratio of proto
ol messages toanonymous messages is O(M) and the ratio of proto
ol bits to anonymous bits is O(M2); and anymember of the sending group who fails to forward anonymous messages is 
aught.We intend for our proto
ol to be used over the Internet or networks of similar 
hara
teristi
s.Sin
e in su
h networks throughput is frequently 
onstrained by network laten
y, our proto
ol isparti
ularly eÆ
ient, though at the expense of in
reased 
omputational and message 
omplexity.5 Network Constru
tionThe proto
ols in the previous se
tion work for any network whi
h has already 
onstru
ted theindividual groups. Here we present several strategies related to the eÆ
ient, s
alable 
onstru
tionand management of this group stru
ture.Group Formation and ManagementWe propose that a simple proto
ol be used to 
onstru
t the groups. The formation of groupsshould be su
h that parties 
annot 
hoose whi
h group they belong to. In an initialization phase,interested parties may se
urely 
onstru
t the list hP1; : : : ; Pni either through a small group oftrusted registration servers or through a se
ure group membership proto
ol su
h as that of [15℄.The parties then 
hoose a session identity S, for example, using a 
ryptographi
 hash fun
tion Happlied to the initial parameters of the network. The number of groups is determined as the largestpower of 2 smaller than n(1� 2�)=2k, say 2m. Then ea
h Pi determines his group number by them least signi�
ant bits of H(SjjPi); thus any party, given the list of parti
ipants, 
an determinethe group of any other party, and the other parti
ipants in his own group.Minimizing TurnoverIf a signi�
ant number of honest parties leave the network (even temporarily) then the k-anonymityproperty may sometimes be violated. A possible approa
h to minimize this risk is by 
harging ahigh 
omputational 
ost to rejoin a group, using a proto
ol su
h as Dwork and Naor's moderatelyhard fun
tions [8℄ or Ba
k's Hash
ash [1℄.Rate AdjustmentNoti
e that a signi�
ant barrier to the implementation of a fully anonymous proto
ol su
h as DC-Nets is the need to fully syn
hronize n hosts when n is large. In the proto
ol proposed here, thereis no su
h requirement | the groups may operate asyn
hronously of one another. Be
ause of that,ea
h individual group may optimize its time between rounds to approximate the average sendingrate of the group. This 
an be a

omplished automati
ally using the fa
t that the out
ome of theproto
ol gives a good estimate of the number of parties transmitting ea
h round; so if no parties11



transmit, an additive in
rease in the intra-round gap may be used, and if many parties transmit, amultipli
ative de
rease may be used, as in other fair 
ommuni
ations proto
ols.6 Con
lusionsIn this paper, we have introdu
ed the notion of k-anonymous message transmission, by analogy tothe 
on
ept of k-anonymity from the priva
y literature. Using this notion, we are able to give simpleand eÆ
ient proto
ols for anonymous message transmission whi
h have provable se
urity againsta very strong adversary. We believe an interesting avenue for further resear
h is to investigatewhether other multiparty 
omputation tasks 
an also be simpli�ed using a similar approa
h, i.e.by weakening the se
urity goals in a manner whi
h is still suÆ
ient for many appli
ations. We alsobelieve an important future step is the implementation of our proto
ol in order to determine thea
tual overhead introdu
ed and the a
hievable throughput.Referen
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