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Abstract

We present a new approach, the GeoQuorums approach, foerimepting atomic read/write shared memory
in mobile ad hocnetworks. Our approach is based on associating abstravicatibjects with certain geographic
locations. We assume the existencdaufal points geographic areas that are normally “populated” by mohildes.

For example, a focal point may be a road junction, a scenierebtion point, or a water resource in the desert. Mobile
nodes that happen to populate a focal point participate flémenting a shared atomic object, using a replicated state
machine approach. These objects, which we call focal pdijeabs, are then used to implement atomic read/write
operations on a virtual shared object, using our new Geo@usralgorithm. The GeoQuorums algorithm uses a
quorum-based strategy in which each each quorum consistseff of focal point objects. The quorums are used to
maintain the consistency of the shared memory and to teldiratted failures of the focal point objects, caused by
depopulation of the corresponding geographic areas. Weeptea mechanism for changing the set of quorums on
the fly, thus improving efficiency. Overall, the new GeoQuuosualgorithm efficiently implements read and write
operations in a highly dynamic, mobile network.

1 Introduction

In this paper, we introduce a new approach to designing ilgos for mobilead hocnetworks. Anad hocnet-
work uses no pre-existing infrastructure, unlike cellulatworks that depend on fixed, wired base stations. Instead,
the network is formed by the mobile nodes themselves, whiadperate to route communication from sources to
destinations.

Ad hoccommunication networks are, by nature, highly dynamic. Motodes are often small devices with limited
energy that spontaneously join and leave the network. Aslalennode moves, the set of neighbors with which it can
directly communicate may change completely.

The nature ofad hocnetworks makes it challenging to solve the standard problentountered in mobile com-
puting, such as location management (e.g., [7]), usingsidlaktools. The difficulties arise from the lack of a fixed
infrastructure to serve as the backbone of the network. ifngaper, we begin to develop a new approach that allows
existing distributed algorithms to be adapted for highlydsnicad hocenvironments.

Providing atomic [20] (or linearizable [17]) read/writeasled memory is a fundamental problem in distributed
computing, with applications in mobiled hocnetworks. Atomic memory is a basic service that facilitates im-
plementation of many higher-level algorithms. For examptee might construct a location service by requiring each
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mobile node to periodically write its current location t@etmemory. Alternatively, a shared memory could be used to
collect real-time statistics, for example, recording thientoer of people in a building. We present here a new algorithm
for atomic multi-writer/multi-reader memory in mobidd hocnetworks.

The GeoQuorums Approach. We divide the problem of implementing atomic read/write negyninto two parts.
First, we define a static system model, the Focal Point OMectel, that associates abstract objects with certain fixed
geographic locales. The mobile nodes implement this mosiabua replicated state machine approach. In this way,
the dynamic nature of thed hocnetwork is masked by a static model. Second, we present aritalg to implement
read/write atomic memory using the Focal Point Object Model

The implementation of the Focal Point Object Model dependa set of physical regions, known fagal points
The mobile nodes within a focal point cooperate to simulasingle virtual object, known as a focal point object.
Each focal point supports a local broadcast service, LBeasich provides reliable, totally ordered broadcast. This
service allows each node in the focal point to communicdiely with every other node in the focal point. The local
broadcast service is used to implement a type of replicated machine, one that tolerates joins and leaves of mobile
nodes. If every mobile node leaves the focal point, the fpoait object fails.

The atomic read/write memory algorithm is implemented gndbthe geographic abstraction, thatis, on top of the
Focal Point Object Model. Nodes implementing the atomic mgralgorithm use a GeoCast service (as in [26, 4]) to
communicate with the focal point objects. In order to ackifault tolerance and availability, the algorithm replaesat
the read/write shared memory at a number of focal point abjer order to maintain consistency, accessing the shared
memory requires updating certain sets of focal points, kmas/quorums [13, 30, 31, 2, 27]. An important and novel
aspect of our approach is that the members of our quorumeeatoints, not mobile nodes.

The algorithm uses two sets of quorums: (i) get-quorums, @hghut-quorums, with the property that every
get-quorum intersects every put-quordrithere is no requirement that put-quorums intersect othegparums, or
get-quorums intersect other get-quorums. The use of quealiows the algorithm to tolerate the failure of a limited
number of focal point objects.

Our algorithm uses a Global Position System (GPS) time senallowing it to process write operations using
a single phase; prior single-phase write algorithms materaitrong assumptions, for example, relying either on
synchrony [31] or single writers [2]. Our algorithm guaraes that all read operations complete within two phases,
but allows for some reads to be completed using a single pkliasatomic memory algorithm flags the completion of
a previous read or write operation to avoid using additigpteses, and propagates this information to various focal
point objects. As far as we know, this is an improvement oripres quorum-based algorithms.

For performance reasons, at different times it may be dasireo use different sets of get-quorums and put-
quorums. For example, during intervals when there are mameread operations than write operations, it may be
preferable to use smaller get-quorums that are well disteith, and larger put-quorums that are sparsely distributed
In this case, a client can rapidly communicate with a getraom while communicating with a put-quorum may be
slow. If the operational statistics change, it may be udefuverse the situation.

The algorithm presented here includes a limited reconfigamaapability: it can switch between a finite number
of predetermined configurations. As a result of the statidantying Focal Point Object Model, in which focal point
objects neither join nor leave, this is not a severe lindtatiThe resulting reconfiguration algorithm, however, igeu
efficient compared to prior reconfigurable atomic memoryp&dtgms [25, 14]. Reconfiguration does not significantly
delay read or write operations, and, as no consensus sésvieguired (as in [25]), reconfiguration terminates raypidl

This paper contains three primary contributions. First,imeoduce the Focal Point Object Model, a geographic
abstraction model which allows simple, static algorithmbé adapted for highly dynamic environments. Second, we
provide an implementation of the Focal Point Object Modeigisnobile nodes. Third, we implement a reconfigurable
atomic read/write shared memory, using the static FocaitFalbject Model.

An extended abstract of this work was previously publistrethe 17th International Symposium on Distributed
Computing (DISC 2003) [9]. In this paper, we more formallpaeate the algorithm into two distinct components,
defining aFocal Point Object Modelhich can be used as the basis for other algorithms in mabtieorks. We also
include complete proofs of correctness that were omittetiérprior version.

1Elsewhere, these are usually referred to as read-quoruchsvete-quorums. The operations performed by the objectthése quorums,
however, are not typical read and write operations. Theeefee use the put/get terminology.



Other Approaches. Quorum systems are widely used to implement atomic mematatic distributed systems [13,
30, 31, 2,12, 16]. More recent research has pursued apgphaatsimilar techniques to highly dynamic environments,
like ad hocnetworks. Many algorithms depend on reconfiguring the gonsystems in order to tolerate frequent joins
and leaves and changes in network topology. Some of thes6,[16, 27] require the new configurations to be related
to the old configurations, limiting their utility id hocnetworks. Englert and Shvartsman [11] showed that using
any two quorum systems concurrently preserves atomicitingumore general reconfiguration. Recently, Lynch and
Shvartsman introducedamBo [25] (extended in [14]), an algorithm designed to suppatributed shared memoryin

a highly dynamic environment. TheArRiBo algorithms allow arbitrary reconfiguration, supportingteanging set of
(potentially mobile) participants. The GeoQuorums apphdaandles the dynamic aspects of the network by creating
a geographic abstraction, thus simplifying the atomic menatgorithm. While prior algorithms use reconfiguration
to provide fault tolerance in a highly dynamic setting, thso@uorums approach depends on reconfiguration primarily
for performance optimization. This allows a simpler, anertfore more efficient, reconfiguration mechanism.

Haas and Liang [15] also address the problem of implemenmgirgyum systems in a mobile network. Instead of
considering reconfiguration, they focus on the problem ofsticting and maintaining quorum systems for storing
location information. Special participants are desigregérform administrative functions. Thus, the backbone is
formed by unreliablead hocnodes that serve as members of quorum groups. Stojmenodi®ena [29] choose
nodes to update using a geographically aware approach. pitogpose a heuristic that sends location updates to
a north-south column of nodes, while a location search mgs&long an east-west row of nodes. Note that the
north-south nodes may move during the update, so it is plesiat the location search may fail. Karumanehi
al. [18] focus on the problem of efficiently utilizing quorum sgms in a highly dynamic environment. The nodes are
partitioned into fixed quorums, and every operation updatesidomly selected group, thus balancing the load. Lee
et al. [21] and Bhattacharya [3] have done simulation ssid@nparing the use of probabilistic quorum systems and
traditional quorum systems in implementing location seesifor mobilead hocnetworks.

Document Structure. The rest of the paper is organized as follows. The system hagjeears in Section 2. In
Section 3, we formally define an atomic object, and providaesmachinery to prove that an algorithm implements
an atomic object. In Section 4, we define the Focal Point @bjedel, and provide a brief overview of the algorithm.
Section 5 then presents the Operation Manager, an impleti@mbf read/write atomic memory based on the Focal
Point Object Model, and Section 6 proves it correct. Secfidhen presents the Focal Point Emulator, an imple-
mentation of the Focal Point Object Model, and Section 8uidet a proof of correctness. Section 9 discusses the
performance of the algorithm, and Section 10 concludes aegkpts some areas for future research.

2 System Model

In this section, we describe the underlying theoretical eboahd discuss the practical justifications. Figure 1 define
some of the mathematical notation used throughout thisrpape

2.1 Theoretical Model

Our world model consists of a bounded region of a two-din@mei plane, populated by mobile nodes. Each mobile
node is assigned a unique identifier from a getThe mobile nodes may join and leave the system, and maytfail a
any time. (We treat leaves as failures.) The mobile nodesmare on any continuous path in the plane, with speed
bounded by a constant. We assume there exists at least oegnead!.

Mobile Nodes. We model the location and motion of specific mobile nodesgiaithybrid)RealWorldautomaton
(see [23, 24] for a formal presentation of hybrid automafE)e RealWorld automaton represents a part of the en-
vironment, and is outside the control of the algorithm. Itimains in its state the current location of every mobile
node.

In order to model nodes joining and leaving the system, tha\Rerld automaton also maintains in its state an
indication for each mobile node whether it has joined théesysor failed. Formally, when the execution begins, the
RealWorld automaton is initialized with a set,C I, of active nodes. Each mobile node is similarly initializegith
an indicator as to whether it begins the execution awake leeps A new node is activated when the RealWorld



Mathematical Notation:

— I, the totally-ordered set afode identifiers

— ig € I, adistinguished node identifier inthat is smaller than all other identifiers in

— S, the set oport identifiers defined as\>° x OP x I, whereOP = {get, put, confirm, recon-done}
— 0, the totally-ordered, finite set ddcal point identifiers

— T, the set otags defined a®R=" x I

— U, the set obperation identifiersdefined aR=° x S

— X, the set oimemory locations

— Foreach: € X:

x V,, the set ofvaluesfor z
* U 4, the initial value ofz

— M, atotally-ordered set afonfiguration names

— ¢g € M, adistinguished configuration i¥/ that is smaller than all other namesin
— C, totally-ordered set afonfiguration identifiersdefined a®R=" x I x M

— L, set of locations in the plane , definediai R

Figure 1: Notation used through this paper.

automaton sendswakeup, action to node, and adds to A. A nodei fails when the RealWorld automaton sends a
fail; action to node and removes from A. Throughout this paper, for clarity of presentation we othése details.
Each automaton described in this paper can be triviallysfammed to only perform operations when it is awake and
not yet failed.

The RealWorld automaton contaings®eosensocomponent that maintains the current location of each mobil
node. It also maintains the current real time. The time isagspnted as a nonnegative real number.

The computation at each mobile node is modeled by a set otchsymous (hybrid) automata (interacting via
shared actions), each formed by augmenting a regular I/Gneaton with continuous inputs from the Geosensor
component of the RealWorld, along with tfel andwakeup actions.

Focal Points. While we make no assumptions about the motion of the mobitiesowe do assume that certain
regions are usually “populated” by mobile nodes. We assinathere exists a collection of non-intersecting regions
in the plane, calledocal points such that (i) “most” focal points remain “populated” dugian execution, and (ii)
the mobile nodes in each focal point are able to implementiabte, atomic broadcast service. We define these
properties more formally in the next paragraph. Conditipnis(used to ensure that sufficiently many focal points
remain available. Once a focal point becomes unavailabdetaltidepopulation”, we do not allow it to recover if it
is repopulated. Condition (ii) ensures that all mobile reodéthin a focal point can communicate reliably with each
other, and that messages are totally ordered. We assumesittatobile node knows about all the focal points.

More formally, a focal point consists of a unique identifighpsen from the se&?, and a contiguous geographic
region in the plane. No two focal points intersect. A nodaia focal point at some point in the execution if (according
to the RealWorld automaton) its location is within the regdaefined by the focal point. A focal point populated
throughout an execution if there exists a sequepge, ., jx of mobile nodes with the following properties:

e Nodej is in the focal point when the execution begins. That is, tieation of nodg at the beginning of the
execution (as determined by the RealWorld automaton) isimthe region specified for the focal point.

e Forall/ < k, nodej,, 1 enters the focal point sufficiently far in advance beforeefydeaves the focal point.
Nodej,;1 remains in the focal point sufficiently long after nofldeaves the focal point.

e Nodejy is in the focal point at the end of the execution.
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Figure 2: Clusters

Notice that this definition requires that a mobile node ja@riecal point “sufficiently prior” to the earlier node leagn
and remains in the focal point “sufficiently long” after tharker node leaves. We intentionally avoid defining “suf-
ficiently prior and “sufficiently long” precisely; howevehis time interval must be long enough for the focal point
join protocol to complete. This protocol requires two messato be broadcast, and therefore this “sufficient” time
will be proportional to a small number of message broadaast intervals. If a focal point is populated throughout an
execution, it said to beorrect If a focal point is not correct, it is said fail. We assume that at mogtfocal points
fail during an execution.

LBcast Service. For each focal point, we assume a reliable, atomic broadeagice. The atomic broadcast service
for focal pointh, LBcas},, supports the following actions for each mobile nade

e Inputlbcast(m),;
e Outputlbcast-rcv(m)p, ;

wherem is an arbitrary message to be sent. (Notice that the firstimd¢he action indicates the focal point; the
second index indicates the node at which the action takeg plahe LBcast service satisfies the usual requirements
of a reliable, atomic broadcast service, with the exceptianits guarantees hold only for mobile nodes that are in the
focal point. Specifically, for any arbitrary focal poirit, the following hold:

Reliable Delivery: Assume that mobile nodeperforms anbcast(m); ; event using the LBcagt service, and that
nodei is in focal pointh when thelbcast occurs. Then for every mobile nodg(potentially the same as node
i), that is in focal poinf, when the message is sent, and remains in the focal pointeotiesreaftet and does
not fail (i.e., receive a failure notification from the Realid automaton), dbcast-rcv(m), ; event eventually
occurs delivering the message to ngde

Integrity: For any LBcast message and mobile nodé, if an Ibcast-rcv(m),,; event occurs, then (1) nodes in
focal pointh when the message is received, and (2)banst(m); , event precedes it, for some mobile ndagle
and this nod€ is in focal pointh when thelbcast occurs.

No Duplication: For any message: and mobile nodé, if at most ondbcast(m) . event occurs, then at most one
Ibcast-rev(m),, ; event occurs.

’Note that after the message is received, npdwy of course leave the focal point.



Total Order: There exists a total orderingy, . . ., m;, of all messages sent on the LBgaservice during the execu-
tion such that if some mobile nodg receives messages,. andm,, theni receivesn,. prior tom; if and only
if » < t. Notice that there is no requirement that this total ordgriglate in any way to the real time order in

which the messages were sent.

GeoCast Service. Mobile nodes also depend on a global message delivery se@goCast. The GeoCast service
delivers a message to a specified destination pointin tire@lad every node within a certain radius of that destination
Formally, then, the GeoCast service is parameterized by smmstanf? which determines the size of the destination
region. The constark is chosen to be larger than the radius of the largest focaltpahere the “radius” of a focal
point is defined in the natural way as the smallest distanck that for some “center” of the focal point the entire
region is circumscribed by a circle with the specified raditiserefore, a GeoCast message can be sent to every mobile
node in a focal point by sending a message to the center obtia point.

For mobile node, the GeoCast service supports the following two actions:

e Inputgeocast(m, d);
e Outputgeocast-rev(m, d);

wherem is an arbitrary message to be sent aind L is the destination location.

If the message is destined for all the nodes in a focal pdien & is the center of the focal point. Alternatively,
if the message is destined for an individual mobile ngdihend is some location that (hopefully) is near to ngde
The GeoCast service has the following properties:

Reliable Delivery: Assume that the mobile nodgerforms ageocast(m, d); action. Then for every mobile node
that is within distancer of locationd when the message is sent, and remains within dist&hcelocationd
forever thereafter and does not fail gaocast-rcv(m, d); event eventually occurs, delivering the message to
nodej.

Integrity: For any GeoCast messageand maobile node, if a geocast-rcv(m, d); event occurs, then (1) nodas
within distanceR of locationd when the message is received, and (8pacast(mn, d), event precedes it, for
some mobile nodé.

No Duplication: For any message: and mobile node, if at most onegeocast(m), event occurs, then at most one
geocast-rcv(m); event occurs.

Delivery Time: Each message takes some tim® to be delivered.

Configurations. We assume a fixed set obnfigurationghat is finite and ordered and known to all mobile nodes.
Each configuration is assigned a nam@in(the set of configuration names), and is defined to be a setwiaes and
two sets of quorums. Configuratierconsists of a set of focal point identifiersdh members(c), and the following
sets of quorumsyet-quorums(c) andput-quorums(c). Each quorum irget-quorums(c) and put-quorums(c) is a
subset ofmembers(c), that is, a set of focal point identifiers. The quorums haeeftilowing intersection property:

if G € get-quorums(c) andP € put-quorums(c), then

GNP#9.

Additionally, for any configuratior and any set of focal point identifiersF, there exist€7 € get-quorums(c) and
P € put-quorums(c) such that:

e FFNG =10
e NP = 0.

In other words, no matter what set ¢ffocal points might fail, there is always at least one getrquoand at least
on put-quorum that does not contain any of the failed focahtso Thus, an algorithm based on these quorums can
toleratef focal points failing.
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Figure 3: Architecture of the theoretical system model. Fhaded boxes represent two mobile nodeand j,
operating in a highly dynamic environment. Everything dtesthe shaded area represents programs running on the
mobile node. Everything outside the shaded area reprettengeneral system model, including the GeoCast service,
multiple LBcast services (one per focal point), and the ®@aeer components of the RealWorld for nodesnd ;.

The RealWorld automaton represents the physical world iichvtihe other automata operate.

Whenever a configuration is used, it is identified by a configan identifier inC'. A configuration identifier con-
sists of three components: a time £=°) when the configuration identifier is created, a node idemt I) for the
mobile node that initiates the use of the configuration, acoidiguration nameq M) that identifies the configuration
being used. As long as no mobile node proposes more than afiguation at a given instant, then every configura-
tion identifier created during an execution is unique. Thafiguration identifiers are ordered lexicographically,dxhs
first on comparing the time components, then comparing thegss identifiers, and then comparing the configuration
names.

2.2 Practical Aspects

This theoretical model represents a wide class of real reayistems. First, there are a number of ways to provide
location and time services, as represented by the GeoseB&S is perhaps the most common means, but others,
like Cricket [28], are being developed to remedy the weakaeé GPS, such as the inability to operate indoors. Our
algorithms can tolerate small errors in the time or locatthough we do not discuss this.

Second, the broadcast services specified here are reasofalnisider the implementation of the LBcast service.
If a focal point is small enough, it should be easy to ensua¢ &hsingle wireless broadcast, with appropriate error
correction, reaches every mobile node at the focal poirthdfbroadcast service uses a time-division/multiple-sece
(TDMA) protocol, which allocates each node a time slot in ethio broadcast, then it is easy to determine a total
ordering of the messages. A node joining the focal point inigle a separateservation channab compete for a
time slot on the main TDMAcommunication channglith a fixed, finite number of time slots. This would elimiaat
collisions on the main channel, while slightly prolongihg tprocess of joining a focal point.

A GeoCast service is also a common communication servicebilmnetworks: a number of algorithms have been



developed to solve this problem, originally for the interpetocol [26] and later foad hocnetworks (e.g., [19, 4]).

We propose one set of configurations that may be particulesful in practical implementations. In this case,
we use two configuration, andc;. We take advantage of the fact that accessing nearby fodalspis usually
faster than accessing distant focal points. The focal paian be grouped into clusters, using some geographic
technique [5]. Figure 2 illustrates the relationship amamapile nodes, focal points, and clusters. For configuration
co, the get-quorums are defined to be the clusters. Thet-quorums consist of every set containing one focal point
from each cluster. Configuratian is defined in the opposite manner. Assume, for example, tzat operations are
more common than write operations (and most read operatiolysrequire one phase). If the clusters are relatively
small and are well distributed (so that every mobile noder o every focal point in some cluster), then configuration
¢o is quite efficient. On the other hand, if write operationsa@e common than read operations, configuratiois
quite efficient. Our algorithm allows the system to switcfegabetween two such configurations.

Another difficulty in implementation might be agreeing om ttocal points and ensuring that every mobile node
has an accurate list of all the focal points and configuratidBome strategies have been proposed to choose focal
points: for example, the mobile nodes might send a token aandam walk, to collect information on geographic
density [8]. The simplest way to ensure that a mobile nodeabasss to a list of focal points and configurations is to
depend on a centralized server, through transmissionsdrsatellite or a cell-phone tower. Alternatively, the GesiCa
service itself might facilitate finding other mobile nodasyhich point the definitive list can be discovered.

3 Atomic Objects

Atomic objects play an important role in this paper. The nraisult of this paper is an algorithm that implements
a highly fault-tolerant read/write atomic object that catetate a highly dynamic environment. We also discuss
implementing arbitrary atomic objects, using focal poinks this section, we formally define an atomic object, as
specified by avariable type We specify the variable type forraad/write objectformally describe amtomic object
and discuss what it meansitaplementan atomic object.

3.1 \Variable Types

An atomic object is specified byariable typethat describes its sequential behavior. The definition reaelapted
from [22] and [1]. Avariable type T, consists of the following components:

e V, asetof legal values (i.e., states) for the object
e yg € V, aninitial value (i.e., state) for the object
e invocations, a set of invocations

e responses, a set of responses

e §, the transition function, a mapping from:
(invocations X V) — (responses x V)

that maps every invocation and state to a response and a atew st

We now specify a variable type for a read/write object. (lct®en 5 we present a more complicated variable type
as part of our algorithm.) A read/write object has the folilogvvariable type:

V, an arbitrary set of values for the atomic object

e uy € V, an arbitrary initial value

invocations = {read} U {write(v) : v € V'}

e responses = {read-ack(v) : v € V} U {write-ack}

¢ is defined as follows:
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Figure 4: Abstract Read/Write Object

— 0(read,v) — (read-ack(v), v)

— §(write(v'),v) — (write-ack, v')
In programmatic style (used later in this paper), the reatéwariable type is expressed as the sequential speaificat
presented in Figure 5.

3.2 Canonical Atomic Objects

While the variable type specifies the sequential behavianadbject, it does not specify how the object behaves when
it receives concurrent invocations. We therefore specifam@onical atomic object automaton that indicates the legal
behaviors of an object of a given variable type. Figure 6 gmésthe automaton for an atomic object of type

7 = (V, v, invocations, responses, d)

with ports in@, using the I/O automata formalism (see [22] for more details
The input and output actions are of the form

invoke(inv),

and
respond(resp)y, ,

Read/Write Sequential Specification

State
2 value initially vo

4 Operations
read()
6 return read-ack(value)

s write(newvalue)
value - newvalue
10 return write-ack()

Figure 5: Read/Write Sequential Specification.



Canonical Atomic Object of Type T = (V, vo, invocations, responses, d), for the set, @, of ports

Signature:
Input:
invoke(inv),, inv € invocationsp € Q, the invocations defined by the variable type
Output:
respond(resp),, respe€ responses € Q, the responses defined by the variable type
Internal :
perform(inv, v, resp V'), inv € invocationsrespe responsesv,vV € V, p € Q, performs the transitions defined by the variable type

State
val € V, a value, initiallyv
inv-buffer, a set of pairginv, p) for invocationsnv € invocations, by portp, p € @Q, initially ¢
resp-buffer, a set of pairgresp, p) for responsessesp € responses, to portp, p € Q, initially ¢

Transitions:

Input invoke(inv),
Effect:
inv-buffer< inv-bufferu {(inv, p)}

Output respond(resp),
Precondition:
(resp p) € resp-buffer
Effect:
resp-buffer<« resp-buffer\ {(resp p)}

Internal perform(inv, v, resp V'),
Precondition:
(inv, p) € inv-buffer
v=val
d(inv, v) = (resp V')
Effect:
val + Vv
inv-buffer< inv-buffer\ {(inv, p)}
resp-buffer« resp-bufferu {(resp p)}

Figure 6: Canonical Atomic Object Specification

whereinv € invocations , resp € responses, andp € (. Each invocation and response takes place on a port, and
each port can support only one operation at a time. Noticettigaset of ports of the atomic object is a parameter of
the canonical object.

Here( is a parameter of the canonical automaton; different ingttons of the automaton will uses different sets
for Q). In some cases) may simply bel, the set of node identifiers, in which case each mobile nod®ha port on
the atomic object. In other cas€g,may beS = N>V x OP x I, whereOP is some set of operation identifiers (see
Figure 1), giving each mobile node a countably infinite nundig@orts on the object, which allows each mobile node
more concurrent access to the object. We will show in moreilbdehy this is useful in Section 5, where we present
the Operation Manager, an algorithm that makes use of abyeth ports inS.

Figure 4 depicts the atomic object derived from the readémnrariable type. In diagrams like Figure 4, for clarity
of presentation, instead of writingvoke(read) and the correspondingspond(read-ack), we simply sayread and
read-ack, as the direction of the arrows makes clear the action iraalWWe also omit the parameters to the invocations
and responses.

Notice that the canonical automaton is not a distributedrétlym; it assumes centralized state that all the nodes
can access. It does, however, support concureadtandwrite invocations on different ports. The automaton simply
performs the operations in some order. This is consistettt thie usual notion that an atomic object serializes all of
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its operations.

The canonical automaton is presented with no liveness tiondi Often (as in [22]), there is an additiorail,
action, for each port if), and a “tasks” specification requires that as long asaiip action occurs, each invocation
on p eventually leads to a response. In this paper, we focus endidy proving the safety properties (in particular,
atomicity) of our algorithms, and discuss liveness lesaly.

3.3 Implementing Canonical Objects
We say that an automatofi, is awell-formed environmerfbr an atomic object if:
1. Its outputs are exactly the invocations of the object,ihputs are exactly the responses of the object.

2. In every execution, for every pgrt the automaton never performs two consecutive invocatonmortp without
an intervening response on pgrt

We then say that an automatdh,implementshe canonical (abstract) objedt, if:
1. S has the same input and output actionslashe canonical object.

2. If U is a well-formed environment, then any traceSof U is also a trace ofl o U. This implies thafS preserves
the well-formedness and safety guaranteesg of

(Informally, a trace of an automaton is the sequence of igmat output actions occurring in an execution. The
symbolo represents the composition of automata, as defined in [22])

The most common way of showing that an algorithm implememttamic object is to show that in every execution
there exists a total ordering of the operations with cerfaimperties. This ordering reflects the order in which the
operations are performed in the canonical automaton. Tlk@vimg theorem is a variant of Lemmas 13.10 and 13.16
in [22]°.

Theorem 3.1 Let A be a canonical atomic object of some variable type, and asshatsS is an automaton with the
same inputs and outputs a and thatU is any well-formed environment. For every executioof S o U in which
every operation completes, assume that the following holds

LetII be the set of operations . Assume that there exists a total orderinrg,on all the operations il with
the following properties:

1. The total order is consistent with the external order @bications and responses. That isyi€ompletes before
«' begins, themr < «'.

2. Fixsomer € TII. Letinvy, invs, - - - , invy, be the invocations of the operations precedinig the total ordering,
indexed according to the total ordering. Létv(7) be the invocation that initiates, and resp(7) be the
response that concludes

Letv be the value of the variable type that results from startirip whe initial value,vy, and processing the
following invocations:
invy, NV, . . ., NV .

Then the response to operatigis consistent with the object being in stateThat is, consider theespond(resp())
event that occurs im. Then for some value of the variable type,

(resp(m),v') = §(inv(w),v) .

Thentraces(S o U) C traces(Ao U).

SLemmas 13.10 and 13.16 in [22] are presented for a settirtganily finitely many ports, while here we allow there to be artably infinite
number of ports. However, nothing in the lemmas or their fgatepends on the number of ports being finite, so the resatty over for our
setting.
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SinceU is an arbitrary environment, this implies th&implementsA.

Property 1 requires that the total ordering be consistettt thie real-world ordering of operations. Consider the
example of a read/write atomic object: this property reggiithat if a write operation successfully completes and
writes some valueyal, then a later read operation cannot return an earlier value.

Property 2 requires that the total ordering of operationgdesistent with the actual responses sent during the
execution, since the total ordering is supposed to reptéserorder in which operations appear to happen. Consider
again the example of a read/write atomic object: Property@&antees that if, in the real execution, a read operation
returns some valuejal, then the closest preceding write operation (in the totdégrmust write that same valuel.

The proof of Theorem 3.1 is similar to that of Lemma 13.16 ig][2

Proof (sketch). The proofinvolves choosing a serialization point for eapbration: the earliest point after which the
operation has begun and every operation preceding it inotia¢ drder has begun, where ties are ordered consistently
with the total order. Property 1 ensures that the seriabingioint occurs before the operation completes and Prpgert
ensures that the serialized execution has the same respast®e real execution. O

In the case of a read/write atomic object, it is necessargterchine only a partial ordering of the operations. The
following theorem, then, is the analogue of Theorem 3.1,iamdoved in [22], Lemmas 13.10 and Lemma 13:16

Theorem 3.2 Let A be a canonical atomic read/write object (i.e., an objechaf tariable type presented in Figure 5),
and assume th&f is an automaton with the same inputs and outputd gand thatl/ is any well-formed environment.
For every execution. of S o U in which every operation completes, assume that the faligWwolds:

LetII be the set of operations im. Assume that there exists a partial ordering,on all the operations ifl with
the following properties:

1. All write operations are totally ordered, and every regabeation is ordered with respect to all the writes.

2. The partial order is consistent with the external ordeirafocations and responses, that is, there do not exist
read or write operationsg; andns such thatr; completes before, starts, yetr, < .

3. Everyread operation that is ordered after any writes retithe value of the last write preceding it in the partial
order; any read operation ordered before all writes retuins

Thentraces(S o U) C traces(Ao U).

Again, sincel/ is an arbitrary environment, this implies th&iimplementsA.

4 GeoQuorums Overview

In this section, we present an overview of the GeoQuorumarigign. The algorithm consists of two independent
components: the Focal Point Emulator, which implements-tieal Point Object Model in a highly dynamic environ-
ment (described in Section 2), and the Operation Managatgamithm that implements an atomic read/write objectin
the Focal Point Object Model. The GeoQuorums algorithmésabmposition of these two sub-algorithms, resulting
in an atomic read/write object, with port s@t= I, implemented in a mobilad hocnetwork.

Our implementation is described for a single objeck X; the composition of all the read/write objects results
in a distributed shared read/write memory.

We first define the Focal Point Object Model (Section 4.1) drahtprovide a brief overview of the Operation
Manager (Section 4.3) and the Focal Point Emulator (Seétioh A detailed description of the Operation Manager
and a proof of correctness appear in Sections 5 and 6. A détdéscription of the Focal Point Emulator and a proof
of correctness appear in Sections 7 and 8.

4.1 Focal Point Object Model

The Focal Point Object Model is a simple model that hides mafdhe highly dynamic behavior of the system. It
is therefore much easier to specify correct algorithms li@r Eocal Point Object Model than for the general highly
dynamic environment described in Section 2.

4In [22], a fourth property is included, assuming that eachragion is preceded by only finitely many other operationisThunnecessary, as
it is implied by Property 2.
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Figure 7: Focal Point Object Model. The application autaree running on the mobile nodes, and receive inputs
and send outputs to external clients of the service. Tha@gifmn automata communicate by invoking operations on
the focal point objects. (The RealWorld component of the eh@xlomitted for clarity.)

The Focal Point Object Model is a shared memory model. Theemhoohsists of two types of entities: ap-
plication components running on mobile nodes, specifiedhypiid) I/O automata, and atomic objects, specified
by variable types. The clients communicate only throughrtimeractions with the atomic objects; there is no
message-passing network. We call these objects “focalt miijects”, hinting at how we later implement them.
Each client has a countably infinite number of ports onto edgtred object, allowing it to invoke concurrent opera-
tions on an object. That is, the port sét,of each object isS = N>° x OP x I, whereOP is a set of operations:
get, put, confirm, andrecon-done. As is usual in shared memory models, the clients can invakeane operation at
a time on each port of an object.

The Focal Point Object Model also guarantees that the resgtoran invocation on a focal point object comes at a
strictly later time (according to the clock available to thebile nodes) than the invocation. This technical requéem
indicates that the clock provides sufficient resolution ®asure the time of an operation.

This model is presented schematically in Figure 7, wherehitrary application interacts with a set of focal point
objects. The Focal Point Object Model guarantees that ne thanf focal point objects fail in any execution.

4.2 Example Algorithm

As an example of an algorithm that uses the Focal Point Oljectel, consider the problem of implementing an
unreliableatomic read/write memory in the Focal Point Object ModeltHis simple example, we use only a single
focal point objectobj, with port setq) = I. The focal point object implements the read/write memonyalde type
presented in Figure 5. Let= i, a port for clienti on objectobj. When a clientj, receives aead request, it simply
invokes theread operation on the focal point object. It does this by perfargthe following action:

invoke((read)),

Notice that the operation is invoked on pert i. In this example, there is no reason to use more than a siogle p
per mobile node. Eventually, the focal point object perfstire following action:

respond((read-ack, val)),
At this point, the client can return the value. A write operation proceeds similanypking thewrite operation on

the focal point object.
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Figure 8: Implementing atomic read/write memory in the Fdeaint Object Model. This figure depicts how the
Operation Manager is implemented in the Focal Point Objemti®ll (as depicted in Figure 7). The dotted oval depicts
the boundary between the Focal Point Object Model and trermadtclients. The solid oval depicts the boundary of
the read/write atomic memory. The application automataigfife 7 are here the OM Clients (Operation Manager
Clients), and the focal point objects are put/get objedike(RealWorld component of the model is omitted for clayity.

This simple algorithm solves the problem of implementingeliable read/write atomic memory in the Focal
Point Object Model. This algorithm is, effectively, a celized solution. If the focal point objectpj, fails (either
because a focal point itself fails, or because of messagdrndte network), then the read/write memory itself fails.
In Sections 4.3 and 5 we describe a fault-tolerant algorithinmmead/write atomic memory in the Focal Point Object
Model.

4.3 Operation Manager Overview

The Operation Manager is an algorithm designed to implemeaad/write atomic object (with port s@t= I) in the
Focal Point Object Model. Using this model significantly plifies the algorithm. There is no notion of mobility in the
Focal Point Object Model, and as a result, the Operation idenavoids much of the complexity usually associated
with anad hocmobile network. There is no need to handle nodes joining aadihg in any special way, as the only
interprocess communication is through the focal point cisje The read/write atomic object is robust, guaranteeing
ongoing operation, if at mogt focal point objects fail.

The Operation Manager is a quorum-based algorithm for vedté/memory. By replicating data at multiple focal
point objects, and performing read and write operations worgms of focal point objects, the Operation Manager
ensures that the data is maintained reliably and consligtent

The Operation Manager relies on the variable type of thelfpemt objects, which we call thput/get variable
type. These objects support specially defined operatpansget, and two others, that allow clients to send information
to the objects and retrieve information from the objectastbxchanging information.

Each read and write operation uses a different port on the fomint objects, so that earlier operations do not inter-
fere with later ones. (In fact, an operation may use two dhffié ports for two different phases during the operation.)
This allows for improved performance, since even if a givejeot is very slow during one operation (perhaps never
responding, due to a lost or severely delayed message)yibmased in a later operation.

Figure 8 depicts the various components of the Operatioraldan The dashed black oval represents the boundary
interface of the Operation Manager. Notice that this iregfincludes three operationgad, write andrecon. Our
goal is to show that the GeoQuorums algorithm implements@mia read/write object; theecon interface should be
hidden from the external environment that will use this igad/write object.
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We therefore assume that there exists a set of reconfigotitmmata, one for each mobile node, calkedon Client;,
forall 7 in I. These reconfiguration automata generaten requests, and receivecon-ack responses. They are not
a part of the algorithm presented in this paper, but rathe@maponent specified by a client of the GeoQuorums algo-
rithm. We place only one restriction on thi&con Client automata: the reconfiguration clients are required to r@spe
the environmental well-formedness requirement thatcan request is issued only if there is no ongoing read, write,
or reconfiguration. (It would be a relatively simple modifica to completely decouple thBeconClient automata
from the read/write environment, by allowing concurrertaefigurations and read/write operations, as is done in
RAMBO [25]. We impose this restriction primarily for simplicityf presentation.)

When the Operation Manager is composed with bothRReen Client automata and the focal point objects, the
recon andrecon-ack actions are hidden, as are tim@oke andrespond actions on the put/get objects. This results in
an external interface consisting onlyrefid /read-ack andwrite/write-ack actions, as depicted by the solid black oval
in Figure 8. This matches the external signature of a reamywbject, as specified in Figure 5 (with port §gt= 1).

4.4 Focal Point Emulator Overview

The Focal Point Emulator implements the Focal Point Objentléd in anad hocmobile network. The nodes in a focal
point (i.e., in the specified physical region) collaboraténplement a focal point object. They take advantage of the
powerful LBcast service to implement a replicated statelmmacthat tolerates nodes continually joining and leaving.
This replicated state machine consistently maintains téte ©f the atomic object, ensuring that the invocations are
performed in a consistent order at every mobile node.

5 Operation Manager

In this section we present the Operation Manager (OM), aorélgn built on the Focal Point Object Model. As the
Focal Point Object Model contains two entities, focal paibfects and mobile nodes, we present two specifications,
one for the objects (each depicted as a “Focal Point ObjedFigure 7) and one for the application running on the
mobile nodes (each depicted as an “Application” in Figure 7)

e put/get variable type(Figure 10): the variable type of the focal point objectshia Focal Point Object Model.

e Operation Manager ClienfFigures 9, 11, and 12): an automaton that receiwes, write, andrecon requests
from clients and manages quorum accesses to implementdpesations.

Figure 8 depicts the various Operation Manager compondrits.Operation Manager (OM) is the collection of all
the Operation Manager Client®{/;, for all i in I). It is composed with the focal point objects, each of whihn
atomic object with theut/get variable type.

5.1 Theput/get Variable Type

Theput/get variable type supports four operatiomnstt, get, confirm, andrecon-done. The variable type is specified
in Figure 10. Theput andget operations are used to set and retrieve the value. We firstideshe various state
components of the variable type, and then explain the @iffeoperations and how they modify the state.

Variable Type State Components. The put/get variable type is used to maintainvalue, which is therefore the
primary component of its state. The variable type also dostatag component in its state. Each tag consists of a
nonnegative real number (the time at which the tag was détexhpand a unique process identifier (iB.= R2° x T,

see Figure 1). A tag is associated with every value, and tiedatermine an ordering on the values that are stored
by theput invocations (the only invocations that modify thelue component of the state). Ordering these values
allows us to order the high-levelrite operations that create these values, which is necessagyiéoanteeing atomic
consistency. Theut andget invocations take a configuration identifierew-config-id, as a parameter (Figure 10,
Lines 10 and 19). Thput/get variable type includes eonfig-id in its state, corresponding to the largest configuration
identifier that anyut or get invocation has used. Thenfirmed-set is a set of tags, indicating whether a tag has been
confirmed. We explain later in Section 5.2 when a tag is comttmTherecon-ip flag indicates whether the focal point
object believes that a reconfiguration is in progress; thi®t tatrue when the object learns about a new configuration,
and is set tdalse when arecon-done indicates that the configuration is fully installed.

15



Signature:

Input:
write(val);, val € V
read();
recon(cid);, cide C
respond(resp) os; ., reSPE responses(7),0bj € O, p= (x, x,i) € S
geo-update(t, 1);,t € RZ°,l e L

Output:
write-ack();
read-ack(val);, val € V
recon-ack(cid);, cid e C
invoke(inv) ov; p, INV € invocations(7), 0bj € O, p= (x, *,1) € S

Internal :
read-2();
recon-2(cid);, cide C

State:

confirmedC T, a set of tag ids, initially

confid € C, a configuration id, initially0, 70, co)

reconip, a Boolean flag, initiallyfalse

clocke RZY, a time, initially O

ongoinginvocationsC O x S, a set of objects and ports, initialfy
current-port-numbere N>°, used to invoke objects, initially 1

op, a record with the following components:
typee {read,write,recon}, initially read
phasec {idle,get,put}, initially idle
tag € T, initially (0, i0)
valuee V, initially v
recon-ip, a Boolean flag, initiallyfalse
recon-conf-id € C, a configuration id, initiall{0, 7o, co)
acc C O, a set of data objects, initially

Figure 9: Operation Manager Client Signature and State fteM in 7, wherer is theput/get variable type.

Variable Type Transitions. The put/get variable type supports four types of invocations and respsn Aput
invocation includes three parameters: thas-value, a value to be stored in the state, as wellnas-tag, a tag,
and new-config-id, a configuration identifier. Theut invocation modifies thealue component of the state only
if the invocation’s tag,new-tag, is larger than theag stored in the state (i.e., the tag of the last succegsftl
invocation, Figure 10, Line 11). Thaut invocation also modifiegonfig-id if the invocation’s configuration identifier,
new-config-id, is larger than theonfig-id stored in the state (Line 14). Whenever the invocation causesonfig-id
to be modified, we assume that a reconfiguration is in progredsetrecon-ip to true (Line 16).

A put invocation results in aut-ack response. The response includes the configuration idergtfieed in the
state,config-id, and an indication of whether a reconfiguration is in progreson-ip.

A get invocation includes one parameterew-config-id, a configuration identifier. Thget invocation modifies
the state only if the invocation’s configuration identifieew-config-id, is larger than theonfig-id stored in the state.
In this case, theonfig-id component of the state is set to the invocation’s configomatientifier,new-config-id. As
in the case of aut invocation, if theconfig-id is modified,recon-ip is set to true.

A get invocation results in get-ack response. This response includes the and value stored in the state, as
well as theconfig-id and an indication of whether a reconfiguration is in progréfsat is,recon-ip. It also includes a
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boolean flag indicating whether the tag is confirmed. That igturnstrue if the tag is in the confirmed-set stored
in the state. Effectively, this indicates whethefoafirm invocation has previously indicated that the tag is confitme

A confirm invocation takes one parameternaw-tag. The confirmed-set component of the state is modified,
adding the tagiew-tag to this set. Theonfirm invocation results in aonfirm-ack response.

A recon-done invocation includes a single parameternew-config-id, a configuration identifier. Theecon-ip
component of the state is modified if the configuration idettinew-config-id, matches theonfig-id stored in the
state. In this caserecon-ip is set tofalse. This indicates that the configuration associated with doaifiguration
identifier is installed, that is, that the reconfiguratioattiproposed the configuration identifier is complete. This
invocation results in aecon-done-ack response. (Note that ifew-config-id is not equal toconfig-id, stored in the
state, the invocation is ignored. While it may improve pariance to allow theecon-done action to modifyconfig-id,
we do not do this in the interests of simplicity.)

5.2 Operation Manager Client Specification

The Operation Manager Client uses the atomic objects (Wilpait/get variable type) provided by the Focal Point
Object Model as replicas, invokingit operations to update the focal point objects gadoperations to retrieve the
value (and associated information) from the focal pointectg. Replication allows the Operation Manager Clients to

put/get Variable Type 7

State
tag € T, initially (0, i0)
valuee V, initially v
configid € C, initially (0, 0, co)
confirmedsetC T, initially ()
reconip, a Boolean, initiallyfalse

Operations

put(newtag, newvalue new-config-id)

if (newtag > tag) then
value+ newvalue
tag < newtag

if (new-configid > configid) then
configid < new-config-id
recon-ip < true

return put-ack(configid, recon-ip)

get(new-config-id)
if (new-configid > configid) then
configid < new-config-id
recon-ip < true
confirmed« (tag € confirmedse})
return get-ack(tag, value confirmed config-id, recon-ip)

confirm(newtag)
confirmedset«+ confirmedsetU {newtag}
return confirm-ack()

recon-done(new-config-id)
if (newconfigid = configid) then
reconip <+ false
return recon-done-ack()

Figure 10: Definition of theut/get Variable Typer.
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Operation Manager Client Transitions

Output invoke((get, config-id)) os;,» 38
Precondition:
p = {(current-port-number get, i) 20
(obj, p) ¢ ongoinginvocations
obj ¢ op.acc m
op.phase= get
configid = conf-id 41
Effect:

ongoinginvocations« ongoinginvocationsJ {(obj, p) }ss

Output invoke((put, tag, value configid))os; » 48
Precondition:
p = (current-port-number put, i) 50
(obj, p) ¢ ongoinginvocations
obj ¢ op.acc 52
op.phase= put
tag = op.tag 54
value= op.value
configid = conf-id 56
Effect:

ongoinginvocations« ongoinginvocationsJ {(obj, p) }ss

Output invoke((confirm, tag)) .s;,» 60
Precondition:

p = (k, confirm, i) 62

(obj, p) ¢ ongoinginvocations

tag € confirmed 64
Effect:

ongoinginvocations« ongoinginvocationsJ {(obj, p) }es

Output invoke((recon-done, configid))os; p 68
Precondition:
p = (k, recon-done, i) 70
(obj, p) ¢ ongoinginvocations
reconip = false 7

configid = conf-id
74

ongoinginvocations« ongoinginvocationsJ {(obj, p)}

Input respond({get-ack, tag, valug confirmed newcid, new-rip))os; »

Effect:
if ((current-port-number get, i) = p) then

op.acc+ op.accU {obj}

if (tag> op.tag) then
op.tag + tag
op.value«+ value

if (newcid > confid) then
confid < newcid
op.recortip « true
recon-ip < new-rip

else if(new-cid = confid) then
recorntip < reconip A new-rip

if (confirm= true) then
confirmed« confirmedJ {tag}

ongoinginvocations« ongoinginvocations\ {(obj, p)}

Input respond({put-ack, new-cid, new-rip))os;

Effect:
if ((current-port-number put, i) = p) then

op.acc« op.accU {obj}

if (newcid > confid) then
confid < newcid
op.recortip « true
recon-ip < new-rip

else if(new.cid = conf.id) then
recortip < reconip A new-rip

ongoinginvocations« ongoinginvocations\ {(obj, p)}

Input respond({confirm-ack}).s;,»

Effect:
ongoinginvocations« ongoinginvocations\ {(obj, p)}

Input respond((recon-done-ack))s;,»

Effect:
ongoinginvocations« ongoinginvocations\ {(obj, p)}

Figure 11: Operation Manager Client invoke/respond Tt#orss for Nodei.
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Operation Manager Client Transitions

Input write(val);

Effect:
current-port-number« current-port-number+ 1
op « (write, put, (clock i), val, recorvip, (0, ig, Co), @)

Output write-ack();
Precondition:
confid = (time-stamp pid, c)
if op.recon-ip then
vc' € M, 3 P € put-quorumgc’) : P C op.acc
else
3 P € put-quorumgc) : P C op.acc
op.phase= put
op.type= write
Effect:
op.phase« idle
confirmed«— confirmeddJ {op.tag}

Input read();

Effect:
current-port-number« current-port-number+ 1
op « (read, get, L, L, reconip, (0, io, Co), 0)

Output read-ack(v);
Precondition:
confid = (time-stamp pid, c)
if op.recon-ip then
vc' € M, 3 P € put-quorumgc’) : P C op.acc
else
3 P € put-quorumgc) such thatP C op.acc
op.phase= put
op.type=read
v = op.value
Effect:
op.phase« idle
confirmed« confirmedJ {op.tag}

Internal read-2();
Precondition:
confid = (time-stamp pid, c)
if op.recon-ip then
vc' € M, 3 G € getquorumgc’) : G C op.acc
else
3 G € getquorumgc) : G C op.acc
op.phase= get
op.type=read
op.tag ¢ confirmed
Effect:
current-port-number« current-port-number+ 1
op.phase« put
op.recon-ip < reconip
op.acc« 0

Output read-ack(v);
Precondition:

o
i

56 conf-id = (time-stamp pid, c)
if op.reconip then

58 vc' € M, 3 G e get-quorumgc’) : G C op.acc
else

60 3 G € get-quorumgc) such thatG C op.acc

op.phase= get
62 op.type= read
op.tag € confirmed
64 v = op.value
Effect:
66 op.phase« idle

s Input recon(confname;
Effect:
70 confid « (clock i, conf-name
reconip « true
7 current-port-number« current-port-number+ 1
op <+ (recon, get, L, L, true, conf-id, ()
74
Internal recon-2(cid);
76 Precondition
vc' € M, 3 G € get-quorumgc’) : G C op.acc
78 vc' € M, 3 P € put-quorumsc’) : P C op.acc
op.type= recon

80 op.phase= get
cid = op.recon-confid
g2 Effect:

current-port-number« current-port-number+ 1
84 op.phase« put
op.acc< 0
86
Output recon-ack(c);
ss Precondition:
cid = op.recon-confid
% cid = (time-stamp pid, c)
3 P € put-quorumgc) such thatP C op.acc

92 op.type= recon

op.phase= put
o Effect:

if (conf-id = op.recon-confid) then
9% recon-ip <« false

op.phase« idle
98
Input geo-update(t, I);
100 Effect:
clock«t

Figure 12: Operation Manager Client read/write/recon agml-gpdate Transitions for Node
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guarantee fault-tolerance, tolerating the failure of ug timcal point objects. Figure 8 depicts the implementation of
a read/write atomic object in the Focal Point Object Model.

Signature. We first describe the signature of the Operation Managem€lieontained in Figure 9. The external
signature consists e&ad, write, andrecon actions, to initiate the appropriate operations, anad-ack, write-ack, and
recon-ack actions to indicate that the operation have completed.

The external signature also includegoke andrespond actions, to communicate with the focal point objects. Each
of these actions is performed on some pprfpr some objectpb;.

There are also two internal actionssad-2 andrecon-2. The first of these begins the second phase of a read
operation. The latter begins the second phase of a recoafigaroperation. (We describe these operations later in
this section.)

The Operation Manager Clients are composed with two setstofizata: the focal point objects and tRecon Client
automata. The invoke/respond actions allow the Operatiandder to communicate with the focal point objects. The
recon andrecon-ack allow the Operation Manager to communicate with Bxeon Client automata.

State. The state of an Operation Manager Client consists of twspadame general state that is maintained through-
out the execution, and the record, which maintains state specific to an ongoing opmrati

Theconfirmed-set is a set of tags associated with operations that have coetpl€hat is, if a tag is inonfirmed-set,
then someead or write operation associated with that tag has completed.

The conf-id is the largest configuration identifier that the Operatiomigiger Client has received. The Operation
Manager Client receives configuration identifiers fresspond actions forget-ack andput-ack responses.

The recon-ip flag indicates whether the Operation Manager Client befigkiat a reconfiguration is in progress.
The Operation Manager Client sets this flag to true wheneveceives a new, larger configuration identifier (from
arespond action), and sets it to false when it receives an indicatiat the reconfiguration is complete (also from a
respond action).

The clock is the current real time, as specified by the Geosensor coempoifithe RealWorld.

Theongoing-operations is a set of objects and ports, indicating that an operatigrbean invoked on the specified
port of that object, and that a response has not yet occurirad.is used to ensure the well-formedness condition that
atomic objects require: there is only one operation ongairany given time on a given port of a given object.

Each invocation of a focal point objects uses a port, whiatsisis of a sequence number, an operation identifier,
and a node identifier. Theurrent-port-number stores the sequence number component of the port. An irneocat
by nodei, then, uses the port identified Byurrent-port-number, op,i), whereop is eitherput, get, confirm, or
recon-done.

Every time a new phase of an operation is begun, din@ent-port-number is incremented. Since only one
operation can take place on a port at a time, incrementingghtenumber allows the new phase to perform invocations,
even if old invocations on the prior port have not completed.

The op record maintains information specific to a given operatidie op.type field indicates the type of the
ongoing operation. Thep.phase field indicates the phase of the operation. (Operations nai@ugh two phases:

a get phase and aut phase; avrite operation performs only put phase.) Thep.tag field indicates the largest tag
discovered during thget phase of an operation. The.value field indicates the value associated with that tag.

The op.recon-ip field indicates whether a reconfiguration is in progress.idéatat, unlike the generakcon-ip
flag, theop.recon-ip flag is never reset to false until the phase completes. Oneecafiguration occurs concurrently
with some phase of an operation (and some Operation Mandiget €ceives information about this reconfiguration),
the op.recon-ip flag is set tarue for the rest of the phase.

Theop.recon-conf-id field is used to keep track of the configuration being insthitig an ongoing reconfiguration.
While the reconfiguration occurs, a new reconfiguration maynitiated at some other mobile node. This may cause
conjf-id to be modified. Thep.recon-conf-id, however, is not modified until the ongoing reconfiguratenomplete.

The op.acc set is an accumulator that maintains the set of object ifiergiof objects that have performed a
respond during the phase of an operation. A phase completes wipesxc contains a large enough set of object
identifiers; in particular, it completes when object idéats associated with appropriate quorums are containédrwit
theop.acc set.
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Read/Write Operations. The code for read/write operations is presented in Figutesntl 12. We first explain how
awrite operation proceeds, and then go on to expleid operations.

Eachread andwrite operation consists of either one or two phases. A write dmeraequires only a single phase,
a “put phase” that propagates the new value to at least orrenopuaf focal point objects. Some read operations require
only a single phase, a “get phase”, that retrieves the vatre &t least one quorum of focal point objects. Other read
operations require two phases: a “get phase” followed by ppase”.

Assume that the read or write operation is initiated at nod@uring each phase of the operation, nadevokes
put andget operations on the focal point objects. Each invocation aldasquent response uses a port.

Each phase of each operation uses a unique port. When a pdgiss,node chooses a new port to use during
that phase by incrementing therrent-port-number (for example, Figure 12, Line 3).

The choice of port serves two purposes. First, it ensuresttieaOperation Manager Client respects the well-
formedness requirement of the focal point objects. Only operation may occur at a time on each port of each
object. By choosing a new port for each phase, we ensure dlai@tirtan perform invocations during that phase while
respecting the well-formedness requirement.

Second, the use of a unique port for each phase allows,irod®e sure that any response received on pggtthe
result of an invocation during the phase associated withjpokny response on any other port (i.e., a port that is not
identified by current-port-number) is ignored (see Figure 11, Line 42, for example), sincesutes from an earlier
(completed) phase.

A write operation begins at nodevhen OM ; receives awrite(wval); request. Node then examines its clock to
choose a new tag for the operation (Figure 12, Line 4). Fomgte, if the write is initiated at time, then the tag
is chosen to bét,i). At this point, thecurrent-port-number is incremented, choosing pastfor this phase of the
operation.

The OM ; automaton then begins a put phase, which perfauminvocations on the focal point objects (Figure 11,
Lines 11-21). We allow invocations to happen, nondetertitialty, on all the focal point objects. In some cases, of
course, there is no need to contact all the focal point objéds simpler, however, to allow invocations on all of them
and assume that in an optimized implementation invocateoar only on a small set of focal point objects.

The phase completes when thd/; automaton receives sufficient responses from the objectgpferations that
it invoked on portp (Figure 11, Lines 57—67). Assume that when the operationnbeghe automaton is in the
configuration identified byid = (x,x*,c) (i.e., cid = conf-id;). If all responses indicate thatis the most recent
configuration identifier, and as a result no reconfigurat®miprogress, then the operation terminates whdn,
receives at least one response from each object in $dm&ut-quorums(c) (Figure 12, Line 12).

On the other hand, if any response indicates that a recoafigaris in progress, the®M ; waits until it receives
responses from objects in quorums of every configuratiorecBipally, the phase completes when for every config-
urationc’ in M, there is some quorun®} € put-quorums(c') such that every object i® has responded to node
during the phase (Figure 12, Line 10).

After the operation th& M ; may notify objects that the tag has bemmfirmedindicating that the previous oper-
ation is complete (Figure 11, Lines 23-29). Tdeafirm invocation uses the potturrent-port-number, confirm, i),
thus ensuring that it does not conflict with put and get intioces.

When theOM ; automaton receivesraad request, it first begins get phase (Figure 12, Line 22) and performs
get invocations on the atomic objects (Figure 11, Lines 1-9).aiAgassume that when the operation begins, the
automaton is in the configuration identified byl = (x, x, ¢) (i.e., cid = conf-id;).

As for write operations, if all responses indicate that the most recent configuration identifier, then the get
phase terminates whefiM ; receives a response from each object in s@ime get-quorums(c). Otherwise, the
phase completes when for every configuratibm M, OM ; receives a response from each object in some quorum
G € get-quorums(c').

At this point, OM ; chooses the value associated with the largest tag from atneatsponses. If the chosen tag
has beeronfirmed then the operation completes (Figure 12, Lines 54—66)e@tise, OM ; begins a second phase,
a put phase, which is identical to the protocol for the wripeation (Figure 12, Lines 38-52).

The knowledge of theonfirmedtags is used to short-circuit the second phase of certaih operations. The
second phase is required only when a prior operation witlsétmee tag has not yet completed. By notifying objects
when the tag has been confirmed, the algorithm allows lateratipns to discover that a second phase is unnecessary.
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Reconfiguration. The code for the reconfiguration algorithm is presented gufeé 11 (where Lines 31-38 are used
by the reconfiguration mechanism, while the rest is usedlatdbe read/write mechanism) and Figure 12, Lines 68—
97.

The reconfiguration algorithm differs from the reconfigimatprocessing presented in tha®so algorithm [25,
14]. The new algorithm eliminates tlfeconservice and the associated consensus service, whilergntie number
of configurations the system can support. liNRB O, an arbitrary new configuration can be proposed, while ugigg
to the new configuration requires knowledge about all agireeeding configurations. THReconservice in RRMBO
uses consensus to agree on the order of configurations, thkileonfiguration-upgrade operation imi#B0O uses the
knowledge of the order and local information about activefigurations.

The new reconfiguration algorithm works with a known finité sepossible configurations. The algorithm does
not use consensus because all possible preceding coniigngrate known. The configuration identifiers determine
a total ordering on the installed configurations, howevés ot necessary that a mobile node be aware of all prior
configuration identifiers in the total order. Itis sufficiéat the reconfiguration algorithm to simply contact all cguf
rations in order to ensure that all configurations precediimghe total order are contacted. Because this simplificat
obviates the need for a consensus service, it significamiyaves efficiency.

A reconfiguration operation is a two-phase operation sintila two-phase read operation; it includes a get phase
and a put phase. In each phase it requires contacting apgepuorums of objects from certain configurations.

A reconfiguration begins when the Operation Manager Cliec¢ives aecon(c) input, wherec names one of the
configurations inM . For the sake of this discussion, assume thatdben is initiated at mobile nodé

First, the Operation Manager Client chooses a new, uniqoégation identifier, by examining the local clock,
and using its node identifier (i.e., nodeand the name of the new configuration (i.e., configuratiorSpecifically,
if the recon(c); occurs at time, then the configuration identifier igd = (¢, i, ¢) (Figure 12, Line 70). At the same
time, nodei sets itsconf-id; to the new configuration identifie#, i, c)) and setsecon-ip, to true, to indicate that a
reconfiguration is in progress (Figure 12, Line 71).

The Operation Manager Client then chooses a new port, ireméngcurrent-port-number; (Figure 12, Line 72).
This starts a get phase. During the get phas@ke(get, . . .) .5;,, €vents occur (Figure 11, Lines 1-9) for objeats
in quorums of all configurations if/.

When arespond(get-ack, . ..) ,p;,, €vENt 0CCUrs (on the same ppj)t obj is added twp.acc. The phase completes
wheni has received a response from every object in at least ongumrtsm and one get-quorum of each configuration
in M.

At this point, arecon-2(cid); occurs (Figure 12, Lines 75-85), a new p@ft,is chosen (Figure 12, Line 83), and
the put phase begins. During the put phasspond(put, . . .) ., ,» €vents occur (Figure 11, Lines 11-21) for objects
obj in quorums of the new configuration,

Whenrespond(put-ack, . ..) s, €vents occur (on the same ppt}, obj is added twp.acc. The phase completes
wheni has received responses from every object in at least ongqumrtsm of the new configuration,(Figure 12,
Line 91).

At this point, arecon-ack(cid); occurs (Figure 12, Lines 87-97), ending the reconfiguration

If conf-id; is equal toop.recon-conf-id, thenrecon-ip; is set tofalse (Figure 12, Line 96). Otherwise, a new
configuration with a larger configuration identifier has be&tovered by nodé and a reconfiguration for this new
configuration identifier may be in progress elsewhere. Tioegein this caserecon-ip; is left unchanged.

When a reconfiguration is not in progress, nadmay notify focal point objects that the reconfiguration for a
certain configuration identifier is done, witbcon-done invocations (Figure 11, Lines 31-38).

Finally, notice that the reconfiguration algorithm proce@uthe same way, regardless of whether the newly pro-
posed configuration (i.e., the configuration with namiés the same as the old configuration: whenever the new
configuration identifier is different from the old one, a rafiguration occurs.

6 The Operation Manager Implements a Read/Write Object

In this section, we show that the Operation Manager guagaragomic consistency. We show that the Operation
Manager correctly implements an atomic read/write objgcthowing that a partial ordering of operations exists with
the properties required by Theorem 3.2. We first define sontegtioa, in Section 6.1. We then define a partial order,
in Section 6.2. Next, we prove some preliminary lemmas, ictiSe 6.3. We then outline the main part of the proofin
Section 6.4, and then move on to the main body of the proof ai&@e6.5.
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6.1 Notation

We first define some notation that we use during the proof. dginout this section, we fix to be an execution of
the entire system: the Operation Manager, the focal poijeatd the reconfiguration clients, and the well-formed
environment{J. Additionally, we assume that every read and write openatiax completes. Letl be the set of read
and write operations in.

There are two ways in which a read operation may concluder afto phases (see Figure 12, Lines 24-36), or
after a single phase (see Figure 12, Lines 54—64). In thecfisst, at the end of the read operation wherr¢hé-ack
occurs,op.phase = put, indicating that a “put” phase has completed. In the seca@s#,cat the end of the read
operation,op.phase = get, indicating that only a single phase, a “get” phase, has t¢eteqh. In this caseyp.tag is
in the setconfirmed immediately before the read completes, so the operatiomptias after only the get phase.

Every read operation begins withraad action and ends with eead-ack action. We say that a read operation
« € II that takes place at nodés atwo-phase readperation if aread-2; event occurs between thead; event and
read-ack; event. Operatior is aone-phase readperation if noread,; event occurs.

We now associate a configuration identifier with each phaserefid or write operatior;,, based on the value of
the conf-id of the operation’s initiator at the end of that phase. Spedifj, if 7 is a one-phase read operation initiated
by nodei, then the “get configuration” af, get-conf-id(r), is the value otonf-id, whenz’s read-ack; event occurs,
ending the get phase. #fis a two-phase read operation, thefi-conf-id () is the value ofonf-id; whenz’s read-2;
event occurs, ending the get phasex(l§ a write operation, them has no get phase, get-conf-id(x) is undefined.)

If for some operatiorr, get-conf-id(7) = (t, 1, ¢), then we definget-conf (7) to bec, the name of the configura-
tion identified by thejet-conf-id (7). We say thejet-conf () is the “get configuration” ofr.

If = is a two-phase read operation (respectively, a write ofmerptthen the “put configuration identifier” of,
the put-conf-id(w), is the value ofconf-id, when=’s read-ack; (respectivelywrite-ack;) event occurs. lIfr is a
reconfiguration operation, themt-conf-id () is the value ofop.conf-id, when therecon-ack event occurs. (Ifr is
a one-phase read operation, thehas no put phase, smt-conf-id(w) is undefined.)

If for some operationr, put-conf-id(w) = (t,1, c), then we defin@ui-conf (7) to bec, the name of the configu-
ration identified by theut-conf-id (7). We say theyut-conf (7) is the “put configuration” ofr.

Next, we associate a “recon-in-progress” flag with each @lods read or write operation, based on the value of
op.recon-ip at the end of that phase. Specificallygifs a one-phase read operation initiated by ngdleen we define
get-rip(m) to be the value 0bp.recon-ip; whenr’s read-ack; event occurs, ending the get phaser I§ a two-phase
read operation, theget-rip () is the value obp.recon-ip; whenx's read-2; event occurs, ending the get phase.

If = is either a two-phase read operation or a write operatioan tive defineput-rip(7) to be the value of
op.recon-ip; whenz’s read-ack; or write-ack; event occurs.

The get-rip andput-rip flags indicate whether nodedetects a reconfiguration in progress during the get or put
phase of the operation. It is sufficient to consider the vafibe op.recon-ip flag at the end of the phase, since the flag
is never set to false during the phase: none ofitheke/respond actions sebp.recon-ip to false, only thewrite, read,
read-2, recon, andrecon-2 event might have this effect, ibcon-ip is true. If at any time during the phasecon-ip is
set to true, which happens only duringeapond event, thervp.recon-ip is set totrue at the same time (for example,
Figure 11, Lines 49 and 50), and it is therefonee at the end of the phase.

During the proof, ifs is a state during the execution aotjj is a focal point object, we use the terminolagyb;
to refer to the state of the object. dfis a component of the state of the object, we use the termagnolmb;.field to
refer to thefield component of the object. For exampiegbj.tag refers to thetag of the objectnb; in states.

6.2 Partial Order

We now construct an appropriate partial ordering, and thewsthat it meets the necessary requirements of Theo-
rem 3.2. For a read or write operation,€ II, initiated at mobile nodeé, we definetag(w) as follows: tag(w) =
op.tag; immediately after the acknowledgmentobccurs, that is, when thead-ack; or write-ack; event occurs. (In
fact, the tag is often fixed earlier in the operation, as wensimoLemma 6.1.) For a reconfiguration operatipnwe
definetag(p) = op.tag; immediately after theecon-2 event occurs. We then define the partial order

e For any two operations; andm,:

if tag(m) < tag(my) thenm < my .
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e For any write operatiofr;, and any read operatior:

if tag(m) = tag(m) thenm < my .

We show in Theorem 6.16 that this partial ordersatisfies the three conditions of Theorem 3.2. The key ¢immdi
to prove about the partial ordering is that it is consisteitih whe ordering of operations in. That is, we need to show
Property 2 of Theorem 3.2, that4fy andr, are two operations, and, completes before, begins, thenr; does not
preceder; in the partial order.

6.3 Preliminary Lemmas

Before beginning the main part of the proof, we prove a fewimiaary lemmas. First we examine when during an
operation the tag of the operation is fixed. Then we prove sgameral lemmas about the propagation of tags and
values during a put phase and the retrieval of tags and vdluésg a get phase.

Recall that for operatiom at nodei, tag(w) is defined as the value op.tag; when the operation completes. In
fact, if the operation has a put phase, the tag is fixed prititégut phase of the operation.

Lemma 6.1 If 7 is a write operation at node, thentag(m) = op.tag; immediately after thevrite; event. Ifr is a
two-phase read operation, theng(n) = op.tag; immediately after theead-2; event.

Proof. Assumer is a write operation. In this cas@M ; performs onlyput invocations. Notice that the
respond (put-ack, .. .);

action does not updai®.tag; Thereforeop.tag; does not change after theite; event until thewrite-ack; event that
concludes the operation and defines tg(r).

Assumer is a read operation. Similarly, after thead-2; event, theOM; only performsput invocations, so
againop.tag, does not change after thead-2, event, until theead-ack; that concludes the operation and defines the
tag(m). O

We next note that théug component of the focal point object’s state is nondecrgasin

Lemma 6.2 For every focal point objectgbj, the tag of obj is nondecreasing. I§ and s’ are two states during
executiony, ands precedes’, thens.obj.tag < s'.obj.tag.

Proof. Immediate by examination of the code that modifieg. The tag is modified only in Figure 10, Line 13,
which is executed only ihew-tag > tag. O

Next we consider how tag information is propagated duriragirand write operations to focal point objects. We
show that after the put phase of an operation completes thésts a specific quorum of objects each of which has a
tag no smaller than that of the operation.

Lemma 6.3 Letw be a two-phase read operation, a write operation, or a re@anfition that occurs at node Then
there exists a put-quorun®, in put-conf () such that for every objecbpj, in P,

tag(w) < obj.tag
anytime afterr completes.

Proof. This lemma follows from the termination condition of the pitase of an operation. Assume that when the
put phase ofr begins (i.e., immediately after theite, read-2, orrecon-2 event),p = (current-port-number, put, i),
the port number that is used throughout the phase. Alsopesthatcid = put-conf-id(r) = (x, x, ¢).

We divide the proof of into two subcases: the case wheterip(w) = false, and whereyut-rip(7) = true.

First, consider the case whepat-rip(n) = false. Recall that ifr is a read or write operation, thetid, the
put-conf-id(w), is equal to the configuration identified bynf-id, when the operation completesifis a reconfigu-
ration, thencid is equal to the configuration identifiep. conf-id; when the operation completes. (Notice that our use
of ¢ is consistent with the notation used in Figure 12, Lines 826 90.)
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Then the precondition for the put phase ending is that theistsea put-quorun® € put-quorums(c) such that
P C op.acc; (see Figure 12, Lines 12, 30 and 91.
An objectobj is added tawp.acc only when a

respond(put-ack, . ..) opj.p

event occurs (Figure 11, Lines 57—67). The focal point dlijeadel guarantees that ea@spond event is caused by
a unique precedingvoke event:
invoke(put, t, v, cid) ob; p

Since the invocation takes place on parthis means that it must occur after the beginning of the pasp. Therefore,
the tag,t, is in fact equal tatag(n), the tag at the beginning of the put phase, by Lemma 6.1 andefieition of
tag(m). The focal point object model guarantees that at some peimtden the invocation and the response pilnte
transition was executed on the object’s state, thus ergsthit the tag of the object is no smaller than

We conclude, then, by Lemma 6.2, that for each objégt,c P, tag(n) < obj.tag after operationr completes.

We now consider the case wheget-rip(7) = true. Assume, then, that is a two-phase read operation or a
write operation. In this case, the precondition for the phage ending is that for every configuratidnthere exists a
put-quorumP € put-quorums(c') such thatP C op.acc; (see Figure 12, Lines 10 and 28). Fix= c.

By the same argument as before, we can conclude that for elgegt, obj € P, tag(w) < obj.tag when
operationt completes. O

Whenput-rip is true there is a stronger version of this lemma for read and writerafions: there exists at least
one put-quorum for each configuration where every objedhéput-quorum has a tag no smaller than the tag of the
operation.

Lemma 6.4 Let 7 be a two-phase read operation or a write operation that osctrnodei. If put-rip(w) = true,
then for every: € M, there exists a put-quorun®, € put-quorums(c), such that for every objecbpj, in P,

tag(w) < obj.tag
anytime afterr completes.

Proof. This lemma follows from the termination condition of the pitase of an operation. Assume that when the
put phase ofr begins (i.e., immediately after theite, read-2, orrecon-2 event),p = (current-port-number, put, i),
the port that is used throughout the phase. Fix any arbitray\/.
The precondition for the put phase ending is that there ®xésput-quorumP € put-quorums(c) such that
P C op.acc; (see Figure 12, Lines 10 and 28).
An object,obj is added twp.acc only when a

respond(put-ack, ...)opj p

event occurs (Figure 11, Lines 57—67). The focal point dlijezdel guarantees that ea@lspond event is caused by
a unique precedingvoke event:
invoke(put, t, v, ¢)obj p

Since the invocation takes place on parthis means that it must occur after the beginning of the pasp. Therefore,
the tag,t, is in fact equal tatag(n), the tag at the beginning of the put phase, by Lemma 6.1 andefieition of
tag(m). The focal point object model guarantees that at some peimtden the invocation and the response pilne
transition was executed on the object’s state, thus ergsthit the tag of the object is no smaller than

We conclude, then, by Lemma 6.2, that for each objeigt,e P, tag(w) < obj.tag after operationr completes.
Since for every: € M there exists such a put-quorui, the lemma holds. O

We next show that a get phase effectively retrieves infoionain the tags from a quorum of a certain configuration.

Lemma 6.5 Let 7 be a two-phase read operation that occurs at nedeThen there exists a get-quorud, in
get-conf () such that for every objectp;j in G,

obj.tag whenr begins is < tag(w) .
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Proof. This lemma is similar to Lemma 6.3, and follows from the teration condition of the get phase of an
operation.

Assume that when the get phaserdfegins (i.e., immediately after thead event)p = (current-port-number, get, i),
the port that is used throughout the phase. Also, assumeihat get-conf-id(m) = (x, %, ¢).

We divide the proof into two subcases: the case whete-ip(n) = false, and whergjet-rip(7) = true.

First, consider the case wheyei-rip (w) = false. Recall thatcid, the get-conf-id (), is equal to the configuration
identifier conf-id;, when the get phase of the operation completes. (Notice thatige ofc is consistent with the
notation used in Figure 12, Line 40.)

Then the precondition for the get phase ending is that thestsea get-quorund? € put-quorums(c) such that
G C op.acc; (see Figure 12, Line 44).

An object,obj is added twp.acc only when a

respond(get-ack, t,v, .. .)ob; p

event occurs (Figure 11, Lines 40-55). The focal point dlijezdel guarantees that ea@lspond event is caused by
a unique precedingvoke event:
invoke(get, .. .)obs p

Since the invocation takes place on pprtthis means that it must occur after the beginning of the geisp.
The focal point object model guarantees thatghetransition occurs sometime after the invocation and poahe
response. Therefore, the tagn the response is greater than or equabig.tag when the invocation occurs. We
therefore conclude, by observing Figure 11, Lines 44—4&,dbyj.tag < tag(w) when the phase begins.

We now consider the case wheye-rip(7) = true. In this case, the precondition for the get phase endingais th
for every configuratior’, and in particular for the case where= ¢, there exists a get-quoru@ € get-quorums(c')
such thatG C op.acc; (see Figure 12, Line 42).

By the same argument as before, we can conclude that for ebgegt, obj € G, obj.tag < tag(w) when the
phase begins. O

Again, in the case whergt-rip (7) is true, we can show a stronger property: the get phasevesiag information
from at least one get-quorum of each configuration.

Lemma 6.6 Letr be a two-phase read operation that occurs at ndérecon-ip; = true at the end of the get phase,
then for every configuration € M, there exists a get-quorurt; € get-quorums(c) such that for every objectbj
inG,

obj.tag whenr begins is < tag(w) .

Proof. This lemma is similar to Lemma 6.4, and follows from the teration condition of the get phase of an
operation.

Assume that when the get phaserdfegins (i.e., immediately after thead event) p = (current-port-number, get, i),
the port that is used throughout the phase. Fix any arbitray\/.

The precondition for the get phase ending is that there gigfet-quorunds € get-quorums(c) such thatG C
op.acc; (See Figure 12, Line 42).

An object,obj is added twp.acc only when a

respond(get-ack, £, v, ...)obj.p

event occurs (Figure 11, Lines 40-55). The focal point dljjezdel guarantees that ea@lspond event is caused by
a unique precedingvoke event:
invoke(get, .. .)obs p

Since the invocation takes place on pprtthis means that it must occur after the beginning of the feisp.
The focal point object model guarantees thatghetransition occurs sometime after the invocation and poahe
response. Therefore, the tagn the response is greater than or equabig.tag when the invocation occurs. We
therefore conclude, by observing Figure 11, Lines 44-4&t dhj.tag < tag(w) when the phase begins. Since for
everyc € M there exists such a get-quoru@, the lemma holds. O
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6.4 Outline of the Operation Manager Proof

Our goal is to show that if we have two operationsandr,, andr; completes before, begins, thenry £ m1. We
break this proof into a number of cases:

1. Operationr, is a write operation (Lemma 6.7).
2. Operationr, is a read operation and operatinnis either a two-phase read operation or a write operation.

(&) put-ip(m) V get-ip(m2) = true. Either the put phase af; or the get phase of, detects a reconfiguration
in progress (Lemma 6.8).

(b) put-ip(m )V get-ip(mo) = false. Neither the put phase af northe get phase af, detect a reconfiguration
in progress.

i. put-conf-id(m) = get-conf-id(mwy). The put configuration identifer of; is equal to the get configu-
ration identifer ofr, (Lemma 6.9).
iil. put-conf-id(m) > get-conf-id(m). The put configuration identifier of, is larger than the get
configuration identifier ofr, (Lemma 6.11).
iil. put-conf-id(m) < get-conf-id(m2). The put configuration identifier af, is smaller than the get
configuration identifier ofr, (Lemma 6.12).

3. Operationr, is a read operation and operatignis a one-phase read operation (Lemma 6.14).

6.5 Proving the Operation Manager Correct

We now proceed to examine the various cases, as outlinegabov

Case 1: Write Operation. We first consider the case whertg is a write operation:

Lemma 6.7 If w; is a read or write operation, and- is a write operation, andr; completes before, begins, then
m < T.

Proof. Assume that operatiorn, occurs at nodé The result follows immediately by the choicetaf (7). The tag
op.tag; is chosen during therite(v); action (see Figure 12, Line 4). Itis chosen using the rea¢itlock (along with

a process identifier to break ties). The tagrefmust have been chosen at the beginning of a prior write operair
must be the initial value. If the tag af is the initial value, then the tag af, is necessarily larger. Assume, then, that
the tag ofr; originates with a prior write operation.

This prior write operation must take some time strictly dezdghan zero to complete, since the write operation
requires performing at least one invocation on a focal polj¢ct and receiving a response from that invocation. The
focal point object model guarantees that each operationistimg of an invocation and a response on a focal point
object takes some time to complete: the invocation and #yorese do not occur at the same time. Therefore the write
operation must take some time strictly greater than zerotopete. Sincer, begins afterr; ends, it begins at some
time strictly greater than zero after the prior write opgmategins.

This ensures thatg(m ) < tag(ws), which immediately implies that, < 7, as desired. O

For the rest of the proof we assume thatis a read operation.

Case 2: Two-Phase Read and Write Operations. We now consider the case where is either a two-phase read
operation or a write operation, and is a read operation. We postpone until later the case whgeis a one-phase
read operation.

There are two subcases to consider, depending on whetteasitdne of the flagsut-rip (1) or get-rip(m2) is
true (Case 2(a)), or both flags are false (Case 2(b)).

We first consider the case where at least one of the put phaseasfthe get phase of, detects a reconfiguration
in progress (Case 2(a)). That is;ifnitiates operationr; andj initiatesm,, then we assume that at least one of the
following two conditions holds:
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¢ Atthe end of the put phase af, op.recon-ip; = true.

e Atthe end of the get phase 8%, op.recon-ip; = true.

Lemma 6.8 (Case 2(a))Assume operation; is a two-phase read or write operation at nodeAssume that- is a
read operation initiated at nodg and thatr; completes before, begins. Assume that at least one of the following
is true:

e put-rip(m ) = true, Or
e get-rip(my) = true.
Thentag(m) < tag(m), and as a resulir £ 7.

Proof. In this case, at least one of the two nodes detects a recoatiiguin progress: nodeduring the put phase
and/or node during the get phase. We divide this case into two subcasggndling on whether it is noder node
j that detects the reconfiguration.

Subcase 1:. First, assume that:
put-rip(my) = true .

This implies that nodé detects the reconfiguration during the put phase,of

Chooser’ = get-conf (m2). Lemma 6.4 guarantees that there exists a put-quoRIm, put-quorums(c'), such
that for every objectobj € P, tag(m1) < obj.tag whenm; completes (since it guarantees this for evérg M).

Lemma 6.5 guarantees that there exists a get-quofiinm get-quorums(c'), the get configuration of., such
that for every objectobj € G, obj.tag < tag(m2) whenm, begins.

Then there must exist an objeeyj € G N P, since both are quorums of the same configuraticand one is a
get-quorum and the other is a put-quorum.

We already know thatag(m;) < obj.tag whenm; completes. Andbj.tag whenr, begins is< tag(ms). Since
w1 completes before, begins, we conclude thatg(m) < tag(ms).

Subcase 2:. Next, assume that:
get-rip(ma) = true .

This implies that nodg detects the reconfiguration during the get phase,of

Choosec’ = put-conf(m). Lemma 6.6 guarantees that for evefye M, there exists a get-quoruni €
get-quorums(c'), such that for every objecodj € G, obj.tag < tag(m2) whenm, begins (since it guarantees this for
everyc' € M).

Lemma 6.3 guarantees that there exists a put-quorinm put-quorums(c'), the put configuration of;, such
that for every objectpbj € P, tag(m) < obj.tag whenm, completes.

Then there must exist an objeeyj € G N P, since both are quorums of the same configuraticand one is a
get-quorum and the other is a put-quorum.

We already know thatag () < obj.tag whenr; completes. Andbj.tag < tag(me) whenm, begins. Sincer;
completes before, begins, we conclude thatg(w;) < tag(ms). O

In the next case (Case 2(b)), we assume that neither the psé i operatior; nor the get phase of operatian
detects the reconfiguration in progress. Thus for the neéxdfdemmas, we assume thatt-rip (m1) andget-rip(mz)
are bothfalse. This case has three subcases, depending on the relafiaishe put configuration identifier of; and
the get configuration identifier af; . First, we assume that these configurations identifiers@rsame.

Lemma 6.9 (Case 2(b).i)Assume that operation, is a two-phase read operation or a write operation at nogdend
thatm, is a read operation at nodg Assume that,; completes before, begins.
Also, assume thatut-rip(7;) and get-rip () are bothfalse and that:

put-conf-id(my) = get-conf-id(ms) .

Thentag(m ) < tag(ms), and as a resultyy £ .
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Proof. Let cid = put-conf-id(m2) = get-conf-id(m ). Assume thatid = (x, %, c).

Lemma 6.3 guarantees that there exists a put-quoRusuch that for every objectibj € P, tag(m) < obj.tag
whenm; completes.

Lemma 6.6 guarantees that there exists a get-quom,get-quorums(c) such that for every objecybj € G,
obj.tag < tag(m2) whenm, begins.

SinceP is a put-quorum and' is a get-quorum of the configuration identified &jythere must exist some object,
obj € PNG.

We already know thatag () < obj.tag whenr; completes. Andbj.tag < tag(me) whenm, begins. Sincer;
completes before, begins, we conclude thatg(w;) < tag(ms). O

We now consider the case (Case 2(b).ii) where the put cowiguridentifier ofr, is larger than the get configu-
ration identifier ofry, that is,put-conf-id(m1) > get-conf-id(m2). It turns out that this case cannot occur.

We first need to show that when the:on-ip flag at node is set to false, this correctly indicates that the configu-
ration identified byconf-id is fully installed, meaning that the reconfiguration thaatedconf-id has completed.

Since we assume in this case (Case 2(b).ii) geatrip(w.) is false, this lemma shows that the configuration
identified byget-conf-id (7)) is fully installed prior to the start of.

Lemma 6.10 Leta’ be a prefix ofy, and letc be some configuration that is not the initial configuration:
¢ # (0,140, o) .

Assume that at the end @f, conf-id; = cid = (x, %, ¢) andrecon-ip; = false. Then for some nodg a
recon-ack(cid);

event occurs iy’

Proof. Assume, without loss of generality, thatis the shortest prefix af such that for any nodk, conf-id, = cid
andrecon-ip, = false at the end ofy'.

There are only two ways in whichcan haveconf-id, = cid and recon-ip, set tofalse: eitheri performs a
recon-ack(cid); action (see Figure 12, Line 96), breceives gut-ack or get-ack response from an object specifying
configurationc andnew-rip = false (see Figure 11, Lines 50 and 64). (Tteeon(c); event does result inonf-id; =
cid, howeverrecon-ip, is set totrue.)

Assume, however, thatreceives gut-ack or get-ack from some objectpbj, specifying configuratiomew-cid
andnew-rip set tofalse. Then a

invoke(recon-done, new-cid) ,p; («,j)

must occur prior to theut-ack or get-ack from obj, as this is the only event that can éj.recon-ip to false.

But we assumed thatwas the first node to be in this state (i€',is the shortest prefix ending with some nade
in this state), so thisecon-done invocation cannot occur. Therefoienust perform arecon-ack(cid);. The node;,
then, satisfies the required properties of ngde O

We can now show that the get configuration identifierrofs always greater than or equal to the put configuration
identifier ofr;. Therefore, the second case (Case 2(b).ii) can never occur.

Lemma 6.11 (Case 2(b).ii)Assume operation; occurs inc at nodei before operationr, begins at nodg. Assume
thatm, is a two phase read or write operation, and is a read operation.
Assume thaput-rip(m1) and get-rip(m,) are bothfalse. Thenput-conf-id(m) < get-conf-id(ms).

Proof. If put-conf-id(m1) = (0,10, co) (the smallest possible value for a configuration identififign clearly this
result is true. Assume, therefore, thatt-conf-id(m1) > (0, g, co).

Itis clear thatrecon-ip; is false at the end of the put phaseof, sinceop.recon-ip; = false: wheneverecon-ip;
is set to true, so isp.recon-ip;, andop.recon-ip is not reset tdalse until the phase is completed.

Lemma 6.10 then indicates that for some nddey

recon-ack(put-conf-id(m))g
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event occurs prior to the end of the second phase ofin particular, theecon-ack occurs prior to the beginning of
.

In order for therecon to complete, aecon-2 must occur. This event completes the get phase of reconfigara
The precondition ofecon-2 requires that for every configuratiehe M, there exists a quorul € put-quorums(c')
such thatP C op.acc. This implies that each object in quorufhresponds to get invocation in the first phase of the
recon operation. (Notice that during a reconfiguration, theregatenvocations made on objects in put-quorums. This
is the one exception to the general rule thet operations are invoked on objects in get quorumsmarndperations
are invoked on objects in put quorums.)

Choose’ = get-conf (m2), and letP € put-quorums(c') be the put-quorum (described above) contacted by node
k prior to therecon-2 event, and therefore prior to the startmof.

When the get phase af, completes, there exists some put-quorum of obje&ets, put-quorums(get-conf (ms)),
such that every objectpj € G has responded toget invocation during the first phase of.

There must be some objestij in G N P, as both? and P are quorums of the same configuratiget-conf (m2),
and one is a get-quorum and the other is a put-quorum.

Recall that the reconfiguration in question is installing tonfigurationput-conf-id(w1). As a result of the
invocation of objectobj during the get phase of the reconfiguration, it is clear thaha end of the get phase,
put-conf-id(m ) < obj.config-id.

As aresult of the response of objedy during the get phase af,, itis clear thatbj.config-id < get-conf-id(w2)
at the beginning of the get phase.

Therefore, we conclude that:

put-conf-id(my) < get-conf-id(ms) .

O

The next case to consider is when the put configuration iflentf =, is strictly smaller than the get config-
uration identifier ofr,. This is the most complicated part of the proof, and reliesbowing that an intervening
reconfiguration operation — the one that creates configqurgtit-conf-id (72 ) — relays information fromr; to .

Lemma 6.12 (Case 2(b).iii)Assume operation, is a two-phase read or write operation at nodeAssume that,
is a read operation initiated at nodg and thatr; completes before, begins.

Also, assume thaiut-conf-id(m;) < get-conf-id(m). Finally, assume thaput-rip(n1) and get-rip(w2) both
equalfalse. Thentag(m) < tag(ms), and as a resultry £ 7.

Proof. Some reconfiguration must occur in order to create confi@matet-conf-id(m2). We first identify the
reconfigurationyp, that creates the new configuration. We then show th@fp) < tag(ms). Finally, we show that
tag(m ) < tag(p), concluding the proof.

Notice thatget-conf-id(ms) # (0,149, co), Since it is strictly larger thaput-conf-id(m ), and (0, ig, co) is the
smallest possible value for configuration identifpert-conf-id (71 ).

Sinceop.recon-ip ; = false at theendof the get phase of., this means thatecon-ip ; = false at thebeginningof
the get phase ofs: this is because no action resejsrecon-ip ; to true during an operation.

Consider the prefix’ of « whose last event is thead event that begins,. Then by Lemma 6.10, there exists
some node; that performs aecon-ack(get-conf (m2)); in o', that is, prior to theead; of m,. Let p be therecon
operation concluding with thisecon-ack event.

We now show thatag(p) < tag(w2). Lemma 6.3 guarantees that there exists some put-qudpunm, the put
configuration ofp such that for each objeaih;j € P, tag(p) < obj.tag at the end of the reconfiguration. Note ttfat
is in put-quorums(c), where

(%, %, ¢) = put-conf-id(p) = get-conf-id(ms) .

Lemma 6.5 guarantees that there exists some get-qud¥umget-quorums(c) such that for every objectp; €
G, obj.tag < tag(m2) whenmy begins.

Sinced is a get-quorum and? is a put-quorum of the configuration identified byt-conf-id(n2), there exists an
object,obj; € G N P.

We have already shown thaig(p) < obj; .tag whenp completes. And we have already shown thigy, . tag when
9 begins is< tag(w2). Sincep completes before, begins, we conclude from Lemma 6.2 thaf(p) < tag(m).
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We next show thatag(m) < tag(p). Consider the
recon-2( get-conf-id (ma))

event that occurs as part of reconfiguratigrending the get phase of the reconfiguration. The precamditr the
recon-2 action requires that for every configuratiene A, there exists a get-quorunis € get-quorums(c') such
thatG C op.acc,, when the event occurs. This implies that for every obje&t,c G, an

invoke(get, .. -)obj,p

eventand a
respond(get-ack, .. .)ob; p

event occur during the get phase, whertis the port number during the get phase of the reconfigurattanpart of
this get operation, gerform event occurs at the automaton fdy; .

Choose’ = put-conf-id(m ), and letG be the get-quorum determined by the end of the get phase cé¢bafig-
uration. Lemma 6.3 guarantees that there exists some mutiquP € put-quorums(c’) such that for every object,
obj € P, tag(m;) < obj.tag at the end ofr; .

SinceG is a get-quorum and is a put-quorum of the configuration identified by there exists some object,
objo € G N P. We know thattag(m ) < objs.tag whenm; completes, since an invocation during the put phase
ensure thabbjs .tag is at leasttag(m ). And we know thabbjqe.tag < tag(p) whenp begins.

At this point, however, we do not know which event came firke invocation during the put phaseof or the
response during the get phasepof

Since obje is an atomic object, it must process these two invocationsirgdperform steps in the canonical
automaton — in one order or the other. Assume thhgd processes the invocation Iwfirst, that is, theperform step
in response te precedes theerform step in response to;. In this case, the responserp includes a configuration
identifier no smaller thaget-conf-id (w2 ), the configuration being installed by As a result:

put-conf-id(m ) > get-conf-id(ms) .

This contradicts our assumption that the put configurati@miifier ofr; is less than the get configuration identifier
for ms.

Therefore, we can conclude that the invocatiorvbf, for m; precedes the response @fj, for . Therefore,
tag(m ) < tag(p). Combining the two inequalities, we conclude that

tag(m) < tag(m),

which implies thatry £ 7. O

Case 3: One-Phase Read Operations.We now address the case of single-phase read operationssdvma that
m iS a one-phase read operation, that is, it does not have @psep

Notice that in Lemma 6.12, we depended significantlyrpipropagating its tag to a put-quorum of objects. Since
a one-phase read operation has no put phase, we cannotsise thi

Instead, we rely on the fact that a one-phase read operatimegurs only when the tag of operatiens confirmed
indicating that another two-phase operatighhas already propagated the tagrao a put-quorum.

We first need a lemma showing that if a tags confirmed, then there exists a two-phase operation toaggated
tagt to a put-quorum.

Lemma 6.13 Let o’ be a prefix ofe, and assume that at some nodeat the end otY', the tagt € confirmed,.
Then there exists an operation, in «' such thattag(w) = ¢ andr is either a two phase read-operation or a write
operation.

Proof. Without loss of generality, assume thtis the shortest prefix af such that at the end of , for some node
i, t € confirmed,.

There are two ways in which a tag can be added to the confirmeaf se either a response from some object
indicates that a tag is confirmed (see Figure 11, Line 54)jtself completes a two-phase operation and addshe
confirmed set (see Figure 12, Lines 36 and 17).
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In the first case, this implies that there exists some objggt,that hast € obj.confirmed-set at some point in
a'. However, this would imply that some other nokldnad performed aonfirm invocation onobj (see Figure 10,
Line 27) ina’, as this is the only way in which a tag can be added to an objectifirmed set.

This, then, implies that € confirmed,, in o', when theconfirm invocation occurs. This violates the assumption
thata is the shortest prefix to end with some nodeontaining: in confirmed;.

Therefore, node must perform aead-ack; or write-ack; in o' that adds to confirmed; (see Figure 12, Lines 36
and 17). The valuep.tag; must be equal te, because is added toconfirmed,;. Further, if the operation is eead
operation, then a precondition of thead-ack; is thatop.phase = put, implying that it is a two-phase read operation.
The node, then, satisfies all the required properties of ngde O

Now we can show that with one-phase reads, the partial erg@rduced by the tags is consistent with the real ordering
of the operations:

Lemma 6.14 (Case 3)Assume operation; is a one-phase read operation, and occurs at nodsssume that, is a
read operation initiated at nodg and thatr; completes before, begins. Themag(m) < tag(m), and as a result

9 74 1.

Proof. Sincen, is a one-phase read operatidng(w;) € confirmed, when theread-ack; event occurs (see Fig-
ure 12, Line 63). Recall thatg(;) is the value ofiag, when theread-ack; event occurs.

By Lemma 6.13, a two-phase operatidrmust complete prior to thead-ack; event ofr; andtag(m ) = tag(n'),
thetag; when theread-ack; event occurs.

Sincerr’ completes before the end of, it also completes before, begins. Therefore, by Lemma 6.12g (") <
tag(ma); as a resulttag(m) < tag(ms). O

Main Result. Combining the lemmas from all the cases (Lemma 6.7, Lemmal&tima 6.9, Lemma 6.11,
Lemma6.12, and Lemma 6.14), we conclude:
Theorem 6.15 If m; andn, are two operations, and; completes before, begins, thenr, £ 7.

We now claim that the Operation Manager, composed with toal faoint objects, the ReconClients, and a well-formed
environment, implements a read/write atomic object.

Theorem 6.16 Let U be a well-formed environment. L8tbe the composition of the Operation Manager, the focal
point objects, theReconClients and the environment/, where all input and output actions are hidden except for
read, read-ack, write, andwrite-ack. Let A be the canonical atomic read/write object, an object of thgable type
presented in Figure 5. Then:

traces(S o U) C traces(AoU)) .

Proof. First, notice thatS has the appropriate input and output actions. Next, we gty the three conditions
required by Theorem 3.2:

1. Follows from the uniqueness of the tags: each is choserdpiaing the local clock, and using process identi-
fiers to break ties.

2. Follows from Theorem 6.15.

3. Follows from the way in which the partial order is defineslgaread operation is ordered directly after the write
operation whose value it returns.

O

7 Focal Point Emulator

In this section we present an algorithm to implement the Héomt Object Model. The algorithm allows mobile nodes
moving in and out of focal points, communicating with distried clients through the GeoCast service, to implement
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Signature:

Input:
geocast-rcv({invoke, inv, oid, loc)).s;.:, inv € invocationsoid € U, loc € L
Ibcast-rev((join-req, jid))op;,i, jid € T
Ibcast-rev((join-ack, jid, v))op;,i, jid € T,ve V
Ibcast-rev((invoke, inv, oid, loc}).s; ;, inv € invocationsoid € U, loc € L
geo-update(l, t)op;.i,1 €L, t € R>°

Output:
geocast(({response, resp 0id, 10C)).s;,:, respe responsesoid € U, loc € L
Ibcast({join-req, jid))op;,:, jid € T
Ibcast((join-ack, jid, V))os;.:, jid € T,ve V
Ibcast({invoke, inv, oid, loc)).s;,i, inv € invocationsoid € U, loc € L

Internal :
join()osj.i
Ieave()obj,z-
simulate-op(inv).s; ;, iV € invocations

State
fp-location € 2%, constant, locations defining the focal point under consititen
clocke RZ°, the current time, initially 0, updated by the geosensor
location € L, the current physical location, updated by the geosensor
statuse {idle,joining,listening,active}, initially active if node is infp-location andidle otherwise
join-id € T, unique id for current join request, initiall§, o)
Ibcastqueue a queue of messages to be sent by the LBcast, iniflally
geocastqueue a queue of messages to be sent by the GeoCast, inifially
anweredjoin-regs set of ids of join requests that have already been answigiéélly ()
val € V, holds current value of the simulated atomic object, itiitiao
pendingops queue of operations waiting to be simulated, initigly
completedops queue of operations that have been simulated, initfally

Figure 13: FPE Server Signature and State for Nodeand Object ob; of variable type r =
(V, vg, invocations, responses, &)

an atomic object (with port s€) = S) corresponding to a particular focal point. We refer to thigorithm as the
Focal Point Emulator (FPE).

Figure 15 depicts the various components of the FPE. Thatsli@n the left) send invocations and receive re-
sponses from the FPE Client, which simply attaches a tagan/eequest and then broadcasts the request (using the
GeoCast service) to a focal point, where it is received bytiplel FPE Servers. The FPE Servers then coordinate
among themselves, using the LBcast service to determinedaming of the requests. They then update their local
replicas of the data object, and broadcast a response bdek FPE Client then removes duplicates, and sends the
response to the client. The FPE Client runs on every mobilie tioat wants to access this particular atomic object; the
FPE Server runs on every node and is active when that nodétis iiocal point corresponding to the atomic object.

FPE Client. The code for the FPE Client is presented in Figure 16. The Firtas three basic purposes. First,
it ensures that each invocation receives at most one resgefisinating duplicates). Second, it abstracts away the
GeoCast communication, providing a simple invoke/respiotetface to the mobile node. Third, it provides each
mobile node with multiple ports to the focal point objectethumber of ports depends on the atomic object being
implemented.

FPE Server. The FPE Server is the automaton that allows the mobile nadasfocal point to simulate a single
replica. The FPE Server implements a replicated state machiing the totally ordered local broadcast to ensure
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consistency. Figure 13 contains the signature and stateeoFPE. The remaining code for the FPE Server is in
Figure 17.

When a node enters the focal point, it broadcasts a joinegigmessage using the LBcast service and waits for
a response. The other nodes in the focal point respond tmaggjuest by sending the current state of the simulated
object using the LBcast service. As an optimization, to duminecessary message traffic and collisions, if a node
observes that someone else has already responded to agpiast, then it does not respond. Once a node has received
the response to its join-request, then it starts partigigah the simulation, by becoming active.

When a node receives a GeoCast message containing an opématication, it resends it with the LBcast service
to the focal point, thus causing the invocation to becomem@d with respect to the other LBcast messages (which
are join-request messages, responses to join requesteparation invocations). Since it is possible that a GeoCast
is received by more than one node in the focal point, thererisesbookkeeping to make sure that only one copy of
the same invocation is actually processed by the nodes. Widi& an optimization that if a node observes that an
invocation has already been sent with the LBcast servies itrdoes not do so.

Active nodes keep track of operation invocations in the oidevhich they receive them over the LBcast service.
Duplicates are discarded using the unique operation ide.operations are performed on the simulated state in order.
After each one, a GeoCast is sent back to the invoking nodethétresponse. Operations complete when the invoking
node remains in the same region as when it sent the invocatiowing the GeoCast to find it.

When a node leaves the focal point, it re-initializes itsaales.

A subtle point is to decide when a node should start collgdtimocations to be applied to its replica of the object
state. A node receives a snapshot of the state when it joimweter by the time the snapshot is received, it might be
out of date, since there may have been some intervening gessf@m the LBcast service that have been received
since the snapshot was sent. Therefore the joining node r@cwstd all the operation invocations that are broadcast
after its join request was broadcast but before it receibtedshapshot. This is accomplished by having the joining
node enter a “listening” state once it receives its own j@guest message; all invocations received when a node is in
either the listening or the active state are recorded, ahgbprocessing of the invocations can start once the nosle ha
received the snapshot and has the active status.

A precondition for performing most of these actions is thegt hode is in the relevant focal point. This property
is covered in most cases by the integrity requirements oL.Beast and GeoCast services, which imply that these
actions only happen when the node is in the appropriate fomat.

8 The FPE Implements the Focal Point Object Model

In this section, we show that the Focal Point Emulator cdlyémplements the Focal Point Object Model. We focus
on a single focal point, interacting with some environm@&itce atomic objects can be composed, it suffices to show
that the focal point implements an atomic object. bbx to be this focal point object.

The body of the proof consists primarily of determining aatatrdering on all operations of the atomic object

invoke

respond
- [ESPONC_|

Atomic
Object

invoke

respond

invoke

respond

-

Figure 14: Individual Focal Point Object, which implemeatsatomic object that responds to invocations.
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invoke geocast geocast Ibcast
—WOX€ o | FPE > FPE Object >
<«"25Po"d_| Client geocast-rcv geocast-rev| Server Replica Ibcast-rev
GeoCast LBcast
Network Network
invoke geocast geocast Ibcast
— = |FPE i ™| FPE Obiject >
< respond Client - geocast-rc - geocast-rc Server Replic - Ibcast-rcv
[ J [ [ J [
[ ] [ o [ ] [ ]
[ J [ [ J [
invoke geocast geocast _ Ibcast
— | PpE - > FPE Object |
d . — — f =
' SSPon Client geocast-rcv geocast-rcv Server Repllc Ibcast-rcv

Figure 15: Components of the Focal Point Emulator. When &a Elent (on the left) receives an invocation, it sens
the request to all the FPE Servers using the GeoCast seAtitgast one of the FPE Servers broadcasts the request to
all the other FPE Servers in the focal point, using the LBsastice. Each FPE Server then updates its Object Replica
as a result of the request. At this point, at least one FPEe8eand a response to the FPE Client, using the GeoCast
service.

for an arbitrary execution in which all the operations coete| as per Theorem 3.1. Letbe some such execution.
The total ordering is shown to have the necessary prope#lisving us to conclude that the algorithm correctly
implements an atomic object. In particular, we need to shat/the devised ordering is consistent with the real-time
ordering of operations, and that the ordering is consistéthtthe responses sent during the execution.

Let A be the abstract system consisting of an atomic object (oflaitrary variable type). See Figure 14. L&t
be the system consisting of a set of FPE Clients, composédhetGeoCast network, composed with an FPE Server,
each containing an object replica. See Figure 15.

LetU be a well-formed environment. Our goal, then, is to show thates(S o U) C traces(AoU). We consider
an arbitrary executiony, of the systent o U in which every operation completes. Ldtbe the set of operations in
a. Since every operation completes, we know that for evegyII, for somep € P, aninvoke(r),s;,, €vent occurs,
followed by arespond(7)4s;,, €VENL.

Preliminaries. We now define some preliminary notation, and then specifyed todering of operations in execution
« on the atomic object.

Each operations € 11, is assigned a unique identifier by the FPE Client before@ésCast to the FPE Servers
(see Figure 16, Line 3). We refer to this identifieridér).

The LBcast service guarantees a total ordering on all messsent within a focal point. For any execution, or
prefix of an executions, let IM (3) be the set ofnvoke messages sent (and later delivered) by the LBcast service in
B.

(For the purposes of discussion, we will consider a “messageonsist of the tuple:(inv, oid, loc), the last
three parameters in cast({invoke, inv, oid, loc)) action or in albcast-rcv({invoke, inv, oid, loc)) action whose
first parameter ignvoke.) T

he set/M () contains one message for evéisyast(m) eventing. Notice that this same message is delivered by
multiple Ibcast-rcv(m); events, each at a different node

The definition of the LBcast service guarantees that theistsea total ordering of the messaged M («) that is
consistent with the order in which each mobile node recdivesnessages. That is, if nofleeceives two messages
m,. andmy in that order, themn,. < m; in this ordering.

Each of theinvoke messages sent by the LBcast service include an identfiér, Let id(m) be the identifier
associated with message This identifier is closely related to the identifier assteigwith operationid () that led
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to this message.

For all of theinvoke messages, theid is set to the unique identifier of an operation associatek thiat message.
(See Figure 17, Line 8, and notice that the enqueued LBcassage uses the identifier from the received GeoCast
request). This allows us to say that certain LBcast messagessociated with each operation. However, it also means
that these identifiers are not unique: two LBcast messaggsime the same identifier, because the two messages are
created as a result of the same operation.

We define a total ordering on operationg II as follows, using the ordering determined by the LBcastiserv
Let w; andn; be two operations ifill. For operationr;, letm, be the first message i/ (o), the LBcast messages
sent ina, associated with operatian: id(m,) = id(m;). The message:, is the first message delivered by LBcast
in « that was generated by operation

Similarly, for operationr;, letm, be the first message i/ («) such thatid (m») = id(n;). We say thair; < 7;
if m1 < msy. Since operation identifiers are unique, and an operatioroody be associated in this way with a single
message (i.e., the first), this defines a total ordering.

Properties of the Total Order. The most difficult property of Theorem 3.1 to show is PropityVe need to show
that the total ordering is consistent with the responsesisethe FPE Servers.

Let o’ be any finite prefix of execution, and leti be any node. Of all the LBcast messages orderdd4iia’),
choosen to be the largest message received by nddex’ and not inpending-ops, at the end ofy’. More formally,
choosen such that:

1.Ym' e IM(d'), m' <m
2. Ibcast-rcv(m); oceurs ina!
3. m ¢ Ustate(a').pending-ops,; .

Here/state(a') denotes the last state id. The message: is, in effect, the most recent message that has been pro-
cessed by nodg(if i has completed the join protocol): all prior messages haee beceived, added @nding-ops;,
and removed,; all later messages argdnding-ops;, or have not yet been received.

We definey(a', i) to be the state of the atomic object after beginning in thigairstate vy, and processing all the
invoke messages for nodean IM («'), stopping at message (while skipping the “duplicate” messages, referring to
the same operation, that might occuditd («')). In particular, this means tha{«’, i) is the state after processing the
operationssy , mo, . . . , ¢, Wherer; is the most recent operation thidtas processed i’

We show that for all prefixea' of executiona, if nodei has completed the join protocol, then the state of the
replica at node is equal toy(a', ). That s, the state of the replica at nads consistent with all prior operations in
IM () having occurred. If nodéhas itself received all the messagedifi(«'), this claim is immediate. In the case
that node has joined the focal point during the execution, howevedgianay have only received some suffix of the
sequence. As a result, the main difficulty in proving the ifasat is showing that the join protocol works, i.e. that afte
a node sets its statusdotive, it has correctly acquired a good snapshot of the state of/tkel.

Invariant 1 Leta’ be any finite prefix of executien If:
Ustate(a'’).status; = active ,

then:
Ustate(a').val; = y(a!,i) .

Proof. We show this by induction on the length af. For the base case, consider the initial state of the system,
before any actions occur . Let 5’ be this empty prefix ofv. If i is not in any focal point, thestatus; = idle, and
the result is trivial. Ifi is in some focal point, then the statewfl; is vy. However, in this caséM (5') is empty, and
as aresulty(g',4) also equal®y.

For the inductive step, letands’ be the states before and after the new event, respectivetyl he the previous
prefix of a, that is,s = £state(S). Let 5’ be the new prefix ofy, that is,s’ = Cstate(5').

We know, inductively, that for any finite prefix' of 3, for any nodeyj, if £state(a').status; = active, then:

Ustate(a').val; = y(a', 7)) .
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We need to show that
Ustate(B').val; = v(B',14) .
We now consider the various actions relevant to this claim.
e |bcast-rev(invoke, inv, oid, loc);: (See Figure 17, Lines 24-28.)
Recall that the sequend@/ (', i) only includes messages that have been sefit,ineceived byi, and are no
longer inpending-ops;. As a result of this action, the message, is added t@ending-ops;, and therefore the

sequencéM (', i) is equal tolM (53, ), and as aresulty(5’,i) = v(8, ). By induction, we already know that
~v(8,1) = Lstate(B).val;. The state of the replicated object is also unchanged,ghat i

Ustate(B').val; = Lstate(B).val; .

The result then follows.

e simulate-op(inv);: (See Figure 17, Lines 36—43.)
First, when this action occurstatus; = active, since that is a precondition to this action (see Figure 17,
Line 38). The invoke operation removes the message fromeh@sding-ops,;, and therefore adds the associ-
ated invocation tdM (3,4). Thatis,IM (5',i) = IM(8,4i) U {m}. Therefore:

Y(B',4) = 6(m,y(B,1)) ,

since the total ordering of the LBcast service ensures thanhtessage: is ordered after every message in
IM(8,i).

The state obal; was initially y(3, i) in states, by induction. After this actionyal; is set to:
&(m,y(B,1)) ,
as this is the definition of how the object responds to inviooat This maintains the desired invariant.

e leave;: (See Figure 17, Line 45.)
In this casestatus; < idle, and the claim is trivially true.

e |bcast-rev(join-ack, jid, v);: (See Figure 17, Lines 17-22.)
This is the main interesting case of this proof. In this attimode; setsstatus to active (see Figure 17, Line 21),
if the message is a response to an outstanglimgreq previously sent by. (If this is not the case, then this
action causes no changestutus;, pending-ops;, of val;, and the invariant is trivially maintained.)

We know, then, that some nodg must have previously performed Hrrast-send; action to send a copy of the
state ofval; toi. More specifically, an

Ibcast-rev(join-req, jid)

action occurs, causing the messdfen-ack, jid, val;)) to be added to the LBcast queue. This then leads to
anlbcast of this message, which is received by this action. The LBsastice guarantees that every message
received was earlier sent, and the message existing in tbeedbrast-queue ensures that the message was

received. Lef3” be the prefix of3 ending with the

Ibcast-rev(join-req, jid) ;

action.
Inductively, we know that the state of the replicated obgeett by; (i.e., the current value of val;) is equal to

Y(B", )

Sincewal; is set tov when thejoin-ack message is received, we only need to show that:

V(B i) =~(B".7), (1)

and we can conclude thatl; = v(4',1i), as desired.
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Letm be the largest messagelit (3') received byi that is not ins’. pending-ops;. Every message ordered by
the LBcast service prior tds join request precedes. This is becausémust receive its own join request, as it
entered the focal point prior to sending the join requedd,iadoes not respond to its own join request.

Next, every message thatreceives ing’ that is ordered aftei’s join request comes aften in the LBcast
message ordering. This is because wheaceives its own join request, it sets i&utus; to listening (see
Figure 17, Line 13). Every message received after the jojuest is therefore added @nding-ops; (as
status; is listening). No messages are removed frganding-ops, as all such actions havgatus; = active as
a precondition (see Figure 17, Line 38).

Thereforem must correspond tds join request. As a resulty(3’,i) is the state reached after processing all
messages prior tou, i.e., prior toi’s join request.

Notice, though, that's join request is exactly the last message processediby” before sending a response
to j. In particular, theny (38", j) is the state reached on processing every messag# {i#" prior to i's join
request.

Therefore, Equation 1 holds, and the lemma holds in state

The rest of the cases are straightforward, having no effete status of, the elements gfending-ops;, or the state
of the replicated object. O

We can now show that the two properties required by Theordrh@d for the total ordering we have defined, and

as a result, the Focal Point EmulatSr,is a correct implementation of the Focal Point Object Model

Theorem 8.1 For all executionstraces(S o U) C traces(Ao U).

Proof. We consider the properties from Theorem 3.1 in order:

1. This follows from Invariant 1. Let € TI be an operation. The client that performs the response fitwes so

because it receives a GeoCast with a response faym a server, say, for the first time. Letx' be the prefix
of a ending just before theimulate-op action that causeilto enqueue the GeoCast response. The value
determined by starting in statg and handling all thénvoke(r,.) operations prior ter is exactlyy(a’, i): every
preceding operation is associated with an earlier LBcastsage (by the way in which the total ordering is
defined); at the time when nodénvokes operatiorr, it has removed all prior messages from @ ding-ops
gueue, and therefore the message associated with operaaxactly the largest message thatas received
in ' that is not inpending-ops,. Invariant 1 shows that the statewfl; prior to operationr is equal toy(a/, 7).
Therefore the response to operatiors exactly that obtained by applyingto (o, 7).

. Let messagen; be the first message associated with operatigrand let message:, be the first message
associated with operatior. Sincer; completes before; begins, the message, must be received before the
messagen- is sent, and therefone; precedesn,. This then implies that; precedes;, as needed.

Therefore this theorem follows from Theorem 3.1. O

9 Performance Discussion

The performance of the GeoQuorums algorithm stems from émfopnance of the Operation Manager and the per-
formance of the Focal Point Emulator.

We first examine the performance of read and write operatiangxecuted by the Operation Manager. Assume

that the Focal Point Object Model guarantees that all intiona result in a response within timé Then if no more
thanf focal point objects fail, each read or write operations sediemost time1': each operation requires at most two
phases, and each phase can be completed inftinas all the objects can be invoked concurrently. A write apen,
however requires on a single phase. Similarly, many readabpes only require a single phase. These operations
requires at most tim&'. Similarly, a reconfiguration operation takes at most titfie

We next discuss the performance of the Focal Point Emulatdietermine the maximum time required for an
invocation to receive a response. We consider a focal pbiebbthat does not fail, and we assume that a mobile node
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Signature:

Input:
invoke(inv)y;,p, iNV € invocationsp € Q
geocast-rcv({response, resp oid, loc)).; ;, respe responsesoid € U
geo-update(l, t)op;.i,1 €L, t € R>°

Output:
geocast(m).s;.;, M € invoke x invocationsx U x L x L
respond(respos;,p, reSPE responsesp € Q

State
fp-locatione 2%, a constant, the locations of the focal point
clocke RZ", the current time, initially 0, updated by the geosensor
location € L, the current physical location, updated by the geosensor
ready-responses Q x responsesa set of an operation responses, initiglly
geocastqueue a queue of messages to be geocast
ongoingoids C U, a set of operation identifiers, initially

Transitions:

Input invoke(inv)sp; p

Effect:
new-oid «+ (clock p)
Enqueug geocastqueug (invoke, inv, new-oid, location, fp-location))
ongoingoids <« ongoingoidsU {newoid}

Input geocast-rcv((response, resp oid, l0C))os;,i
Effect:
if (oid € ongoingoids) then
(c, p) « oid
ready-responses— ready-responses) {(p, resp }
ongoingoids + ongoingoids\ {oid}

Input geo-update(l, t)os;.s
Effect:

location <« |

clock«t

Output geocast(m)os;.;

Precondition:
Peek(geocastqueug = m

Effect:
Dequeudgeocastqueug

Output respond(resp)os;,p
Precondition:
(p, resp € ready-responses
Effect:
ready-responses— ready-response§ {(p, resp }

Figure 16: FPE Client for Clientand Objecbb; of variable typer = (V, vq, invocations, responses, 0)
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Focal Point Emulator Server Transitions

Internal join()ob;,:
Precondition:
location € fp-location
status= idle
Effect:
join-id « (clock i)
status«+ joining
Enqueuglbcastqueug (join-req, join-id))

Input Ibcast-rcv({join-req, jid))op;.;
Effect:
if ((status= joining) A (jid = join-id)) then
status«+ listening
if ((status= active) A (jid ¢ answeredjoin-reqs)) then
Enqueuglbcastqueueg(join-ack,jid,val))

Input Ibcast-rev((join-ack, jid, v))os;,i
Effect:
answeredjoin-reqs+<+— answeredjoin-reqsu {jid}
if ((status= listening) A (jid = join-id)) then
status« active
val + v

Input geocast-rev((invoke, inv, oid, loc, fp-10c))os; i
Effect:
if (fp-loc = fp-location) then

if ((inv, oid, loc) ¢ pendingopsuU completedops) then

Enqueuglbcastqueug (invoke, inv, oid, loc))

Input Ibcast-rev(({invoke, inv, oid, l0c})os;,i
Effect:
if ((status= listening V active) A
((inv, oid, loc) ¢ pendingopsU completedops)) then
Enqueugpendingops (inv, oid, loc))
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Internal simulate-op(inv)es;,;
Precondition:
status= active
Peekpendingops) = (inv, oid, loc)
Effect:
(valresp « 4(inv,val)
Enqueud geocastqueue (response, resp oid, loc))
Enqueug completedops Dequeudpendingops))

Internal leave()os;.:
Precondition:
location ¢ fp-location
status# idle
Effect:
status« idle
join-id < (0, i0)
val < vo
answeredjoin-reqs< (
pendingops<« 0
completedops« 0
Ibcastqueue« 0
geocastqueue« ()

Output Ibcast(m)os;,i

Precondition:
PeekIbcastqueug¢ = m

Effect:
Dequeu€lbcastqueug

Output geocast(m)es;.:

Precondition:
Peekgeocastqueug = m

Effect:
Dequeu€geocastqueug

Input geo-update(l, t)os;.s
Effect:

location <« |

clock«t

Figure 17: FPE Server Transitions for Clierand Objectb;j of variable typer = (V, vg, invocations, responses, §)
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performing an invocation does not move too far until a resgas received. In particular, such a mobile node moves
no further than distanc®, as defined by the GeoCast service.

The performance of the focal point objects is directly defsrt on the performance of the two communication
services. Assume that every GeoCast message is delivetieith Wime d;, and every LBcast message is delivered
within time dp g; letd = dg + drg. Then every invocation receives a response within tateeach phase takes at
most two round-trip messages. (An extra round of commuitinanhay be caused by the discovery during the first
round that a reconfiguration is in progress.)

We then conclude that if a mobile nodegijnitiates a read or write operation, and no more tlfdocal points fail,
and node does not move further than distanBeafter the operation begins (until the operation completiégn the
operation completes within timgi. A write operation, or a one-phase read operation, complgithin time4d.

The algorithm as specified also allows the implementatianade-off message complexity and latency. In each
phase of a read or write operation, the node initiating therafion must perform invocations on a quorum of focal
point objects; each invocation is going to cause messaffie frathe network. It can achieve this goal by performing
invocations on all focal point object concurrently, thereimsuring the fastest result, at the expense of a high messag
complexity. Alternatively, the node can invoke only the dbpoint objects in a single quorum. If some of these
focal point objects have failed, and they do not all resptimeinode can perform invocations on another quorum, and
continue until it receives a response from every object meguorum. This leads to lower message complexity, but
may take longer.

10 Conclusions and Future Work

We have presented a new approach, the GeoQuorums approantplémenting algorithms in mobilad hocnet-
works. We have presented a geographic abstraction moedrdbal Point Object Model, and an algorithm, the Focal
Point Emulator, that implements it using mobile nodes. Weeharesented the Operation Manager, which uses the
static model to implement an efficient, reconfigurable atoread/write memory.

The GeoQuorums approach transforms a highly dynaasidhjocenvironment into a static setting. This approach
should facilitate the adaptation of classical distribuagbrithms toad hocnetworks.

We also believe that our approach will be useful in studyiplgrid networks, consisting of both mobile nodes and
fixed infrastructure. In areas where there are non-mobxXegfparticipants, simpler and more efficient versions of the
FPE can be used. When nodes enter areas with no infraseytie more dynamic algorithm can seamlessly take
over.

A major open area of research, then, is to determine other afstne Focal Point Object Model, and other algo-
rithms that rely on focal point objects. For example, it segrossible to build mobile routing services using focal
point objects to maintain routes. Similarly, the use of tloed Point Object Model should facilitate the design of
resource allocation and task allocation algorithms.

There are many open questions relating to the geographiaaben itself.

It would be a natural extension to allow focal points to remoCurrently, once a focal point object fails, it cannot
recover, even when new mobile nodes reenter it. Allowingaafpoint to recover would improve the fault-tolerance
of the system.

We would also like to determine whether we can implement sbimg more general than atomic objects using
focal points. For example, it seems possible to implemdsitrary automata using a similar technique to that of the
Focal Point Emulator.

It is an interesting question to consider the implementatibthe ReconClient automata. Since there are only
a finite number of configurations to choose from, it should besible for the mobile nodes to determine which
configuration is optimal for a given set of read and write @piens. Using the techniques of competitive analysis
it may be possible to determine the optimal configuratioraf@equence of read and write operations, even without
knowing the sequence in advance.

It would also be interesting to consider other implementaiof the Focal Point Object Model. The implemen-
tation presented in this paper has two major drawbackst, Rinequires the participation of every mobile node in
a focal point. It is easy to relax this requirement, by allogva. mobile node to choose not to participate, as long as
it is sure that other nodes are participating. It may imprpggormance and energy efficiency to allow only a small
number of mobile nodes — in particular, those that tend tiolesthe most within the focal point — to maintain the focal
point. If a very reliable node remains continuously in thediopoint (for example, a fixed, non-mobile base station),
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then there is no reason to burden too many other nodes. SetenEocal Point Emulator relies on a powerful local
broadcast service, LBcast. Considering the highly localimreof a focal point, there may be implementations of the
Focal Point Object model that rely only on a weaker commuiunaservice.

We would therefore like to consider implementations of tliedt Point Object Model that depend on a leader
election algorithm to determine a primary copy of the data facal point object. It may also be possible to implement
a focal point object based on the Rambo algorithms ([25])s Would be useful in settings where global time is not
available, or where a local broadcast service was unavailab

We have assumed a static definition of focal points and cor#iguns. It remains an open question to determine
how to choose a good set of focal points, how to construct aehégcal points in a distributed fashion, and how to
modify the set of focal points dynamically.
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