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Abstract. We motivate and investigate a new cryptographic primitive
that we call multi-key hierarchical identity-based signatures (multi-key
HIBS). Using this primitive, a user is able to prove possession of a set
of identity-based private keys associated with nodes at arbitrary levels
of a hierarchy when signing a message. Our primitive is related to, but
distinct from, the notions of identity-based multi-signatures and aggre-
gate signatures. We develop a security model for multi-key HIBS. We
then present and prove secure an efficient multi-key HIBS scheme that
is based on the Gentry-Silverberg hierarchical identity-based signature
scheme.

1 Introduction

Research in identity-based cryptography (IBC) [32] has proliferated in recent
years since the discovery of novel pairing-based key agreement protocols due to
Sakai et al. [30] and Joux [23], and the seminal work of Boneh and Franklin [§]
giving the first secure and practical identity-based encryption (IBE) scheme.
Several proposals for identity-based signature (IBS) schemes, such as [12,
21, 26], followed quickly after Boneh and Franklin’s publication [8]. More re-
cent proposals for IBS can be found in [4,5,17,27], for example. However, IBS
schemes are arguably less interesting than IBE schemes. They suffer from the
key escrow property that is inherent in IBC, which makes non-repudiation of
these signatures more difficult to achieve. Moreover, there is a generic construc-
tion that creates an IBS scheme from two instantiations of any (normal) pub-
lic key signature scheme [5]. This is related to the fact that, with a normal,
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certificate-based signature, all information necessary for verification can be in-
cluded along with the basic signature to create a self-contained package. Nev-
ertheless, many real world applications of identity-based signatures have been
proposed in the literature, such as lightweight email authentication [1], and bio-
metric authentication [11]. Attractive variants of identity-based signatures, for
example identity-based multi-signatures (IBMS) [6, 18], identity-based aggregate
signatures (IBAS) [18] and identity-based threshold signatures (IBTS) [2] have
also been proposed. These applications and primitives offer other advantages
over the use of certificate-based signatures, such as significant savings in com-
munication bandwidth. Moreover, IBS schemes can be deployed in identity-based
infrastructures so as to provide a complement to IBE schemes whilst making use
of the same infrastructural components and code base.

In hierarchical identity-based cryptography (HIBC) [7,10,19,22], multiple
levels of private key generators (PKGs) and users form a tree-like structure which
mimics the existing hierarchical PKI model. A user at any level of the tree can
encrypt or sign a message targeting any intended recipient at any level, using only
a set of shared cryptographic system parameters published by the root PKG.
A hierarchical identity-based signature (HIBS, or HIDS in [19]) scheme is then
the analogue of an IBS in the hierarchical setting. One interesting application
of the hierarchical approach is that it can be used for delegation in a natural
way: an act of delegation can be carried out by the issuance of a private key by
a node in the tree to its child. A delegatee’s delegated credential can be checked
by performing only one signature verification, regardless of the length of the
delegation chain [14].

In this paper, we introduce, motivate and develop a new cryptographic prim-
itive called multi-key hierarchical identity-based signatures (multi-key HIBS).
The essence of this new primitive is as follows. We operate in the setting of
HIBC, but we assume each user owns multiple identifiers and thus possesses a
set of corresponding private or signing keys. These identifiers may be located at
arbitrary positions in the hierarchy. When a user generates a signature on a mes-
sage, he uses a subset of his private keys for signing. Informally, then, a multi-key
HIBS scheme is used to produce a single signature on a selected message using
a set of signing keys. We discuss two potential applications for multi-key HIBS
next, and then explain the relationship between our new primitive and related
cryptographic concepts.

Motivating Examples. Our first example is related to access control in open
distributed environments, such as grid computing systems [15].

There has been a recent trend in research on access control in which user au-
thentication and access control are achieved in a unified way using cryptographic
techniques, for example, policy-based encryption [3, 33], attribute-based encryp-
tion [20, 28, 29] and role signatures [13]. Particularly, the use of roles as identifiers
(in the context of HIBC), or role identifiers and their associated signatures for
access control in [13] has inspired the work presented in this paper.

Role-based access control (RBAC) [31] is well-known for being more scalable
than access control based on user identities. Users are granted membership into



roles based on their competencies and responsibilities in their organisation. The
operations that a user is permitted to perform are based on the user’s role. Role
signatures, as proposed in [13], are designed to address the problems of inter-
domain principal mapping and authentication of user credentials simultaneously.

It is observed in [13] that a HIBS scheme can be used naturally for RBAC
within a distributed computing environment, such as a grid system, which has
a hierarchical structure. A verification key can be defined by a role identifier
defined within a hierarchical namespace. User authentication and access con-
trol is unified, and credential verification is rendered trivial. An authorisation
service is required to only verify a single signature, produced from the signing
key associated to the role identifier, to both confirm that the user is an authen-
ticated member of an organisation and occupies a particular role within that
organisation.

Suppose, for example, that Alice has been given the roles r;= lecturer, ro=
professor and rs= IEEE member. Let Alice be an employee of university X,
which in turn is part of the Open University, OU. Then, a role identifier, defined
in a hierarchical namespace, can be of the form “OU, X,r;”, where 1 <¢ < 3. In
order to abide by the principle of least privilege, Alice should be given the options
of selecting which role(s) she wishes to use when accessing some resources.

Now assume that Alice wants to access some restricted digital documents
stored in the Open Library using roles ro and r3. In principle, Alice must then sign
an access request using private keys S and S3 which correspond to role identifiers
“OU, X,ry” and “OU, X, r3”, respectively. Our multi-key HIBS primitive allows
the access request to be signed using the pair of private keys So and Ss, while
verification of the signed request uses the pair of associated role identifiers.

Our second example is related to mobile ad hoc network (MANET) appli-
cations. Here, conserving computation and bandwidth are at a premium, so the
use of identity-based techniques is attractive [24]. However, it is commonly as-
sumed in the MANET setting that there are no trusted entities that can play the
role of PKGs (or trusted authorities). Moreover, nodes may be compromised or
unavailable. Therefore, it is desirable to distribute the functions of PKGs across
multiple network nodes. In the most general setting, the distributed identity-
based key infrastructure that results may even be hierarchical in nature. Hence
a user in the network may receive multiple private keys from different nodes, yet
wish to efficiently demonstrate possession of some or all of these keys when cre-
ating a signature. For example, this may be required as part of an identity-based
key exchange protocol used to create a session key shared between two network
nodes. In this situation, a multi-key HIBS scheme is just what is needed.

Related Concepts. Our concept of multi-key HIBS is closely related to the
concepts of identity-based multi-signatures (IBMS) [6,18] and identity-based
aggregate signatures (IBAS) [18].

In multi-signatures, a set of users all sign the same message and collectively
produce a single signature. An IBMS scheme may be either non-interactive or
interactive; this property is related to whether or not individual signatures can
be combined to produce a multi-signature by an outside agency. An example



of the former type of IBMS scheme can be found in [18], and of the latter in
[6]. In an aggregate signature scheme [9], each user can sign a different message;
subsequently a set of signatures can be turned into a single signature via an
aggregation process which may be executed by any entity. The first efficient
constructions of IBAS were obtained in [18], but under the restriction that signers
coordinate some state before signing. A non-interactive IBMS scheme can be
obtained from any IBAS scheme.

It is easy to see that the basic functionality needed in our motivating exam-
ples can be obtained by just using an IBMS scheme (of either type), and hence
also by using an IBAS scheme. However, this assumes that hierarchical IBMS or
IBAS schemes with the required degree of flexibility can be obtained; currently
available schemes operate only in the basic IBC setting having a single level in
the hierarchy. Moreover, the fact that all signing keys are possessed by a single
party in the multi-key HIBS setting opens up the possibility of making signif-
icant efficiency gains (particularly in the signing algorithm) by using a scheme
designed from scratch. Indeed, we show here that such gains can be realised in
practice. This efficiency gain highlights one of the main differences between our
new concept of multi-key HIBS and the existing notions of IBMS/IBAS.

A second main difference arises when we consider the strength of security
model that we introduce here for multi-key HIBS. Our model allows the adver-
sary to obtain all but one of the signing keys involved in its output forgery and
gives the adversary full access to a signing oracle. This is comparable to the
multi-signer security model introduced for interactive IBMS in [6], which seems
to be the strongest security model for IBMS introduced to date. However, our
model is much stronger than the model for non-interactive IBMS given in [18]:
the restrictions on adversarial behaviour in [18] are such that no identity may
be involved in two different queries to the signing oracle (on different messages).
This seems very limited in comparison to our model.!

Yet a third difference arises from the hierarchical and flexible nature of our
multi-key HIBS definition and its concrete instantiations: in contrast to existing
definitions and realisations of IBMS/IBAS, we work in a fully hierarchical set-
ting, and allow the identifiers involved to be located at arbitrary positions in the
hierarchy. A special case of our instantiations yields an efficient multi-key IBS
(one-level) scheme.

Our new primitive is also loosely related to the concept of IBTS [2]. Generally
speaking, a (t,n)-IBTS scheme allows a set of ¢ (the threshold) out of n parties
to first compute individual signature shares; these shares are then combined into
one single signature. However, IBTS schemes are interactive, and generally much
less efficient than our multi-key HIBS schemes. Another related idea is Boneh
and Franklin’s technique [8] of distributing an identity-based master secret over
multiple PKGs using Shamir secret sharing. Boneh and Franklin observed that

! Note that the paper [18] does not explicitly include a security model for IBMS,
though it does contain a concrete IBMS scheme and claim of security for that
scheme. However, one can infer the IBMS model intended by the authors of [18]
by specialising their state-oriented IBAS model to the stateless IBMS setting.



the master secret in their IBE scheme can be distributed in a t-out-of-n fashion
by giving each of the n PKGs one share of the master secret. A user can then
construct his private key by obtaining shares of his private key from each of
the ¢ chosen PKGs and then combining these using the appropriate Lagrange
coefficients. Our new primitive can be seen as being related to a special case of
this idea in which ¢ = n. However, we deal with signatures and not encryption,
we work in the hierarchical setting and not the basic identity-based setting,
and our multi-key HIBS schemes allow signatures to be constructed in a more
flexible way from private keys corresponding to nodes at arbitrary positions in
the hierarchy.

Our Results. We provide a formal definition of multi-key HIBS and an appro-
priate security model for this primitive. We then present a concrete and provably
secure multi-key HIBS scheme. Our scheme is provably secure in the Random Or-
acle Model (ROM), assuming the hardness of the computational Diffie-Hellman
problem in groups equipped with a pairing. We consider the strongest possible
security setting, by allowing the adversary arbitrary access to signing and key ex-
traction oracles (subject to obvious limitations needed to prevent the adversary
from trivially winning the security games).

We then show how the complexity of the verification algorithm of our scheme
can be reduced in special cases that depend on the relative positions of nodes as-
sociated with the signing keys used to generate a signature. We also demonstrate
that, in situations where multi-key HIBS are applicable, our concrete scheme
has a much more efficient signing procedure than the currently best available
IBMS schemes [6,18]. Since these IBMS schemes are only one-level (i.e. non-
hierarchical), we make the comparison in the one-level case, even though our
concrete scheme is far more flexible.

In the next section, we provide definitions for our new multi-key HIBS prim-
itive. In Section 3, we propose a concrete multi-key HIBS scheme. Its security
analysis is given in Section 4. Section 5 explains how to optimise our multi-key
HIBS scheme in specific cases. Then, in Section 6, we compare the performance
of our concrete multi-key HIBS scheme with the best IBMS schemes available in
the literature. In Section 7, we present our conclusions and some open problems
suggested by our work.

2 Definitions

2.1 Pairings and Associated Problems

Our scheme makes use of pairings. Let G and Gr be two cyclic groups where
|G| = |Gr| = ¢, a large prime. Then an admissible pairing e : G X G — G has
the following properties:

— Bilinear: Given P,Q, R € G, we have

e(P,Q+ R) =¢e(P,Q) e(P,R) and e(P + Q,R) = e¢(P,R) - e(Q, R).



Hence, for any a,b € Z,
e(aP,bQ) = e(abP, Q) = e(P,abQ) = e(aP,Q)’ = e(P, Q).

— Non-degenerate: There exists P € G such that e(P, P) # 1.
— Computable: If P,Q € G, then e(P, Q) can be efficiently computed.

Further details on pairings and their implementations using elliptic curves
and the Weil, Tate or related pairings can be found in [16]. Our scheme is easily
adapted to cope with pairings e : Gy X Gy — G, but we focus here on the
simpler case for ease of presentation.

Let A denote the security parameter. We say that a randomised algorithm G
is a Bilinear Diffie-Hellman (BDH) parameter generator if: (i) G takes A > 0 as
input; (ii) G runs in time polynomial in A; and (iii) G outputs the description
of two groups G and Gp of the same prime order g and the description of an
admissible pairing ¢ : G X G — Gp. The security of the schemes presented in
this paper is based on the assumed hardness of the computational Diffie-Hellman
(CDH) problem in groups G produced by such a generator. This problem is
defined as follows:

Definition 1 (CDH in a group equipped with a pairing) Given G, Gr of the
same prime order q, an admissible pairing e : G x G — Gr, and (P,aP,bP) € G
Jor some random P € G and randomly chosen a,b € Z;, the CDH problem in G
is to compute abP € G.

An algorithm A is said to have advantage € in solving the CDH problem in
G if
Pr|A(P,aP,bP) = abP > ¢

where the probability is over the random choice of P in G, the random scalars
a and b in Zj, and the random bits used by A. (Here we suppress the additional
inputs to A.)

2.2 Multi-key HIBS Scheme

Hierarchical identity-based cryptography involves nodes arranged in a tree struc-
ture, with each node having an identifier. The identifier of an entity is the con-
catenation of the node identifiers in the path from the root to the node associated
with that entity. Assuming the root Private Key Generator (PKG) is located at
level 0, then the identifier of an entity at level ¢ is the concatenation of node
identifiers idy, . . ., id; in which each id; € {0,1}*. We denote the concatenation
of node identifiers id, . . ., id; by identifier ID;. The entity with identifier ID; has
an ancestor at level ¢ with identifier ID; = idy, ..., id; for 1 < i < t; this entity’s
parent is the node with identifier ID;_; and its children are all the nodes with
identifiers of the form ID;y; = idy,...,id,idir1. We use (P, Si) to represent
the public/private key pair of the entity with identifier ID;.



A multi-key hierarchical identity-based signature (multi-key HIBS) scheme
can be regarded as an extended HIBS scheme. It produces signatures in the
hierarchical identity-based setting using sets of signing keys. A multi-key HIBS
scheme is specified by the following algorithms:

Root SETUP: This algorithm is performed by the root PKG. It generates the
system parameters and a master secret on input a security parameter \. The
system parameters, which include a description of the message space M and
the signature space S, will be made publicly available to all entities (PKGs
or users). However, the master secret is known only to the root PKG.

LOWER-LEVEL SETUP: All entities at lower levels must obtain the system pa-
rameters generated by the root PKG. This algorithm allows a lower-level
PKG to establish a secret value to be used to issue private keys to its chil-
dren.

ExTRACT: This algorithm is performed by a PKG (root or lower-level PKG)
with identifier ID; to compute a private key S;41 for any of its children using
the system parameters and its private key (and any other secret information).

SIGN: Given a set SK = {Sfj : 1 < j < n} of signing (private) keys, a message
M € M, and the system parameters, this algorithm outputs a signature
o € S. Here t; denotes the level of the j-th signing key in the set SK.

VERIFY: Given a signature o € S, aset ID = {ID{], : 1 <j < n} of identifiers, a
message M € M, and the system parameters, this algorithm outputs valid
or invalid.

We have the obvious consistency requirement: if o is output by SIGN on input
a set SK of private keys and message M, then VERIFY outputs valid when given
input o, the set ID of identifiers corresponding to SK, and M.

We remark that the first three algorithms specified above are identical to
those of a HIBS scheme. Moreover, a multi-key HIBS scheme, when used with
a single signing key, is essentially just a normal HIBS scheme. We also remark
that while we have chosen to work with sets of identifiers and private keys, the
definitions (as well as the security model and concrete construction to follow)
can easily be adapted to deal with ordered lists of identifiers and keys.

2.3 Security Model

The security model for a multi-key HIBS scheme is based on the following game
between a challenger and an adversary that extends the normal HIBS security
game [19]:

1. The challenger runs the ROOT SETUP algorithm of the multi-key HIBS
scheme. The resulting system parameters are given to the adversary. The
master secret, however, is kept secret by the challenger.

2. The adversary adaptively issues queries to the challenger. Each query can
be one of the following:



— Extract: The adversary can ask for the private key associated with any
identifier ID] = idy,...,id; . The challenger responds by running the

EXTRACT algorithm to generate a private key Sfj, which is then returned
to the adversary.

— Sign: The adversary can ask for the signature associated with a set ID
of identifiers on a message M of its choice. The challenger responds
by running the SIGN algorithm using as input a set of signing keys SK
corresponding to the set of identifiers ID, message M, and the system
parameters. The resulting signature o is returned to the adversary.

3. The adversary outputs a string o*, a set of target identifiers ID*, and a
message M*. The adversary wins the game if the following are all true:

— VERIFY(c*, ID*, M*) = valid;

— There exists an identifier ID" € ID* for which the adversary has not made
an Extract query on ID’ or any of its ancestors;

— The adversary has not made a Sign query on input ID*, M*.

The advantage of an adversary A in the above game is defined to be
Adv 4 = Pr[A wins]

where the probability is taken over all coin tosses made by the challenger and
the adversary.

Note that the usual security model for HIBS is recovered in the case where
all queries involve a single identifier.

3 Construction

We now present a concrete multi-key HIBS scheme, which is adapted from the
Gentry-Silverberg HIBS scheme [19]. We will show in Section 5 how the cost of
the verification algorithm of this scheme can be reduced in specific situations.

RooT SETUP: The root PKG:
1. runs G on input A to generate G and G of prime order ¢ and an admis-
sible pairing e : G x G — Gr;

2. chooses a generator Py € G;

3. picks a random value sg € Zj and sets Qo = s0Fo;

4. selects cryptographic hash functions Hy : {0,1}* — G and Hy : {0,1}* — G.
The root PKG’s master secret is sp and the system parameters are (G, Gr,
e,q, Py, Qo, H1, Hy). The message space is M = {0,1}* and the signature
space is S = [J,50 G

LOWER-LEVEL SETUP: A lower-level entity (lower-level PKG or user) at level
t > 1 picks a random secret s; € Zj.

EXTRACT: For an entity with identifier ID; = idy, ..., id;, the entity’s parent:
1. computes P, = H;(ID;) € G;



2. sets St = Zzt':l Si—lpi = St—l + St—lpt;

3. defines Q; = s; Py for 1 <i<t—1.

The private key (St, @1, ..., Q¢—1) is given to the entity by its parent. Note
that up to this point, our scheme is identical to the Gentry-Silverberg HIBS
scheme.

SiGN: Given any n > 1 and a set SK = {(S’gj, {,...,Q{j_ﬁ :1<j<n}ofn
private keys associated with a set ID = {ID{J, : 1 < j < n} of identifiers, and
a message M, the signer:
1. chooses a secret value s, € Zy;
2. computes Py = Hy (ID%N ...,ID} , M) (where we assume the identifiers
are first placed in lexicographic order if necessary);
3. calculates

= Z ng +5,Py and Q, = s,Fo.

Jj=1

The algorithm outputs the signature ¢ = (,Q,Q,), where Q = {Q! :
1<i<t;—1,1<j<n}

VERIFY: Given o = (i, Q, Qy), a set of identifiers ID = {ID; ,...,ID} } and a
message M, the verifier:
1. computes P} = H;(ID]) for 1 <i <t; and 1 < j <n;
2. computes Py = Hg(IDil, ...,ID¥ M) (first arranging the identifiers
lexicographically if they are not already in this order);
3. checks if e(Py, ) is equal to

n tj
T[T @ 1. F)) | - e(Qp. Par),

j=1i=1
outputting valid if this equation holds, and invalid otherwise.

It is not hard to verify that this scheme is consistent. We remark that two
different hash functions H; and H, are used in the construction to make the
security proof easier to follow; a similar scheme using only one hash function is
easily constructed. However, in such a scheme we need to take care to distinguish
the different types of strings input to the hash. Even with two hash functions,
we need to assume that any input to Hy can be uniquely parsed as a list of
identifiers concatenated with a (possibly empty) message. This prevents trivial
re-encoding attacks against the scheme. This requirement can be met in a number
of ways. For example, we can assume that there is a special separating symbol
which marks the end of the identifier portion and which does not appear in any
identifier, or we can encode each identity bit id as 0id and each message bit m
as 1m. We note that this parsing requirement is not explicitly specified for the
HIBS scheme of [19], meaning that (trivially preventable) re-encoding attacks
are possible against that scheme.



4 Security Analysis

In this section, we establish the security of the concrete multi-key HIBS scheme
of Section 3. For simplicity of presentation, we focus here on the case in which all
identifiers lie at level 1 in the hierarchy (in which case they have the root PKG as
their parent). Thus our proof is actually for the multi-key IBS scheme that arises
as a special case of our more general hierarchical scheme. We slightly extend the
techniques of [8] to directly relate this scheme’s security to the hardness of the
CDH problem in groups G equipped with a pairing. After the proof, we sketch
how our approach might be extended to handle the more general case by using
additional techniques from [19].

Theorem 2 Suppose that A is a forger against our multi-key IBS scheme that
has success probability €. Let hash functions Hy and Hs be modeled as random
oracles. Then there is an algorithm B which solves the CDH problem in groups
G equipped with a pairing, with advantage at least

/(e qm, - qu,)

and which has running time O(time(A)). Here, qm, is the mazimum number
of H1 queries made by A during its attack, qm, is the mazimum number of Hy
queries made by A, and e denotes the base of natural logarithms.

Proof: Algorithm B is given as input an admissible pairing e : G X G — Gr,
where |G| = |Gp| = ¢, and an instance (P, aP,bP) of the CDH problem in G,
generated by G. It will interact with algorithm A, as follows, in an attempt to
compute abP.

Setup: Algorithm B sets the system parameters of the root PKG to be (G, G, e, Py =
P,Qq = aP, Hy, Hs), so that the master secret is the unknown value a. The
system parameters are then forwarded to A. Here, H; and Hy are random
oracles controlled by B. Additionally, B randomly selects ¢ € {1,...,qm, },
where gp, is the maximum number of queries to H; made by A.

Hi queries: A can query H; on any input ID € {0,1}*. In responding to these
queries, B maintains a list Ay, containing tuples of the form (ID,7;, R;).
The list Ag, is initially empty. If ID already appears in the list Ag,, in
position i say, then B responds with R;. Otherwise, B responds as follows:

1. If this is the c-th distinct query to Hi, then set ID’ = ID;
2. Select 7 at random from Z7;
3. If ID = ID’, then add (ID,7, R = bP + rP) to the list Ay,.
4. Otherwise, add (ID,r, R = rP) to the list Ag,.
5. Output R as the response to the H; query.
Notice that the output R is always chosen uniformly in G, as required.

10
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Hy queries: A can query H, on any list of identifiers ID', ..., ID" and any
message M. To respond to these queries, B maintains a list A, of tuples
((ID}, ..., IDM), My, z;, fi,d;, T;). The list is initially empty, and B uses the
list to reply consistently with values T; to A’s queries. B first queries H;
on each identifier ID? and sets ID = {IDl7 ...,ID"}. Then B responds as
follows:

1. If ID’ € ID, then generate a coin f € {0,1} where Pr[f = 0] = ¢ for some
6 to be determined later;
(a) if f =0, then set d = 0;
(b) otherwise select d at random from Zj;

. IfID’ ¢ ID, then set f =0 and d = 0;

. Set T'= zP — d(bP) where z is selected at random from Z;;

. Record ((ID',...,ID™), M, z, f,d,T) in Ag,;

. Return T to A as the output of Hs.

Again, the output T is always chosen uniformly in G.

Ttk W N

Extract queries: When algorithm 4 requests a private key associated with iden-

tifier ID, algorithm B responds as follows:
1. Recover the associated tuple (ID,r, R) from Ag, (first making a query
to H; if necessary);
2. If ID = ID/, then B aborts;
3. Otherwise B returns r(aP) to A.
It is easy to see that A receives a valid private key for identifier ID, provided

B does not abort.

Sign queries: Algorithm A can request a signature for any set of identifiers ID =
{ID',...,ID"} and any message M. We can assume the list ID*, ... ID" is
ordered lexicographically.

In responding to A’s request, B performs the following steps:

1. Recover ((ID',...,ID™), M, z, f,d,T) from Ap, (if A has not already
queried Hy on the appropriate input, then B first makes the relevant Hy
query himself);

2. If ID" ¢ ID, then:

(a) Select s, at random from Z7;
(b) Run Extract on input ID’ to recover a private key S7, for each 1 <
Jg=mn
(¢) Compute ¢ = Z?Zl S7 + 5,1 and Q, = s, P;
(d) Return (¢, Q) to A.
3. If ID' € ID and f = 0, then abort;
4. Otherwise (when ID" € ID and f =1, so that T = zP — d(bP)):
(a) Let ID/" = ID’, and obtain entry (ID',7/, R') from Ap, ;
(b) Set v =d~! mod ¢ and, for each j # j, run Extract on input ID? to
recover a private key S7.
(¢c) Set

n
o= Z ST +7'(aP) +vz(aP), Q,=vaP;
J=13#3'

11



(d) Return (p, Q) to A.
We remark that in step 4 above, B is not able to compute the private key
corresponding to identifier ID’ (which should equal abP + ar’P), but is still
able to compute a valid signature. This can be shown from the definitions of
T and R’, which were made with the aim of causing certain cancelations to

occur in the signature computation: if 5’s output is to be a valid signature,
we should have ¢ = 77| S/ +5,Hy(ID, ..., ID™, M) with s, = va. Indeed,

> S + s, Hy(IDY, ..., ID", M)
=301 jzy S 4 (abP + ar' P) + va(2P — d(bP))

=0y i S7 +7'(aP) + abP — vdabP + vz(aP)

=

Forgery: Eventually, algorithm A outputs a set ID* of n target identifiers, a
message M* and a pair o* = (p*, Q:;) If o* is to be a valid signature then
it should satisfy the verification equation:

e(P,¢") = e(Qo, Y _ Hi(IDY)) - e(Q}, Par)

j=1

where the identifiers in ID* are, in lexicographic order, ID*!, ..., ID*", and
where
Py = Hy(ID*, . ID*™, M*).

This ends our description of B’s interaction with A. If B does not abort,
then A’s view is identical to that in a real attack. Hence the probability that A
outputs a valid signature is at least ¢, provided B does not abort.

Now let & be the event that A has queried H; on every identifier ID*/. It
is obvious from inspecting the above verification equation for A’s output that if
&1 does not occur, then A’s success probability is negligible. Because € is non-
negligible (assuming B has not aborted), it follows that £ does occur. Now the
probability that both ID’ € ID* and that ID’ is not the subject of an Extract query
is at least 1/qp,. This follows because we selected ¢ € {1,...,qg, } uniformly at
random and set ID’ to be the identifier in the c-th query to H;, and because at
least one identity appearing in ID* is not the subject of an Extract query.

Let & be the event that A has made an Hy query on input ID*!, ... ID*"
and M*. If & does not occur, then A’s success probability is again negligible.
For otherwise, Py, is uniformly distributed over G and the probability that the
above verification equation holds is 1/¢, which is negligible in A, the security
parameter. Because € is non-negligible, it follows that £ does occur, so there is
an entry ((ID*!,...,ID*™), M*, 2*, f*,d*,T*) in Ap,.

We now explain how B analyzes A’s output. If f* =1 or if ID’ ¢ ID*, then
B aborts. Otherwise, we can assume that f* = 0 and ID’ = Iij/ for some

Iijl € ID*. Then, from the simulation of Hs, we have d* = 0 and Py, =
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Hy(ID*', ... ID*", M*) = 2*P. Then, by rearranging the verification equation
for A’s output, we obtain:

I
o]
~
\g

3
H@
=

From the non-degeneracy of the pairing, we may now deduce

0" =Y aH,(IDY) + 2*Q}.

j=1

But, for j # j', we have aH;(ID*) = r;(aP) for some value r; available in list

Ap,, while aHy(ID*') = v/ (aP) + abP. It is now easy to see that B can recover
abP from A’s output and its knowledge of the r; values and z*, provided A’s
output is a valid signature. Hence, if B does not abort, then B can extract the
value abP with probability at least e.

So it remains to calculate the probability that B does not abort. B is forced
to abort if A makes an Extract query on ID’, if A makes a Sign query on a set
ID containing ID" for which f = 0, or if the set ID* does not contain ID’, or if
f* = 1. Hence B does not abort if all of the following conditions are met:

— A does not make an Extract query on ID’;
— f =1 in every Sign query involving ID’ made by A;
~ID' € ID* and f* = 0.

We have already seen that the probability that A does not make an Extract
query on ID’ and ID’ € ID* is 1/qp, . Setting 6 = Pr[f = 0] = 1/qu,, where qg,
denotes a bound on the number of queries made to Hs, it is then easy to see
that B’s success probability is at least

1 < 1 ) |
6 . 1 —_ .
qH, 4H, 4H,
where ¢g is the number of Sign queries involving ID’ made by \A. In turn, since
qs < qm, and, for large qp,, we have (1 — 1/qg, )2 ~ 1/e where e is the base

of natural logarithms, we obtain (neglecting negligible terms) that B’s success
probability is at least

6/(8 "qH, - QHz)
as required. This completes the proof. O

We now sketch how this proof might be extended to cope with the more com-
plicated situation of our multi-key HIBS (rather than IBS). The main idea is
to borrow the simulation techniques used in proving the security of the Gentry-
Silverberg HIBE scheme, [19, Lemma 2]. There, it is shown how to simulate H;
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and Extract queries for a HIBE scheme that has the same key generation proce-
dures as our multi-key HIBS scheme, in such a way as to embed a value abP into
the private key held by some proportion of the entities, whilst allowing Extract
queries to be answered for all other entities (in the more challenging hierarchi-
cal setting). When combined with our approach to handling Sign queries, this
simulation technique should yield a security reduction for our multi-key HIBS
scheme. However, we stress that we have so far only obtained a security proof
for some special cases in the hierarchical setting using the sketched techniques.
Constructing a proof for the general case remains an open problem, and, unfor-
tunately, as with the proofs in [19], we expect that any reduction obtained using
this approach will not be very tight.

5 Reducing the Cost of Verification

In this section, we study how the complexity of the verification algorithm for
our concrete multi-key HIBS scheme can be reduced in special cases.

The main situation we consider is where all the identifiers involved in signing
are at the same level in the hierarchy and have a common parent at the level
above. This includes as a special case the situation where all identifiers are at
the first level in the hierarchy. In this case, the SIGN and VERIFY algorithms of
multi-key HIBS scheme can be modified as follows.

SIGN: Given any n > 1, and a set SK of n signing keys corresponding to a set of
identifiers {ID},...,ID?} having a common parent, and a message M, the
signer:

1. chooses a secret value s, € Zy;

2. computes Py, = Hy(ID},...,ID?, M) (where we assume the identifiers
are first placed in lexicographic order if necessary);

3. calculates

p= Z Sg +5,Py and Q, = s,Fo.
j=1
The algorithm outputs the signature ¢ = (¢, Q1,...,Qi—1, Q). Here, we

assume (because of the common parent) that each signing key in SK involves
the same list Q1,...,Q¢_1 of Q-values.

VERIFY: Giveno = (p,Q1,...,Qi—1,Q,), aset of identifiers ID = {ID},..., 1D}
having a common parent, and a message M, the verifier:
1. computes P; = Hy(ID;) for1 <i <t—1land P} = H(ID?) for1 < j < n;
2. computes Py = Hy(ID}, ..., ID?, M) (first arranging the identifiers lex-
icographically if they are not already in this order);
3. checks if e(Py, ) is equal to

n t—1 n
€ Qtflvzptj 'e(Qtpv-PM) . (He(QllaR)> )
j=1 i=1

outputting valid if this equation holds, and invalid otherwise.

14



Note that the above verification algorithm requires only ¢ + 2 pairing computa-
tions as compared to the n -t 4+ 2 that would be needed with the unoptimised
verification algorithm of Section 3.

For n = 1, the above SIGN and VERIFY algorithms are essentially those
of the Gentry-Silverberg HIBS scheme [19]. In the special case where we take
t = 1 throughout in the above scheme, we obtain a multi-key IBS (i.e. one-level)
scheme in which only 3 pairing computations are needed during verification.

In more general situations, we can obtain a more efficient verification algo-
rithm whenever the nodes associated with the signing keys used to generate a
signature have some common ancestors and common @Q-values. For then certain
pairing computations in the verification equation can be eliminated. Recall that
this equation involves a term [[7_, 1, e(Q’_,, P?). To illustrate the possibility
of eliminating pairing computations, suppose for example that all n nodes have
a single common ancestor at some level k& (and therefore at all levels above level
k as well). Then the n terms e(Q]_;, P/), 1 < j < n, are in fact equal for each
value 7 < k, and so we can replace these n ostensibly different pairings at level 4
with a power of a single pairing, for each ¢ < k. Similar remarks also apply when
some (but not necessarily all) nodes share a common ancestor at some level in
the hierarchy.

6 Efficiency Comparison

To gauge the efficiency gain offered by our multi-key HIBS primitive in com-
parison to IBMS schemes, we compare the multi-key IBS scheme that arises
from our multi-key HIBS scheme in the one-level case (with an optimised veri-
fication equation) with the RSA-based Bellare-Neven IBMS scheme [6] and the
pairing-based Gentry-Ramzan IBMS scheme [18]. The computational costs for
these schemes are shown in Table 1.

From Table 1, it is evident that our multi-key IBS scheme is much more
efficient than both the Bellare-Neven and the Gentry-Ramzan IBMS schemes
in terms of signing cost at an equivalent security level. Suppose our scheme
and the Gentry-Ramzan IBMS scheme are instantiated using pairings defined
on an elliptic curve at the 80-bit security level, while the Bellare-Neven scheme
is instantiated using a 1024-bit RSA modulus (also offering roughly 80 bits of
security). Then the main signing cost in our scheme is 2 elliptic curve point mul-
tiplications, whereas the Gentry-Ramzan IBMS scheme needs 2n. The signing
cost of the Bellare-Neven scheme is much greater for reasonable values of n, and
this is due to its interactive nature. This is as expected, since our scheme exploits
the fact that signing keys can be “aggregated” before generating a signature.

On the other hand, the verification cost for the Gentry-Ramzan scheme and
our scheme is the same. The verification cost for the Bellare-Neven scheme ap-
pears to be the least among the three schemes (since a modular exponentiation
is expected to be faster than a pairing computation).

Our signatures have the same length as in the Gentry-Ramzan scheme and
are generally shorter than signatures in the Bellare-Neven scheme, as they com-
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Table 1. Computational costs for the Bellare-Neven IBMS scheme, the Gentry-Ramzan
IBMS scheme and our multi-key IBS (one-level) scheme. Here, ADD denotes the num-
ber of elliptic curve point additions, eMUL the number of elliptic curve point multi-
plications, PAI the number of pairing computations, HASH the number of hash opera-
tions, mMUL the number of modular multiplications, and EXP the number of modular
exponentiations.

ADD |eMUL|PAI| HASH | mMUL |EXP
Bellare-Neven IBMS
signing - - - In(n+1)|n?+n—-1] 2n
verification - - - n—1 n 2
Gentry-Ramzan IBMS
signing 3n—2| 2n 0 n - -
verification n—1 0 3| n+1 - -
Multi-key IBS
signing n 2 0 1 - -
verification n—1 0 3| n+1 - -

prise of only two group elements (at around 320 bits in total), instead of the
1184 bits quoted in [6]. Note that bandwidth savings can be more critical than
computational efficiency gains in many contexts.

7 Conclusions and Open Problems

There exist practical applications which require users to demonstrate posses-
sion of more than a single private signing key. We developed a new primitive
called multi-key hierarchical identity-based signatures (multi-key HIBS) which
can achieve this more efficiently than with existing approaches. We showed that
our multi-key HIBS primitive can make use of a security model that is at least as
strong as, if not even stronger than, existing related security models for multi-
signature schemes and aggregate signature schemes. We also showed how the
new primitive could be efficiently instantiated in the Random Oracle Model.

Currently, our multi-key HIBS primitive is restricted to demonstrating the
possession of all the private keys in a given set. This should be compared to
threshold cryptographic schemes in which signing parties, for example, effec-
tively demonstrate knowledge of a subset of size k of a set of private keys of
size n. It will be interesting to generalise our multi-key HIBS concept to the
threshold setting. This could involve multiple hierarchies with different roots,
or potentially, a single hierarchy, but working with a threshold of private keys
within that hierarchy.

Naturally, there exists a version of our multi-key HIBS primitive in the nor-
mal public-key setting. It seems easy to design a one-level non-identity-based
multi-key scheme by adapting the BGLS aggregate signature scheme [9], for
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example. Nevertheless, it will be interesting to explore security models and con-
crete schemes that support hierarchical signing keys in that setting. It seems
likely that it will be possible to adapt the Bellare-Neven IBMS scheme to pro-
duce a more efficient RSA-based multi-key IBS. However, finding an efficient,
RSA-based, multi-key HIBS may be a more challenging task.

It may also be interesting to try to construct a multi-key HIBS scheme secure

in the standard model, perhaps by adapting the work of Lu et al. [25].
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