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ommuni
ation models and proto
ols like TCP (see Transmission Control Proto
ol -Internet Proto
ol (TCP-IP)) support point to point 
ommuni
ation. Su
h proto
ols were designedfor appli
ations involving 
ommuni
ation between no more than two pro
esses at a time, usuallya 
lient and a server. Many modern appli
ations do not adhere to this 
ommuni
ation model.Consider for example an on-line game being played by several parti
ipants around the world; or amulti-media 
onferen
e in whi
h users see ea
h other, talk to ea
h other and also write on a sharedwhite board. These appli
ations involve more than two users ex
hanging information. They requiremulti-point to multi-point 
ommuni
ation.Group 
ommuni
ation is a means for providing multi-point to multi-point 
ommuni
ation, byorganizing pro
esses in groups [1, 2, 3, 4℄. A pro
ess is an instan
e of an exe
uting program at a
ertain lo
ation. A group (or pro
ess group) is a set of pro
esses whi
h aremembers of the group. So,for example, a group 
an 
onsist of the users playing an on-line game with ea
h other, in the samevirtual universe. Another group 
an 
onsist of the parti
ipants in a multi-media 
onferen
e. Ea
hgroup is asso
iated with a logi
al name (or address). Pro
esses 
ommuni
ate with group membersby sending a message targeted to the group name; the group 
ommuni
ation servi
e delivers themessage to the group members. Sending a message to multiple re
ipients in this way is 
alledmulti
ast (see Multi
ast Communi
ation Systems).Groups are usually dynami
, in the sense that the set of group members 
ontinuously 
hanges.Pro
esses may 
hoose when they wish to join or leave a group. For example, users 
an independentlystart or stop playing a game at any time.Typi
al group 
ommuni
ation servi
esIn the early 1980s, many resear
hers began to develop repli
ated databases and �le systems whi
hrequired the 
oordination of multiple 
opies of the data. These repli
ated systems used me
hanismsfor multi-point to multi-point 
ommuni
ation among groups of pro
esses internally. However, su
hme
hanisms were not exported as separate group 
ommuni
ation servi
es. Group 
ommuni
ationservi
es per se began to emerge in the late 1980s. Sin
e then, a large variety of group 
ommuni
ationservi
es have been developed.Group multi
ast servi
es range from best-e�ort unreliable multi
ast (see Best-e�ort) to reliablemulti
ast, whi
h ensures that messages sent among non-faulty pro
esses are not lost; from unorderedservi
es that deliver messages in arbitrarily di�erent orders to di�erent group members, to totallyordered servi
es that deliver messages in the same order to all the group members. For example, if�Chapter in the En
y
lopedia of Distributed Computing, Joseph Urban and Partha Dasgupta, editors, KluwerA
ademi
 Publishers. To be published. 1



pro
esses p and q both re
eive multi
asts m and n, then with a totally ordered servi
e, both re
eivem before n, or n before m. A reliable totally ordered servi
e that delivers all the messages in thesame order to all the group members is 
alled Atomi
 Broad
ast (see Atomi
 Broad
ast).Most group 
ommuni
ation servi
es feature a group membership servi
e whi
h tra
ks the list ofthe pro
esses belonging to the group as it evolves over time, and reports these 
hanges to the groupmembers. Group 
ommuni
ation systems that provide membership servi
es often support semanti
s
alled Virtual Syn
hrony (see Virtual Syn
hrony), whi
h help pro
esses remain syn
hronized whenfailures o

ur. More details are presented in the se
tion on group membership.Histori
ally, the evolution of group 
ommuni
ation systems began at extreme ends of the spe
-trum. On the unreliable end, the basis for supporting multi
ast on the Internet was laid by Deeringaround 1989 with the introdu
tion of the IP multi
ast extensions [5℄. (See Multi
ast Communi
a-tion Systems). On the reliable end, the Isis Reliable Computing Toolkit proje
t was developed in1987 at Cornell University [2℄. Isis provided group membership and Virtual Syn
hrony semanti
s,as well as several reliable multi
ast servi
es with di�erent ordering guarantees, for example, atomi
broad
ast.Unreliable group multi
ast systems typi
ally provide good s
alability, up to tens of thousandsof nodes, but their semanti
s are generally too weak for appli
ation developers to depend upon.Messages are subje
t to long and unpredi
table transmission delays, message loss, and out of orderdelivery. Pro
esses may 
rash and network links may fail. Su
h failures are hard to dete
t whenthe 
ommuni
ation delays are unpredi
table and messages 
an be lost. These problems make itextremely diÆ
ult to build network appli
ations that behave predi
tably when failures o

ur.Consider the on-line game example, a group of players 
an use group 
ommuni
ation to informea
h other of their a
tions, as illustrated in Figure 1. Assume that some player, Ali
e, shoots atanother player, Bob. If the information about the shooting is sent in a message, what would happenif the message did not rea
h Bob at all? To avoid this, we 
ould use a reliable multi
ast servi
ethat ensures that a message from a 
orre
t pro
ess rea
h all the 
orre
t parti
ipants. But thenwhat would happen if Ali
e failed shortly after shooting at Bob, and Bob did not re
eive Ali
e'slast message, while another player, Carol, did? And assume Ali
e wishes to re-join the game (byrunning the program again after its failure). How would Ali
e learn about the others' 
urrentlo
ations when she re-joined? Or even in absen
e of failures, what would happen if Bob thoughtthat he has moved away before the shot but Ali
e thought that he attempted to move only afterthe shot? These problems illustrate the diÆ
ulty of building reliable distributed appli
ations, andthe need for a more powerful form of group 
ommuni
ation.
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Figure 1: Using group 
ommuni
ation in an on-line game.2



Reliable group 
ommuni
ation systems that support Virtual Syn
hrony semanti
s greatly fa
il-itate the development of fault-tolerant distributed appli
ations. These systems serve as buildingblo
ks, or \middleware" for reliable distributed appli
ations. They abstra
t away some of the diÆ-
ulties of the network, su
h as those illustrated above. They 
reate the illusion (or abstra
tion) ofan idealized network, where messages are never lost and never arrive out-of-order; where there is asimple way to dete
t failures; and where failures are observed as happening \at the same time" byall the non-faulty parti
ipants. This abstra
tion is espe
ially useful for appli
ations that maintainrepli
ated state of some sort (see the se
tion on state ma
hine repli
ation), like the same pi
ture ofa game in the example above. The main drawba
k of group 
ommuni
ation systems that providesu
h semanti
s is that they do not s
ale well beyond a few hundreds of pro
esses.In re
ent years, we have been witnessing in
reasing 
onvergen
e of the two approa
hes. It is
lear that both s
alability and reliability are important 
onsiderations, and 
urrent resear
h fo
useson balan
ing the two. S
alable reliable multi
ast servi
es for the Internet environment have beendeveloped, and improving su
h servi
es is a very a
tive resear
h area (see Multi
ast Communi
ationSystems). At the same time, resear
h on group 
ommuni
ation systems that support VirtualSyn
hrony fo
uses on s
alability, on deployment in the Internet environment, and also on provisionof a wide range of multi
ast servi
es with di�erent semanti
s, in
luding servi
es that preserve thequality of servi
e (QoS) (see Quality of Servi
e) of the underlying network.Group membershipThe task of a group membership servi
e is to maintain a list of the 
urrently a
tive and 
onne
tedpro
esses in the group. When this list 
hanges (with new members joining and old ones departingor failing), the group membership servi
e reports the 
hange to the group members. The output ofthe membership servi
e is 
alled a view, 
onsisting of the list of the 
urrently a
tive and 
onne
tedmembers in the group and a unique identi�er. The membership servi
e strives to deliver the sameview (
onsisting of the same member list and the same identi�er) to mutually 
onne
ted members.When 
ommuni
ation links fail, the network may partition into multiple mutually dis
onne
tednetwork 
omponents. Di�erent group membership servi
es handle su
h situations in di�erent ways.Primary 
omponent membership servi
es allow only one network 
omponent, 
alled the primary
omponent, to 
ontinue running the servi
e, whereas pro
esses in other network 
omponents are
onsidered faulty. A partitionable membership servi
e allows pro
esses in all 
omponents to 
ontinuerunning the servi
e. With primary 
omponent membership, ea
h non-faulty member observes thesame sequen
e of membership views, starting with the membership of the group at the time it joined,and 
ontinuing until it leaves the group, 
rashes, or dis
onne
ts from the primary 
omponent. In
ontrast, partitionable membership servi
es allow multiple disjoint views of the same group to exist
on
urrently in di�erent network 
omponents.The Isis group 
ommuni
ation servi
e supports primary 
omponent membership. Partitionablemembership was �rst introdu
ed as part of the Hebrew University of Jerusalem's Transis proje
t(see Transis), and was later supported by other group 
ommuni
ation systems like the Universityof California Santa Barbara's Totem proje
t (see The Totem System), The University of Bologna'sRela
s proje
t, as well as by Isis' su

essors at Cornell: Horus and Ensemble. See related papersin [1℄; for a survey, see [4℄.Group membership lies at the 
ore of the Virtual Syn
hrony exe
ution model (see VirtualSyn
hrony). A key property of this model is \virtually syn
hronous delivery" [3, 4℄ (see VirtuallySyn
hronous Delivery); this property spe
i�es that if the two views are delivered 
onse
utively toseveral pro
esses, then exa
tly the same multi
ast messages are delivered to these pro
esses between3



these two views. Assume for example that the group 
ommuni
ation servi
e delivers to Bob theview hfAli
e, Bob, Carolg; 1i (re
all that a view 
onsists of a list of members and an identi�er),then a multi
ast message \Ali
e shoots", and then the view hfBob, Carolg; 2i. Assume further thatthe group 
ommuni
ation servi
e also delivers to Carol the view hfAli
e, Bob, Carolg; 1i followedby the view hfBob, Carolg; 2i. Then, the servi
e must also deliver to Carol the message \Ali
eshoots" between these two views.The Virtual Syn
hrony (see Virtual Syn
hrony) exe
ution model was �rst presented in the 
on-text of a primary 
omponent membership servi
e (in Isis). Several variations on Virtual Syn
hronysemanti
s for both primary 
omponent and partitionable membership have been suggested. Brevitypre
ludes detailed dis
ussion of the various semanti
s; for a 
omprehensive survey see [4℄.State ma
hine repli
ationOne of the original motivations for group 
ommuni
ation systems like Isis and for the VirtualSyn
hrony model was supporting repli
ation using the state ma
hine approa
h. This motivationen
ompasses a vast 
lass of appli
ations. In fa
t, repli
ation o

urs in most distributed systems.Distributed systems typi
ally maintain shared state of some sort. In some 
ases, the sharedstate 
an be large, like a database or a �le system. In other 
ases, the shared state 
an be small{ 
onsisting, for example, of only the list of parti
ipants in a video 
onferen
e, or the 
urrentlo
ations of players in an on-line game. Shared states are usually repli
ated among a group ofpro
esses. Distributed systems employ repli
ated servi
es to a
hieve fault-toleran
e and to improveperforman
e by pla
ing repli
as 
lose to where servi
e is needed.When the repli
ated state is being updated, all the repli
as must be modi�ed in a 
onsistentmanner. To this end, a repli
ation management proto
ol is employed. State ma
hine repli
ation [6,7℄ (or a
tive repli
ation) is a 
ommon paradigm for repli
ation management that has no 
entralized
ontrol. This paradigm models servi
es as deterministi
 state ma
hines.Deterministi
 state ma
hines provide a general model for de�ning servi
es and their semanti
s.In this model, a servi
e is de�ned as a state ma
hine 
onsisting of state variables, whi
h en
ode itsstate, and a
tions, (or 
ommands), whi
h modify its state and/or produ
e output. Ea
h a
tion isimplemented by a deterministi
 program whi
h is exe
uted atomi
ally with respe
t to other a
tions.The state ma
hine spe
i�es the 
omputation semanti
s of the servi
e: outputs of a state ma
hineare 
ompletely determined by the sequen
e of a
tions it exe
utes.With state ma
hine repli
ation, repli
as are represented as identi
al deterministi
 state ma-
hines. The main idea behind state ma
hine repli
ation is as follows: if all repli
as exe
ute thesame sequen
e of a
tions, then all repli
as remain in a 
onsistent state, and produ
e identi
al se-quen
es of outputs. In the presen
e of faults, the above requirement is imposed on all non-faultyrepli
as.Atomi
 broad
ast along with Virtual Syn
hrony provide a 
onvenient framework for state ma-
hine repli
ation: repli
as are organized as a group, and a
tions are invoked in response to thedelivery of multi
ast messages and views. Sin
e messages and views are delivered in the same orderto all non-faulty repli
as, 
onsisten
y is preserved.Let us re-visit the on-line game example above. If Ali
e shoots at Bob, and at the same time,Bob moves away, then atomi
 broad
ast ensures that Ali
e's shot and Bob's movement away fromthe shot are reported to all the parti
ipants in the same order. Assume the movement is reported�rst, then for every player, the state ma
hine implementing the game exe
utes the \move" a
tionbefore exe
uting the \shoot" a
tion. If the ma
hine has a state variable representing the fa
t thatBob is alive, then this variable remains set to true for all instan
es of the state ma
hine.4



Using group membership, Bob and Carol observe Ali
e's failure by delivering a view that ex-
ludes her. The key property of Virtual Syn
hrony guarantees that either both Bob and Carol learnof Ali
e's shot before dete
ting her failure, or else neither one of them does. Group 
ommuni
ationsystems often provide a state transfer servi
e (see State Transfer), whi
h fa
ilitates the pro
ess ofbringing Ali
e up-to-date when she re-joins.This arti
le illustrates the power of group 
ommuni
ation, and its utility for building distributedappli
ations. Brevity pre
ludes dis
ussion of the full spe
trum of group 
ommuni
ation servi
es,appli
ations, and implementations. More information 
an be found in [1, 3, 4℄.Referen
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