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Abstract—In this paper a new QoS protection paradigm to
extend and enhance current QoS routing is formalized and
supported by experiments. Previous QoS routing algorithms
considers protection as a secondary aspect and uses QoS routing
objectives, such as minimizing resources or request rejection, to
route backup paths. This work defines new QoS objectives to
route backup paths. QoS protection concept is defined as a
function of a set of parameters such as packet loss, restoration
time and resource optimization. All these parameters are
formalized and empirically demonstrated. QoS protection concept
also enables evaluating different protection methods.

This work takes advantage of many MPLS features but it can
be widely applied in other networks, which also implement the
concept of “virtual paths” or LSP.

Different applications of the QoS protection are pointed out
and an example of an application to develop a backup decision
module to select the most suitable MPLS protection method, in
different network scenarios, with different traffic classes, is also
introduced and supported by different case studies.

Keywords—QoS routing, protection, MPLS.

I. INTRODUCTION

An initial design of a network may not be satisfactory
due to changes in offered load, traffic characteristics etc.
Network resources also vary due to resource reservations
and topology changes (such as node or link failures). A
new, dynamic traffic-engineering plane needs to be
triggered. An important part of designing a QoS network
concerns the reliability of the network. This reliability
can be provided with fault management mechanisms,
applied at different network levels and time scales. MPLS
provides a fast restoration method to recover from
failures by establishing a Label Switch Path as a backup
path. With these backups, traffic can always be redirected
in case of failure. MPLS also provides faster and more
efficient fault detection and recovery activation than
other network protocols or technologies. Several

approaches defining a “fast restoration” framework have
been proposed by IETF ([1], [2] and [3]).

A crucial aspect in developing a fault management
system is the creation and routing of “Backup LSPs”.

Previous QoS routing algorithms [8] or [9] and MPLS
on-line routing algorithms [4], [5], [6] or [7] considers
protection a secondary aspect or uses QoS routing
objectives, such as minimizing resources or request
rejection, to route backup paths. This work defines new
QoS objectives to route backup paths. QoS protection
concept is defined as a function of a set of parameters
such as packet loss, restoration time and resource
optimization (see Table I). All these parameters are
formalized and empirically demonstrated. QoS protection
concept also enables evaluating different protection
methods.

TABLE I. QoS ROUTING & QoS PROTECTION OBJECTIVES
Current QoS Routing

Proposed QoS Protection

objectives objectives

Load-balancing optimization Minimizing Packet losses

Resource optimization Resource optimization

Minimizing request rejection Minimizing restoration times

In this paper, the use of QoS protection is analyzed in
MPLS networks where protection methods could be
easily built and fast restoration could be achieved [1].
Nevertheless, QoS protection formulation can be widely
applied in other networks, which also implement the
concept of “virtual paths” or LSP

In section II fault management methods in MPLS
networks are introduced. In the next section a formulation
and an experimental demonstration of QoS protection
parameters are discussed. Section IV introduces the test
network where different experiments have been carryied



out to demonstrate section III formulation. Section V
describes QoS formulation and its relationship with
MPLS protection methods and Diffserv traffic classes.
Section VI describes an application of QoS protection to
select the most suitable backup method in different
scenarios. A Case study of this application is also
described.

II. FAULT MANAGEMENT METHODS IN MPLS NETWORKS

In this section a brief review of the mechanisms
involved in the development of an MPLS protection
method are introduced. A discussion of the pros and cons
of the main MPLS backup methods are also described.

Protection methods follow a cycle, from fault
identification to LSP recovery. This cycle involves the
development of various components:

a) A method for selecting the working and
protection paths. If a QoS must be achieved, a QoS
routing method should be used [4], [5], [6] or [7].

b) Once the paths are selected, a method for
signaling their setup is required, (such as LDP/RSVP or
CR-LDP/RSVP-TE in the QoS case).

¢) Mechanisms for fault detection and notification:
These are necessary to convey information about the
occurrence of a fault to a network entity responsible for
reacting to the fault and taking appropriate corrective
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Fig. 1. MPLS protection methods:
a) Global b) Reverse c) Local

action. For example, transmitting a FIS (Fault Indication
Signal),

d) Finally, a switchover mechanism to move traffic
from the Working Path (WP) to the protection path.

For providing some protection features two new sorts
of LSR are necessary. In [1], a PSL (Path Source LSR) is
defined as the node responsible for the switchover
function once the failure is identified. The PML (Path
Merge LSR) is the node where the working and backup
paths merge into a single outgoing LSP.

A.  Main MPLS fault management methods

Three fault management algorithms are described in
detail.

a) The global backup path method

In this model (see Fig. 1(a)), an ingress node is
responsible for path restoration when the FIS arrives.
This requires an alternative, unconnected backup path for
each working path. The ingress node is where the
protection process is initiated, irrespective of the failure
location along the working path.

This method has the advantage of setting up only one
backup path per working path, and is a centralized
protection method, which means only one LSR has to be
provided with PSL functions. On the other hand, this
method has a high cost (in terms of time) as the FIS is
sent to the ingress node. Furthermore, it implies higher
packet losses during the switchover time.

b) Local backup path method

With this method restoration begins at a point much
closer to the fault (see Fig. 1(b)). It is a local method and
does not necessarily involve the ingress node. The main
advantage is that it offers a faster restoration time than
the global repair model, as well as significantly reduction
in the packet loss.

On the other hand, every LSR requiring protection has
to be provided with a switchover function (PSL). A PML
needs to be provided too. Another drawback is the
maintenance and creation of multiple backups (one per
protected domain). This can lead to low resource
utilization and increased complexity. An intermediate
solution establishes local backups only for segments with
high reliability requirements.

¢) Reverse backup path method

The main feature of this method is to reverse traffic
close to the point of failure, back to the source switch
(ingress node) of the path being protected via a Reverse



Backup LSP (see Fig. 1(c)). As soon as a failure is
detected, the LSR (Label Switch Router) at the ingress of
the failed link reroutes incoming traffic to the backup
LSP sending it in the opposite direction, back to the
ingress node. Haskin [2] proposes to pre-establish the
reverse backup path making use of the same nodes of the
working path, simplifying the signaling process.

This method, like the local repair method, is
especially good for the loss of sensitive traffic. Another
advantage is simplified fault indication, since the reverse
backup transmits the FIS to the ingress node and the
recovery traffic path at the same time. One of the
disadvantages is poor resource utilization. Two backups
per protected domain are needed. Another drawback is
the time taken to send the fault indication to the ingress
node, similar to the global repair model.

IIIl. FORMULATION OF QOS PROTECTION PARAMETERS

In this section QoS protection parameters described in
Table I are introduced and formalized.

A . Restoration time

Restoration Time (RT) depends on the distance D(i,a)
between the node where the failure is identified (see node
a in fig. 2) and the node responsible of taking the
switchover actions (node 7, in the global and reverse
backup case). In the local backup case the node what
detects the failure is the responsible of the switchover of
the traffic from the working path to the backup path, so
the local backup method does not depend on the distance.
The second parameter is the Link Delay (LD), or the
latency to propagate the packets along the links, added to
the Node Processing Delay (NPD) and the Buffer
Processing Delay (BPD), or the time the packets are
enqueued in the node buffers. The sum of the LD, BT and
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the NPT is the Propagation Time (PT). We could ignore
the time it takes for fault detection since it affects all the
methods equally (DT=0).

The following formulation summarizes previous
components of RT:
RT =D (i,a) * PT + DT
Where:

D Distance (i,a) (see fig. 2). Distance
between the node previous to the link
failed (point a) and the ingress node
(point 7)

DT Detection time

PT Propagation Time of the FIS through

the links. It depends on the Node
Processing Delay (NPD), the Link Delay
(LD), and the Buffer Processing Delay
(BPD).

B.  Packet Losses

Packet Loss (PL) depends on the distance D(i,a) from
the failure location (see node a in the figure) to the node
responsible for the recovery (node ingress i in the figure),
and on the current Rate of the traffic in the LSP itself.
The product distance by rate provides an upper limit for
packet loss.

PL =RT * Rate + LP

Where:
LP Lost packet in the link failure
Rate Packets/sec

C. Resource consumption

Resource Consumption (RC) is evaluated according to
the repair method used. For simplicity, the allocated
bandwidth is used as metric.

The parameters used to compute RC are N, NP, NL;,
NLy, NL; and Ci. Ci is the same capacity required for the
working path links, it can be obtained by the working
path request. N is the number of links in the working
path, it can be obtained after applying the particular
routing method. NLg, NLg, NL; can be obtained after
applying a routing method to search each backup method.



For instance, if a SPR (Shortest Path Routing) is segments applying local backups more than one local
applied, NLg, NLg, NL; could be easily obtained as (see backup must be created. NLB gives the value of the
also fig.2): number of working path segments to protect using local

backups (see in fig. 2, NLB computation).
NLg = Number of links [SPR (i,e)]

NLg = NLg + Number of links [SPR (a,i)] Where:
NL, = Number_of links [SPR (a,b)] N Number of links of the WP
For the global method, resource consumption (RCg) NLg Number of links in the global backup

depends on the number of links in the backup path. In the path
reverse repair method, the resources (RCy) are the sum of NLg Number of links in the reverse backup
the RCg plus the resources required for the reverse path path N-D(a-i) or 2*N (Haskin’s case)
(N-D(a,i))*Ci. A particular case is when, using the NL; Number of links in the local backup
Haskin mechanism [2], hence resource consumption (RC) path.
is 2*N*Ci, this is due to the fact that the reverse path is Ci BW requested by the BP/WP in the
created over the same working path but in the opposite link i.

direction. Resource consumption for local repair method . )
(RC,) depends on Ci. Therefore, RC for the different D- Resource consumption with Shared Backups

methods is evaluated by: If our method takes into account the creation of shared

Global Backup Method backups and the reserved BW by previous backups is
LG known (Cbi), resources consumption could be computed
RC;= Y Ci=NLg *Ci o
=l Global Backup Method
NLG
Reverse Backup Method RC, = Z( Ci—Cbi)
NLR i=1
RCy =RCp + ) Ci=RC, *Ci
i=1 Reverse Backup Method
RCr = RC¢ + N-D(a,i) * Ci NLR

RCy =RC, + Y (Ci-Cbi)
Reverse backup path could be routed to protect all =l
links/nodes in the working path. If this reverse backup
path is routed over the same working path but in the Local Backup Method

opposite direction RCy as is proposed in [2]: NLL

RC, = Z(Ci—Cbi)
RCr=RCs+ 2 *N *Ci (Haskin’s case) -

Local Backup Method

NLL
RC, =) Ci=NL, *Ci

i=1
IV. EXPERIMENTAL RESULTS OF THE QOS PROTECTION

When more than one local backup path is computed PARAMETERS
(NLB Number Local Backups) the RC; is: A.  The simulation scenario and the Test Network
VLB NLG To demonstrate the QoS protection parameters
RC, = Z z Cij = NLB *NL,* Ci described in the previous section Packet losses,
Faviie= restoration times and resources, a test network with ns-2

Global and reverse protection methods could protect simulator [12] has been developed (see fig 3). The
all the working path segments. To protect several



objective is to demonstrate empirically the formulation of B.  Experimental results of the RT:

the QoS parameters.

The test network used is made up of 4 cbr (Constant
Bit Rate) flows between nodes 0, 1, 24, 25 to nodes 21,
23, 22, 20 respectively, and a vbr (Variable Bit Rate)
background traffic. We have introduced a background

TABLE II
TEST NETWORK PARAMETERS

Network parameters Source Traffic Background Traffic
(CBR) (VBR)

Link BW : 2Mb Rate : Rate :

Link Delay : Variable Variable

Variable {1,2,3...10ms} {0.25Mb,...0.5Mb} {0.25Mb...,0.5Mb}

Queues : DropTail Interval : 10 ms Burst: 0.5

Network Load : Packet size = 500 bytes | Time_dev : 1.0

Variable {0,10, .., 40 %} Rate_dev: 1.0

Distance D(i,a) : Packet size : 500 bytes

Variable {2,3,4 hops}

traffic to simulate a more realistic scenario (by varying
this vbr, we are simulating different network loads). A
more detailed list of the parameters used by the cbr and
vbr flows is described in the table II.

The protection methods simulated are the MPLS
protection methods described in the section II: Reverse,
Global and Local Backup methods. Failures are
introduced in different segments of the network to
simulate the influence of the distance between the node
that detects the failure, and the node responsible of taking
the switchover actions.

MPLS Domain

CBR Flow =

VBR Flow ~ ~ P

Fig. 3 Test Network Topology

Two experiments have been carried out to

demonstrate the RT formulation.

a) Restoration Time (ms) VS Propagation Time and
distances.

A first experiment has been carried out to demonstrate
that restoration time is influenced directly by the distance
and the propagation time. Table Il shows different

TABLE IIL
RESTORATION TIME (MS) VS PROPAGATION TIME
AND DISTANCES

Link delay =2 =3 =4
Oms 0,51 0,54 081
2ms 451 6,54 881
4ms 851 12,54 16,81
6ms 12,51 18,54 2481
8ms 16,51 2454 3281
T0ms 20,51 30,54 48,16

scenarios where the propagation time (in particular link
delay) affects the restoration time lineally. Moreover, the
influence of the distance is also pointed out, as expected.

b) Restoration Time (ms) VS Network Load and
MPLS protection methods.

Table IV points out the significance of the selected
method with regard to the RT. In this case a more realistic
network, where background traffic is introduced to
simulate this scenario, demonstrates that Global and
reverse backup methods have a similar behavior with
regard to the RT, while the local method is not affected.
Another conclusion indicates that a more loaded network
could affect negatively to the restoration time, except in
the case of using local backup paths.

TABLE IV
RESTORATION TIME (MS) VS NETWORK LOAD AND
MPLS PROTECTION METHODS

Network Load Local Global Reverse
0% 0,40 0,40 0,40
10% 0,40 1,69 1,53
20% 0,40 2,00 2,01
30% 0,40 2,06 2,12
40% 0,40 2,28 2,25




C. Experimental results of the PL :

Two experiments have been carried out to

demonstrate the PL formulation

a) % Packet losses VS Network Load.

In this experiment the influence between the number of
packet losses and the MPLS protection methods in a
scenario with different Network Loads has been analyzed
(see Table V). The conclusion is that local and reverse
methods have a similar behavior, as expected. There is
little difference between them, due to the fact that reverse
backup has to reverse the traffic to the ingress node, and
the network load affects this traffic again. So more
packets are lost in the reverse backup method during the
time to reverse the traffic to the ingress. The global
backup method has the worst behavior in terms of packet
losses. One of the conclusions is that packet losses are
directly proportional to restoration time. Furthermore, in
scenarios with high network loads, the behavior of the
reverse method is not as expected, in particular with
regard to the local backup method. .

TABLE V
% PACKET LOSS VS NETWORK LOAD
Network Local Reverse Global
Load D(i,a)=3 D(i,a)=3
40% 11,3 13,3 20,7
30% 10,2 10,6 16,3
20% 5,25 5,6 13,4
10% 24 2,6 7,6
0% 1,2 1,2 59

b) Packet losses VS Rate and Distances.

In this experiment, our goal is to demonstrate that the
second parameter, which affects directly to the packet

TABLE VI
# PACKET LOSSES VS RATE
# Packets | Reverse Global Global
Local (d=3) (d=2)
800 6 78 62
641 5 63 50
542 4 60 48
458 4 44 37
400 3 39 31
356 3 35 28
319 2 29 23

loss ratio, is the Rate of the traffic flow/s in the working
path. Several experiments with different Rates (#
packets) have been carried out and the results are shown
in Table VL. In this case the packet size has been fixed to
250 bytes. Again, the distance and the selected protection
method are essential to minimize the packet losses.

V. QOS PROTECTION FORMULATION

We propose combining the above protection
parameters into a single QoSP metric. The proposed
expression is:

QoSP = F (PL,RT.RC)

Next QoSP formula is developed according to
different aspects, such as the MPLS protection method or
diffserv traffic classes.

A. QoS protection and MPLS protection Methods

Reverse and local repair methods avoid packet loss (as
shown in section II), hence these losses can be considered
negligible. Local method minimizes restoration time, and
thus it can be ignored with respect to the other methods
(inverse and global).QoS functions are shown in Table
VII.

TABLE VII
QoS PROTECTION METHODS COMPUTATION

Method QoS _Protection (QoSP)
QoSP_Global FG (PL, RT, RCG)
QoSP_Local FL (RCL)
QoSP_Reverse FR (RT, RCR)

B. QoS protection and Traffic Classes

The traffic class requested by the working path should
be also considered. Each traffic class could assign a
different weight, depending on its QoS characteristics, to
each QoSP parameters.

QoSP =F (a*PL, B*RT, A *RC)

The protection requirements of the diffserv traffic
classes can be characterized as shown in the next Table
VIIIL. In this table a proposed weight assignment, taking
into account the DS characteristics, is also proposed.



TABLE VIIL
DS QoS PROTECTION REQUIREMENTS AND a, 3 AND A
ASSIGNMENTS
Traffic QoS requirements o B A
Class
EF Very low PL and RT 0,5 0,45 0,05
AF1 Very low PL 0,5 0,3 0,2
AF2 Low PL 0,33 0,33 0,33
BE No requirements 0,05 0,05 0,9

C. Defining the function QoSP.

The function F could be defined in different ways
depending on the backup routing metric selected. For
instance, F could be a weighted sum where each
parameter PL, RT, RC is normalized selecting the peak
values of each parameter according to the QoS
requirements:

QoSP = a*PL + B*RT + A *RC (1)

Other examples of function F could take into account
other combinations of PL, RT and RC. For instance
another method could be the one that computes the
minimum RC first, and over the result computes the
backup path with the minimum RT.

VI. QOSP APPLICATION STUDY

Once the QoS protection parameters are formulated
and analyzed, this section presents an application of the
QoSP formulation to develop a backup decision module.
This module allows selecting the most suitable MPLS
protection method (reverse, global or local backups)
depending on the network scenario and the working path
request parameters.

The objective of this module is to take the decision
independently of the routing method to be applied to
compute the backup route, establishing a fair metric to
compare different routing methods. This objective
implies not to know a priori the value of NLs, NLR, and
NLL. Nevertheless an approximation computation of
these values could be achieved. Next section includes
more details about this approximation.

A.  An approximation computation of the resources
consumption

The resources consumption could be ranged in such
way that a computation independent of the routing
method selected could be done. Two cases must be
analyzed: the global backup path and the local backups.

The number of links in the reverse backup path is known
with exactitude, and does not have to be ranged. Two
trigger values must be defined:

MHN Max. Hop Number allowed for a working
or backup path .
MHN LB Max. Hop Number allowed for a local path
Global Backup Method

The global backup path ranges from N (the number of
links in the working path) to NHN, so:
NLG
RC; =) Ci=NL;*Ci
i=1
where NLg € [N, MHN]

Local Backup Method

Local backup paths could be ranged between 2
(minimum path to create a local backup) and MHN LB.
We take into account that more than one segment of the
working path could be protected by a local backup path.

Taking into account this range:

NLL
RC, =) Ci=NL, *Ci

i=1

where NL| € [2, MHN LB]

Reverse Backup Method

In this case the computation does not have to be
ranged:

NLR
RCy =RCj + Y Ci=RC, *Ci

i=1

B.  An application of the QoSP to select the best
protection method

Selecting the best protection method is simply
applying QoS metric for each method and selecting
which is the one with less (minimum) QoSP
requirements.

The function selected to compute the QoSP is the
weighted sum (1) described in section V.The Best
Backup Protection Method, which is the minimum QoSP,
is selected according to:

Best MPLS Protection Method

min (QoSP_Global, QoSP_Reverse, QoSP_Local) 2)



C. Case study of the backup decision method

In this section a case study to expose the operation of
the backup decision module in different network
scenarios is introduced. The objective is to demonstrate
that by applying this method the most suitable MPLS
protection method could be selected independently of the
routing method applied.

All the following experiments calculate the
expression (2) to search the best method to apply
according to the QoS requirements of the request.
Different scenarios are considered with varying DS
traffic classes (EF, AFI, AF2, BE), required bandwidth,
number of segments to be protected in the case of using
local backups (VLB) in the WP and the distance of the
first node of the protected segment. a, 3, and A are
assigned according to the values assigned in Table VIIIL.

Case 1: QoSP and bandwidth influence (EF, NLB=6,
D(i,a)=2)

For this experiment, we consider that NLB, the
number of segments to protect in the case of using local
backups, is 6 and the distance to the initial node (D(i,a))
is 2. Fig.4(a) shows the QoSP values for different
bandwidth requirements (C). For EF requests, the backup
decision module gives priority to the local method, which
ensures that the requirements for PL and RT will be
reached. The second option is the reverse method,
although the difference between the two methods
increases with the required bandwidth, since it affects PL.
The greater the bandwidth request, the worse is the
packet loss in case of a failure.

Case 2: QoSP and distance influence (EF, C=400,
NLB=2)

For this experiment, we consider that NLB is 2_and the
BW is constant. Fig.4(b) shows the QoSP values for
different distances D(i,a). As expected, the backup
decision module selects the local backup method as the
first option that best suits the characteristics of EF’ traffic.
More interesting is that the second option varies
according to the distance. For short distance, a global
backup is suggested, with lesser resource consumption
than the reverse method. For larger distances (2 or larger
in figure 5(b)), reverse backup is better. This is because
in case of EF trafficc RT and PL are crucial, in
comparison to resource consumption.

Case 3: QoSP and distance influence (AF2, C=400,
NLB=5)

QoS protection (QoSP)

c 100 200 300 400

Bandwidth requirements (KB/s)
a)

QoS Protection (QoSP)

Distance (D)
b)

QoS protection (QoSP)

1 2 3 4 H 6 7 8 9 10

) —%— GLOBAL
Distance (D) — A REVERSE
C) —6— LOCAL

Fig 4. Case Studies (A) QoP and BW (B) QoS and D(i,a) EF, Ci=400,
NLB=2 (C) QoS and D(i,a), AF2, Ci=400, NLB=5.

Figure 4(c) shows the influence of the distance with a
high number of segments to protect in the case of using
local backups (NLB=5). For shorter distances, the global
method is chosen, providing a complete working path
protection with values of PL and relatively adequate RT.
However, for larger distances (D>4) the local method
(low PL and RT) is the method of choice. If the distance
is greater than 5, we see that the second option of the
backup decision module is the reverse backup and the
global method becomes the worst choice.



VII. CONCLUDING REMARKS

In this paper, a new QoS protection scheme is
proposed that extends previous work in QoS routing and
MPLS protection mechanisms.

In this work we have defined and analyzed new QoS
objectives to route backup paths. QoS protection concept
has been defined as a function of a set of parameters such
as packet loss, restoration time and resource optimization.
All these parameters have been formalized and
empirically demonstrated.

We have analyzed the use of QoS protection as a
suitable metric to created and compare different backup
routing schemes. The relationship between QoS
protection, MPLS protection methods and Diffserv traffic
classes has been also analyzed.

Finally, an application of QoS protection to develop a
method to select the most suitable MPLS protection
method in different network scenarios has illustrated QoS
protection concept as a suitable tool to compare different
protection mechanisms.
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