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Abstract. We present an ASM model of cryptography based of the recently
developed behavioral algorithm theory. The model has two interpretations: an
abstract interpretation and a computational interpretation. In the abstract
interpretation, agents are ordinary interactive small-step algorithm operating
over states with a carefully chosen background. In the computational inter-
pretation, agents are probabilistic polynomial time Turing machines working
over strings. The common ASM model allows us to easily relate those two
abstraction levels and to prove soundness and completeness of the abstract
model with respect to the computational one:

— an attack of a small-step algorithm in the abstract interpretation is, when
interpreted computationally, an attack in the computational interpreta-
tion;

— a violation of postulates of small-step algorithms in the abstract interpre-
tation would break the security of an underlying encryption scheme in the
computational interpretation.

Introduction: Why Yet Another Formal Model

A new ‘behavioral’ theory of algorithms has been developed in recent years in a se-
ries of papers by Y.Gurevich, A.Blass [Gur00,BG03,BG06,BGa,BGb,Gur05], and also
B.Rossman and the authors [RR05]. The gist is that algorithms can be mathematically
captured at their own native level of abstraction - ex. the native level of abstraction of
the Euclidean algorithm is that of Euclidean rings. Algorithms operate over abstract
first-order structures, well studied and familiar in mathematical logic, algebra and
abstract mathematics in general.

The techniques developed for behavioral theory suggest a natural representation
of Dolev-Yao assumptions in first-order structures, and a natural mapping of ad-hoc
notations present in abstract models of cryptography. Unlike the static abstract mod-
els, which necessarily invoke additional proof-theoretic devices to capture dynamic
aspects, the behavioral theory explicitly targets the dynamic behavior of algorithms
semantically. By recent work on behavioral theory [BG06,BGa,BGb,RR05,Gur05],
this also includes interactive algorithms talking to an environment between steps, and
within a step, allowing us to represent the abstract content of oracle algorithms and
adversary games typical of computational cryptography directly. In the framework of
intra-step interactive algorithms, exact abstract representations of computational se-
curity notions, defined in terms of adversary games, emerge clearly. The experiments
of asymptotic computational cryptography can be naturally represented in terms of
interactive algorithms over first-order structures, this is our experiments-as-structures
paradigm, providing a setting for soundness/completeness proofs. The abstract con-
tent of these proofs gets more clearly separated from the probabilistic aspects.



In this paper we execute a small initial segment of this program, in case of
confusion-free symmetric encryption. Abstract models for the standard asymptotic
security notions in this case are provided, with proofs of their soundness (under the
assumption of acyclicity) and completeness. The relation of these proofs to proofs in
the literature [AR02,MWO04,AJ01,Ban04] can best be described as extraction of ab-
stract content. We also briefly indicate how the assumptions of confusion-freeness and
acyclicity can be relaxed in our setting. Partially establishing the exact relation to
existing models of abstract cryptography, we show how a variant of Abadi-Rogaway
expressions with explicit coins naturally embeds into our framework.

Section 1 is a brief summary of the relevant assumptions of asymptotic computa-
tional cryptography. Section 2 presents the experiments-as-structures paradigm and
our abstract model of cryptographic adversary games. Section 3 contains soundness
and completeness proofs, and section 4 shows how the Abadi-Rogaway expression
language variant embeds into our framework.

In addition to quoted cryptographic literature, understanding of the framework
for establishing negative results for abstract algorithms as presented in [RRO5] is
expected of the reader. Due to space constraints, we were unable to include it here.

1 Computational model of cryptography

1.1 Syntax of encryption schemes

A symmetric encryption scheme IT is a triple of probabilistic polytime algorithms
(K, E,D), where

K : Parameter X Coins — Key
€ : Key X String x Coins — Ciphertext U { L}
D : Key x String — Plaintext U {1}

String denotes the set of finite strings over {0, 1}. Key generation algorithm K takes
as input a security parameter n typically representing the key length, flips some
coins internally, and outputs a key. Random coin flips are represented with elements
of Coins. To avoid talking about sufficient length we will assume Coins is the set
of all infinite strings over {0,1}. Encryption algorithm & takes a key and a string
as parameters, also flips some coins, and either outputs an encryption or a special
symbol | denoting its failure. Decryption algorithm D is deterministic, taking a key
and a string as input, and outputting a string or L if it fails. The set of strings for
which £ does not fail is called plaintert and its codomain is called ciphertext. We
require that Dy (Ex(m)) = m for every key k sampled from K(n) and every plaintext
m.

We will also assume the existence of functions on strings needed for pairing of
strings and appropriate projections on such pairs. A pairing scheme is a triple of
deterministic polynomial time algorithms 3 = (P, F,S), where P is a binary pairing
function, and F and S unary projection. For every two strings « and y, we have
F(P(e.y)) == and S(P(x,y)) = v.

Practical encryption and pairing schemes are often provided with a tagging scheme
uniquely determining the identity of the algorithm used to generate the string. We will
assume that our encryption scheme and pairing functions use such encoding scheme,



thus providing a mechanism for distinguishing pairs from encryptions, and from other
types of messages possibly used. This assumption is not crucial for our analysis, but
it will make it simpler.

1.2 Notions of security

Many different notions of security for encryptions are defined and widely used today.
They articulate our intention that a ciphertext created with an unknown key should
reveal no partial information on the underlying plaintext to an intruder, for a given
specific attack model. More precisely, security is defined in terms of capabilities of
an arbitrary probabilistic polynomial time algorithm to distinguish the following two
types of situations: an algorithm is typically provided with one out of two finite sets of
oracles, denoted with O, ..., O;{‘ and OB, ..., Of, and its task is to determine which
one it is given to. The sets of oracles completely characterize the notion of security.

Definition 1. Let IND-SEC be a notion of security characterized by the sets of ora-
cles OfY,. . ., O;;‘ and OB, ..., O,BL, 11 an encryption scheme and A an algorithm. The
advantage AdVE9°(A) is defined when oracles are instantiated with the scheme IT

as:

Advi;;d-SCC(A) _ Pr[Aof‘(n),...,o;j‘(n) _ 1] . Pr[Aof(n),...,of(n) _ 1]

If no probabilistic polytime algorithm A can guess which set of oracles it is provided
with with all but negligible probability for the security parameter n:

Advi*=*(4) < v(n)

for all but finite number of n and a negligible function v(n), then we say the encryption
scheme II is IND-SEC secure.

Different oracles in the definition above will give us different standard notions of
security. E.g. type-0, type-1 and type-3 [AR02] advantages are defined as:

AdVPO(A) = Prlky, kg — K(n) : A O () = 1] — Pr[k — K(n) : AZ(0:E:(0) — 1]
AdVIPL(A) = Prlky, by — K (1) : A OE020) = 1]  Prlk () : AT+ODE0M)
AdVEPS3(A) = Prlk — K(n) : ASO) = 1] — Prlk — K(n) : A5 — 1)

Intuitively, this means that a type-0 encryption scheme conceals repetitions of the
same subject, message length, and the encryption key. Type-1 security conceals both
key and repetitions but possibly not the length of the message, while type-3 only
conceals repetitions repetitions but not necessary the length of the message or the
encryption key. The notion of type-3 security is equivalent to the widely used IND-
CPA notion of security:

AdVIRTPR(A) = Prlk — K() : ASHERCSD) — 1] — Prlk — K(n) : ASERC0) — 1)

r ifb=1

where LR(x,y, b) = {y otherwise



1.3 Confusion freeness and weak key authenticity

Neither the syntax of an encryption scheme nor typical notions of security, such as
the one defined above, say much about what happens if we attempt to decrypt an
encryption with a key distinct from the decryption key. Syntax of an encryption
scheme allows for such decryption to fail, but it does not insist on it. If it does not
fail, notions of security forbid that the result is in any meaningful way related to the
underlying plaintext — a PPT algorithm has no way of distinguishing it from any
other potential plaintext with non-negligible probability.

As a reader might already suspect, a failure to detect such situations would affect
the completeness of an abstract model of cryptography. It is implicitly assumed that
an abstract agent recognizes undecryptable encryptions in most if not all abstract
models; if a PPT agent in the computational model is strictly weaker, then the abstract
model would be incomplete.

We might require that decrypting a ciphertext with independently generated fresh
key fails with all but negligible probability (as a function of security parameter 7).
This property was defined in [MWO04] and called confusion freeness. It is sufficient to
prove the completeness of an abstract model. Similar and independent definition can
also be found in [AJO1].

However, confusion freeness is a quite strong requirement on an encryption scheme.
It turned out not to be a necessary one: a strictly weaker notion called weak key
authenticity was defined and shown to be both necessary and sufficient for proving
completeness [HG03]. Weak key authenticity requires only that an attempt to decrypt
an encryption with incorrect decryption key fails with non-negligible probability.

1.4 Cryptographic protocols

Messages exchanged in cryptographic protocols are created by running PPT algorithms
such as algorithms of an encryption scheme, pairing and its projections, etc. Although
messages are strings, a run of a protocol can be best described as an experiment where
strings are obtained in a prescribed way by tossing coins and running the algorithms.

The best way to clarify this point, is an example. Observe the following protocol
between two agents, denoted with A and B, sharing a long term secret key kg and
exchanging two freshly generated session keys k4, kg, shown in the familiar informal
but self-explaining notation:

{kA}ks

{ka,kB}ig

B(ks)

B(ks)

The protocol such as this simply describes the way messages are created as a result
of an experiment. In this case, the experiment R producing a concrete run of this



protocol [mq,mo] is:

Ai(ks) = [ka < K(n)ie < Eig(ka)  kase]

Bi(ks,m) = [ka — Dra(m)ikp <= Kyie < Es(P(ka, kp)) : kp,e]
Ag(ks,ka,m) = [fail if kg # F(Dyo(m)); kp —— S(Dpy (m)); kg]

R = [ks < K(n)ika,m1 <> Ai(ks);kp,ma <> B(ks,ma);

AQ(k57 kAva) tmy, mz]

We have no intention to formalize the above notation, even though it is not partic-
ulary difficult to do so. Informally, it suffices to say that an experiment is a sequence
of actions delimited with semicolon; if experiment has an output, then it is separated
from preceding actions by a colon. Left arrows are assignment operators, sometimes
decorated with $ to emphasize the use of randomized algorithms on the right hand
side.

In the next section, we will develop the idea of representing such experiments with
first order structures.

2 Experiments as structures

2.1 Experiments as terms

A nondeterministic function can be seen as a deterministic one with one additional
parameter containing all the randomness needed for the calculation. Computable func-
tion use only a finite amount of randomness for the calculation, but there might not be
a uniform bound for all inputs on the amount of randomness needed. To avoid talking
about sufficient lengths, it is convenient to assign infinite strings to such random pa-
rameters. Experiments are composed of nondeterministic and deterministic functions,
or equivalently, functions assigning a concrete value to the assignment of its random
parameters. Performing an experiment amounts to assigning infinite strings from a
given distribution to random parameters and simply performing a deterministic cal-
culation.

Definition 2. Probabilistic vocabulary is a vocabulary in which function symbols
can be additionally marked as probabilistic and parameterized. The set of terms of a
probabilistic vocabulary over a set Coins is defined with the following induction: if f
18 an n-ary function symbol, tq,...t, terms, and c € Coins, then

— f(t1,...,tn) is a term if f is not marked as probabilistic,
— f(t1,...,tn,c) is a term if f is marked as probabilistic.

We define a probabilistic vocabulary for our model of symmetric cryptography: 1y

contains nullary function symbols true, false, undef and key, unary function symbols

fst and snd, and binary function symbols pair, encrypt and decrypt. Symbols key and

encrypt are marked probabilistic in 7y and key is additionally marked as parameter-

ized. Examples of terms of 7y over {c1, ¢a, c3} are key(c1) and encrypt(key(cq ), pair(key(ca), true), c3).
We will provide a computational interpretation to each term of vocabulary 7p:



Definition 3. Let t be a term of probabilistic vocabulary T over set Coins, o a func-
tion from Coins into infinite strings over {0,1}, n an integer, II = (K,E,D) a sym-
metric encryption scheme and X = (P, F,S) a pairing function. Then

— [[tﬂfgf is a finite string inductively defined over a structure of t as follows:

[truel;,. g = 1

[false] /)" = 0

[[undef]]n’z = 1

[key(c)] 2> = K(n,o(c))
[[encrypt(tl,tg,c)]]gf = E(t]ry” 7[t2]]na' ,o(c))
[decrypt(t1,t2)] 5" = D([t:17)7 Tt
[pair(tr, t2)] 7 = P([[tl]]f?f, [t207757)
[fst(t1)] " = F([tdns)

fond (t1)]5 - s

- [t 57772 18 the distribution of finite strings obtained by sampling o from the uniform
distribution and calculating [t]}];".

- ' is the ensamble o arameterized distributions = (a function asso-
[t]75% is th ble of n p terized distributions [t]> (a functi
ciating [t]* to each n).

Notice that we are using L to denote a failure.

By the syntax of the encryption and pairing schemes, the computational interpre-
tations of some terms will always yield the same value for the same parameters. E.g.
[decrypt(key(c1), encrypt(key(ci1), t,c2))] 2 =[]}~ for every term ¢.

We proceed to definition of an equlvalence relatlon articulating that intuition.
Notice that so far it is only our intuition, we will later show that computational
interpretations of equivalent terms are computationally equivalent (indistinguishable
by PPT algorithms).

Binary relation = is the smallest equivalence relation on terms of vocabulary T}
over Coins such that:

— decrypt(key(c1), encrypt(key(c1),t, c2)) ~ t
— fst(pair(ti,t2)) ~ t
— snd(pair(t1,t2)) = to

for every term t,t1,t5 and c¢1,cy € Coins. Equivalence = partitions terms into equiva-
lence classes [t]~, where [t]x = {t/|t = t'}.

Lemma 1. Let II be a confusion free encryption scheme, X a pairing scheme, t1 and
to terms of 1Ty vocabulary.

— Ifty =~ tg, then
Pr |:0' —U: [[t1 = [[tQHHE} >1-wv(n)

for some polynomial function v(n) for all but a finite number of 1.



- ’Lftl ?é tQ, then
$
Prio—U: ] = [ty | <vin)

for some polynomial function v(n) for all but a finite number of 1.

The minimal term of equivalence class [t]~ is the unique term ¢, € [t|~ not
containing decrypt, fst and snd. Lemma 1 justifies the following definition of compu-
tational interpretation of [¢]x:

Definition 4. Let t,,;, be a minimal term of probabilistic vocabulary T over set Coins,
o a function from Coins into infinite strings over {0,1}, n an integer, I = (IC,€,D) a
symmetric encryption scheme and X = (P, F,S) a pairing function. Then [[t|~]1;> =

~ln,o
[[tmin]]717],2§7 [t]%ﬂg’z = [tmm]]rly_[’z and [[[t]%]]n’x = [[tminﬂn’z-

Definition 5. The structure X (Coins) of over Coins is defined as follows:

the base set of X(Coins) contains Coins and all =-equivalence class of terms:

|X| = Coins U {[t]~ | tis a term of 15},

logical functions are defined in the usual way,

— unary relational symbol Atomic holds in every ¢ € Coins,

— the interpretation of every function symbol f € Ty in X (Coins) is the smallest
function such that

Fx(coins)([tr]ms - [tn] =) = [F(E1s - tn)~

BCrypro is the isomorphism closed class of structures containing X (Coins) for every
set Coins.

Lemma 2. BCiyppg 1S a background class.

2.2 Experiments and Algorithms

Structures are the natural working environment of abstract algorithms. A background
structure representing an abstraction of experiments is the basis of defining algorithm
that performs experiment on their natural level of abstraction.

Let A be an ordinary interactive small-step algorithm with background expanding
BChrypro- In every state X, A evaluates a finite set of terms, while (possibly) using
results of interaction with its environment « in the process, and finally, based of the
result of the evaluation, generates an update set AX(X ,a). Since every element in
X and « represents an experiment, we can naturally extend the intended meaning of
experiments to algorithms.

Definition 6. Let A be a small-step algorithm with background BClyps.g, IT an en-
cryption scheme, and X an pairing scheme. Then [[AMY,E s an algorithm that takes
as input strings [[x]]ﬁ;,x for all accessible x € X, a and outputs strings [[y]]gf for all
accessible y € T4(X, a), for every o sampled from the uniform distribution.

The interpretation of actions of an abstract algorithm with experiments deserve
some additional attention. The (abstract) work performed by an algorithm is mea-
sured in ground terms it evaluates. Evaluation of a term is inductively defined as:



1. interpretation of a background function,
2. interpretation of a foreground function, and
3. querying and receiving an answer from the environment.

Work performed in (1) amounts to evaluation of the appropriate function F repre-
sented by a background function f. Foreground functions typically represent internal
memory of an algorithm, and therefor (2) is usually a simple memory lookup. Work
performed by the environment (3) is not done by the algorithm, as it simply creates
queries and uses the answers provided. This view has the following simple consequence
when A is instantiated with a concrete implementation working on strings

Corollary 1. Let A be a small-step algorithm with background expanding BCrypg.o,
II an encryption scheme, and X an pairing scheme. Then HAMY’E is a PPT algorithm.

We will assume that every algorithm is capable of performing experiments on its
own, and therefor we will pose no restriction on importing of fresh coins from the
reserve of a state. However, algorithms might also receive, within a step, results of
experiments from its environment. Specific modelling circumstances, such as a specific
notion of security, will determine our restrictions on such answer functions.

2.3 Abstract Notions of Security

The security of an encryption scheme is completely characterized with the corre-
sponding set of oracles attached to a PPT algorithm trying to break the security of
an encryption scheme, as described in section 1.1. The oracles attached to the algo-
rithm also perform experiments, and these experiments are already representable by
elements of the base set of the background classes introduced. From the algorithm’s
point of view, actions of oracles are actions of its environment. Interaction of an
algorithm and environment is well studied in the behavioral theory of algorithm. A
collection of answer functions is attached to a state completely characterizing possible
reactions of environment.
Recall the definition of type—0 security

AdVIPTO(A) = Prlky, ko < K(n) : A5 )8k () = 1]
—Pr[k — K(n) : AS0:E:0) —q)
Definition 7. Let X be a state with background BCrypp.o. Then

— a context a of an ordinary interactive small-step algorithm A in X is type-0
positive if there are distinct elements in the reserve of X

I r l I r r
€ CLy ey Cny Oy e oy Cly Cly e oo CF,

and « is the smallest functions such that

Od(ﬁz) = C;
a(ol;(z;)) = encryptx (keyx (c'), z;, c})
a(5|j(yj)) = encryptx (keyx (c"), y;, ¢})

for some elements x1,...,Tn, Y1, ., Yn € X, 1 =1,...,n, j=1,...,k; and



— a context B of a ordinary interactive small-step algorithm A in X is type-0 neg-
ative if there are distinct elements in the reserve of X

l L r r
C,Cly. .y CnyClyey ChyClyev s Ch

and (3 is the smallest functions such that

B(A;) = ci
1 (25)) = encrypt (keyx(¢), 0,c})
j(y;)) = encryptx (keyx(c), 0, c})

[

(o2

A(
A(

for some elements x1,...,Tn,Y1,...,yn € X, i=1,...,n,j=1,... k.

Let A be a set of all type-0 positive functions and B a set of all type-0 negative
functions in state X. Then A, B is the abstract model of type-0 interaction in X.

Instantiations of the answer functions with concrete encryption scheme are exactly
the experiments defined with type-0 notion of security.

Abstract models of type-1, type-3 and IND-CPA interactions are defined in the
same manner; due to the space constraints, we will not spell them out explicitly here.

The abstract model of interaction of a notion of security induces an equivalence
relation on states in the following way. We say that a small-step algorithm A reduces
state X to state Y for answer functions «, 8 if X = A(0x,a) and Y = A(Oy, ).
State X is reducible to Y for «, 3 if such a small-step algorithm exists.
Definition 8. Let IND-SEC be a notion of security and A, B the abstract model of
IND-SEC interaction. Then X is reducible to'Y for IND-SEC, denoted with X e
Y, if X is reducible to 'Y for some a € A and 3 € B.

The equivalence induced by the reducibility for IND-SEC relation, its transitive

and symmetric closure, is denoted with X NZEEC Y

3 Computational Soundness and Completeness of the
Abstract Model

If we prove that structures X and Y are indistinguishable by small-step algorithms,
what have we proved? We hope that than there is no probabilistic polytime algorithm
that can distinguish strings produced by experiments encoded by X and Y with all
but negligible probability.

For an IND-SEC notion of security, a background class K expanding BC'iypg.o,
and an encryption scheme II we have three equivalences on abstract states with
background K representing experiments

1. computational indistinguishability;
2. abstract indistinguishability (by small-step algorithms); and
3. abstract reducibility.

If [X]] and [Y]] are indistinguishable by PPT algorithms, we write X 2y,
Computational indistinguishability is the semantical relation on states, defined inde-
pendently from our formalism in terms of capabilities of probabilistic polynomial time
Turing machines.



If X and Y are indistinguishable by small-step algorithms, we write X ~ Y. Ab-
stract indistinguishability articulate our intention what an encryption scheme should
achieve. It can also be seen as the power explicitly given to an agent by the syntax
of an encryption scheme: if an agent can distinguish two state with an abstract al-
gorithm, then it can use instantiation of the program to distinguish instantiations of
the states, all with the concrete encryption scheme. This property is usually called
completeness, and it can be phrased as “whatever an abstract algorithm can do, a
concrete instantiation can do with overwhelming probability as well”. The proof is
quite straightforward, but it involves some simple reasoning about probabilities. This
is necessary, since it relates an abstract relation with semantics defined in terms of
PPT algorithms. We get

b4
XAY = XY,
or equivalently
XRY = X~V (1)

Abstract reducibility tells us what a concrete PPT algorithm cannot do as a direct
consequence of the notion of security. The proof is very simple, it is nothing more
than expressing what is the true meaning of a particular notion of security. We get

XNy o X RY 2)
From equations (1) and (2), we have
xM=ey o x 2y o X~y (3)
If we could relate abstract notions of equivalence by showing that
X~Y = X"E"y, (4)
we could, using (3), conclude that all three notions are equivalent
X~Y & X2y o xRy,

The theorem establishing (4) is the essence of the computational soundness of
abstract wrt computational cryptography. It is also the most difficult one to prove.
However, it is expressed and proved completely in abstract terms, with no mention of
Turning machines and their probabilities to distinguish concrete strings in PPT time.
Our view of abstract cryptography is top-down, rather than bottom-up. Computa-
tional notions of security are assumed not to be fixed, and abstract models are not
seen as simplified abstractions of computational ones. We think of a choice of the
concrete background class, and a resulting notion of abstract indistinguishability, as
an expression of our intention of what encryption scheme should achieve. The choice
of a concrete computational notion of security is simply our attempt to fulfill that
intention.

3.1 Equivalence Induced by Security Notion

Lemma 3. Let IND-SEC be a notion of security, Il an IND-SEC secure encryption
scheme, and states with background K expanding BCryppo- If X is reducible to Y for
IND-SEC, then [X][I"is indistinguishable from [Y]] by probabilistic polynomial time
algorithms with all but negligible probability.

10



The above lemma tells us that certain challenges are indistinguishable as a simple
consequence of the notion of security. If two inputs of a challenge can be generated by
the same abstract algorithm, but using two different oracles, then it is clear that this
algorithm, if successful, would break security of the underlying encryption scheme.

Since the computational indistinguishability is an equivalence relation preserved
by the abstract reducibility by Lemma 3, then it is also preserved by the equivalence
relation induced by the abstract reducibility:

Corollary 2. Let IND-SEC be a notion of security, II an IND-SEC secure encryption
IND-SEC

scheme, and X and Y states with background K expanding BCryppo. If X =Y
then [[)(]]717Y and [[Y]]ff are indistinguishable by probabilistic polytime algorithms.

3.2 Soundness Theorem

The structural counterpart of the Abadi-Rogaway notion of pattern [AR02] is indis-
tinguishability by small-step algorithms: the pattern of a state X is the (isomorphism
closed) class of all states indistinguishable from X by small-step algorithms with im-
port. Pattern is an equivalence class, but for many notions of security some states
are more appropriate for representing the class than other. More specifically, type-0,
type-1 and type-3 notions suggest representing a pattern with a state with a null
string as a subject of every used undecryptable message.

A state X with background BCriypg.g 18 normalized if all used undecryptable en-
cryptions have 0 as a subject and the same encryption key. Normalized states with
background BC'rypp.1 and BCrypp3 are defined in the similar way: they both use |0|‘7
as a subject of all undecryptable encryptions, while BC'ypp.3 normalized form ex-
ceptionally does not require the same encryption key to be used in undecryptable
encryptions.

The first step in establishing equivalence of the notion of indistinguishability and
reducibility it to show that reducibility preserves indistinguishability.

TYPE-0

Lemma 4. Let X and Y be states with background BCryppo. If X —" Y, then
X~Y.

Let A, B be the model of interaction for type-0 security in Ox. If an inaccessible
key k is a subject of any used message in a state X, then X can be constructed from
Ox by a small-step algorithm A and some @ € A. If A is run on Oy, 3 for some 5 € B,
we would get a state X’ where k would not encrypt any key. In Abadi—-Rogaway terms,
type—0 reduction allows us to substitute all subjects encrypted with k& with 0.

Lemma 5. Let X be a state with background BCiyprg and k an inaccessible and
unezposed key in X such that no key k' encrypts k in X. Then X PR for some
state X' with the same background reduct and the same key accessibility relation such
that

— key k does not encrypt any key in X'; and
— if key k1 encrypts key ko in X', then ki encrypts ko in X.

If all encryptions with inaccessible keys k1 and ko are encryptions of 0, then the
type—0 reduction also allows us to substitute all encryptions with ko with encryptions

11



Lemma 6. Let X be a state with background BCrypp.q and ki, ks inaccessible and
unexposed keys in X such that if k1 or ko encrypts m in X, then m = 0. Then
X IO for some state X' with the same background reduct and the same key
accessibility relation such that

— key ko 1s not used in X'; and
— key k encrypts key k' in X iff k encrypts k' in X'.

Now we have everything we need to prove that acyclic states are reducible to
normal form.

Lemma 7. Let X be an acyclic state with background BCrypp.o and accessible all
exposed elements. Then X is type—0 reducible to its normal form.

Since a normal form is a representative of its similarity class, we have:

Corollary 3. Let X and Y be acyclic states with background BCrype.o and accessible
all exposed elements. If X ~Y then X Oy

Theorem 1 (Computational soundness). Let IT be type-0 secure encryption scheme
and X and Y acyclic states with background BCrypeo. If X ~ Y, then challenges
[X]Z and [Y] are indistinguishable by probabilistic polynomial time algorithms.

Proof. We will assume that all exposed elements are accessible in both states. If a
state contains exposed but inaccessible elements, replace it with a state obtained by
undefining all foreground functions on such elements. The resulting state is clearly
computationally indistinguishable from the original one, it provides the same infor-
mation to the intruder. By Corollary 3, we have X Oy Finally, by Corollary 2,
[X]} and [Y]]I are computationally indistinguishable. O

Modify the proof of Lemma 5 by using (term denotation of) |0|¢ instead of 0 to get
proofs for type—1 and type—-3 reducibilities when paired with BCrypp1 and BCrypp.3
backgrounds, respectively. Lemma 6 holds for type—1 reducibility and BC'ryps.1 back-
ground, when 0 is replaced with |0 both in the wording and the proof. Use this to
prove Lemma 7, and it consequence the computational soundness theorem, for type—1
and type—3 notions of security. Notice that the same lemmas with only slightly mod-
ified proofs would work if we used IND-CPA instead of type—3 security, but that is

not surprising since
(TYPE—O) (TYPE—O) (IND—CPA) (IND—CPA)
P C = = —_— = = .

3.3 Completeness Theorem

The consequence of the syntax of encryption and pairing schemes, together with a
tagging scheme and the confusion freeness property, is preservation of equality with
overwhelming probability by experiments represented with (expansions of) BCrypro
background, as shown in Lemma 1. Here we show the type-0 encryption schemes also
preserve the inequality with overwhelming probability:
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Lemma 8. Let II be a type-0 encryption scheme, X a pairing scheme, X an acyclic
state with background BCrypr.g, and x1,xo exposed elements in X. If x # xa, then

3$
Prloc < U: [[acl]],?f = [x2 ,1777}72} <v(n)

for some polynomial function v(n) for all but a finite number of 1.

Theorem 2 (Computational completeness). Let IT be a type-0 encryption scheme,
and X,Y states with the background BCryppg. If X & Y then X ~ Y.

Proof. We argue by contradiction. Assume X ¢ Y. Then there are terms t1,t2 such
that
Val(t,, X) =Val(te, X), Val(t1,Y) # Val(te,Y).

By Lemma 1 and Lemma &8, an algorithm computing [[tl]}nH’E and [[tQHg’E can distin-
guish [X]/1* from [Y][* with overwhelming probability. O

The same construction works for type-1 and type-3 notions of security when paired
with BCrypg.1 and BCrypp3 backgrounds. We leave the proofs out of this paper due
to the space constraints.

4 Relation with Abadi-Rogaway Languages

Interpretations of our abstract representation of experiments with structures include
not just computational interpretations but other abstract models as well. Recall that
a background class is closed under isomorphisms. We will show that one concrete
structure, with a language of expressions like the ones commonly used in other ab-
stract models as a base set, is in BCrypgg. Moreover, the notions of accessibility
and indistinguishability on such expressions are equivalent to its counterparts in our
model. Such interpretations are important, as they allow us to extended the results
proved in the ASM model to other abstract models of cryptography.

A language of expressions in the Abadi-Rogaway style [AR02] is defined over a set
of coins Coins with the following grammar:

mu=0]1] K| (mi,ms) | {m}%ﬂ

for ¢, c1, co € Coins.

The notion of accessibility is modeled with a binary entailment relation - over such
expressions. It is defined as the smallest reflexive relation closed under the following
rules:

—mbland mkE0

— if mkF (mq, mg) then m - my and m F mo
— if mE {m;, %CQ and m b K, then m b mg
— if m b my and m F ms then m b (mq, ms)

— if mbFmg and m b K(c2) then m F {m; %UZ

It is assumed that coins in practical algorithms are not reused, since that would
most certainly break any security. We will request appropriate coin freshness for an
expression m:
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— if K. is a subexpression of m, then K. is an subexpression of any subexpression
m' of m in which ¢ occurs; and
— if {ms}%  is a subexpression of m, then {m,}% is a subexpression of any
o s
subexpression m’ of m in which ¢; occurs.

We obtain the language of patterns by adding the symbol [J decorated with a coin,
intuitively representing an undecryptable encryption, to the language of expressions:

pr=0]1| K. | (mymo) | {m}g | O°
Each expression is assigned a pattern:

pattern(m) = p(m,{K(c) | mF K(c)})
where

. _ [{pm.D)}% .,y i K(e2) €T
p({m}fé(cz)’T) - {Dcl ’ otherwise

p((m1,m2), T) = (p(m1,T), p(ma, T))

and p(m,T) = m for other expressions. Two expressions of the language are equivalent
up to renaming if there is a bijection on coins ¢ such that their patterns are equal:
m = n iff there is a bijection o such that pattern(m) = pattern(no).

Let X be the structure with base set |X| containing Abadi-Rogaway expressions
enriched with the distinct element undef, and the following functions:

keyx(c) = K.
encryptx (K.,,m,c1) = {m %Cz
pairx (my, mg) = (my, ma)
decryptx (K., {m}%}q) =m
fstX(<m1,m2>) =my
sndX(<m1,m2>) = Mo

Everywhere else, the functions are undefined.

It is not difficult to see that X is in BCrypgo. Moreover, the notions of accessi-
bility and indistinguishability defined on expressions are matching the corresponding
ones on structures. Denote with X, an expansion of X with an additional nullary
foreground symbols in denoting m in it.

Theorem 3. If m; and mo are Abadi—Rogaway expressions, then

— my = ma iff ma is accessible by creation in X, ,
— mn %mg foXml NXm2.

Some encryption schemes might reveal additional information about the cipher-
text, such as the encryption key or the length. Patterns for such schemes are obtained
by “decorating” the square symbol with some additional information. Abadi and
Jiirjens used this approach first to distinguish two different encryption of the same
subject with the same key in the same fashion as we did above [AJ01]. The same idea
was used later by Micciancio and Warinschi in [MWO04], where the information related
to the encryption key and the length was attached to the ciphertext. In his PhD thesis
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[Ban04], Bana pushed the principle to its limits by defining an abstract decorating
function. Any information could be possibly used to decorate undecryptable “boxes”;
e.g. an encryption created with DES algorithm could be marked differently from the
ones created with AES algorithm.

The Theorem 3 also holds when an appropriate background class is matched with
an appropriate box—decorating function. Background BC'ypg.1 matches the decorat-
ing function additionally attaching the length to an encryption: [J;' is the pattern
of encryption {m}%(cz) of length ¢. Similarly, BCyrype3 matches the function attach-

ing both length and the key used to encryption: D}f}cz is the pattern of encryption
()5 -
K(Cg)
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