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usses how we may ta
kle it, written in the 
ontext of Dependable ComputingProje
t [5℄.2 Ba
kgroundIn 1996, Ne
ula and Lee published a paper on what they 
hristened proof-
arrying 
ode [3℄. This initial publi
ation on the topi
 is a good read with lu
idpresentation of a te
hni
al inquiry whi
h starts from a remarkable 
on
eptualframework to its thorough-going te
hni
al implementation, with a well-thoughtdis
ussion on the 
ontext of their te
hnology. When I �rst read this paper, Iwas reminded of a talk in the Japan-UK workshop in early 90s on what Burstalland M
Kinna 
alled \deliverables". There is a similarity, in that both o�er aframework in whi
h the responsibility of providing a 
orre
tness proof lies inthe 
ode produ
ers' part, and a type theory is used for handling a 
orre
tnessproof (though in quite di�erent ways). There are also major di�eren
es: amongothers, a program 
onsidered in Ne
ula and Lee's framework is exe
utable 
ode,rather than a term in the 
onstru
tive logi
, as in the 
ase of Burstall-M
Kinna'sframework. Hen
e its use of Hoare logi
 for spe
ifying safety. One of the keyte
hni
al 
ontributions by Ne
ula and Lee is to �nd a 
on
ise way to representand verify proofs extra
ted from annotated 
ode using a type theory. Togetherwith 
on
urrent a
tivities by GregoryMorrisett and his group on typed assembly
ode, their work marked a starting point of the ongoing wide-spread interestsin the guarantee of the safety of software at the level of binaries.Ne
ula and Lee have 
hosen, in [3℄, an interesting setting to present theirte
hni
al ideas, the so-
alled extensible operating systems. An operating systemis extensible when one 
an in
orporate a new module, hen
e new fun
tionality,in
rementally, without the need of re
ompilation (su
h a module may arrive as,say, mobile 
ode). While the same framework 
an be found in languages su
has Java, the safety issue arises in the most vivid form in an operating system,sin
e a new module is supposed to run in the prote
ted mode alongside otherkernel modules. Thus the la
k of safety 
an literally be disastrous (for example1



assume a new module wrongly writes on that part of memory whi
h is beingused by a pro
ess s
heduler). Thus the 
orre
tness 
on
ern is 
ru
ial in thissetting: and one of the most telling arguments in the paper by Ne
ula and Leeis that their framework does not in
ur any run-time overhead while ensuringbasi
 
ode safety, whi
h is important in the setting the authors have 
hosen.The aspe
t I mentioned above was widely dis
ussed and has been followed upby many resear
hers, so no further words are ne
essary. Here I wish to dis
ussanother aspe
t of their 
hosen setting, the extensible operating systems, whi
hmay tou
h the very nature of \software safety". An operating system is a pie
eof software whi
h, as any sizable software nowadays would, 
onsists of multiplepie
es of modules whi
h 
ooperate with ea
h other. For a new pie
e of 
ode tojoin them and to fun
tion properly, it may as well rely on the fun
tionalities ofthe existing modules (
onsider for example adding a new se
urity manager intothe kernel for the purpose of an updated standard of digital right management:it should 
ooperate with existing se
urity managers, a memory manager, a �lemanager, proto
ol sta
ks, et
.). But how 
an we spe
ify and prove 
orre
tnessin su
h a setting? What does it mean for a pie
e of software to run 
orre
tlywhen its 
ore fun
tionality depends on those of existing pie
es of software?The answer is simple, at least 
on
eptually: the 
orre
tness of a pie
e ofsoftware in su
h a setting 
an be spe
i�ed and veri�ed only under the assumptionof the 
orre
tness of existing pie
es of software. And this aspe
t is not limitedto operating systems: in fa
t, almost all kinds of software nowadays expli
itlyor impli
itly rely on the fun
tionalities of other software. A Java program relieson its APIs, these APIs are implemented using native 
ode and OS libraries, anOS library would use kernel 
alls, and even a kernel relies on, for example, theproper working of the network for 
arrying out its essential fun
tionalities (how
an a TCP sta
k work properly if the TCP itself, whi
h involves another end of
ommuni
ation as well as, in e�e
t, all routers in-between, does not?).Thus the issue of software dependent on other software is an omnipresentone: methodologies for the safety and dependability of modern-day softwareshould address this point, sin
e if not we 
annot ensure the dependability ofthe whole software. But 
an we indeed provide su
h a framework? Fortunately,the past studies in theories of 
omputing have already provided two basi
, and
losely related, foundations for answering this problem: 
ompositional programlogi
s and types.3 Program Logi
s and TypesA program logi
 is 
ompositional when an assertion for a big program in thatlogi
 
an be derived from those of its sub programs. For this purpose, an as-sertion needs to asso
iate a program with information about how it 
an be
omposed with other asserted programs. For example, if we have an assertedprogram fAgPfBg in Hoare's logi
 (whi
h is by the way the original 
ompo-sitional logi
), then A 
ontrols what 
an be 
omposed to P as its prede
essor;and B 
ontrols what 
an be 
omposed to P as its su

essor. So if we havean asserted program fB0gQfCg su
h that B entails B0, then P ;Q guaran-tees fAg(P ;Q)fCg, that is it always gives us a state spe
i�ed by C startingfrom any state satisfying A (possibly under some assumption su
h as termi-nation); but if B does not entail B0, then we 
annot guarantee this property2



for a 
omposite program. This 
an be extended to other 
onstru
ts, in
ludingpro
edures and 
on
urren
y, always with essentially the same framework: anassertion spe
i�es how a program 
an be 
omposed with other programs relyingon their 
ertain properties, as well as a property guaranteed by the 
ompositeprogram when a proper 
omposition has been 
arried out. Thus the 
ore idea of
ompositional program logi
s, whi
h is also inherited in a 
omprehensive spe
i-�
ation/re�nement framework su
h as Z, is the very framework whi
h we wouldneed for 
apturing the 
orre
tness of dependent software.Interestingly, the above reading of Hoare's logi
 (whi
h Hoare himself sug-gested in his re
ent treatise [1℄) is in 
lose 
onne
tion with the use of types inmodern programming language, even though the main 
ontext of the study oftypes has so far been in �-
al
uli rather than in the standard pro
edural lan-guages. For example, if a program is given a type N ) N, it ensures to returna natural number provided it is fed with a natural number as an argument. Itis pre
isely be
ause the abstra
tion given by types o�ers information on bothwhat it expe
ts from the 
omposable programs and what a 
omposite program
an guarantee, that the safety property provided by a type dis
ipline is in gen-eral 
ompositional. Extensive studies of type dis
iplines are done in the 
ontextof ML and other fun
tional languages; as we already mentioned, Morrisett andothers extended this framework to assemblers, where type-based abstra
tion,inherited from the sour
e 
ode through 
ompilation, gives a way to type-
he
k
ode written in an assembler, ensuring, among others, basi
 safety.4 A Challenge for Dependability: Statement andAssessmentBoth 
ompositional program logi
s and type dis
iplines o�er a fundamentalframework for 
ompositional safety spe
i�
ations. A di�eren
e between themis that a program logi
 generally o�ers a method for spe
ifying (essentially)arbitrary observable properties in a 
hosen universe of dis
ourse, while a typedis
ipline usually 
entres on a spe
i�
, and often easily 
he
kable, 
ompositionalsafety property. Sin
e stru
turing prin
iples and des
ription for 
omputation areintri
ately related, types and logi
s also intera
t at deep levels.In both program logi
s and type dis
iplines, one 
ru
ial aspe
t is missingfrom our present perspe
tive, whi
h is that neither of them treat 
orre
tnesswhen multiple programming languages are involved in a single pie
e of software.We need to treat multiple languages sin
e, in reality, the pie
es of software onwhi
h a program depends for its proper fun
tion may as well involve those writ-ten in other programming languages. For example, if we wish to ensure thequality of a pie
e of software whi
h is to run under a 
ertain operating system,how 
an we do so without relying on, hen
e spe
ifying, the properties of theOS fun
tionalities it relies upon? But if we are to 
ompositionally reason aboutmultiple pie
es of software written in di�erent languages, we 
annot rely on aprogram logi
 for a single programming language: properties of programs in in-dividual programming languages, spe
i�ed in the 
orresponding program logi
s,should be embeddable into a more general framework in whi
h we 
an integratespe
i�
ations for software behaviour written in di�erent languages. Here weare arguing for the need of a unifying theory of program logi
s for spe
ifying3



and verifying general software behaviour, en
ompassing, and independent from,ea
h spe
i�
 language.We may assess the merits and issues involved in this problem domain fromthree di�erent viewpoints. Firstly, from a s
ienti�
 viewpoint, having a frame-work for spe
ifying and verifying properties of software independent from spe-
i�
 details of individual programming languages may be a worthy target, apartfrom its feasibility: for our understanding of program logi
s is rea
hing 
ertainmaturity (whi
h now 
overs a wide range of high-level programming language
onstru
ts, extending to even low-level ones), and a s
ienti�
 aspiration wouldalways aim for the next level of generality.Se
ondly, from an engineering viewpoint, we have many problems to ta
klefor rea
hing a feasible engineering solution, whi
h are also problems againstwhi
h the generality and appli
ability of a 
andidate basi
 theory 
an be tested.As some of examples: How 
an we spe
ify naturally in su
h a setting? Can wein
orporate the theory into su
h a general spe
i�
ation framework as Z? How
an we develop a mapping for an individual language? What would be a notionof, and 
al
uli for, re�nement in this setting? How 
an su
h a framework beused for testing software? While there are many issues to be solved, one thingwe 
an be sure about is that we shall never run out of examples by whi
h we 
antest the feasibility of the idea, sin
e, as already mentioned, almost no softwarein these days fun
tions without depending on other pie
es of software.Thirdly, from a so
ial viewpoint, su
h a framework would o�er a �rm te
h-ni
al footing whi
h enables us to dis
uss, assess and 
on
retely verify softwarequality vis-a-vis its expe
ted fun
tionalities. If our so
iety has a standard whi
hde
rees, in a feasible, realisti
 way, when we may regard a pie
e of software asserving its basi
 fun
tionality, equipped with a suitable way to judge 
onfor-man
e of a program vis-a-vis su
h a standard, this 
an result in a fundamentalboost for raising the quality of software. In fa
t, without su
h a framework,we may not even be able to talk about the notion of responsibility in softwareprodu
ts, sin
e it is seldom the 
ase that shipped 
ode does not use fun
tion-alities of software made by others. Here the theory would help us to delineatethe extension of responsibility, as any general engineering theory should.In terms of 
on
rete a
tivities, we expe
t that the development of the pro-posed framework will have many positive intera
tions with various resear
hthreads dis
ussed in the draft proposal [5℄. In fa
t, the nature of the proposedspe
i�
ation/veri�
ation framework means possible development in this prob-lem domain is orthogonal to, hen
e 
omplements, other theories and te
hniquesfor software safety, among others those mentioned in the proposal. It is ourintention that a produ
ed theory, on whi
h a basi
 study is being 
arried out,should work well with theories/notations/te
hnologies whi
h underlie existingtool sets, in
luding program analyses, program veri�
ation, program spe
i�
a-tion and re�nement, and safety guarantee by typing; that the framework 
an beused both for the analysis and spe
i�
ations; and that it 
an be used, in e�e
t,as part of a tool set for strong software engineering whi
h the dependable 
om-puting proje
t is aiming to produ
e, espe
ially in a later stage of development.Towards su
h integration, we believe that the network of a
tivities 
urrentlybeing planned in the draft proposal[5℄ would o�er an essential nurturing groundfor the development of the proposed resear
h, as well as possibly broadeningthe appli
ability of various existing and emerging methods for dependability.4



5 Con
lusionTo meet the fundamental 
hallenges towards realisation of dependability of soft-ware, we should ta
kle many s
ienti�
 and te
hni
al issues, as dis
ussed in thedraft proposal for Dependable Computing. I argued, in a brief dis
ussion above,that the la
k of language-independent framework for spe
ifying/verifying prop-erties of software may be regarded as another issue whi
h may deserve 
onsid-eration. To try to obtain a new level of abstra
tion in the theory of spe
i�-
ation/veri�
ation of program 
orre
tness may look too daunting. Perhaps wemay not be able to have any su
h feasible framework, at least in near future.In a beautiful book [4℄ on the Z spe
i�
ation method whi
h I read re
ently, Ifound an ane
dote on a route map of London Underground: the original diagramfor the routes of London Tube faithfully modelled all geographi
 details. Thiswas diÆ
ult to read and maintain, so one person proposed to render a diagramso that it abstra
ts away all these details. This was met with opposition fromthe manager initially, sin
e it looks too revolutionary. In the 
urrent diagramthe proposal for high-level abstra
tion has been adopted, whi
h has indeed be-
ome mu
h more readable and easier to maintain than before. The ane
dotesays that a suitably 
hosen abstra
tion worked, not that arbitrary high-level ab-stra
tions would work. Yet it does say abstra
tion is sometimes important, andthe abstra
tion dis
ussed in the present note is, as far as I 
an see, one of thevital ones for a
hieving safe, dependable software. As we dis
ussed in the previ-ous se
tion, this abstra
tion, when materialised, will have fruitful interplay withmany of the resear
h threads dis
ussed in the draft proposal, eventually leadingto integrated te
hnologies for dependability in general 
omputing environments.Referen
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