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ABSTRACT

Over the past decade, the complexity of the Internet’s nguii-
frastructure has increased dramatically. This compleaitd the

problems it causes stem not just from various new demande mad

of the routing infrastructure, but also from fundamentalitations
in the ability of today’s distributed infrastructure to &alaly cope
with new requirements.

The limitations in today’s routing system arise in largetaom
the fully distributed path-selection computation that lReouters
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Inter-AS Protocol

in an autonomous system (AS) must perform. To overcome this Figure 1: A Routing Control Platform (RCP) for the Internet. Circles

weakness, interdomain routing should be separated froayt®tP
routers, which should simply forward packets (for the mastt)
Instead, a separatouting Control Platform (RCP3hould select
routes on behalf of the IP routers in each AS and exchang&aeac
bility information with other domains.

Our position is that an approach like RCP is a good way of cop-
ing with complexity while being responsive to new demandd an
can lead to a routing system that is substantially easieraoage

represent conventional routers.

forwarding packets as rapidly as possible without beingceamed
about path selection. A separate entity should be respentib
computing the best BGRpaths on behalf of all the routers in a do-
main and disseminating the results to the routers.

Separating interdomain routing from the individual rosterone
way to cope with the increasing complexity of the routingteys

than today. We present a design overview of RCP based on threeThe growth of the Internet has introduced considerable dexity

architectural principles—path computation based on aisterg
view of network state, controlled interactions betweertiraupro-
tocol layers, and expressive specification of routing pedie-and
discuss the architectural strengths and weaknesses ofaposal.

Categories and Subject Descriptors

C.2.2 Network Protocols]: Routing Protocols; C.2.6Jomputer-
Communication Networks]: Internetworking

General Terms
Algorithms, Design, Management, Performance, Reliahilit
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1. Introduction

This paper posits that interdomain routing protocol fuoicéil-
ity should be separated from the routers. Stated somewlimy,gl
routing is too important and too complicated to be left toayd
routers! [P “routers” should be “lookup-and-forward” selies,

Permission to make digital or hard copies of all or part of thiork for
personal or classroom use is granted without fee providatidbpies are
not made or distributed for profit or commercial advantage #at copies
bear this notice and the full citation on the first page. Toycotherwise, to
republish, to post on servers or to redistribute to listquies prior specific
permission and/or a fee.

SIGCOMM’04 Workshop#ug. 30-Sept. 3, 2004, Portland, Oregon, USA.
Copyright 2004 ACM 1-58113-942-X/04/0008%$5.00.

into interdomain routing, as features have been added to ®GP
support more flexibility €.g, new route attributes such as commu-
nities and MED) and larger scale.g, route reflectors and route
aggregation). This complexity has made routing protocdlave
ior increasingly unpredictable and error prone [12]. Reggithe
routers to perform complex path computation introducegtten-
tial for inconsistencies across routers, complicates Kpgession
of routing policy, and makes troubleshooting difficult.

Instead, a separafouting Control Platform (RCPhould have
the information needed to select routes for each router ionaain
(e.g, an AS) and exchange routing information with RCPs in other
domains? Figure 1 illustrates this idea. Each RCP could use a new
way of selecting routes for each router (rather than usidgyt un-
wieldy BGP decision process); RCPs could even exchangesout
using an interdomain routing protocol other than BGP. Bestihg
routes on behalf oéll routers in a domain, RCP can avoid many
internal BGP-related complications.{, forwarding loops [9] and
signaling partitions [12]). This approach also faciligteaffic engi-
neering, simpler and less error-prone policy expressiarerpow-
erful diagnosis and troubleshooting, more rapid deployiépro-
tocol modifications and features, enforceable consistefoyutes,
and verifiable correctness properties. In contrast to previap-
proaches for centralizing interdomain routes and polieiesoute
servers [19], RCP also preserves the autonomy of each A%for s
lecting paths and applying policiés.

1The Border Gateway Protocol (BGP) [1] is tHe factostandard interdo-
main routing protocol.

2In this paper, we use the term “RCP” to refer to both the aechifre as a
whole and to the specific instance of RCP within a routing doma
3RCP more closely resembles the Network Control Point (N@&jduced
in the telephone network in the early 1980s to simplify nelwvmanage-
ment and support the rapid introduction of new featueeg,(enhanced 1-
800 service) [24, 27].



RCP’s deployment path is as interesting as the envisiondd en
state. The deployment of RCP can proceed in three stagesingff
the following benefits to network operators as RCP becomeas mo
widely deployed:

1. Control over protocol interactions: RCP customizes the
distribution of BGP routes within an AS by replacing inter-
nal BGP route reflectors. This stage does not require coop-
eration from neighboring domains. Because RCP has a com-
plete view of the intra-AS topology and selects routes on be-
half of all routers in the domain, it can prevent internal BGP
routing anomalies and control traffic flow more directly.

. Network-wide path selection and policy: By establishing
BGP sessions directly with the routers in neighboring ASes,
RCP can perform all routing decisions for an AS, bypassing
the BGP decision process on the routers. This approach sim-
plifies configuration and allows an AS to select routes based
on high-level goals, rather than obscure manipulation oPBG
route attributes.

. Redefinition of inter-AS routing: Using RCPs, rather than
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Figure 2: Operation of BGP routing inside an AS. Most small néworks
use a “full mesh” iBGP configuration, where every router in the AS has
an iBGP session to every other router.

routers, to exchange routes between ASes (as shown in Fig-
ure 1) enables the design of a new routing protocol because

interdomain routing is now sepgrated from IP routers. For Figyre 3: An example of where iBGP with route reflection does ot em-
example, RCP can be used to implement a control overlay ulate full-mesh iBGP; numbers represent IGP path costs, andirrows

that selects paths based on prices or performance statistic

In addition to providing substantial improvements overayd
routing architecture, RCP has a compelling deploymentnitice
(i.e., a “tipping point”), so that an individual AS could deploy RC
and still realize significant benefits. Because the first ttages of
deployment substantially reduce management complexiti &P
routing within a single ASnetwork operators have a compelling
incentive to deploy RCP regardless of whether other ASesodo s
Managing routing configuration requires constant vigiriom
network operators. Although network management systemsfa
ten automate the most frequent tasks, working around artdnwit
the constraints of the existing routing protocols makeséhsys-
tems much more complicated than necessary. Additiondily, t
complexity of modeling and managing the distributed configion
state in today’s routers has itself impeded the evolutiomutb-
mated management systems. In addition, because it comatesic
routes to each router in the AS using BGP, RCP is backwards com
patible with existing routers; deploying RCP requires nargfes to
router hardware and software, only to routenfiguration

The rest of the paper proceeds as follows. Section 2 presents

background on today’s interdomain routing infrastructure Sec-
tion 3, we propose three architectural principles and érghaw
the existing routing infrastructure fails to meet them. 1Bing on
these insights, Section 4 describes the RCP architectutetail,
focusing on how each stage of deployment simplifies router co
figuration and management. In Section 5, we discuss the aistts
challenges of having the RCP in the critical path of IP royitieci-
sions. Section 6 reviews related work, and Section 7 coeslud

2. BGP Routing in an Autonomous System

An AS uses external BGP (eBGP) to exchange reachability in-
formation with neighboring domains and internal BGP (iBG®)
distribute routes inside the AS, as shown in Figure 2. Eaadkero
invokes the BGP decision process to select a single “besttero
for each destination prefix from the candidate routes lehfrem
eBGP and iBGP. The router combines the best BGP route with
information about the internal network topology from théeelmor

indicate an iBGP session from a route reflector to its client.In a full-
mesh, router C' would prefer routes learned from B over routes learned
from A because its IGP path cost taB is smaller. However, in the ex-
ample shown,RR prefers A, and, thus,C' must also selectA.

Gateway Protocol (IGP) to construct a forwarding table thaps
destination prefixes to outgoing links. Most of the flexiyiland
complexity of BGP routing comes from the following threease

Path selection:A route to a destination prefix includes attributes
such as the AS path, local preference, origin type, and rauiti
discriminator (MED). Each router applies a decision precgd
that consists of a sequence of rules that ranks the routeter Af
preferring routes with highest local preference, smalkStpath
length, lowest origin type, and smallest MED, the decisicocpss
favors eBGP-learned routes over iBGP-learned routes. Ifiphel
equally-good routes remain, the router favors the BGP rieaeed
from the nearest border router—tlegress pointwith the small-
est IGP path cost—following the common practice of “hotgpot
routing. The final tiebreak is vendor-dependent and maymtpe
the age of the routes or an arbitrary router ID.

Intra-AS route distribution: Network operators can propagate
eBGP-learned routes throughout an AS in many different Ways
Small networks typically have a “full mesh” of iBGP sessipas
shown in Figure 2. To avoid the? scaling problem, a large AS
may have a more complex iBGP topology. For example, although
a router does not normally forward iBGP-learned routessoiher
iBGP neighbors, it can be configured asoaite reflector which
forwards routes learned from one route-reflector clientriother.

A router forwards only itdestroute to its iBGP neighbors, making
the choices available at one router depend on decisions hyeite
iBGP neighbors, as shown in Figure 3.

Routing policy: Network operators influence path selection by
configuring import and export policies on the eBGP sessions t
neighboring domains. Amport policy filters unwanted routes and

4In most IP backbone networks, every router needs to rece®@ Buting

information to construct a complete forwarding table. In alfidProtocol

Label Switching (MPLS) network, only the border routers chézsend and
receive the BGP routes; the internal routers would simpiwéod packets
on label-switched paths from the ingress router to the sgremt.



manipulates the attributes of the remaining routes; formmgla,
the policy could assign a small local preference to routasnied
from one neighbor to make these routes less attractive thates
learned from other neighbors. After selecting a single beste,
the router applies aaexportpolicy to manipulate the attributes and
decide whether to propagate the route to a neighbor. For gbeam
a router may be configured to export routes learned from af@iv
peer to a customer but not to another private peer.

3. Architectural Principles for Routing

In this section, we present three architectural princifjtesre-
ducing interdomain routing complexity:

1. The routing architecture must base its routing assignsman
a consistent view of routing state.

2. The interfaces between the routing protocols must mizemi
unexpected or unwanted interactions.

3. The interdomain routing mechanisms must directly suppor
flexible, expressive policies.

Each subsection in this section discusses one of thesepesc
For each principle, we present a high-level rationale ofad by
specific examples of how today’s interdomain routing aesttifire
violates the principle. For each of these examples, we sudgsv
adhering to the architectural principle helps solve théofmm.

3.1 Compute Routes Using Consistent State

Routing state and logic should be co-located with the system
components that are assigning routes. The logical paatit§pin
an interdomain routing protocol are t#eSes not the individual
routers. The interdomain routing architecture should véagh AS
as a single participant and base routing decisions on a nietwide
view of available routes and configuration state; the raJten the
other hand, should forward data traffic without concern v
the routes are computed. The current interdomain routirsgesy
violates this architectural principle in the following & ways:
Decomposing the routing configuration state across the
routers unnecessarily complicates policy expressionAlthough
distributing state to achieve scalability and reliabilityakes sense,
many aspects of configuration are not replicated, but rateeom-
posedacross routers. Configuration state should be logically cen
tralized because it simplifies policy expression withounpoomis-
ing scalability or reliability.

Problem:Network operators must often implement high-level poli-
cies, such as preventing routes learned from one AS fromgbein
advertised to another. Implementing this policy curreméguires
modifying the configurations of multiple routers: the imppoli-
cies must “tag” eBGP-learned routes appropriately, anceiport
policies of other routers must filter routes with this tag wiaelver-
tising to eBGP neighbors.

Solution: Defining routing policy on a network-wide basis would
obviate the need for this level of indirection. A networkéd&icon-
figuration management entity could know the origin of all texu
based on the eBGP sessions that advertised them, which abuld
low a direct expression of policies based on sessions.

Distributed path selection causes routing decisions at one
router to depend on the configuration of other routers Subtle
configuration details affect the route that a router selectshether
that router learns a route at all. Computing routes on a rmétwo
wide basis using a consistent view of routing state can redter-
domain routing’s dependencies on these subtle details.

Problem: Omitting a single iBGP session in a full-mesh configura-
tion can leave a router with no route for certain destinatj@ven if
the intradomain topology is connected. Distributed patecion
also makes predicting the effects of configuration changesadfic
flow difficult [15].

Solution: An entity that performs path assignment on behalf of all
routers could control path assignment to ensure that eener is
assigned a route for every destination.

Each router is unaware of the state at other routers; this la&
of information may result in incorrect or suboptimal routin g..
Implementing BGP’s many features on the routers makes fease
tures difficult to reason about. For example, replicatiorfurfc-
tionality that is intended to improve reliability can causeward-
ing loops, and a feature intended to prevent routing inktatsian
slow convergence. A routing architecture should implentbase
features in a module that has a complete view of the netwatk st
rather than in the routers (each of which only has a parteof
network state); doing so would allow that module to ensure se
sible, consistent network-wide route assignment and we@ny
feature interactions that cause incorrect routing.

Problems: A router typically has iBGP sessions to multiple route
reflectors to improve reliability. When a route reflectoigaproto-
col oscillation and forwarding loops can arise if the secande re-
flector has a different view of the best routes. Placing theroute
reflectors close to each other reduces these kinds of iratensies
but introduces fate sharing€., the risk of shared failures). As an-
other example, BGP route flap damping suppresses unstaliésro
that change frequently [40]. Unfortunately, sometimesglsi fail-
ure can trigger many advertisements that can mistakenlyaaet
route flap damping [29]. Network operators must work backisar
to select configuration parameters that prevent erroneanmpihg.

Solution: An entity that performs route computation using a con-
sistent view of available routes and network topology canep-
cated using standard distributed systems algorithms. k&mbute
reflectors, each replica would assign the same route to eatéry
independently of its location in the network. A module witiokvl-
edge of the routes assigned to every router in the AS coutddas
tect when route changes are caused by path exploration and av
unnecessarily suppressing a route.

3.2 Control Routing Protocol Interaction

Dividing functionality into distinct modules with cleartigrfaces
can control complexity. In the routing system, #@&P computes
paths between routers in an ASBBGP computes paths between
ASes, andiBGP propagates eBGP-learned routes throughout an
AS. At a higher layerpverlay networksoute traffic along one or
more end-host hops, abstracting the IP substrate entldgifortu-
nately, the modules in today’s interdomain routing systataract
in the following undesirable ways:

Hard-wired interactions between eBGP and the IGP con-
strain an operator’s control over path selection. Although the
internal topology should have some influence on BGP routéwi-d
sions €.g, it allows nearest-exit routing), a router’s choice of esgre
point should be relatively insensitive to small IGP changes

Problem:The BGP decision process uses the IGP path cost to break
the tie between two “equally good” routes. Internal evestgh as

link failures, planned maintenance, or traffic engineenftgn lead

to changes in the IGP path costs. These IGP changes can cause
a router to change its beBIGP route, causing abrupt, unwanted
traffic shifts [39]. Additionally, an operator may sometisveantto



redirect traffic from one egress link to another. Today, thipuires
complex manipulation of the BGP import policies to make some
egress points less attractive than others [13].

Solution: With better control over the interactions between eBGP
and IGP, an operator could directly assign new routes to some
routers without changing BGP routing policies.

Inconsistencies between iBGP and IGP can cause forward-
ing loops and route oscillation.Operators can test that their iBGP
configuration satisfies sufficient conditions for corress21], but
this approach is not robust because operators commonlynfige
ure iBGP [12]. The routing architecture should explicidgforce
correctness constraints.

Problem: An iBGP route reflector selects and distributes one best
BGP route for each destination prefix. As a result, the route-
reflector clients do not necessarily make the same BGP @udtn
cisions as they would in a full-mesh iBGP configuration. Im-pa
ticular, a route reflector and its clients may have diffei&® path
costs to the egress routers, leading to different BGP rgudieci-
sions, as shown previously in Figure 3. These inconsistsntin
lead to protocol oscillations or persistent forwardingged5, 21,

31] if a router forwards a packet toward one egress point viager
that has selected a BGP route witllifferentegress point. These
“deflections” can also cause the AS-level forwarding pattitfer
from the BGP AS path, which can complicate debugging [30].

Solution: Rather than being agnostic about IGP forwarding paths,
the routing architecture could use the available knowletgex-
plicitly enforce consistency in router-level forwardingtps.

Interactions between overlay networks and the underlying
network can degrade performance Overlay networks measure
end-to-end path performance and tune routing at the edgkeof t
network, but they typically lack (1) detailedeasurementsf traffic
and routing that would help them make better decisions andi{2
rectcontrol over IP-layer protocols and mechanisms. The routing
architecture should provide the information and contreit thver-
lays need via a well-defined interface.

Problem: Route control products [34, 36] help multihomed ISPs
select upstream routes for each destination, whereas @stdbber-
lays such as RON [4] circumvent failures and congestion bscth
ing traffic through an intermediate host. Because they lark-c
plete information about routing and traffic-engineerindimjza-
tions, these overlays sometimes increase congestion amdade
the effectiveness of traffic engineering in the underlayvoek [33],
which can degrade user performance.

Solution: With more direct control, overlays could operate more
efficiently (e.g, by not sending the same traffic over congested links
at the network edge [25]). With more information about rogti
dynamics, overlays could pre-emptively avoid some outfb@ls

3.3 Support Flexible, Expressive Policies

The interdomain routing architecture must support flexilebe-
pressive policy. The need for greater flexibility in selagtiand
exporting routes has driven many of the extensions to BGPthee
past fifteen years, and we believe this trend is likely to icom.
Although BGP is highly configurable, its operation is cofigd

BGP’s mechanisms preclude the expression of certain poli-
cies and make others difficult to expressNetwork operators in-
fluence the outcome of the BGP decision process by configuring
policies that modify the attributes of BGP routes. Bettenfigu-
ration languages would be helpful, but the architecturaikhalso
provide more flexible support for assigning paths to routers

Problem: Moving traffic from one inter-AS link to another re-
quires [13]: (1) identifying the subset of prefixes that mrthe
desired amount of traffic, (2) determining how to express -
set .9, by a common AS path regular expression), (3) modifying
the import policies on one or more routers to assign a sniddieal
preference” for routes matching those expressions, andgerv-
ing the resulting traffic flow and iterating as necessary.

Solution: Although “what if” tools can help predict the effects of
policy changes [15], the routing architecture should allowoper-
ator to move traffic byexplicitly assigning paths.

BGP’s mechanisms impede multiple ASes from cooperating
in selecting routes that satisfy their goals. ASes must cooper-
ate to ensure end-to-end reachability, but today’s rougirodpitec-
ture does not directly support this type of cooperation.erdo-
main routing policies are a tussle space [7]: an AS must lbalan
the dependence on its neighbors for good connectivity tadke
of the Internet and competition with neighbors for custosnand
revenue. Operators must currently resolve these confligtsde of
the infrastructure, but the architecture should directyort route
selection based on negotiated preferences or financiattines.

Problem: Suppose one AS wants to advertise a backup route to its
neighbor. These two ASes must first negotiate a backup “Bigna
out of band. The AS advertising the route must then modify its
export policies to attach this signal to the backup routel tue
neighbor must modify the import policies on its routers twéo

the “local preference” value for routes with this community

Solution: Because route negotiation is fundamental to inter-AS co-
operation, the interdomain routing should support it disec

4. Routing Control Platform (RCP)

Building on the principles from Section 3, this section ees a
Routing Control PlatfornfRCP), which separates the control-plane
logic from the routers that forward packets. We describe RER
single, logically-centralized entity in each domain. Ttestralized
function must actually be implemented in a reliable, phgitycdis-
tributed fashion to avoid introducing a single point of faé and en-
suring robust route distribution. We believe that existitigtributed
systems techniques may be applicable; this paper does dssd
this issue in detail, but we briefly discuss it in Section 5.

We describe RCP in terms of three phases: (1) controllingr rou
ing protocol interactions by replacing iBGP route reflegtioith
RCP, (2) gaining flexibility over route selection by makinGRthe
endpoint of all eBGP sessions with neighboring ASes, an&i3)
abling changes to interdomain routing by using RCPs, ratien
routers, to exchange routes between ASes using eBGP or swne n
protocol. By describing RCP in terms of three stages, we demo
strate that RCP is incrementally deployablighin an ASand, more
importantly, provides significant benefits to an individé& even
if other ASes have not deployed RCP. In addition to beingsstep
of incremental deployment, each phase provides new fumeiiy

by indirect mechanisms that expose details rather than abstracting while remaining backwards compatible with BGP.

them. Architectural simplifications and better abstrattioan sim-
plify configuration languages and make policy specificasiompler
and more expressive. The following points illustrate whglap's
routing architecture does not satisfy these goals:

4.1 Control Over Protocol Interactions

The first phase of RCP deployment, shown in Figure 4, involves
only minor changes to the iBGgbnfigurationinside an AS. First,
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Figure 4: The first phase replaces the pairwise iBGP sessiom®etween
routers with iBGP sessions to RCP. RCP uses knowledge abotig IGP

topology and the best routes from each border router to make outing

decisions on behalf of each router. RCP distributes the pathssignment
to the routers via iBGP.

RCP monitors the IGP to maintain an accurate, up-to-date ofe
the IGP topology; previous work explains how to monitor aPIG
without disrupting the operation of the network [35]. Ndxistead

of having routers propagate eBGP-learned routes througB@R
hierarchy, a router sends its best route for each eBGP ddatesti-
nation to RCP via an iBGP session. Finally, RCP computesta rou
for each router and conveys that route via the iBGP sessi@. U
ing an RCP does not require any changes to the routers thesasel
(aside from the configuration of iBGP sessions to RCP) or time ¢
figuration of routers in other ASes. Many ISPs already degloy
monitoring infrastructure to keep track of network statel aout-
ing protocol behavior. At this stage, RCP is essentially@R and
BGP monitoring infrastructure that alsontrolsroute selection.

Figure 5: The second deployment phase of RCP operates in a slar
manner as the first phase, but now RCP itself has eBGP sessiots
routers in other ASes, rather than relying on border routers to learn
routes from other ASes and apply local policies.

ior [39]. RCP can allow a network operator to add or removerint

nal links, or modify the IGP costs, without worrying aboué tside

effects on BGP path selection. By controlling the path s&lador

each router, RCP can force routers to continue using an&pgoast

even when a link failure or small IGP cost change makes anothe

egress point become slightly “closer”. (RCP must take carent

sure that each router along the forwarding path to the egreiss

for that router continues to pick the same egress point.tfiten

to avoiding unnecessary traffic shifts, preventing thesagttrout-

ing changes improves global routing stability by reducimg num-

ber of eBGP routing changes propagated to downstream raigihb
More flexible traffic engineering. RCP canintentionally

change the egress point for a router to move traffic to a kghtl

loaded edge link or a less congested downstream path. This ap

proach allows the AS to balance the traffic load without argngjes

This stage of RCP closely resembles an architecture based onto the import policies on eBGP sessions or the IGP link colsts.

route reflection [6], but, unlike route reflectors, RCP catume a
differentbest route to each router. For example, RCP could com-
pute the route that each router would have selected in arfedh
iBGP topology. RCP also offers more flexibility than routéee-
tion because it is not limited to emulating a full-mesh iBGe-s
nario: RCP could intentionally select other routes to aalntne
interactions between iBGP and the IGP. RCP may also appear si
ilar to previous work on route servers [23] that forwaati BGP-
learned routes to their clients, but, because it forwardy one
route to each client, RCP remains backwards compatible B&GR
and enables customized path selection.

In the rest of this subsection, we present several examples t
show how this stage of RCP deployment simplifies importaiit ne
work management tasks.

Enforceable correctness constraints and invariants. With
complete knowledge of the iIBGP and IGP topologies, RCP can en
force a clean separation of routing layers. For example, R&P
ensure that each router along a forwarding path selectsaime s
best BGP route for a destination prefix, which prevents thedod-
ing loops and protocol oscillations that can arise in cotiosal
iBGP configurations [9, 21]. RCP can also be useful for detect
ing persistent oscillations caused by the MED attributg,[@bich
occurs because routers do not have a total ordering overethaf s
candidate routes. With a complete view of the best routen &ach
border router, RCP can recognize when each router wouldana h
a single, consistent ordering and can force the system istalde
path assignment.

Avoiding unintentional hot-potato routing changes. Small
changes in the IGP topologg.g, due to traffic engineering, fail-
ures, or planned maintenance) can trigger large, unneyesisifts
in eBGP routes because of BGP’s “hot potato” routing behav-

addition to controlling the egress point, RCP could dictagentire
forwarding path through the AS rather than relying on the.lEd#®
example, RCP could send a router a BGP route with a “next hop”
that corresponds to an immediate neighbor in the IGP togplog
which would cause that router to create a forwarding tabkeyen
that maps the destination prefix to the outgoing link coringali-
rectly to the neighboring router. This kind of fine-grainamhtrol is
useful for planned routing changes. RCP could make thegagou
changes incrementally.€., one router at a time) to avoid creating
transient forwarding loops during convergence.

4.2 Network-Wide Path Selection and Policy

In the first deployment phase, the AS’s border routers castin
to exchange routes with neighboring domains. The AS'’s borde
routers still apply local import and export policies andward a
single best route for each prefix to RCP. In the second staG@, R
exchanges routes directly with the border routers in oth8eg\
as shown in Figure 5. Neighboring ASes must modify the config-
uration of their eBGP sessions to peer with RCP, rather thigm w
individual routers’ This change only involves changes to the router
configuration not the underlying hardware or software, and it of-
fers significant benefits because (1) RCP has acceal toutes
learned via eBGP from other ASes, (2) all routing policiestfe
AS are applied directly at the RCP, and (3) the border routers
not need any BGP configuration beyond their iBGP session 8. RC
This phase of RCP significantly simplifies network managemen

Simpler routing configuration. With all of the eBGP-learned
routes in one place, the configuration of the routing posician re-

5Each router on the path between RCP and routers must alsades for
both endpoints. These routes can be established by irgeiirtes for the
endpoints into the routing protocol or by configuring statotes.



side entirely at the RCP. Rather than using BGP communii&et
routes at one router to ensure the correct handling at anaihter,
RCP can classify and select the routes itself. For exampjgpase
eBGP routes learned from one peer should not be advertisaato
other. RCP could maintain a local registry of peer and custoh®
numbers and ensure that routes where the neighboring ASeera p

since many BGP routing changes affect attributes such asa#{§ p
community, and MED that do not affect forwarding.

4.3 Redefinition of Inter-AS Routing

In the third phase, multiple ASes with RCPs can exchange-inte
domain routing information directly through their RCPs,pasvi-

AS are not advertised via eBGP sessions to other peer ASes. Inously shown in Figure 1. As in the first two phases, RCP makes

today’s routing infrastructure, the auxiliary informati@about peer
and customer ASes would be expressed indireéty, (n the im-

port policies that tag the routes learned on certain eBGPi@es
and export policies that filter routes based on these tagih the

RCP performing all routing decisions, this type of deconifjims

is unnecessary.

Network-wide traffic engineering. In the second phase, RCP
has access tall of the eBGP-learned routes, not just the best paths
selected by the border routers. With complete control olerse-
lection of paths, RCP can disregard the unwieldy BGP detisio-
cess. RCP can influence the routing decisions of variousrsut
directly, without meddling with local preference settingsindi-
vidual routers. Rather than generating complex importqyalules
that manipulate the local preference attribute, RCP coxdiatly
decide which path each router should select for any degiimate-
fix. In addition to comparing the eBGP-learned routes, RQRd:0
base routing decisions on auxiliary information such assue=l
traffic volumes, performance statistics @, observed packet loss),
and commercial relationships with neighboring domaiag ( the
pricing model).

Intelligent route-flap damping. Many BGP update sequences
are caused by routers performing “path exploration”: upesrh-
ing of a route’s withdrawal from a neighboring AS, a routedlwi
readvertise its second best path until it receives the spaed-
ing withdrawal for that path, and so on. RCP can prevent route
flap damping from discarding an otherwise stable route. &ath
than having routers implement route-flap damping indepethge

routing decisions on behalf of the routers in its AS. RCP doul
simply use eBGP to exchange routing information, but exghmen
routes with eBGP is not strictly necessary. RCP could alsdlen
ASes to better coordinate when diagnosing routing problants
selecting paths.

Better network diagnostics and troubleshooting. RCP could
provide diagnostic information to a neighboring AS (or even
mote ASes) upon request. Network operators regularly seralle
to mailing lists €.g, NANOG) to ask other operators about pos-
sible reachability problems and diagnose problems as thisg.a
With RCPs deployed in many ASes, the collection of RCPs could
be treated as a distributed database of routing informatidrere
each AS maintains a portion of and provides a query interface
that information [38]. An AS could allow other ASes to quehet
routes that it has learned from other ASes for debuggireg (1s-
ing RCP query interface as a sort of master “looking glassiese
for the entire AS) or verification [11]€.g, verifying an AS path
by asking other ASes along that path if they have learnedeeorr
sponding route). Of course, the diagnostic informationdneeat be
limited to BGP data. For example, RCP could maintain infdrama
about intra-AS topology changes, link congestion, andquerénce
statistics to help explain disruptions in end-to-end panfance.

New interdomain routing protocols. RCP enables a variety of
proposals for fundamental changes to interdomain routRerent
proposals have advocated modifying the way the interdomzait:
ing protocol selects and propagates routes. For examplewa n
routing protocol could attach prices to advertised routes] [or

RCP could damp routes on behalf of routers in the AS based on aexplicitly support inter-AS negotiation to select the ®&it[28].

network-wide view of the eBGP-learned routes. AdditiopnadRCP
could determine when advertisements appear to stem fromepat
ploration and use this information to delay readvertisetndmus
preventing routers in neighboring ASes from receiving arflwof
transient advertisements during path exploration.

Coalescing routing table entries with customized aggrega-
tion. Networks often advertise multiple subnets in the same ad-
dress block to balance the flow of traffic over several incgmin
links, which can lead to large routing tables and a larger lmemof
BGP update messages. An individual router cannot typicafgly
aggregate subnets with the same next-hop, because anotiter r
in the AS may need to treat the subnets differently. As supbra
tors are often conservative in aggregating routes to ptevanten-
tional blackholes and forwarding loops. Giving RCP contreér
which BGP routes are sent to each router permits more agggess
aggregation. For example, if RCP discovers that the BGResdfatrr
12.1.2.0/24 and 12.1.3.0/24 at some router will use the sauhe
going interface, it can send a single 12.1.2.0/23 routeaaditer,
which can substantially reduce the memory requirementsher
routing and forwarding tabl€s(Note that RCP can send an aggre-
gated route to a router even if the two initial routes hédiféerent
AS paths, since the individual routers no longer act on tifisrma-
tion.) This technique can also reduce the number of BGP epdat

6An individual router can coalesce subnets when constrdtinlocalfor-
warding table [8], but this approach does not reduce the size of thE BG
routing table or the number of BGP update messages.

RCPs could also base their routing decisions on measured end
to-end performance, as proposed in work on overlay netwgtks
and even make this performance information available tohersd
overlays through appropriate interfaces [32]. Other peg® have
suggested ways to improve security by performing path atithe
cation [37] or origin authentication [3]. Until now, many tifese
proposals have had no feasible deployment path becauseehey
quire fundamental protocol changes and would not be baasavar
compatible with the installed base of routers. RCP allovesdé-
ployment of new routing protocol changes without modifyiog
replacing the existing infrastructure.

5. Challenges Introduced by RCP

Separating routing state from the routers can potentiaityot
duce robustness, scalability, speed, and consistencyepnsb The
RCP architecture must address these challenges to be .vible
this section, we briefly highlight these issues and sketdsipte
solutions to these problems. We are addressing these prshie
greater detail in our current work, and we are implementimyc
totype of RCP using OSPF and BGP data from AT&T’s domestic
IP backbone [14].

It might seem that moving complexity out of the routers inOMR
creates new problems because of the additional flexibititpath
assignment and because we are adding a component to thegrouti
system. However, management systems and verification fools
BGP configuration already exist today, but they are more ¢emp
cated and constrained because they must work around tfectsti



of today’s routing system. Thus, adding RCP to the routirgien
does not really constitute “more functionality”; ratheiCR moves
routing functionality to a part of the system where compiexian
be better managed.

Robustness.To avoid introducing a single point of failure, RCP
should be distributed across multigRCP servergRCSes). These
servers must maintain a consistent view of the availabléesoto
ensure that all routers receive consistent, loop-freespathe RC-

to advertise all routes that are equally good up to the MED ste
the selection process to prevent iBGP route oscillationBglcause
these proposals require modifying BGP, they have not bedelwi
adopted. The route arbiter project proposed placing roeteess

at exchange points [19] to obviate the need for a full meshRBG
topology {.e., at the exchange point) by applying policy once at the
route server. This architecture facilitates centralizpgli@ation of
BGP routing policies at a single exchange point; RCP alsodes

Ses must employ a protocol that recognizes when an AS becomeson improving other aspects of interdomain routing withinfe.

partitioned and guarantees that each partition receivetsngin-
formation that is consistent within its partition. We araremtly
studying the types of inconsistencies that can result franous
combinations of partitions. Our preliminary results sugigehat
even if a network is partitioned, RCSes in separate panstican-
not create a forwarding loop. This result follows from thetfthat
network partitions are caused by partitions of the I@R{ OSPF)
topology, and RCSes rely on the IGP to exchange routes with ea
other and with BGP routers. Thus, a protocol that elects a8 RC
each partition guarantees correct, loop-free forwarding.

Scalability. RCP must be able to handle thousands of eBGP
sessions and hundreds of iBGP sessions, each with thousénds
routes. Today’s high-end desktop machines satisfy the meaml
computational requirements for RCP. In our current work, ame
exploring ways to distribute RCP functionality across mahysi-
cal machines. One design idea we are currently pursuingveso
dividing the RCP into 8GP enginewhich is responsible for es-
tablishing the (possibly large number of) BGP sessions ters
within the AS (and, ultimately, across ASes) and whose sele r
sponsibility is state management; and RGP engine which re-
ceives the routing information from the machines runningFB&h-
gines and implements the logic that we have discussed irpthis
per (.9, path computation, configuration management, maintain-
ing consistency, etc.).

Convergence speedRCP must compute routes using BGP and
IGP information for every router in the AS and propagate tgilts
of this computation in a timely fashion as BGP and IGP topieleg
change. Because RCP is an active participant in both the BGP a
IGP protocols, delays due to message passing should be @ wor
than in today’s routing architecture.

Transient inconsistencies.Transient inconsistencies might oc-
cur if routers do not receive updates from RCP in a certairiord
For example, if a router’s path to a destination includedersufor
which RCP has already assigned a new path, transient foirgard
loops could result. Although this pathology is likely no werthan
the transient loops that occur during iBGP convergenceytatde-
serves further attention. In the future, routers might belified to
support a “commit” operation to allow for all routers alongpath
to execute an update at the same time.

6. Related Work

This section briefly surveys related research in routindniéec-
tures. Other approaches have been proposed for distriprdirtes
within an AS and between ASes. Route reflectors [6] eliminate

the need for a full mesh between iBGP speakers, but they do not

correctly emulate full mesh iBGP: route reflectors forwardyoa
single route for each prefix on behalf of its cluster, whichymat
be the route that each client of that route reflector wouldelresr
lected in a full mesh. To address this shortcoming, RFC 1863 p
posed that route servers forwaadl routes to clients, rather than
just a single best route [23]. This proposal suggested eirigd-
vertiser” attribute to allow recipients to know who adveetil the
routes. Similarly, Baset al. proposed modifying route reflectors

Several projects have advocated moving routing complexity
end hosts, which query route servers to discover routes42p,
These projects share our goal of separating routing cortpleam
the infrastructure, but RCP also simplifies aspects of iAtBarout-
ing and, unlike these proposals, does not focus on moving e+
lection to end hosts Others have proposed working arounebisée
ing infrastructure using an overlay to improve BGP’s seguri 8]
or robustness [2]. RCP could be a reasonable platform fologlep
ing these architectures and overlay-based solutions.

The XORP project recognized that Internet research hasreuff
because router platforms are closed and has proposed arsoften
ware router interface to make all aspects of routing and &odw
ing both open and extensible [22]. In contrast, we proposkinga
routing open and extensible by separating the routing podtogic
from the routers themselves. The IETF ForCES working grcas h
also recognized that innovation has suffered because obti@ing
between routing and forwarding [17]. In response, the groap
proposed a framework that separatesnatividual network element
into separate control and forwarding elements, which cannso-
nicate over a variety of mediae(g, a backplane, Ethernet, etc.).
The framework dictates that routing protocols be impleradrih
the control elements [41]. RCP is complementary to the F&CE
framework: for example, RCP’s algorithms for path selattould
be implemented within one or more ForCES control elements.

7. Research Agenda

In addition to addressing the challenges discussed in@ebti
we intend to design specific algorithms and techniques farRGP
can improve interdomain routing in the following areas:

Configuration languages. RCP simplifies the underlying rout-
ing mechanisms, which can in turn simplify configuration-lan
guages. For example, configuring routing policy using RCH-ob
ates the need for implementing high-level tasks with comitrem
and complex import and export policies on individual roatewe
believe that locating configuration state at the RCP shou&enit
easier for operators to specify high-level tasks, leavimgrhecha-
nistic details ohowthese tasks are accomplished to RCP.

Correctness and security. Correctness and security should be
intrinsic to the interdomain routing architecture. RCP wddam-
poseinvariantson network configuration to guarantee correctness.
For example, RCP can enforce consistent path assignmente as
described in Section 4. RCP could also enforce other coresst
properties [11] by enforcing invariants. Defining what tedsvari-
ants should be is an area for future work.

Troubleshooting and diagnostics.Because RCP is effectively
a repository of the routing state for an AS, it can help opert
debug routing and performance problems. Of course, for RCP t
be a useful tool for troubleshooting and diagnostics, wetrdas
termine: (1) the problems that network operators commoelgdn
to diagnose and (2) the state that RCP must maintain to be@ble
answer these questions.

Routing efficiency. We intend to explore how RCP could im-
prove routing efficiency. For example, RCP could make ragutin



more efficient by aggregating prefixes for a particular rostéor-
warding table if it could determine that the router would make
same forwarding decision for all of the more specific routés

open question is how RCP can efficiently determine when aggre

gating contiguous prefixes is possible. Additionally, hessaRCP

has a complete view of network state within an AS, we beliba t

it could be used to selectively advertise more specific pesfior
backup or inbound traffic engineering.
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