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Abstract

We examine how a statistical test based on discrete spacings between points, in 1
or more dimensions, detects the regularities in certain popular classes of random
number generators. We provide a rule of thumb giving the minimal sample size
for the test to reject the generator systematically, as a function of the generator’s
size (or period length), for generator families such as the linear congruential, Taus-
worthe, nonlinear inversive, etc. Full period linear congruential generators with a
good behavior in the spectral test, for example, start to fail the 2-dimensional test
decisively at sample sizes approximately equal to the cubic root of their period
length (or modulus).

1 Introduction

A uniform random number generator (RNG) is designed much like a gigantic
roulette wheel. It produces a periodic sequence of numbers between 0 and
1, viewed as a realization of a sequence of i.i.d. U(0,1) random variables
Uy, Uy, ... (that is, independent and uniformly distributed over the interval
[0,1)). The users normally assume the null hypothesis Hy: “The U;’s are i.i.d.
U(0,1)”. Several goodness-of-fit tests for H, have been proposed and studied
in the past (see, e.g., [5,9,15,16,18,20] and references therein). No statistical
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test can prove that an RNG is faultless. However, the tests often point out de-
ficiencies or regularities, and when none of the applied tests detects anything,
this is somewhat reassuring.

Suppose the initial state (seed) of the RNG is selected at random, uniformly
over the state space, and the first ¢ output values wug,...,u; ; are taken
from the RNG. This means spinning the wheel and taking the first ¢ val-
ues starting from its stopping position. Ideally, we would like the random
vector (ug,...,u; 1) to be uniformly distributed over the ¢-dimensional unit
hypercube [0,1)". To approximate this, good RNGs are constructed (via a
theoretical analysis) so that the multiset W, of all vectors of successive values
(ug,...,u; 1), obtained from all possible initial states, is evenly distributed
over [0,1)" for 1 < ¢ < t;, where #; is an arbitrary constant (e.g., 30 or so).
This ¥; can be viewed in a sense as the sample space from which points are
chosen at random to approximate the uniform distribution over [0,1)". Back-
ground on the construction of RNGs can be found in [5,6,8,15,19] and other
references given there.

Since W, is typically (by design of the RNG) much more uniform and regular
than a random point set [6,8,15,12,10], problems with the statistical behavior
are expected if one uses nearly as many random numbers as the period length.
What fraction of the period length can be used safely? It depends on the
problem (or statistical test) and on the RNG. Here, we try to answer this
question for variants of the birthday spacings test proposed in [18]. Systematic
analyses with other tests can be found in [13,15,16].

To assess the interaction between the structure of the test and the structure of
the set W, for specific RNG families, we take from each family considered an
RNG with period length near 2¢, chosen on the basis of the usual theoretical
quality criteria, for integers e ranging from 10 to 50 or so. We then examine
how the p-value of the test evolves as a function of the sample size n. The
typical behavior is that the p-values remain “reasonable” for n up to some
threshold ng, then converges to 0 exponentially fast with n. To examine the
relationship between ny and e, we fit (crudely) a regression model of the form
logyng = ve + v + € where 7 and v are constants and e is the noise (or
residual). The result gives an idea of the minimal period length, within a
given RNG family, to be safe with respect to the test for the sample sizes that
are practically feasible.

In the next section we define the test statistic and give its approximate dis-
tribution. In section 3 we discuss (heuristically) the power of the test for a
certain class of alternatives and what we expect from it. The empirical results
are given in section 4.



2 Birthday Spacings

We consider the following discrete spacings test. Partition the interval [0, 1)
into d equal segments. This determines a partition of [0,1)" into k& = d' cubic
boxes of equal size. Number these boxes from 0 to £ — 1, in the natural order:
The box with lower left corner at (ig/d, ..., 4 1/d) has number i; | + di; o +
-+« 4+ d" Yig. Generate nt random numbers Uy, ..., U1, construct the points
Vi=(Us,...,Ujss1), 1 =0,...,n—1,and let I} < I, < -.- < I, be the
numbers of the boxes where these points have fallen, sorted by increasing
order. Compute the spacings S; = Ij41 — I;, for j = 1,...,n — 1, and let YV’
be the number of collisions between these spacings, i.e, the number of values
of jin {1,...,n — 2} such that Si;1) = S(;), where Syy,...,S_1) are the
sorted spacings. The n points can be viewed as the birthdays of n people in a
world where years have k£ days, whence the name birthday spacings suggested
in [18].

The distribution of Y is studied in Exercises 3.3.2-28-30 of [5]. If n is large
and A\ = n3/(4k) is small, Y follows approximately the Poisson distribution
with mean A, under H,. Knuth [5] suggests repeating the test several times
and comparing the empirical distribution of the observed values of Y with its
theoretical distribution via a chi-square test. Here we use (instead) a single
value of Y with large values of n and k. In our examples, this gives a more
sensitive test than following Knuth’s suggestion with N replications of a test
based on n/N points (i.e., the same total sample size). Of course, the size of
the computer memory imposes practical limits on the size of k£ that one can
handle. If the S;’s are stored in a hashing table, the limit is on n instead of &.
If one wants N > 1 to obtain a total sample size that exceeds this limit, or for
some other reason, we recommend adding the N values of Y: Under H,, the
sum is approximately Poisson distributed with mean N . Unless specifically
indicated, we assume N = 1. If Y takes the value y, the right p-value is

y—1 67)\)\1:
pe=PY Zy|Ho~1-3 —
=0 '

The error of approximation of the distribution of Y by the Poisson()) is
(asymptotically) O(A\?*/n) [5]. We made empirical studies to assess the effect
of this error on our test results, and found that the effect is negligible (for the
types of experiments that we do here) when k& > (4N))? ie., Nn® < k%4,
This rule of thumb was found by extensive simulations with different robust
RNGs proposed in [12,10]. The results were very consistent across the different
RNGs.



3 What to Expect From the Tests?

For typical RNGs, the set ¥; has a very regular structure in [0,1)" [6,8,16].
This is especially true for RNGs based on a linear recurrence, such as linear
congruential and multiple recursive generators, which have a well-known lat-
tice structure [5,14]. If the structure is too regular, the spacings S; will tend
to be concentrated on a small subset of the non-negative integers. Suppose
for example that all the points of ¥, are in cells whose number is a multiple
of some integer b > 1. All the spacings are then necessarily multiples of b as
well, and the number of collisions remains the same if we divide all the cell
numbers and the spacings by b. Then, with k& boxes and under the hypothesis
H, @ “The points are i.i.d. uniformly distributed over the boxes whose num-
bers are multiples of b”, the number of collisions has the same distribution as
under Hy with k/b boxes. So Y is approximately Poisson with mean A; = bA
under H;. For a concrete illustration, if A = 1 and Y takes the value b (its
mean under #;), the right p-value is

b—1 1 2@
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This expression decreases with b at an exponential rate. For example, one has
Pe(4) = 1.9 x 1072, pr(8) = 1.0 x 1075, pe(16) = 1.9 x 107, and p,(32) =
1.4x 10735, A test with A = 1 thus has enormous power as soon as b exceeds a
few units. On the other hand, in order to get a powerful test, A and \; should
not be too close to 0, otherwise Y will be 0 with significant probability, and
Ho will not be rejected even if it is grossly violated. To maintain A ~ 1 when
k and n increase, we must have n® ~ 4k. If we take k proportional to the
period length p of the RNG (a sensible heuristic) and want to keep A = O(1),
we need a sample size n = O(p'/?).

We conclude from this heuristic reasoning that for very regular RNGs, the
test should require a minimal sample size proportional to the cubic root of the
period length to get systematic rejection. Our empirical results in the next
section show that this is exactly what happens for certain types of generators.
This kind of interaction between the test and the structure of the RNG occurs
in particular for LCGs, because of their lattice structure.



4 Empirical Evaluation for RNG Families

4.1 Selected Families of RNGs

We now report systematic experiments to assess the effectiveness of birthday
spacings tests for detecting the regularities in specific families of small RNGs
(we denote each family by an acronymn, as defined below). Within each family,
we constructed a list of specific RNG instances with period lengths near 2°¢,
for e ranging from 10 to 50. These RNGs are too small to be considered for
serious general purpose softwares, but they are good testbeds for studying the
behavior of larger instances from the same families. At step £, a generator
outputs a number u, € [0, 1).

Combined linear feedback shift register (or Tausworthe) generators with three
components (LFSR3) are defined by z;, = (a,,zj¢r, + k7 ,) mod 2,
Ujp = Z?il xj,gsj+i,12*i, for 1 < j <3, and uy = w14 @ ugy ® uzy, where @
means bitwise exclusive-or, and the (k;, r;, s;) are constant parameters selected
so that the k; are reasonably close to each other, and the sequence {u,} has
period length (2% —1)(2F2 —1)(2% — 1) and is maximally equidistributed (see
[7] for the definition and further details about these generators). GoodlCG
denotes linear congruential generators (LCGs): x; = axy; 1 mod m and u, =
xg/m, where m is a prime near 2°, and a is selected so that the LCG has
period length m — 1 and an excellent behavior with respect to the spectral
test (i.e., excellent lattice structure) in up to at least 8 dimensions [11]. The
BadlLCG2’s have the same structure, except that their a is chosen so that
they have a mediocre lattice structure in 2 dimensions. More details and the
values of a and m can be found in [11] and [15]. MRG2 refers to multiple
recursive generators of order 2, of the form x, = (ajz; 1 + asxy 2) mod m
and uy = x,/m, period length m? — 1, and excellent lattice structure [6,8]. The
CombLCG2’s combine two LCGs via x4 = a;xj,—1 mod m; for 1 < j <2 and
uy = ((x14 — x90) mod my)/my, so that the combined generator has period
length (m; — 1)(my — 1)/2 and a good lattice structure (see [17] for details).
CombCubic2 refers to combined cubic generators with 2 components, defined
in [3,15]. LFSR-LCG2 and Cub-LCG denote an LCG combined with an LFSR
generator, and with a cubic generator [3,15], respectively. InvEzpl, InvImpl,
InvEzpl2a, InvExpl2b, Invimpl2a, and InvImpl2b are inversive congruential
generator families proposed by Eichenauer-Hermann and his co-authors (see
[1,4] and the references given there). The first two are (explicit and implicit,
respectively) inversive modulo a prime, whereas the other four are inversive
modulo a power of 2.

For a given class of RNGs, given ¢, and a way of choosing k, we apply



Table 1
The suspect p-values P[Y >y | Hg| for the GoodLCGs, t = 2, n = 2m!/3, A = 1.

el v=20 vr=1 v=2 vr=3
30 8.3E-5 €
31 1E-5 €
32 €
33 1E-5 €
34 1E-5 €
35 €
36 €
37 €
38 1E-5 €
39 8.3E-5 €
40 8.3E-5 €
41 5.9E-4 €
42 €
43 €
44 €
45 1.1E-7 €
46 €
47 1E-5 €
48 8.3E-5 €
49 €

the test for different values of e and with sample size n = 27¢t” for v =
...,—1,0,1,2, ..., where the constant ~ is chosen so that the test starts to
fail at approximately the same value of v for most e. More specifically, we
define v (resp. v*) as the smallest values of v for which p,(y) < 1072 (resp.
pr(y) < 10719) for a majority of values of e.

4.2 Test Results: Fxamples and Summary

Table 1 gives a sample of the right p-values for the class GoodLCG, for t = 2,
d=[n%?/2] (so A~ 1) and n = 2"m'/3. Only the p-values less than 0.01 are
displayed. The symbol € means < 107!, The p-values for e < 30 (not shown
in the table) are very similar to those for e > 30. The small p-values appear
with striking regularity; one has v = 2, v* = 3. The test fails because the
(lattice) point structure of the LCGs is too regular and the test interacts with
the lattice structure of the LCG as explained in Section 3.

Table 2 gives the values of 7 and v* for the selected RNG families, fort = 2,4, 8
dimensions. For certain families, no result is reported for ¢ = 2 because log, d



Table 2
Test results for RNG families, with A = 1, k ~ 2¢, n = 27¢7,

*

- " t Y v v
Ly v v Cub-LCG | 2 R
GoodLCG | 2 2 3 " i 12l s s
4 1/3] 3 4 . L
8 15 InwExpl | 4| 1 | 1 1
BadLCG2 D 1 2 nvLxp . L
a3 s 4 Iovimpl | 4| 1 | 1 1
8 4 5 nvimp . N
LFSR3 D 4 6 1 —
4] 2/5] 5 6 nvhxpiaa sl 1 s
8 6 7 8 / 1 2
MRG2 4] 13 3 4
InvExpl2b | 2 2 3
8 S al 120 1 2
CombLCG2 | 4| 1/3| 4 4 . ), s
8 i 5 Tnvimpl2a | 2 2 3
CombCubic2 | 4 | 1 1 1 nvimplea
al 120 1 2
8| 1/2] 6 7 . L
LFSR-LCG2 | 2 2
SR-LCG X InvImpl2b | 2 0 0
4l 12| 3 3
. " 4l 2/3] 2 2
8 1 2

exceeds the number of bits of precision produced by the generator before the
test fails (with A = 1 and our choice of parameters). In general, the factor
v, which characterizes the speed at which a generator of a given family fails
the test, is the same for all ¢ (at least for ¢ < 8). One remarkable exception is
CombCubic2, for which a significant defect shows up in 5 (or more) dimensions
and becomes increasingly dominant for larger ¢. (This defect will be explained
elsewhere.) The simple or combined LCGs fail with v = 1/3. The BadLCG2
are worse than the other LCGs in 2 dimensions, as can be expected from their
mediocre lattice structure in 2 dimensions, but have the same y. Combining
two different types of generators may improve their behavior (as can be seen
from the LFSR-LCG2 which fail with v = 1/2 as compared to v = 2/5 and
v = 1/3 for their respective components). The two inversive families InvImpl
and InvEzpl, with prime modulus m, fail the test only when the sample n
is larger than the period (n = 2°f! ~ 2m), while the other four families,
with modulus m = 2°, fail for » much smaller than the period (n &~ y/m for
three of the families). The InvImpl2b are defined in [2]. In general, nonlinear
generators perform better in this test than the linear ones. The CombCubic?,
Invlmpl and InvExpl are the only ones which pass the test for n as large as
the period.



4.3  Test Results: real-life RNGs

We also tested several well-known and widely used LCGs, and they failed
as predicted by the model of Table 2. For example, the LCGs with modulus
m = 23" —1 and multipliers a = 16807, 950706376, 742938285, and 630360016,
all failed with py < 107'° at sample size n = 2'3. The generator drand48
of the SUN standard C library, an LCG with modulus 2%, multiplier a =
25214903917, and additive constant ¢ = 11, failed with p, < 107! at sample
size n = 219,
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