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Abstract. A consistent query protocglcQp) allows a database owner to pub-
lish a very short string: which commitsher and everybody else to a particular
databasé), so that any copy of the database can later be used to ansemegju
and give short proofs that the answers are consistent wahcttmmitmentc.
Herecommitsmeans that there is at most one datab@sthat anybody can find
(in polynomial time) which is consistent with (Unlike in some previous work,
this strong guarantee holds even for owners who try to chédglewreatingc.)
Efficient cQprs for membership and one-dimensional range queries arerkflaw
11, 16]: given a query paii,b € IR, the server answers with all the keys in the
database which lie in the intervil, b] and a proof that the answer is correct.
This paper exploresQps for more general types of databases. We put forward
a general technique for constructimgpprs for any type of query, assuming the
existence of a data structure/algorithm with certain iehérobustness prop-
erties that we define (called data robust algorithhp We illustrate our tech-
nigue by constructing an efficient protocol forthogonal range queriesvhere
the database keys are pointsRf and a query asks for all keys in a rectangle
[a1,b1] X ... X [aq, ba]. Our data-robust algorithm is within@(log N) factor

of the best known standard data structure (a range tree pdderttley [2]).

We modify our protocol so that it is algwivate, that is, the proofs leak no infor-
mation about the database beyond the query answers. We sgemedac modi-
fication to ensure privacy based on zero-knowledge prooid,adso give a new,
more efficient protocol tailored to hash trees.

Keywords: Zero-Knowledge Sets, general complexity assumptionsjeffi com-
mitment protocols, interactive proofs, communication pterity.

1 Introduction

Informally, aconsistent quergrotocol CQP) allows a database owner to publish
a short stringc which commitsher to a particular databade, so that she can
later answer queries and give short proofs that her answersaoasistent with

* Preliminary work done during the summer of 2000 when all arghwere visiting/working at
Telcordia Technologies. Preliminary version appeared BSIMCS Technical Report TR-887,
Feb. 2003 [20]. Work of the first author at UCLA is partiallygorted by a gift from Teradata.



D. Herecommitsmeans that she cannot change her mind aldut there is
at most one database she can find (in polynomial time) whicbnsistent with
¢ (e.g.c could be a secure hash Bf). Similarly, she can only find valid proofs
for query answers which are consistent with The challenge is to make both
the commitment and the proofs of consistency as short anplsias possible.

One may also requirprivacy— that is, the proofs of consistency should not
leak any information on the database beyond the query assWavacy is im-
portant, for example, in settings in which query answerssaté individually, or
in which the database contains personal data. Adding thisnement to a£QP
brings it much closer to the traditional cryptographic patiof a commitment
scheme.

Below, we discuss relevant related work and then descriveresults in
detail.

Related Work We discuss the related work in the context of cryptographic
commitment protocols. These have been studied extensigety part of our
contribution is to tie them in to an algorithmic point of viek commitment
protocol allows Alice to put a value in a virtual envelope and hand it to Bob.
Bob learns nothing about the valugiding), but Alice can later open the enve-
lope, without being able to reveal a different valigbinding).

Commitment Schemes for Large Dataséike notion of commitment has been
generalized considerably to allow revealing only partidbrmation about the
committed data, using very little communication. Merkl&]proposed the fol-
lowing protocol for committing to a list olV valuesay, ..., an: Pick a collision-
resistant hash-functidnf (say from2k bits tok bits), pair up inputs
(a1,a2),...,(an—1,an) and applyH to each pair. Now, pair up the resulting
hash values and repeat this process, constructing a bireeyof hash values,
until you get to a single root of length. If the root of the tree is published
(or sent to Bob by Alice), the entire collection of values @wcommitted to,
though not necessarily hidden—we discuss hiding furthtavioeTo reveal any
particular valuea;, Alice can reveal a path from the root tg together with
all the siblings along the path. This requires o&liog NV bits. This idea has
many cryptographic applications, including efficient igime schemes [17, 5],
efficient zero-knowledge arguments [10, 1] and computatlgrsound proofs
[15].

Recently Buldas, Laud and Lipmaa [3], Kilian [11] and Micafid Rabin
[16] independently generalized this idea to allow commgtio asetof values.
The server produces a short commitment to her sékef, value) pairs which

1 A hash function familyH.. (-) is collision-resistanif no poly-time algorithm givens can find
a pair of inputs that map to the same output for a randomlyemésyx (see Section 2).



is made public. When a client makesrembership quergi.e. “do you have
an entry with keyz?”), the server returns the answer along with a short proof
of consistency. (We call a scheme for this task@p for membership queries.)
A very similar data structure (again, a Merkle tree) alsowfl one to also an-
swer one-dimensionahnge queriese.g. “What keys lie betweenandy?” [4,
11, 16]. Merkle trees were subsequently modified to allovcieifit updates by
changing the structure to resemble a skip list [12]. Our wgekeralizes these
ideas to more complex queries and data structures, andde®vigorous proofs
of security.

Protocols with a Trusted Committemhere is substantial work cauthenticated
data structureq18], which allow one to guarantee the consistency of many
replicated copies of a database. That work tackles a diffgn@blem from ours,
since it assumes that the commitment phase is always pextbhonestly. As
with ordinary commitments, assuming a trusted committwad for simpler,
more efficient solutions than are known in our (general)irsgttthe generic
construction in this paper can be viewed as a more robusioveo$ the generic
constructions of authenticated data structures [18, 1F@]discussions of the
dangers of assuming a trusted committer, see [3, 12].

Privacy for Committed DatabasedMicali, Rabin and Kilian [14] show how
to prove consistency of answers to membership queries valske hiding in-
formation about unanswered queries. They require thatistemsy proofs leak
nothing about the database except the query answer—notteeesize of the
database. (They call the primitivezaro-knowledge s@tThey give an efficient
protocol based on the DDH assumption, with proof len@iit log M) where
M is an upper bound on the set sizeig the output length of the hash function).
Our techniques achieve this result witbly(k) communication under more gen-
eral assumptions and for more general types of queries e§ubst to our work,
[9] achieved the results of [14] based on general assumngtion

Our Contributions This paper considersQrs for types of queries beyond
simple membership and range queries. We give a generalvarkdor design-
ing such protocols based on query algorithms with a certa@instness property,
and illustrate our paradigm farthogonal range queriegonstructing protocols
with anO(k log V) overhead over the fastest known standard query alogrithms.
We also show how to make the protocepisvate without too much loss of effi-
ciency.

A general paradigm focQps. We introducedata-robust algorithmgbDRAS).
These are search algorithms (paired with data structureg}vare robust against
corruptions of the data by an unboundetiliciousadversary: for any input—
essentially, an arbitrary string— the algorithm will ansvad#l queries consis-
tently with one (valid) database.



Assuming the existence of collision-resistant hash fmstj anypRA which
accesses memory via pointers can be transformed into astenisguery pro-
tocol whose (non-interactive) consistency proofs havetlerat mostO (kT),
wherek is the output size of the hash function dfids the running time of the
DRA.

cqp for Orthogonal Range QueriesWe present a consistent query protocol
scheme that allows efficient orthogonal range queried gimensions. That

is, the database consists of tuplésy, ..., key 4, value), a query consists of
intervals[ay, b1], ..., [aq, bg], @and an answer is the set of all database elements
whose keys lie inside the corresponding hypercube. Theesent only proves
that it has provided all the points in the database which imtite query, but also
that no others exist.

Our consistency proofs have sig&k(m + 1)log? N), where N is the
database sizd; is the security parameter, amd is the number of keys in the
database satisfying the query (the computation requiré (s + 1) log? N)
hash evaluations). For range queries on a single key, owstrtmtion reduces
essentially to that of [4, 16, 11].

Our protocol is obtained by first constructingb&A based on range trees,
a classic data structure due to Bentley [2]. Existing atpams (in particular,
the authenticated data structures of [13]) do not sufficénesnsistencies in
the data structure can lead to inconsistent query answestedd, we show how
local checks can be used to ensure that all queries are abwensistently
with a single database. Fdrdimensional queries, the query timeG¥(m +
1)log? N), wherem is the number of hits for the query aidis the number of
keys in the database. This is withisg NV of the best known (non-robust) data
structure.

Achieving Privacy EfficientlyConsistent query protocols will, in general, leak
information about the database beyond the answer to the.dtiés possible
to add privacy to angQp using generic techniques: one can replace the proof
of consistencyr with a zero-knowledge proof of knowledge of Surprisingly,
this leads to schemes with better asymptotic communicabomplexity, namely
O(poly(k)). This generic transformation can hide the size of the datbes in
[14].

However, the use of NP reductions and probabilisticallyc&hable proofs
in generic constructions means that the advantages onlyaagpr extremely
large datasets. We give a simpler zero-knowledge prot@stdréd to Merkle
trees, which does not hide the size of the database. The €thatgprotocol is
to avoid NP reductions when proving zero-knowledge statesabout values
of the hash function, and so the result is calleceaplicit-hash Merkle treeAs



a sample application, we show how this protocol can be useddrivacy to
one-dimensional range trees.

Organization. Section 2 formally definesQps. Section 3 explains data-robust
algorithms, and the transformation framRAs tocQps. Section 4 gives ouRA
for orthogonal range queries. Section 5 discusses techsitpr makingcQrs
private. Due to lack of space, all proofs are deferred to tiievérsion.

2 Definitions

A function f(k) is negligiblein a parametet; if f(k) € O(;) for all integers
¢ > 0. Assigning the (possibly randomized) output of algoritdon inputx
to variabley is denoted byy <— A(z). An important component is collision-
resistant hash functions (CRHF). This is a family of lenggteicing functions
(say from3k bits to & bits) such that given a randomly chosen functiofiom
the family, it is computationally infeasible to find a coidig, i.e.z # y with
h(z) = h(y).

Consistent Query Protocols A query structure is a tripléD, Q, Q) where
D is a set ofvalid databasesgQ is a set of possible queries, agdis a rule
which associates an answefp = @(q, D) with every query/database pair
q€ 9,D eD.

In acqp, there is a server who, given a database, produces a commitme
which is made public. Clients then send queries to the semrey provides the
query answer along with a proof of consistency of the commitmThere may
also be a public random string to be provided by a trusted gparty. Though
we formulate our definitions in that context, our constroic mostly do not
require the third party.

Syntactically, a query protocol consists several prolstigipoly-time (PPT)
algorithms: (1) a server setup algorith#g, which takes the databagg a secu-
rity parameterl* and any public randomness and outputs the commitmeat
and some internal state informatistate (2) an answering algorithr&, which
takesstateand a queryy and returns an answer-proof pait, 7); (3) a client
verification algorithm which takes a triplg, ¢, a, 7) and outputs "accept” or
"reject;” (4) an algorithmX’ for sampling the public random string.

Definition 1. A query protocol iconsistentif it is complete and sound:

e Completeness: For every valid databaseand querygq, if setup is per-
formed correctly then with overwhelming probability, outputs both the
correct answer and a proof which is acceptedhyrormally, for allg € Q
and forallD € D,



Prlo «— X(1%); (¢, statg — S(o, D); (a,7) «— S.(q, State :
C(o,c,q,a,m) ="accept”and a = Q(q, D)] > 1 — negl(k)

e (Computational) Soundness: For every non-uniform PPT edwg S: run
S to obtain a commitmentalong with a list of triples(q;, a;, m;). We sayS
acts consistentlyf there existsD € D such thata; = Q(g¢;, D) for all i for
which; is a valid proof. The protocol isoundif all PPT adversariesS act
consistently. Formally:

PI'[O' — 2(]—k)7 (CJ (q17 at, ﬂ-l)7 HE) (Qbabﬂ-t)) — 57 b’L — C(Ua ¢, di, aj, ﬂ-i) :
3D such that(a; = Q(g;, D) or b; = 0) for all i] > 1 — negl(k)

Privacy Informally, we require that an adversarial client intenagtwith an
(honest) server learn no more information from the answeofppairs he re-
ceives than what he gets from the answers alone. specifieadiynulator who
has access only to the query answers should be able to giesddgdke-looking
proofs of consistency. The definition comes from [11, 16, 14dugh we use a
cleaner formulation due to [9].

Definition 2 (Computational privacy). A consistent query protocol f¢D, Q, Q)
is private if there exists a PPT simulatéim, such that for every non-uniform
PPT adversary, the outputs of the following experiments are computatigna
indistinguishable:

o — X(1%), o', c, statesim «— Sim(1%),

(D, states) «— C(o), (D, states) «— C(o"),

(c, state) — Sq(o, D),

Outputz « CSa(-state) (¢, statez) | Outputz « CSim(statesim QD)) (¢/, stateg)
HereC®() denotes running with oracle access t@. The simulatorSim

has access to a query oraclg(-, D), butasks only queries which are asked to

Sim by C.

Hiding Set Size.In general, a private protocol should not leak the size of the
database [14]. Nonetheless, for the sake of efficiency wiesethetimes leak

a polynomialupper boundl” on the database size, and call the corresponding
protocolssized -private [11]. This can be reflected in the definition by giving
the simulator an upper bouril on the size ofD as an additional input. One
recovers the original definition by lettirif be exponential, e.g = 2*.



Interactive proofs.The definitions extend to a model where consistency proofs
are interactive (although the access of the simulator tathersarial client is
more tricky).

3 Data-robust algorithms and consistent query protocols

In this section, we describe a general framework for obt@jréecure consis-
tent query protocols, based on designing efficient algaorithwhich are “data-
robust”. Assuming the availability of a collision-resistahash function, we
show that any such algorithm which accesses its input bydtenhg” point-
ers can be transformed into a consistent query protocol g/frasn-interactive)
consistency proofs have complexity at most proportionah&scomplexity of
the algorithm.

Data-robust algorithms Suppose a programmer records a database on disk
in some kind of static data structure which allows efficienees. Such data
structures are often augmented with redundant informafmmexample to al-
low searching on two different fields. If the data structuaiet becomes cor-
rupted, then subsequent queries to the structure might lngafhuinconsistent:
for example, if entries are sorted on two fields, some entightn@ppear in one
of the two structures but not the other. A data-robust atboriprevents such
inconsistencies.

Suppose we have a query structUf® Q, ). A data-robust algorithmoRA)
for these consists of two polynomial-tifi@lgorithms (T, A): First, a setup
transformation?” : D — {0,1}" which takes a databade and makes it into a
static data structure (i.e. a bit strin§)= 7'(D) which is maintained in mem-
ory. Second, a query algorithtd which takes a query € Q and an arbitrary
“structure” S € {0,1}* and returns an answer. The structteeedn't be the
output of T for any valid databas®.

Definition 3. The algorithmgT’, A) form adata-robust algorithrfor (D, Q, Q)
if:

e Termination A terminates in polynomial time aall input pairs(q, S), even
whenS$ is not an output front".

e SoundnessThere exists a functiod™ : {0,1}" — D such thaffor all inputs
S, the databaseD = T*(S) satisfiesA(q, S) = Q(q, D) for all queriesg.
(There is no need to give an algorithm fér; we only need it to be well-
defined.)

2 We assume for simplicity that the algorithms are deterrtimyishis is not strictly necessary.



e CompletenessFor all D € D, we havel™*(T'(D)) = D.
(That is, on inputy andT'(D), the algorithmA returns the correct answer

Q(q,D).)

We only allow A read access to the data structure (although the algorithm
may use separate space of its own). Moreodeis statelessit shouldn’t have
to remember any information between invocations.
The running time ofd. There is a naive solution to the problem of design-
ing aDRA: A could scan the corrupted structuein its entirety, decide which
database this corresponds to, and answer queries with respet fbhe prob-
lem, of course, is that this requires at least linear tonevery queryrecall that
A'is stateless). Hence the task of designing robust algosiisrmost interesting
when there are naturalub-lineartime algorithms; the goal is then to maintain
efficiency while also achieving robustness. In our settefficiency means the
running-time of the algorithn¥ on correctinputs, in either a RAM or pointer-
based model. On incorrect inputs, an adversarially-chagrrcture could, in
general, makel waste time proportional to the size of the structStethe ter-
mination condition above restricts the adversary from ddoo much damage
(such as setting up an infinite loop, etc).

Constructing consistent query protocols frombRAS Given aDRA which

works in a pointer-based memory model, we can obtain a cgypphically se-
cure consistent query protocol of similar efficiency. Imi@ily, aDRA is pointer-

based if it operates by following pointer in a directed awygtaph with a single
source (see the full version for details). Most common dealgorithms fit into
this model.

Proposition 1. (Informally) Let(7", A) be abRA for query structurgD, Q, Q)
which fits into the pointer-based framework described ab8&uppose that on
inputsq and7'(D) (correctly formed), the algorithml examine$(q, D) mem-
ory blocks and a total of(q, D) bits of memory, using(q, D) time steps. As-
suming the availability of a public collision-resistantdtafunction, there exists
a consistent query protocol faiD, Q, Q) which has proof lengths(q, D) +
kb(q, D) on queryq. The server's computation on each queryiés(q, D) +
t(¢. D) + kb(q, D)).

To get a consistent query protocol frorpeA, we essentially build a Merkle
tree (or graph, in fact) which mimics the structure of theagagplacing pointers
with hashes of the values they point to. The client runs thengalgorithm
starting from hash of the unique source in the graph (thah vatue is the
public commitment). When the query algorithm needs to felb pointer, the
server merely provides the corresponding pre-image of ésé lvalue.



Algorithm 1. AIDRT( [a,b]7 n, )
Input: a target rangf:, b], a noden in a (possibly misformed}-DRT.
Output: a set ofkey, value) pairs.

1. if nis not properly formed (i.e. does not contain the correct benof fields)then return()
2. if nisaleafif an, = b, = key,, andkey,, € [a, ], thenreturn{(key,, ,value, )} elsereturn
0
3. if nis an internal node:
o | — left,, r < right,,
o ifa, =a; <b <a, <b, =b, then returnAlDRT( [a, b], l) U A1pRT ( [a7 b], 7“)
e elsereturn()

4 Orthogonal Range Queries

In the case of join queries, a databdsés a set of key/value pairs (entries) where
each key is a point iiR?, and each query is a rectangtg, b;] x - - - x [ag, bg].
Note that these are also often call@ithogonal) range queriesand we shall
adopt this terminology here for consistency with the corapabhal geometry lit-
erature. For concreteness, we consider the two-dimerisiasa; the construc-
tion naturally extends to higher dimensions. In two dimensj each query

is a rectanglday, b1] x [ag, bs]. The query answe®(q, D) is a list of all the
entries inD whose key(xkey, ykey) lies ing.

4.1 A data-robust algorithm for range queries

Various data structures for efficient orthogonal range igseexist (see [7] for

a survey). The most efficient (non-robust) solutions havergiime O((m +
1)log?~1 N) for d-dimensional queries. We recall the constructionnailti-
dimensional range tregslue to Bentley [2]), and show how they can be queried
robustly. The query time of the robust algorithm($(m + 1) log? N). Itis an
interesting open question to find a robust algorithm whichsdas well as the
best non-robust algorithms.

One-dimensional range trees Multidimensional range trees are built recur-
sively from one-dimensional range trees (denoteDRT), which were also
used by [4, 16, 11]. In &-DRT, (key,value) pairs are stored in sorted order
as the leaves of a (minimum-height) binary tree. An interm@den stores the
minimum (denotedz,,) and maximum (denotedl,) keys which appear in the
subtree rooted at. For a leafl, we takea; = b, to be the value of theey, key
stored at. Additionally, leaves store the valwalue; associated tkey;.



Setup. Given a databas® = {(key,,value;),..., (keyy,valuey)}, the setup
transformation7;prt constructs a minimum-height tree based on the sorted
keys. All the intervalga,,, b,] can be computed using a single post-order traver-
sal.

Robust queries.It is easy to see that &DRT allows efficient range queries
when it is correctly formed (given the roet of a tree and a target interval
[a, b], descend recursively to those children whose intervalslayevith [a, b]).
However, in our setting we must also ensure that the quegigesr consistent
answers even when the data structure is corrupted. The tlatiuse we will
use is exactly the one above. To ensure robustness we wiifyrtbd querying
algorithm to check for inconsistencies.

Assume that we are givenraoted graph where all nodes have an asso-
ciated intervalla,,, b,], and all nodes have outdegree either O or 2eéf [ is
any node with outdegree 0. A leaf is additionally assumedat@ho extra fields
key, andvalue;. Consider the following definitions:

Definition 4. A noden is consistentf its interval agrees with those of its chil-
dren. That s, if the children areandr respectively, then the node is consistent
if a, = a; < b < a, <b. =b,. Moreover, we should havg, = b,, for a node
if and only if it is a leaf.

A path from the root to a node nsistenif » is consistent and all nodes
on the path to the root are also consistent.

Definition 5. A leafl in a 1-DRT is valid if there is a consistent path from the
root to!.

In order to query a (possibly misformet)DRT in a robust manner, we will
ensure that the query algorithr returnsexactlythe set of valid leaves whose
keys lie in the target range. Thus for any strifigthe databas&™(S) consists
of the data at all the valid leaves one finds wtfeis considered as the binary
encoding of a graph.

The following lemma proves that one-dimensional rangestraéong with
the algorithmA;pgT, form abrA for range queries.

Lemma 1. The algorithm A;prt Will return exactly the set of valid leaves
whose keys are in the target range. In the worst case, thersalyecan force
the queries to take tim@(s) wheres is the total size of the data structure. Con-
versely, given a collection d¥ entries there is a tree such that the running time
of the algorithm isO((m + 1) log N), wherem is the number of points in the
target range. This tree can be computed in ti@eV log N') and takesO(N)
space to store.



Two-dimensional range trees Here, the database is a collection of triples
(xkey, ykey, value), where the pairgxkey, ykey) are all distinct (they need not
differ in both components). The data structure, a two-disi@mal range tree
(denoted2-DRT), is an augmented version of the one above. The skeleton is a
1-DRT (called theprimary tree), which is constructed using thkey’s of the

data as its key values. Each node in the primary tree has arhattl-DRT
called itssecondarytree:

e Each leafl of the primary tree (which corresponds to a singley value
a; = b;) stores all entries with thatkey value. They are stored in tHeDRT
tree; which is constructed usingkey’s as its key values.

e Each internal node: (which corresponds to an intervél,,, b,] of xkey’s)
stores al-DRT tree,, containing all entries withxkey’s in [a,, b,]. Again,
this “secondary” tree is organized yey’s.

The setup algorithfioprT creates -DRT given a database by first sorting
the data on the keykey, creating gorimary tree for those keys, and creating a
secondary tree based on thiey for each of nodes in the primary tree. In a
2-DRT, each point is stored times, whered is its depth in the primary tree.
Hence, the total storage can be matiéV log N') by choosing minimum-height
trees.

Searching in -DRT. The natural recursive algorithm for range queries in this
structure takes tim@(log? N) [7]: Given a target rang@(™), b(®)] x [a¥), b¥)]
and an internal node, there are three cases{if*), b(*)] N [a,, b,] = 0, then
there is nothing to do; ifal®,b®*)] D [a,,b,], then perform a search on the
second-level tree attachedstausing the target range¥), b(¥)]; otherwise, re-
cursively exploren’s two children.

Based on the natural query algorithm, we can construokRa AprT by
adding the following checks:

e All queries made to the 1-D trees (both primary and secondary made
robustly following Algorithm 1 (41prT), i.€. checking consistency of each
explored node.

e For every point which is retrieved in the query, make sure ipiesent and
valid in all the secondary 1-D trees which are on the path ¢ortiot (in the
primary tree).

Definition 6. A pointp = (xkey, ykey, value) in a (corrupted)2-DRT is 2-valid
if
1. p appears at a valid leaf in the seconddyDRT tree; belonging to deaf!
of the primary tree with key valueey = a; = 0;.



Algorithm 2. Asprr( [a®, 6] x [, 6¥)], n)
Input: a target rangf '™, 5] x [, 5], a noden in a2-DRT.
Output: a set ofxkey, ykey, value) triples.

1. if nis not properly formed (i.e. does not contain the correct benof fields),
then return@.
2. Check for consistency (if check fails, retuij
e if nis aleafthen checka, = b, = key,,
o if nis aninternal nodehen checka, = aieft, < biett,, < Gright,, < bright,, = bn
3. (@) if [an, by] N [a™, )] = () then return()
(b) if [an,bn] C [a®, 5] then
o B «— AlDRT( [a(y), b(y)], treen)
e Remove elements dB for whichxkey ¢ [an, bn]
e if nis an internal node:
For each poinp in B, check thap is 2-valid in eithefeft,, or right,, .
If the check fails, remove from B.
e ReturnB

(c) Otherwise
B« AQDRT( ([a™, 5] N [aiete, » e, ]) x [, 6], Ieftn)
U A2DRT< ([a*, 6] N [aright,, » bright, |) X [a® b)), rightn>

e Remove elements dB which are not valid leaves afee,,.
e ReturnB

2. For every (primary) node: on the path td from the root of the primary
tree,n is consistent ang is a valid leaf in the (one-dimensional) treese,,.

For robust range queries, we obtain Algorithm £ 6rT). As before, the
idea is to return only those points which are 2-valid. Thus, dn arbitrary
string S, the induced databadg,r(S) is the collection of all 2-valid points in
the graph represented k8. The following lemma shows that the algorithms
(ToprT, A2prT) form a DRA for two-dimensional range queries with query
complexity O((m + 1)log? N) (wherem is the number of points in the tar-
get range).

Lemma 2. Algorithm 2 (AoprT) Will return exactly the set of 2-valid points
which are in the target range. On arbitrary inputdpprT terminates in worst-
case timeD(L), whereL is the total size of the data structure.

Conversely, given a collection 8f entries there is a tree such that the run-
ning time of the algorithmi,prt is O((m +1) log? N), wherem is the number
of points in the target range. This tree can be computed ie i\ log® N)
and takesD (N log N) space to store.



One can use similar ideas to make robust range querietdimensional
keys, wherad > 2. The structure is built recursively, as in the 2-D case. Al-
though the algorithm is polylogarithmic for any fixed dimams the exponent
increases:

Lemma 3. There exists @rA for d dimensional range queries such that queries
run in time O((m + 1) log? N'), and the data structure requirg8(N log? N)
preprocessing an@ (N log?~! N) storage.

Using the generic transformation of the previous sectiomoltain:

Theorem 1 (Two dimensions).Assuming the existence of collision-resistant
hash functions, there is a consistent query protocol for-tivoensional range
queries with commitment sizeand non-interactive consistency proofs of length
at mostO(k(m + 1) log? N), wherem is the number of keys in the query range,
andk is the security parameter (output size of the hash function)

For higher dimensions, our construction yields proofs ofgth O (k(m +
1)log? N).

5 Privacy for Consistent Query Protocols

One can construct privateQprs (Definition 2) with good asymptotic complex-
ity using generic techniques, as follows: Universal argots¢l] allow one to
(interactively) give a zero-knowledge proof of knowleddgeao NP statement
of arbitrary polynomial length, using only a fixegoly(k) number of bits of
communication. This allows one to handle arbitrary quenycitires (as long as
answering queries takes at most polynomial time). It alde$ithe set size of the
database as in [14], since the universal argument leaksaosiper-polynomial
bound on the length of the statement being proven.

The generic technigue can be made slightly more efficientdayiisg from
a (non-private), efficientQp, and replacing each proof of consistencwith a
zero-knowledge argument of knowledgemofWith a public random string, one
can also use non-interactive zero-knowledge proofs. Taach will typi-
cally leak some bound on the si2é of the database. One can avoid that leak-
age if the original proofs take time and communicatjariy(log N), as with
membership and orthogonal range queries. Repladingith the upper bound
2F, we once again again gebly(k) communication. (A different proof of the
result for membership queries can be found in [9].)

Theorem 2. (a) Assume that there exists a collision-resistant hastilyairor
any query structure with polynomial complexity, there ®xéprivate cQPwith
a constant number of rounds of interaction gndy (k) communication.



(b) Given a public random string, argQPcan be made sizé+-private with
no additional interaction at @oly(k ¢(N)) multiplicative cost in communica-
tion, where/(NV) is an upper bound on proof lengths for databases of size at
mostN.

Although the asymptotics are good, the use of generic NPctemhs and
probabilistically checkable proofs in [1] means that theaadages only appear
for extremely large datasets. We therefore construct @miotocols tailored
to Merkle trees.

Explicit-Hash Merkle treesThe Merkle tree commitment scheme leaks infor-
mation about the committed values, since a collision-tastsfunction cannot
hide all information about its input. At first glance, thiseses easy to resolve:
one can replace the valuesat the leaves of the tree with hiding commitments
C'(a;). However, there is often additional structure to the valugs..,ay. In
CQprs for range queries, they are stored in sorted order. Rexgedie path to a
particular value then reveals its rank in the data set. Tablpm gets even more
complex when we want to reveal a subset of the values, as wetbdvde not
only whether paths go left or right at each branching in tee tbut whether or
not different paths overlap.

When one attempts to solve the problem using generic zevadenlge proofs,
the main bottleneck lies in proving that= H(x), given commitments'(z)
and C(y)—the circuit complexity of the statement is too high. Thellgmge,
then, is to provide zero-knowledge proofs that aet.., a} is a subset of the
committed values, without going through oblivious evailomatof such compli-
cated circuits. We present a modification of Merkle treesretmme reveals all
hash-function input-output pairs explicitly, yet retajprévacy. We call our con-
struction arExplicit-Hash Merkle Tree

Lemma 4. Assuming the existence of collision-resistant hash famdind ho-
momorphic perfectly-hiding commitment schenmeglicit-hash Merkle trees
allow proving (in zero-knowledge) the consistencyt giaths (of lengthd =
log N) usingO(d - t? - k?) bits of communication, where is the security pa-
rameter. The protocol uses 5 rounds of interaction. It camdokiced to a single
message in the random oracle model.

To illustrate, we apply this idea to the for one-dimensioraalge queries. The
main drawback of the resulting protcol is that the servedsde maintains state
between invocations; we denote bghe number of previous queries.

Theorem 3. There exists an efficiengjze-V-private consistent query protocol
for 1-D range queries. For theth query to the server, we obtain proofs of size
O((t +m) - s - k? - log N), wheres is the maximum length of the keys used for



the data, andn is the total number of points returned on range queries made s
far. The protocol uses 5 rounds of interaction and requirecommon random
string. The protocol can be made non-interactive in the mndracle model.

AcknowledgementsiVe thank Leo Reyzin and Silvio Micali for helpful discus-
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