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Abstract. To increase positive expectations in the outcome of open multiagent
systems, institutions have been put forward to regulate agents’ behaviour. To
model and to verify such institutions, we propose to adopt the notion of status
function, which provides for a unified approach to ontological and deontic as-
pects regulated by an institution. Also, to enhance the development of functional
and rational institutions, we propose a language amenable to model checking to
describe them and their properties. Finally, we present our tool and an evaluation
of our approach.

1 Introduction

To increase positive expectations in the outcome of systems composed by autonomous
agents, norms have been put forward to regulate and to make more predictable agents’
behaviour [20, 8,9, 24, 5]. While in [20] norms (also named social laws) are assumed to
be respected by agents because they are designed and encoded by a single organization,
in [8,9,24, 5] norms are defined by institutions and enforced by organizations to regu-
late open multiagent systems, where it is unrealistic to expect that agents implemented
by different parties with interests in conflict will always behave according to a system
of norms.

Our research is motivated on one hand by the fact that deontic aspects and institu-
tional facts need a unified treatment, while so far they have been regarded separately [8,
5,9, 10, 22]. Following [23], in [27] we have proposed to model institutions in terms of
a single concept, that is, status function, which provides for a unified approach to onto-
logical and deontic aspects regulated by an institution. Roughly speaking, status func-
tions are positions imposed on agents to perform certain actions (institutional actions),
which cannot be executed without the recognition of their effects by a community of
agents (see [27] for more details). In fact, the effects of such actions essentially consist
in the imposition or revocation of other status functions, which may confer to agents
new authorizations or obligations to perform other institutional actions. For instance, in
an English auction, when the auctioneer declares a new current price, participants are
authorized only to make higher bids. For this reason, we think that our approach better
clarify the interdependence existing among agents’ deontic positions (authorizations,
obligations, etc.) and the ontology of the context in which agents interact, while in [8,
5,9, 10, 22] such relation is ignored.
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On the other hand, our research is motivated by the lack of formal support for the
verification of institutions. For instance, as observed in [25], certain aspects of the lan-
guage proposed in [8] to model institutions lack of a formal semantics. For example,
the meaning of labels used in [8] “is not clear from the notation only” [25]. This fact
has negatively influenced the application of automated techniques to verify such for-
malism: in [4] and [13] the authors propose two frameworks to model check electronic
institutions, but, due to the aforementioned limitations, only properties regarding their
syntactic structure can be defined and verified. As a consequence, ISLANDER [7], a
tool for modelling institutions according to the formalism introduced in [8], only checks
syntactical aspects and does not integrate any support for the automatic verification of
electronic institutions. Also, in [22], where agent societies are described with a formal-
ism inspired by the Event-Calculus [15], the authors must rely on “systematic runs”
to guarantee the correctness of their protocol. Given that institutions are introduced to
increase the reliability of agents interactions by ensuring that agents have at their dis-
posal all the needed powers to fulfill their objectives and that they will not be subject
to contradictory or undesired norms, the aid of automated techniques it is necessary to
foresee all possible evolutions and states in which an institution may evolve.

To allow designers to describe institutions in terms of status functions and to of-
fer them the support of a tool that provides for their automatic verification, in [27]
we have introduced FIEVeL (Functions for Institutionalized Environ-ments Verification
Language), which is an institution definition language amenable to model checking [2].
In this paper we extend FIEVeL to allow a designer to express desirable properties that
should be satisfied by his or her models in terms of the concepts defined in our meta-
model [27], ignoring the actual translation of FIEVeL into the input language of the
model checker.

The remainder of this paper is structured as follows. In Section 2 we briefly resume
the main legal and philosophical concepts that we perceive as essential to specify insti-
tutions. In particular, since institutions have been applied to define protocols [9, 22], we
will ground our discussion with examples taken by a widely used interaction protocol,
the English auction. Section 3 introduces certain critical aspects of the translation of
FIEVeL models into Promela, the input language of SPIN [12]. In Section 4 we present
how we have extended FIEVeL to specify domain-dependent properties, while Section 5
discusses an initial library of domain-independent properties. A key aspect of domain-
dependent properties is that they can be automatically translated, while an important
aspect of domain-independent properties is that they can be automatically generated by
our tool, which is briefly presented and evaluated in Section 6. Finally, in Section 7 we
provide a comparison of our approach with related works.

2  Modelling Institutions

The key concept that characterizes our approach to the description of an institution is
the notion of agent status function, that is, a status imposed on an agent and recognized
as existing by a set of agents [23]. Typical examples of status functions are not only the
concept of auctioneer or winner of an auction, but also being the owner of a good, being
the husband or the wife of somebody. Although there exist several similarities among



the concepts of status function and role as it has been discussed in the literature [17],
we prefer to use the term status function because it better represents the fact that we
are concerned with statuses assigned to agents to perform several functions and whose
existence depends on those agents that recognize them as existing.

Status functions are defined as possibly empty aggregates of deontic positions that
can be expressed in terms of two main concepts, authorizations (also named institution-
alized power [14,22]) and obligations. An obligation is characterized by certain expres-
sions which are used to specify conditional obligations and when an obligation should
be considered fulfilled or violated (more details can be found in [27]). An obligation is
created because a status function is imposed, changes its state when its conditions are
satisfied, and eventually reaches a final state (inactive) either because its expressions are
evaluated to true or because it is associated to a revoked status function. In particular,
when an obligation reaches the inactive state, we consider that it has been fulfilled if its
fulfillment expression is satisfied, otherwise if the violation expression is satisfied we
say that the agent has violated it. Obligations can be also used to express prohibitions
by specifying suitable violation expressions, while we do not define a specific construct
to explicitly represent the fact that an agent is permitted to perform an action as in [5,
10, 22]. Instead, as in [9] we consider that every action, if it is not prohibited, is also
permitted.

Interdependent status functions are declared within institutional entities which en-
force on a group of status functions a set of constraints (e.g. an auctioneer cannot be
also a participant). Moreover, institutional entities define cardinality constraints, like
“an auction is composed by an auctioneer and a set of participants”.

FIEVeL allows to model two kinds of events, base-level events and institutional
events. There exists an ontological difference among them: while the former exist be-
cause they correspond to certain physical changes or are relative to lower level institu-
tions, like time events and message-exchange events, the latter exist because they are
recognized as existing by a community of agents. Therefore, institutional events are not
directly produced by the environment or by an agent thanks to its own capabilities, be-
cause their effects need to be recognized by a set of agents. Instead, institutional events
happen because agents accept that when certain base-level events occur, if certain con-
textual conditions are satisfied, they count as institutional events. As it can be noticed in
Figure 1, FIEVeL models institutional events by describing their preconditions in terms
of the existence or absence of certain status functions, while their effects are expressed
by assigning (or revoking) several status functions.

In [27] we extended the treatment of the count-as relation as it was presented in [9]
by describing what kind of contextual conditions are relevant to model that a base-level
event counts as an institutional event. In particular, we single out the following condi-
tions: (i) there must exist a convention binding the base-level event to the institutional
event; (ii) a precondition, expressed in terms of the existence or absence of certain sta-
tus functions, must be satisfied; (iii) in the case of institutional actions, the agent must
be authorized to perform the institutional action. If all these conditions are satisfied, a
base-level event counts as an institutional event and its effects take place, which means
that certain status functions will be assigned or revoked.



FIEVeL models status functions, base-level events, and institutional events as com-
plex types defined in terms of certain basic types, which can be specified as subsets of
built-in basic types or by enumerating their elements (see Figure 1). FIEVeL defines
few built-in basic types, like integers (int), agent identifiers (AID), and objects identi-
fiers (OID).

Figure 1 reports a few fragments of our specification of the English Auction insti-
tution, showing that an auctioneer that has opened an auction (represented by INSES-
SION status function) is not only authorized to close the auction if certain conditions
hold, but thereafter it is also obliged to do so before the next time instant has elapsed.
An auctioneer is also authorized to open a new round if there are at least two partici-
pants by performing the institutional action newRound, which is conventionally bound
to the exchange of a message of type openRound and, if the previous round has been
closed with at least two offers, a new round is open and participants can make their bids.

3 Institutional Models and Computational Models

Every institution described with FIEVeL corresponds to an ideal transition system char-
acterized by a many sorted first-order signature [18] where every transition represents
all institutional effects (institutional events, fulfillment of obligations, etc) associated
with a base-level event. Intuitively, every transition is caused by a base-level event,
which may also count-as an institutional event if certain conditions are met, and, as a
consequence, institutional reality is modified by the imposition and revocation of certain
status functions. Also, since expressions that regulate the evolution of agents’ obliga-
tions refer to both events and institutional states, certain obligations may update their
state. Ideally, all these changes correspond to a single transition of the base-level and
institutional transition system.

Actually, the generation of such transition system is not only computationally ex-
pensive, but also its encoding into Promela, the input language of the SPIN model
checker [12], would also lead to a huge number of code lines. In fact, due to several
limitations of SPIN, we should generate a transition for each possible combination of
base-level events, institutional-events, and obligation-state changes. For this reason, in-
stead of calculating the ideal transition system, we prefer to derive a computational
transition system, such that each transition partially represents the institutional effects
of an event, so that summing the effects of a sequence of transitions we can reach the
same institutional state.

To demonstrate that we can build a computational transition system which simulates
the ideal system, that is, satisfies the same properties, let M be a Kripke structure over
a set AP of atomic propositions such that V' is a valuation function associating a value
in {0,1} at each atomic proposition p in AP for each state, IT is the set of all paths
and II represents the set of all initialized paths in M. In the sequel we write 7y, for the

k-th state of path m = s, s1, 52, - - -, 7% for the suffix of 7 starting at state 7y, that is,
the sequence S, Sk+1, Sk+2, - - -, and finally M, ITy = ¢ to mean that for each 7 € Iy,
M, 7 | .

Given two Kripke structures M and M , we define a relation Z;,s; C II % IT such
that (7, 7) € Z;ps if and only if for each propositionp € AP :



basic-types:
priceD subtype-of int;

base—-events
message openRound () ;

institution EnglishAuctionInstitution {
institutional-entity englishAuction {
[0,ALL] status—function INSESSION() {
authorizations:

newRound n <— exists[>=2] p in PARTICIPANT [true];
deontic-specification:
obligation (done (open, subject),
(exists [<2] x in PARTICIPANT [true] or
done (newRound, subject) ) ,activation-time>1);

}// INSESSION

constraints:

AUCTIONEER disjoint PARTICIPANT;
}// entity
conventions:
exch-Msg (openRound ()) =c=> newRound() ;

time () =c=> endRound() ;
institutional-events:

institutional—-action newRound () :
pre: ((not exists x in INROUND [true] and

not exists o in OFFERED [true])

and not exists x in ENDAUCTION [true]) ;
eff: p in PARTICIPANT -X->

assign (p.subject, INROUND()) [true],

a in AUCTIONEER =X->
assign (a.subject, INROUND () [true];

}// institution
model-definition:
basic-domains:

aA1D-{aid. 0,aid.1,aid.2};

initial-state:
assign(aid_0, AUCTIONEER () );

Fig. 1. Fragments of the English Auction institution.
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3. there exists a k > 1 such that:
(@) V(m1,p) =V (7k,p);
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~
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ii. V(7,,inst) =0;
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where ¢nst is an atomic proposition belonging to AP but which does not appear in AP.

Intuitively, we can imagine building a path 7 by taking path 7, adding a set of
atomic propositions which do not belong to AP, by marking every state of 7 such that
the valuation function of inst is true, and finally by inserting between two consecutive
states (m;, m;11) a new set of intermediate states which are characterized by the same
valuation function of state 7; with respect to propositions AP and which valuate the
proposition inst to false. Path 7 is therefore emulating the behavior of path 7 by simu-
lating each transition on path 7 with a finite sequence of transitions, such that it keeps
unchanged the truth values of common atomic propositions until it changes them in a
single step.

Zinst has been introduced to guarantee that an institution described with FIEVeL
can be verified with SPIN and that every property regarding the institutional state hold-
ing in the ideal institution also holds in the Promela model, and vice versa. While in
[27] we presented a relation which preserves all temporal properties of the ideal system
which do not contain the next temporal operator, Z;,,¢; preserves all temporal formulas
which are satisfied in the institutional system. To obtain such result, we first introduce
a transformation 7 defined as follows:

Tlp] =p

7[x] = ~7[x]

TIx Al =T AT

T[Xx] = instU(—inst A (minst)U(inst A 7[x]))
TIxUv] = (inst — 7[x])U(inst A T[¢)])

where p represents any atomic proposition in AP, and y and 1 represent any formula.
It can be demonstrated ! the following Lemma:

Lemma 1. If (7, 7) € Z;nst and ¢ is a temporal formula composed by atomic propo-
sitions belonging to AP, then M, = ¢ if and only if M, 7 |= T[]

From Lemma 1 it follows the subsequent theorem:

Theorem 1. If for each w € Il there exists a T € ﬁo such that (w,7) € Zipst, and
for each © € Il there exists am € Iy such that (7, T) € Zinst, for each temporal
Sformula © composed by atomic propositions belonging to AP, M, Il = ¢ if and only

lfﬁa ﬁO ’: T[SD]

! For proofs of Lemma 1 and Theorem 1 refer to [26].



This result means that given an ideal transition system which corresponds to a
FIEVeLL model, we can build a computational transition system which preserves all
temporal properties of the ideal system.

Before briefly introducing how we proceed to translate FIEVeL institutions into
Promela models, it is worth discussing how we model time. FIEVeL regards time as-
pects in two distinct ways: (i) as in classical temporal logic, to define qualitative prop-
erties (e.g. it is always the case that an auctioneer cannot win an auction), and (ii) as in
RTTL [21] to express quantitative properties (e.g. the auctioneer must open the auction
before two minutes since now). Two consecutive time events ¢; and ¢;; may be sepa-
rated by a sequence (possible empty) of other base level events, which are assumed to
occur at time ¢;. Hence the institutional state may change due, for instance, to message-
exchange events even if the time does not change. In principle, there may be an infinite
number of time ticks, while in [27] we considered only finite time intervals. The main
drawback of the approach discussed in [27] is that certain formulas may (not) hold in a
system because they refer to time instants that have not been considered by the model
checker [19].

To solve this problem, we have slightly changed FIEVeL syntax by allowing only
time expressions which assume a truth value that will not longer change after a fixed
number of clock ticks have elapsed from the occurrence of a certain event. As a conse-
quence, we have also changed our encoding of time references defined by an institution,
which are substituted by suitable counters. In doing so, we are simulating an infinite
number of time instants with a finite structure that is verifiable by a model checker.
Therefore, we can ensure that a property holds in a Promela model if and only if it
holds in the institution which is characterized by an infinite number of time tick. As a
consequence, the number of possible events that the model checker should consider, and
how they can be interleaved, has been increased, which means that we have increased
the memory and time required to verify an institution.

To model check FIEVeL models we have defined an automatic translation of FIEVeL
into Promela. A Promela model is composed by a set of processes and global variables
that can be described by defining new process types and record structures. Essentially
a Promela process is constituted by a set of statements (also named guarded commands
in [6]), which can be simple statements, like assignments, or compound statements, like
selection (i f) and repetition (do). Each statement is characterized by an enabling con-
dition and a postcondition. Promela imposes severe restrictions on what can be specified
in a precondition, therefore, to overcome such limitations and to increase the expres-
siveness of FIEVeL without producing an huge number of intermediate states, we chose
to use embedded C code to evaluate preconditions of transitions and to compute reach-
able states. The SPIN model checker adopts an interleaving semantics, which means
that when several processes have executable statements, it randomly chooses one of
them and executes it. When all enabling conditions are evaluated to false, two special
preconditions (also named guards) t imeout and else, are evaluated to frue. In par-
ticular, else is enabled only if all transitions at the process level cannot be executed,
while t imeout is evaluated to true only if no process has an enabled transition. In this
brief overview we have just introduced a few concepts that are necessary for the sake
of the present discussion, while further details can be found in [12].



When we translate FIEVeL, status functions, institutional entities, obligations, base
events, and institutional events are encoded as a set of type definitions, which are then
used to declare two set of variables, one representing the current institutional state
and another which is exploited to generate the next institutional state. Each institution
is then translated into a new process definition according to the pattern represented
in Figure 2. For sake of simplicity, we can imagine that every process representing
an institution consists of a main loop which is enabled whenever a new base event is
generated and contains an inner loop where each guard represents an institutional event
or an obligation-state transition. Actually, to further reduce the number of intermediate
transitions and to generate a more compact Promela code, our current implementation
introduces several improvements that have not been reported in Figure 2.

proctype institutionProc(int id) {

do
(nextEvent.analyzed[id]==FALSE) ->
do
((condition_inst_event_x1 || condition_inst_event_x2) &&
! (effects.x)) =>
apply_effects (next_event);
((next_obligation.state==inactive) &&
(start_obligation && obligation.state==inactive)->
next_obligation.state=active;
::else -> break;
od
nextEvent.analyzed[id]=TRUE;
od
}

proctype eventGenerator () {
do
timeout ->
curr_state=next_state; inst=true;
inst=false; updateConditions{();

if
true -> next_event = time_event;
condition_eventl —=> next_event = eventl;
condition_event2 => next_event = event2;
fi
od

}

Fig. 2. Translation pattern for processes representing institutions and the structure of an event-
Generator process.

As discussed above, institutional states evolve because base-level events happen and
they count-as institutional events. To model base-level events, we define a new process,
named eventGenerator, which generates actions and events as if they were produced
by agents or the environment. Agents therefore are not modelled as processes as in
[28], while we reduce them as parameters of base-level events. This choice is motivated
by the fact that in open multiagent systems agents’ internal states are not accessible



and therefore we must assume an external point of view. The process structures pre-
sented in Figure 2 ensures that the eventGenerator is activated only when all institution
instances have generated the next institutional state by considering all possible institu-
tional transitions (counts-as, institutional-event effects, and obligation transitions), such
that current state variables can be updated with the new calculated values. Therefore,
when an eventGenerator is activated, we consider reached the next institutional state
and thereafter we start to compute the following institutional state by choosing the next
base-level event. In doing so, events are modelled as if they were perceived and ana-
lyzed by a centralized institution manager, which manages the state of the system and
updates it when an event occurs. Although such an assumption would be unrealistic in
the implementation of a distributed system, we introduce it to reduce the complexity
of the verified model. Also, it can be noticed that several prototypes of institutions, for
example [10], consider a single centralized component which makes the institutional
state evolve.

Finally we declare an init process to generate the initial state. Due to values as-
signed by default to variables that compose complex types, we cannot always build a
computational path 7 whose valuation function at the initial state simulates the valua-
tion function of the institutional path 7 at its initial state such that (7,7) € Z;,s:. TO
overcome this problem, we consider a computational path such that: (i) V (inst, 7;) = 0
for each i < 2 and (ii) (7,72) € Zins:. Therefore we obtain that 7 |= ¢ if and only if
72 = T[], which corresponds to check if 7 = —instU(inst A 7[g]).

4 Domain-Dependent Properties

Domain-dependent properties stem from peculiar features of the specified institution
and regard its functionality: for instance, we may want to check if it is possible that a
participant is declared to be the winner of an auction. In specifying domain-dependent
properties we must take into account two different aspects: (i) since we are considering
open multiagent systems, agents may violate norms of institutions and (ii) agents may
be permitted and not obliged to perform certain actions (see Section 2). For instance, in
our specification of the English auction, participants are permitted to make bids and an
agent can be declared to be the winner only it has offered the highest price. Therefore,
certain executions end without a winner because none of the agents has made a bid,
while if the auctioneer respects its obligations, it is always the case that if there is at
least an offer, there will be a winner.

As a consequence, agents’ violations and permissions led us to consider not only va-
lidity of LTL formulae, but also their satisfiability. In the sequel we will write M =4 ¢
to mean that ¢ is valid in M and M =g ¢ to express that ¢ is satisfiable in M. The
set of LTL formulae can be seen as a subset of CTL* formulae of the form A f, where
A is the universal quantifier over paths and f is a formula composed by atomic propo-
sitions, boolean operators, and temporal operators [2]. For the relation existing among
the universal and the existential quantifiers, we can define satisfiability of formula ¢ as
follows:

MEgp=MFEs -y



Therefore, since SPIN is able to check only validity of LTL formulae, to verify if
M =g ¢, we check whether — is a valid formula, and if the model checker generates a
counterexample we assume that ¢ is satisfiable. Despite our interest for the existence of
certain paths, we still prefer LTL to CTL because it is simpler and it helps the designer
to focus his or her attention on single runs of the system.

Domain-dependent properties can be specified in FIEVeL by combining temporal
operators with expressions that refer to institutional states (expressed in terms of status
functions) and events. Despite FIEVeL expressions correspond to plain LTL formulae,
we think that it is worth specifying properties of institutions with FIEVeL for three
main reasons: i) a FIEVeL formula represents an abbreviated form for a long and com-
plex LTL formula, ii) FIEVeL guarantees syntactic type checking of formulae, and iii)
designers can reason in terms of institutional concepts ignoring their translation into
Promela models. Moreover, institutions describe rules that typically are independent
of the number of agents, objects, etc. involved in the interaction, which can be natu-
rally expressed in FIEVeL by using quantification over sorts. Temporal operators and
FIEVeL expressions can be combined because we assume that domains are fixed at all
states of our system. For the same reason, we admit that domain-dependent properties
can be externally quantified with respect to basic domains (see Section 2). For instance,
we may want to verify that only an auctioneer can open an auction or that a partici-
pant may eventually become the winner. These properties are formalized in FIEVeL as
follows:

|=A forall X in AID G (done (open,X)->exists A in AUCTIONEER
[A.subject= X]); (D

|=E exists X in AID ( exists P in PARTICIPANT [P.subject=X]
-> F exists W in CURWINNER [W.subject= X]); 2)

While properties that hold in paths where agents may violate norms are useful to
evaluate worst cases and to check whether an institution is robust, the functionality of an
institution can be better evaluated by assuming that all agents are compliant (i.e., behave
according to the norms of the system). For this reason, domain-dependent properties are
specified in two different sections, one where agents are assumed to be compliant and
another where all possible paths are considered.

To express agents compliance, we introduce a new proposition, violation, which is
set to true whenever an obligation is violated. Therefore, illegal states where at least
an obligation has been violated evaluates violation to true: in doing so, our treatment
of agents violations is somehow similar to the approach presented in [16] and [24].
Therefore, to check whether = £ ¢ under the hypothesis of agent compliance we verify
whether:

Er G-wiolation A ¢

while under the hypothesis of agent compliance =4  is checked as follows:

=4 G-wiolation — ¢ and =g G—wiolation A ¢



For example, as mentioned above, assuming that the auctioneer is compliant with
its obligations, we would expect that if a participant makes a bid, the auctioneer will
declare the winner of that round, which can be expressed as follows:

|=A G (happens (offer)—->F happens (currentWinner)) ; 3)

As we can see in Figure 3, property (3) holds only if we assume agents compliance.
Verifying domain-dependent properties by assuming that agents will conform to the
norms of the system not only allows us to check the functionality of an institution, but
also considerably speeds up the verification process (see Table 1).
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Fig. 3. The report generated by our tool during the verification of domain-dependent properties
presented in Section 4.

We think that the availability of a tool for the automatic verification of institutions is
especially useful when a designer wants to change an existing institution by introducing
new institutional actions or norms. By defining new possibilities of actions or limiting
existing ones, certain properties may cease to hold, compromising the functionality
of an institution. In an earlier version of our specification of the English auction, we
introduced the participant status function as an entry point for agents to participate to
an auction. In that specification, among others, we checked, under the hypothesis of
agents compliance, if every opened auction would be eventually closed, as stated by the
following property:

|=A G (happens (open) —-> F happens (close)); @)

After that, we authorized participants to leave the auction during the time comprised
among two consecutive rounds. In our first attempt, property (4) did not loger hold,
since the auctioneer was authorized to declare a new round only if there were at least two
agents (see Figure 1), while it was authorized to close the auction in such circumstances
but was not obliged to do so. We solve this problem by introducing a new obligation for
the auctioneer, and now property (4) is valid in our specification (see Figure 3).



5 Domain-Independent Properties

Domain-independent properties represent general desirable properties of institutions
which stem from our metamodel (see [27]). For instance, a sound specification should
be characterized by the fact that every institutional event must eventually happen in
at least an execution where no violations occur. On the contrary, it would mean that
either the preconditions of the institutional event are never met, that the designer has not
defined the necessary authorizations, or that norms of the institution forbid agents from
executing it whenever they are authorized. In any case, it is important that the designer
becomes aware of this fact, and consider how to modify the institution, otherwise the
definition of such institutional event would be useless.

A second important aspect that distinguishes domain-independent properties from
domain dependent properties is that the former can be automatically generated by stati-
cally analyzing a specification of an institution, without considering the actual purposes
of the designer when he or she has specified it. For instance, we can check whether an
event of type newRound may occur by specifying the following property as a domain
dependent property holding under the hypothesis of agent compliance:

=g G-wiolation A Fhappens(newRound)

The main point is that an event of type newRound is just an intermediate step, al-
though a necessary one, to reach a state in which an agent wins the auction and the
product is sold.

Finally, domain-independent properties are defined to guarantee the rationality of
an institution with respect to the intended semantics of the concepts defined by our
metamodel. For example, norms are introduced in open multiagent systems to con-
strain possible agents’ behaviour, and therefore it must be the case that each norm can
be eventually activated. If we assume that agents are autonomous, it should be pos-
sible for an agent both to violate and fulfill its obligations (and prohibitions), which
means that norms regulate aspects of (social) reality which are contingent. It would be
irrational to define an obligation characterized by an expression that makes it always
fulfilled (or violated) independently of agent actions. Moreover, it should be the case
that once a norm is activated, it ought to eventually reach a final state (fulfilled, vi-
olated, revoked), which guarantees that the whole life-cycle of a norm is limited and
regulated only by the institution that defines it. Assuming that propositions activated;,
violated;, and ful filled; represent the fact that the i-th obligation associated to the j-
th status function are respectively activated, fulfilled, or violated, and that imposed_s f;
and revoked_s f; are true when the j-th status function is assigned or revoked, we can
formalize the properties mentioned above as follows:

. =4 G((tmposed_s f; N activated;) — F(violated;V ful filled;Vrevoked_sf;))
. |Er G(imposed_sf; — Factivated;)

. |Eg G(imposed_sf; — F ful filled;)

. Er G(imposed_sf; — Fuiolated,)

B W =

At the moment, these properties cannot be expressed in FIEVeL. Instead, they are
generated by defining new constants in the Promela model which refer to the state of



each obligation. We are considering how to extend FIEVeL such that a specification
may refer to the current state of agents’ obligations, which is a fundamental step to
specify recovery policies and sanctions for the management of violations.

We think that the definition of a library of domain-independent properties, their au-
tomatic generation and verification is an important aspect of the development of sound
institutions, since they regard the rationality of an institution and reflect certain aspects
that may be critical in the development of an institution. Also, if we consider that a
specification may be composed by many institutional events and norms, the support
provided by a tool spares the designer the tedious task of hand coding them. Finally,
their automatic definition allows the designer to focus his or her attention on the most
relevant aspects of an institution to comply with his or her objectives.

6 The Verification Framework

To check with our tool whether an institution satisfies a set of domain-dependent prop-
erties, the designer must provide a model definition by describing which elements com-
pose each basic domain (see Section 2) and the initial state of the system, defined in
terms of which status functions are imposed on agents at the initial state. Moreover, the
user can select which domain-independent properties must be generated to guarantee
the soundness of the specification. At the moment, we have fully implemented only
the verification of properties described in Section 5, although new domain-independent
properties can be easily defined and incorporated into our tool thanks to its modular
architecture.

Given an institution, a model description, a set of domain dependent properties spec-
ified by the designer, and a set of soundness aspects that should be checked, the tool
automatically verifies the specification and creates a report of the verification activity
as shown in Figure 3, which shows results obtained by checking most of the properties
mentioned in this paper.

When a property does not hold, the model checker generates a counterexample [2,
12], which is used to extract the sequence of base-level events that characterize that
execution. To better interpret why a trace violates a property, we have started to imple-
ment a translation of FIEVeL into a set of Java classes, which should help the designer
to reason in terms of the abstractions provided by FIEVeL and to hide the details related
with Promela and its syntax. Also, such classes represent a fist step to develop a sim-
ulator of institutions, which can help the designer to test his or her own specifications
and to understand how they will evolve by interactively determining events that will be
processed by the institution.

To provide the reader with a feeling of the computational costs of our approach,
we report results obtained during the verification of property (1) presented in Section
4 on a desktop PC with installed Windows and equipped with a pentium 3.0 GHz and
0.5 GB of RAM. Table 1 reports our experiments, where “*” represents the fact that
the verification process requires more than 500 seconds and therefore it has been in-
terrupted. Analyzing results showed in Table 1, we can observe that by increasing the
size of domains representing agents and prices we obtain a very fast growth of time
and memory required to verify such property. This is essentially due to the fact that the



number of agents and prices determines the number of possible events that can be inter-
leaved with time events. Also, in our formalization of the English auction we keep trace
of the order in which agents make their bids, so that the auctioneer is able to declare a
current winner even if two agents have offered the same price during a round (the first
agent that has bid the highest price is declared to be the current winner ). Clearly, this
fact contributes to increasing the number of possible paths that the model checker has
to consider, and hence the amount of required memory and time.

Despite that, we consider our results interesting, considered the complexity of the
specification and compared with our experience in the verification of systems specified
in Promela. Instead, we are not able to offer to the reader any comparison with results
obtained by related works, because most of them do not report any experimental result
[13,28,24] or they mention results related with very simple properties [4]. In every
case, Table 1 clearly indicates that our approach is able to cope only with small domains.
In fact, performances rapidly decay with the growth of the size of the model due to the
number of variables that concur to represent the state of the system and due to embedded
code used to compute events preconditions and propositions of LTL formulas. Several
techniques have been proposed in the literature to solve these problems, and we think
that the most promising for the verification of institutions are predicate abstraction [11]
and symbolic representation [3] of institutional transitions.

Agents Prices Memory (MB)|Time (sec) agent|Memory (MB) |Time (sec)
agent compliance |compliance

3 1 11.164 0.18 61.962 0.93

3 3 12.342 6.17 107.826 74.75

3 5 52.093 42.14 * *

3 7 155.772 170.49 * *

4 1 12.867 0.26 67.81 1.29

4 3 13.162 16.06 116.841 198.10

4 5 58.65 128.34 * *

4 7 179.131 499.59 * *

Table 1. Time and memory required to verify Property (1) of Section 4. Results are reported
showing the size of the considered models and if they have been obtained assuming agent com-
pliance.



7 Discussion and Conclusions

In this paper we have presented a framework for the definition and verification of in-
stitutions. The main advantage of our approach consists in the definition of a language
that allows a designer to specify institutions and their desired properties in terms of a set
of legal and philosophical concepts, and to automatically translate them into the input
language of a model checker. Although in this paper we have exemplified our approach
with a well known protocol, we expect that our framework is suitable for the specifi-
cation and verification of systems where normative constraints and authorizations are
generated by different sources and do not specify a precise sequence of messages and
events. In presence of a collection of deontic positions that come from different sources,
it is important to check that certain properties hold, to guarantee that agents and their
designers can fulfill their objectives.

A few attempts have been previously carried out to apply model checking to verify
institutions. [13] and [4] developed techniques to translate certain aspects of electronic
institutions [8] into the input languages of SPIN or NuSMV [1]. Roughly speaking,
the language presented in [8] describes institutions as composed by protocols, defined
as finite automata, and a systems of norms, which may also regulate the execution of
protocols by prohibiting agents from exchanging certain messages. [13] and [4] fo-
cus their attention only on properties of finite automata (e.g. “it is always possible to
reach a final state”), while they do not take into account normative rules, that is, norms
that model obligations agents get as a consequence of previous actions [8]. Instead, in
our approach the attention is essentially focused on verifying properties of institutional
states, described in terms of status functions, which are intrinsically related with the
norms of the system. Moreover, in [13] each transition of the automata is interpreted an
obligation, while according to [8] transitions represent agents’ permissions. Therefore,
it may occur that properties verified by the model checker actually do not hold in the
original model and vice versa.

In [5,22] the authors distinguish among institutional domain facts and normative
facts (obligations, institutionalized power, and permissions), while in our approach we
proposed a unified view of institutional domain and normative facts. Indeed, we claim
that institutional facts are such only because they imply new normative facts for the
interacting agents, which also represents a significant difference with respect to our
previous attempts to model institutional reality [9].

In the literature only agent actions have been considered relevant to describe insti-
tutions [5, 9,22, 24], and the attention has been focused on a single action type, namely
the act of exchanging a message [8]. The importance of time events has been neglected
[8,24], while not only time events are important for the management of obligations, but
also they can count as institutional events (see Figure 1). For instance, in most cultures
the 18th birthday imposes new status functions on a person.

As we have discussed in Section 6, we are considering how to improve the perfor-
mance of the verification process by applying predicate abstractions [11]. In particular,
we think that the approach presented in [3], where SAT solvers-techniques have been
proposed to increase the efficiency of the abstraction process, could be applied both to
reduce the size of the state space and to obtain institutional paths starting from compu-
tational paths by symbolically representing institutional transitions.
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