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Abstract 

i 

$EVWUDFW�
This thesis builds on the generally accepted view that risk analysis during development and 
operation of systems facilitates security, safety, robustness and cost effectiveness.. We often 
need specialized risk analysis methodologies to fit a particular domain or system. We like to 
exploit the fact that much of the risk analysis terminology is common even if it is used on 
different domains, arranging for interoperability between domains since a methodology 
intended for one domain may have the ability to use parts of methodologies or tools from 
other domains. 
 
The overall goal for this thesis is to develop an architectural framework for model-based risk 
analysis, serving as a foundation for development of model-based risk analysis 
methodologies. The framework will contain a terminology inspired by both risk analysis and 
architectural description based on models. This framework will be called AMBRA - 
Architectural framework for Model-Based Risk Analysis (AMBRA).  
 
We will base us upon an existing risk analysis methodology called CORAS. We also believe a 
well described target system is important in risk analysis, helping the participants to 
understand the system, especially when dealing with the abstract nature of IT-systems. We 
will base ourselves on IEEE-1471 ’Recommended Practice for architectural descriptions of 
software-intensive systems’ for this purpose. This standard emphasizes representing the 
system according to its stakeholders’ interests and by this ensuring relevance and right level 
of details in the models. Moreover its notion of system and overall terminology is very 
general and carries over to most domains. 
 
One of the initial conditions for writing for this thesis was the desire to include the concepts 
from a standard for architectural descriptions in the context of CORAS and the most 
interesting standard to include was IEEE-1471. IEEE-1471 is more ‘abstract’ or ’high-level’ 
than CORAS, which is a concrete methodology. It was therefore necessary to “extract” the 
essence of CORAS before connecting it to IEEE-1471. We compared IEEE-1471 with 
CORAS and decided on a common terminology for AMBRA, including a model of the risk 
management process. We decided to use a ‘judgment study’ and ‘formal theory’ to evaluate 
AMBRA against our success criteria. 
 
We have developed an architectural framework for model-based risk analysis, including a 
general terminology combining risk analysis terms from CORAS with terms from IEEE-1471. 
The framework is not completed; some tasks are left for future work. We have also created a 
conceptual model of the risk management process with sub processes and activities including 
terms from IEEE-1471, expressed in UML and arranged for our work to be an extension, with 
focus on risk analysis, to a MDA framework when finished.  
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�� ,QWURGXFWLRQ�
You have probably heard the term ULVN�DQDO\VLV, but what does it involve? The overall point of 
a risk analysis is to investigate ZKDW�FDQ�JR�ZURQJ�ZLWK�\RXU�V\VWHP and KRZ�FDQ�\RX��SUHYHQW�
LW"�Unless you know every little part of your system you need a structured way like a risk 
analysis to assess it. A useful vehicle in this risk analysis would be models describing your 
system and helping you to answer your questions. The models should describe important 
features about your system in a way you understand and with proper level of details.  
 
This thesis aims to integrate risk analysis in the setting of system development and system 
architecture. This thesis defines an architectural framework for model-based risk analysis. 
Thereby it provides developers of model-based risk analysis methodologies a framework to 
work within. This ensures interoperability between methodologies for risk analysis. It also 
facilitates a tight integration of risk analysis in system development. 
 
In the following we motivate why we consider proper architectural descriptions in 
combination with risk analysis as important. We start with a general explanation of risk 
analysis and architecture, followed by a discussion about risk analysis of IT-systems and 
architecture of IT-systems.    

���� 5LVN�DQDO\VLV�LQ�JHQHUDO�

Every time we are engaged in the development process or operating phase of something we 
are interested in achieving the best result as possible. Unfortunately there is always a 
possibility for unwanted incidents to occur, that may become a problem for our plans. To 
prevent failure of our project we need to assess and monitor all factors which potentially may 
cause harm. For this purpose we conduct risk analysis.  
  
Let us start with a small and naïve example, known to everyone who has been on a beach If 
we want to build a sandcastle we face several threats which may harm our construction. 
Someone might destroy it by tramping on it, a wave might wash it away or weather like rain 
and wind might cause it to crumble away: 

 
)LJXUH�����5LVNV�IRU�D�VDQG�FDVWOH�

The threats could probably destroy our construction, but by analyzing them we can take 
precautions to secure the sand castle. This survey of the threats and their effects could be a 
start of a risk analysis, where the goal is to find treatments for the risks, i.e. ways of reducing 
the probability for them to happen.  
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A way of treating the risk of someone tramping on the castle is building it on a less crowded 
place. The risk for it being washed away by a wave may be treated by building it far away 
from the waterline. The risk for it being destroyed by weather is difficult to treat. We might 
build it in some shelter from wind and rain, but it is not possible to make a sandcastle on a 
beach strong enough to resist rain and wind.  

Another situation where it is important to 
get an overview of possible risks is in a real 
construction situation. We might look upon 
a house as several components which must 
fit in with each other in an acceptable way. 
The constructor needs full overview of the 
requirements of each component, and must 
not overlook anything or make wrong 
estimates as these errors may be costly to 
fix later in the construction phase.  
The constructor follows methods and uses 
materials he reckons give good results, but 
this is not a guarantee for a perfect building.    
In order to achieve success he needs 
thoroughly planning already in the early 
concept stage where the house is designed. 

Making changes to the drawing in this phase are cheap and less complex than in later phases 
as illustrated in Figure 1-2 from [Rausand 91]. It is rarely optimal with improvised ad hoc 
solutions in later phases as implies more and unnecessary work. If we are to return to our 
sandcastle example, Figure 1-3 and Figure 1-4 illustrates how risk analysis is used in different 
stages of the process, before building the sandcastle and after. The cost of not considering 
possible risks in early phases, i.e. before building the sandcastle, is that the work of building 
has to be done twice. This is one of the reasons for why it is important to continuously check 
whether the requirements conform to the construction schedule during all phases. 
    

    

)LJXUH�����5LVN�DQDO\VLV�DIWHU�EXLOGLQJ�

   

)LJXUH�����5LVN�DQDO\VLV�EHIRUH�EXLOGLQJ�

To ensure that every concern is assessed before entering the next stage of constructing, the 
team may conduct a risk analysis. A risk analysis in the constructing context controls whether 
the physical construction of the building (the target system of the risk analysis) conforms to 
the approved cost and risk estimates, existing requirements and premises. Especially they 
evaluate possible modifications and their consequences with respect to other systems in the 

 

)LJXUH�����&RVW�HIILFLHQF\�LQ�HIIRUWV�WR�UHGXFH�ULVNV�
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building. If water pipes are placed in a way that they are exposed to frost there is danger for 
the water freezing, something which may be caught in a risk analysis of the plumbing system 
seen as an independent component of a house.  
 
So in which situations except in the construction phase is it appropriate to do risk analysis of a 
system? In [Rausand 91] the situations where risk analysis normally is used are classified 
according to which SKDVH the system is in: 
7KH�SODQQLQJ�SKDVH�RI�WKH�V\VWHP���
In a construction context this would be the phase where you design the building according to 
the acquirer’s requirements:  

� Risk analysis is used as design tool (helps specify the requirements based on the  risk 
analysis) 

� Risk analysis is used as control mechanism (to control risk level according to 
acceptance level) 

7KH�RSHUDWLQJ�SKDVH�RI�WKH�V\VWHP���
If we continue with examples from a construction context, this phase would be when the 
building is finished, and either a problem has occurred or the acquirer likes to make changes 
to the building: 

� To analyse effects of changes made to the system 
� To analyse causes to problems with the system 

 
An example of risk analysis where a problem has occurred during the system’s operating 
phase is described in Figure 1-5. In this case the system is a person, and the operating phase is 
the daily life of the person: 
A patient visits the hospital with an injured wrist. The doctor does a kind of 
medical risk analysis of the system (i.e. person) which answers the following 
questions: 
���:KDW�LV�WKH�LQMXU\"�
$Q�LQMXUHG�ZULVW�RQ�WKH�OHIW�VLGH��

���+RZ�GRHV�WKH�LQMXU\�DIIHFW�WKH�SHUVRQ"�
7KH�OHIW�DUP�RI�WKH�SDWLHQW�GRHV�QRW�IXQFWLRQ�DV�QRUPDO�EHFDXVH�RI�D�EURNHQ�
ZULVW. 
���:KDW�LQFLGHQW�FDXVHG�WKH�LQMXU\"�

$�IDOO�RQ�VQRZERDUG� 
���:K\�ZDV�WKH�RXWFRPH�D�EURNHQ�ZULVW"�

7KH�ZULVW�GLG�QRW�VWDQG�WKH�ZHLJKW�RI�WKH�SDWLHQW�VXSSRUWLQJ�KLPVHOI�LQ�WKH�IDOO��

���+RZ�WR�UHSDLU�WKH�LQMXU\"�

3XW�ZULVW�LQ�SODVWHU�DFFRUGLQJ�WR�D�VSHFLDO�PHWKRG���

���+RZ�WR�SUHYHQW�LQMXULHV�OLNH�WKLV�LQ�WKH�IXWXUH"�

,W�LV�QRW�SRVVLEOH�WR�PDNH�D�ZULVW�VWURQJ�HQRXJK�WR�UHVLVW�D�IDOO�OLNH�WKLV��EXW�LW�LV�
SRVVLEOH�WR�VWUHQJWKHQ�LW�E\�XVLQJ�ZULVW�SURWHFWLRQ� 

�

)LJXUH�����5LVN�DQDO\VLV�H[DPSOH�

In order to do a successful risk analysis the people involved need to have a clear 
understanding of how the target of the analysis works. In a risk analysis where the target is a 
part of a house, understanding the system could be provided through detailed drawings of the 
building developed by the architect. 
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���� $UFKLWHFWXUH�LQ�JHQHUDO�

It is possible to claim that everything that consists of components has an architecture, i.e. a 
structure of how the components relate to each other. If we were to describe the visible ‘top-
level’ architecture of a human being we could make a drawing of a person with head, arms 
and legs. A general definition of�DUFKLWHFWXUH is “WKH�IXQGDPHQWDO�VWUXFWXUH�RI�DQ�HQWLW\�DQG�
WKH� LQWHUUHODWLRQVKLSV� DPRQJ� LWV� SDUWV� 7KH� DUFKLWHFWXUH� RI� DQ� HQWLW\� FDSWXUHV� LWV� HVVHQWLDO�
IHDWXUHV� DQG� SULQFLSDO� SURSHUWLHV�� LW� DOVR� FDSWXUHV� LWV� PDLQ� FRPSRQHQWV�� KRZ� WKH\� DUH�
VWUXFWXUHG�� KRZ� WKH\� LQWHUDFW�� DQG� WKH� SULQFLSOHV� JXLGLQJ� WKHLU� GHVLJQ� DQG� HYROXWLRQ” 
[Runde,Stølen 03]. 
 
A physical thing like a building is the most obvious example of a something with an 
architecture. The way doors and windows are placed on the different floors, where the walls 
divide the floor into rooms etc is the architecture of a building. It is possible to describe an 
architecture of a building in different notations, but the goal is always to illustrate the 
structure in a way that other people could understand and find useful. Figure 1-6 presents 
examples of architectural descriptions of buildings. 
 

   
)LJXUH�����([DPSOHV�RI�DUFKLWHFWXUDO�GHVFULSWLRQ� � �

When the architect draws the building, he or she decides where walls, doors, water pipes and 
electrical lines will be placed in order to function properly. The drawing will be a common 
point of reference for the architect, the buyer, the contractor and possible subcontractors. In a 
risk analysis context, architectural descriptions could be an important vehicle for the 
participants in the challenge of understanding the target structure and configuration. To make 
accurate and understandable models of the system is crucial and can, as we discuss later, be a 
major challenge when dealing with more abstract systems like IT-systems.  

���� 5LVN�DQDO\VLV�RI�,7�V\VWHPV�

In a way we have gradually become more and more dependent on IT-systems. They are an 
important part of our infrastructure like the telephone system, e-mail, online bank services etc. 
In many cases we are totally dependent on IT-systems and will not manage without them. 
This leads to high demands to developers of IT-systems, as the systems have to be highly 
reliable and robust. An IT-system resembles a house in that it is composed of several 
components, but building IT-systems differs in many ways from constructing houses. It is 
difficult to see or touch the physical organization of an IT-system, therefore making it more 
difficult to investigate the effects of decisions made in development or maintenance. When 
developing an IT-system, changing or repairing it, it is essential to analyse what the effects of 
your decisions will be. This is why we need well defined methods for risk analysis of IT-
systems. A risk analysis helps to discover the effects a change to a component may have on 
the dependent components. The goal of the risk analysis is to get an overview of threats, risks 
and vulnerabilities of the system helping you to design a robust and reliable system.  
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The international standardization organisation (ISO) defines standards for risk analysis related 
to IT-systems and provides this definition of risk analysis: 7KH�SURFHVV�RI�LGHQWLI\LQJ�VHFXULW\�
ULVNV��GHWHUPLQLQJ�WKHLU�PDJQLWXGH��DQG�LGHQWLI\LQJ�DUHDV�QHHGLQJ�VDIHJXDUGV� [ISO13335]  
 
The general purpose of a risk analysis is to evaluate a system or process in order to discover 
its weaknesses and possible ways of improvement. In relation to IT-systems we often focus 
on security and limitations on use or capacity in order to make the system as robust, secure 
and user friendly as possible.  
 
In order to do a successful risk analysis the involved persons need a good understanding of 
how the target system works and what parts it consists of. This is as already mentioned 
especially challenging for IT-systems because of their abstract nature. Creating detailed and 
understandable descriptions of an IT-system’s architecture requires more effort and 
knowledge than with other systems.  

���� $UFKLWHFWXUH�RI�,7�V\VWHPV�

In the context of building a house, the ’architecture’ is the structure and organization of the 
materials and components comprising the house. In an IT-system development context 
’architecture’ could be the way hardware components are used together or the abstract 
structure of program code. 
 
When explaining what the architecture of an IT-system is, it is natural to start with an 
example of one of the most widespread used IT-
systems, -the PC. A common ’PC-system’ consists of 
parts like mouse, keyboard, computer, monitor and 
possibly loudspeakers. Both mouse and keyboard are 
used to provide information to the computer, and 
information from the computer is passed on to the user 
through monitor and speakers.   
The simplest notation for describing architecture of an 
IT-system is the so-called ‘boxes and arrows’-notation. 
The intention is to show the different parts (boxes) of the system, and how they interact 
(arrows). If we were to make a model of our simple IT-system like in Figure 1-7 using ’boxes 
and arrows’-notation it could look like Figure 1-8. In addition to displaying each of the 
elements in the system as boxes, the arrows denote information flow. Information flows from 
the user via mouse and keyboard into the computer, and the computer sends information back 
through monitor and speakers. 
 

 
)LJXUH�����DUFKLWHFWXUDO�GHVFULSWLRQ�RI�D�VLPSOH�,7�V\VWHP�

There exist several other notations and conventions for describing IT-systems, which focus on 
different aspects like dataflow, the different states of a system, interaction between 
components or diagrams showing typical use cases. For more information about these 

 
)LJXUH�����D�VLPSOH�,7�V\VWHP�
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notations we refer to Unified Modelling Language (UML) [UML]. The most important is that 
the models are made in a way which other people can understand and therefore be used as a 
foundation for system evaluation. 
 
In this thesis we focus on a particular standard for architectural description of IT-systems 
called ”IEEE-1471 Recommended practice for Architectural Description of Software-
intensive Systems” [IEEE1471]. A more detailed presentation of this will be provided in 
Chapter 2. 

���� 7KH�RYHUDOO�DLP�DQG�UDWLRQDOH�

There is a common understanding that risk analysis may contribute to discover weaknesses of 
a system in an early phase of the system development process or during operation. This could 
reduce the costs by avoiding expensive redesign if the risks were discovered in later phases. It 
is also considered important to conduct risk analysis before changing a system and when 
investigating causes of errors or accidents. Our focus will be on risk analysis in connection 
with IT-systems.   �
 
This thesis builds on the overall hypothesis that risk analysis of systems during development 
and operation is necessary in order to achieve secure, safe, reliable and cost-effective systems. 
 
In order to emphasize the different systems characteristics developers often need to specialize 
risk analysis methodologies to fit a particular domain or system. A telephone system for 
emergency calls has for instance much higher demands to availability than a system recording 
all the books in a library. We like to exploit the fact that much of the risk analysis 
terminology is common even if it is used on different domains. By collecting this terminology 
in a general framework, it will function as a foundation for the development of risk analysis 
methodologies. We will by this arrange for interoperability between domains since a risk 
analysis methodology intended for one domain have the ability to use parts of methodologies 
or tools from other domains.  
 
The goal is to develop an architectural framework with a terminology influenced of both risk 
analysis and the conventions for architectural descriptions focusing on the use of models. This 
framework will be called AMBRA - Architectural framework for Model-Based Risk Analysis 
(AMBRA).  In addition the framework will arrange for future inclusion of a guideline and a 
library for reusable components (see Chapter 7). 
 
To ensure the inclusion of all relevant concepts from risk analysis in our terminology we will 
base us upon an existing model-based risk analysis methodology called CORAS (see Section 
2.4). By using a model-based risk analysis methodology as a foundation for our work we 
strengthens IEEE-1471’s focus on models. �
 
As already stated we intend the terminology to include terms from a standard for architectural 
description. We believe a well described target system is important for the risk analysis 
results by helping the participants understand the system, especially when dealing with the 
abstract nature of IT-systems. The models of how a system is organized, i.e. the architecture 
of the system, may be described according to different types of conventions. We make use of 
IEEE-1471 because its notion of system and its terminology is general and carries over to 
most domains. 
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Models of same type of systems, used in different risk analysis, may have elements in 
common in the same manner as terminology used in different domains. Therefore it is 
possible to reuse models of same type system if they are stored in a structure optimized for 
intuitive and efficient retrieval. If one conducts multiple risk analysis of the same type of 
system, one may reuse previous models of the system and thus reduce costs and effort. Also 
known threats and weaknesses of one type of system may be reused in risk analysis on similar 
systems. This motivates for the importance of storing results from risk analysis in a structure 
which makes it easy to efficient retrieve relevant information for the risk analyst. 
 
AMBRA will define the phases the risk management process should include and the concepts 
a risk management activity should document, but not impose the exact risk analysis 
techniques to use.  
 
The overall goal for this thesis is to develop an architectural framework for model-based risk 
analysis, serving as a foundation for development of model-based risk analysis 
methodologies. The framework will contain a terminology inspired by both risk analysis and 
architectural description based on models. Our intention is not to develop the complete 
AMBRA, but to centre on the terminology part.    
 

���� 2XU�PHWKRGRORJLFDO�DSSURDFK�

This Section is meant to provide the reader with an overview of our methodological approach. 
Details about each stage in the process are left to subsequent Sections.  
One of the initial conditions for writing for this thesis was the desire to include the concepts 
from a standard for architectural descriptions in the context of CORAS. The most interesting 
standard to include was IEEE-1471, which is described with a useful and understandable 
conceptual specification. IEEE-1471 is recognised as a “framework for defining architecture” 
i.e. more abstract than CORAS which is a concrete methodology. Hence it was necessary to 
“extract” the essence of CORAS into a more abstract specification of model-based risk 
analysis, before connecting it with the conceptual specification in IEEE-1471. Obviously it 
would be difficult to abstract the whole methodology, therefore we decided to concentrate on 
the documentation framework in CORAS. This framework is described with a conceptual 
specification similar to the model in IEEE-1471 and appropriate for our use. Then we started 
comparing the terms and concepts in IEEE-1471 with CORAS, deciding which terms and 
interpretations to use in AMBRA. After settled for a complete terminology for AMBRA, we 
extended the conceptual specification of IEEE-1471 with the specification abstracted from 
CORAS forming a conceptual specification of AMBRA. This conceptual specification also 
includes a description of the risk management process according to CORAS. 
 
Initially we formulated five success criteria supporting a superior success criterion for 
AMBRA, stating our requirements to AMBRA. Several different research strategies were 
considered in order to find the appropriate ones to evaluate these criteria. We decided to use 
two types of strategies, a judgment study where a set of people ‘judge’ AMBRA and formal 
theory based on logical and sound argumentation. In addition to this evaluation of AMBRA, 
there is a Chapter discussing different general aspects of AMBRA in the end of the thesis.    
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���� 7KHVLV�VWUXFWXUH�

This is a presentation of the structure of this thesis.  
 

• Chapter 1 “,QWURGXFWLRQ”  
This Chapter introduces the motivation for the development of AMBRA, describing 
ULVN�DQDO\VLV and DUFKLWHFWXUH to provide a basic comprehension of these concepts 
necessary for understanding the rest of the thesis 
 

• Chapter 2 “%DFNJURXQG�DQG�2YHUDOO�&RQWH[W”  
Provides background information about the different foundations for developing   
AMBRA. We believe the reader will find it useful to have some knowledge about the 
basic frameworks AMBRA will rely on. 
 

• Chapter 3 “3UREOHP�DQDO\VLV”  
Gives a detailed survey of the motivation for this thesis and describes how we plan to 
validate AMBRA when finished. 
 

• Chapter 4 “5HODWLRQVKLSV�LQ�WHUPLQRORJ\�EHWZHHQ�,(((������DQG�&25$6” 
Discusses the differences and similarities between the two frameworks. 

 
• Chapter 5 “)RUPDOL]LQJ�WKH�$0%5$�7HUPLQRORJ\” 

Gives the full description of the AMBRA terminology specified in UML. 
 

• Chapter 6 “(YDOXDWLRQ�RI�$0%5$�DJDLQVW�6XFFHVV�FULWHULD” 
Different aspects of AMBRA are evaluated against the initial criteria for success 
 

• Chapter 7 “'LVFXVVLRQ”   
An evaluation of the decisions made during development of AMBRA. 
 

• Chapter 8 “&RQFOXVLRQV” 
Provides the reader with the main findings from the development of AMBRA, 
subjects for further work with AMBRA and other related work. 
 

• 5HIHUHQFHV 
References to sources of information used in this thesis. 
 

• $SSHQGL[ 
- Questionnaire from the Judgment study. As a part of the validation motivated 

in Chapter 3 a judgment study was conducted to assess AMBRA 
- Introduction to Object Management Group (OMG) 
- The five RM-ODP viewpoints 
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Figure 1-11 gives a description of the thesis structure and the arrows indicates alternative 
sequences of reading the thesis. If the reader is not interested in the motivation for developing 
AMBRA, only in the framework itself, he or she may skip Chapter 3 and 4.    
 

 
)LJXUH�����5HDGLQJ�JXLGH�WR�WKH�WKHVLV�
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�� %DFNJURXQG�DQG�2YHUDOO�&RQWH[W�
This Chapter gives an introduction to architectural frameworks in general and how AMBRA 
relates to the specific frameworks like CORAS, IEEE-1471 and MDA. This is followed by a 
presentation of the core concepts of each of the frameworks. In addition we provide a Section 
about UML and an introduction to the different levels of architecture, ‘the architectural 
hierarchy’. Even if you are familiar with some of these topics, we still recommend you to read 
this Chapter as it provides useful information for the rest of the thesis.  

���� $Q�LQWURGXFWLRQ�WR�DUFKLWHFWXUDO�IUDPHZRUNV�

In our previous work we have only discussed architecture in relationship with physical things. 
However, also conceptual entities may have architecture like e.g. an enterprise, the structure 
of a system development process or the internal organization of a database. In the introduction 
‘architecture’ was defined as “WKH� IXQGDPHQWDO� VWUXFWXUH� RI� DQ� HQWLW\� DQG� WKH�

LQWHUUHODWLRQVKLSV�DPRQJ�LWV�SDUWV� 7KH�DUFKLWHFWXUH�RI�DQ�HQWLW\�FDSWXUHV�LWV�HVVHQWLDO�IHDWXUHV�
DQG�SULQFLSDO�SURSHUWLHV��LW�DOVR�FDSWXUHV�LWV�PDLQ�FRPSRQHQWV��KRZ�WKH\�DUH�VWUXFWXUHG��KRZ�
WKH\�LQWHUDFW��DQG�WKH�SULQFLSOHV�JXLGLQJ�WKHLU�GHVLJQ�DQG�HYROXWLRQ.” As should be clear, this 
definition does not limit itself to only physical objects. 
 
An example of a non-physical-object with an architecture is the process of software 
development. For illustration purposes we use the ‘Waterfall method’ [Sommerville 95] for 
system development, well-known by many in the IT- industry. 
This process may be divided into several stages or components like ‘analysis’, ‘design’, 
‘implementation’, ‘testing’ and ‘maintenance’. The order in which we execute these 
components is not arbitrary, the initial requirements must exist before design, and testing 
requires an implemented system. 
A possible architectural description of the stages in this process is illustrated in Figure 2-1; 
boxes are components and arrows denote information flow: 
 

 
)LJXUH�����([DPSOH�RI�DUFKLWHFWXUH�RI�D�V\VWHP�GHYHORSPHQW�SURFHVV�

This architectural description could be an example of a simplified framework for how to build 
a software system. This framework describes the coarse features of the development process, 
i.e. the different components and the dependencies between them.  
 
�
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:KDW�LV�D�IUDPHZRUN�UHDOO\"��
Merriam-Webster’s Collegiate Dictionary [meriamwebster.com] defines framework as:  
1: a) a basic conceptual structure (as of ideas) <WKH�IUDPHZRUN�RI�WKH�FRQVWLWXWLRQ>  
    b) a skeletal, openwork, or structural frame 
2 : Frame of reference, which is defined as: 

1: a set of ideas, conditions, or assumptions that determine how something will be 
approached, perceived, or understood <D�0DU[LDQ�IUDPH�RI�UHIHUHQFH> 

Merriam-Webster’s Collegiate Thesaurus [meriamwebster.com] claims that framework is 
synonymous with structure; a structure is defined as ‘something made up of more or less 
interdependent elements and having a definite organizational pattern <WKH� FRPSOH[�
EXUHDXFUDWLF�VWUXFWXUH�RI�PRGHUQ�JRYHUQPHQW>. 
 
An architectural framework is therefore a description of the structure of architectures, 
providing a point of reference for the architecture builders. 

���� $0%5$�DQG�5HODWHG�)UDPHZRUNV�

AMBRA will be related to the following architectural frameworks: the 5HFRPPHQGHG�
3UDFWLFH� IRU� $UFKLWHFWXUDO� 'HVFULSWLRQ� RI� 6RIWZDUH�LQWHQVLYH� 6\VWHPV� (IEEE-1471) 
[IEEE1471].This is a framework providing guidelines for how to describe the structure of an 
IT-system and AMBRA should include a specialization of this standard. IEEE-1471 is further 
discussed in Section 2.3.  
 
AMBRA is indirectly related to the 5HIHUHQFH�0RGHO�IRU�2SHQ�'LVWULEXWHG�3URFHVVLQJ (RM-
ODP) [ISO10746] (see Figure 2-2). RM-ODP is a framework with guidelines for how to 
create system development methods for developing distributed systems. IEEE-1471 is 
recognized as a documentation vehicle for RM-ODP, used as an inspiration for how to 
document the system. RM-ODP is briefly discussed in Section 2.3.1.1, for extensive 
information about practical use of RM-ODP we refer to [Putman01].  
 
AMBRA is inspired by the 0RGHO�GULYHQ� $UFKLWHFWXUH (MDA) [omg.org/mda]. In 
[Runde,Stølen 03] the authors have made an effort to explain MDA: “D� IUDPHZRUN� IRU�

GHILQLQJ V\VWHP� DUFKLWHFWXUH� GHYHORSPHQW� PHWKRGRORJLHV� E\� JLYLQJ� GLUHFWLRQV� IRU� PDNLQJ 
DUFKLWHFWXUHV�� VHUYLQJ� DV� D� WRRO�ER[� IRU� V\VWHP� GHYHORSHUV� DQG� V\VWHP� DUFKLWHFWV� DQG�
IDFLOLWDWLQJ� LQWHJUDWLRQ�DQG� LQWHURSHUDELOLW\�EHWZHHQ�V\VWHPV´. MDA is based on the use of 
models of the system. This intends to facilitate communication between people involved in 
the process and is by many recognized as the new direction for system development. IEEE-
1471 has been a foundation for the work with MDA. Our work will focus on the use of 
models inspired by MDA which is described in Section 2.5.  
 
AMBRA will include an abstraction of CORAS, which is a more concrete framework than the 
previous three. CORAS is a complete methodology for risk analysis, i.e. a detailed framework 
for how to conduct risk analysis. This thesis will include concepts related to risk analysis 
based on parts of CORAS. Particularly interesting is the structure CORAS use for 
documenting results from a risk analysis which is based on RM-ODP. The reader will be 
introduced to CORAS is in Section 2.4.  
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Figure 2-2 illustrates the relationships between the different frameworks 1:  

 
)LJXUH�����)UDPHZRUNV�DQG�KRZ�WKH\�UHODWH��

�

6R��LQ�WKH�HQG��ZKDW�LV�$0%5$�PHDQW�WR�EH"�
The result of this work will be an architectural framework for model-based risk analysis. With 
foundation in a well defined risk analysis methodology (CORAS) and an internationally 
accepted standard for architectural description (IEEE-1471), the goal is to create an 
architectural framework for the development of model-based risk analysis methodologies. We 
believe this will facilitate the development by defining relevant concepts and their 
dependencies which a method should include, i.e. an architecture for this type of 
methodology. The framework will not define how the analysis should be performed, i.e. 
which specific risk analysis techniques to use.   

���� ,(((��������µ5HFRPPHQGHG�3UDFWLFH�IRU�$UFKLWHFWXUDO�
'HVFULSWLRQ�RI�6RIWZDUH�LQWHQVLYH�6\VWHPV¶�

IEEE-1471 “Recommended Practice for Architectural Description of Software-intensive 
Systems” [IEEE1471] is defined by the Institute of Electrical and Electronics Engineers Inc 
(IEEE) [ieee.org]. A so-called ‘5HFRPPHQGHG�SUDFWLFH¶��is�one of the types of IEEE-standard. 
The adoption and interpretation of a recommended practice is the responsibility of the using 
organization, but the authors hope it will evolve to a standard with wide use. The standard is 
published by the IEEE Software Engineering Standards Committee (SESC) [SESC] whose 
vision is to develop a family of products and services based on software engineering 
standards.   
The standard focuses on how to describe the architecture of software-intensive systems, by 
providing a basic framework for the content of such a description. Software intensive systems 
are systems where software contributes essential to the design, construction, deployment and 

                                                   
1 The boxes illustrate frameworks and lines denote relationship between them. The type of relationship is given 
by the associated line name, and the shaded areas denote the types of frameworks. The frameworks are situated 
according to their level of abstraction where IEEE-1471 as the most abstract and general one is placed on the 
top. 
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evolution of the system. However, the overall terminology is general and carries over to 
systems in general. 
 
According to IEEE-1471 architectural descriptions could be used for: 

� Expression of the system and its evolution 
� Communication among the system stakeholders 
� Evaluation and comparison of architectures in a consistent manner 
� Planning, managing, and executing the activities of system development 
� Expression of the persistent characteristics and supporting principles of a system to 

guide acceptable change 
� Verification of a system implementation’s compliance with an architectural 

description 
� Recording contributions to the body of knowledge of software-intensive systems 

architecture 
 
This recommended practice claims then to facilitate the expression and communication of 

architectures and thus be a 
foundation for quality and 
cost gains through 
standardization of elements 
and practices for 
architectural description.  
IEEE-1471 defines 
architecture as “the 
fundamental organization 
of a system, embodied in its 
components, their 
relationships to each other 
and the environment, and 
the principles governing its 
design and evolution”. 

 
The recommended practice emphasizes that systems have an architecture that can be recorded 
by an architectural description, and every system has one or more stakeholders with some 
concerns about the system. 
 
An IEEE-1471 compliant architectural description must (in brief): 

� Define the stakeholders for the system (whose architecture is being described) 
� Define those stakeholders concerns 
� Select a set of viewpoints for the description 
� Describe the system in a series of models 

o The models are organized into views 
o Each view much be conformant to exactly one selected viewpoint 

� Some minor ancillary requirements 
 
The architectural description recommended in the IEEE-1471 is organized by YLHZV, each 
view conforms to one of the YLHZSRLQWV. Each view addresses one or more of the concerns of 
the systems stakeholders. A view is a representation of the entire system from a single 
perspective and may consist of one or more architectural models (e.g. figure/diagram). 
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Each architectural model is developed using methods established by its associated 
architectural viewpoint. The recommended practice is meant to reflect the generally accepted 
trends in practices for architectural descriptions, and provide a technical framework for 
further evolution in this area. Figure 2-3 from IEEE-1471 provides a summary of the key 
concepts and their inter-relationships like view, stakeholder and architectural description2.  
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)LJXUH�����WKH�FRQFHSWXDO�PRGHO�RI�DQ�DUFKLWHFWXUDO�GHVFULSWLRQ�

One of the intentions with IEEE-1471 is to help to ensure that architectures take into 
consideration the context of the system of interest. It also helps to ensure that architectural 
descriptions will be structured to meet the needs of the multiple stakeholders of the system. 
 
The intended users of this standard are divided into two classes: 
The first class of intended users of IEEE-1471 are stakeholders in system development and 
evolution, typically:  

� Those that use, own, and acquire the system (users, operators, and acquirers or 
clients). 

� Those that develop describe and document architectures (architects). 

                                                   
2 According to IEEE-1471 Figure 2-3 presents ‘the concepts in the context of an architecture for a particular 
system and an associated architectural description. This is not to assume or require that a system has only one 
architecture or that there is only one architectural description depicting that architecture.  
In the Figure, boxes represent classes of things. Lines connecting boxes represent associations between things. 
An association has two roles (one in each direction). A role can optionally be named with a label. The role from 
A to B is closest to B, and vice versa. For example, the roles between SYSTEM and ENVIRONMENT can be 
read: A SYSTEM inhabits an ENVIRONMENT, and an ENVIRONMENT influences a SYSTEM. In the Figure, 
roles are one-to-one unless otherwise noted. A role can have a multiplicity, e.g., a role marked with “1..*” is 
used to denote many, as in a one-to-many or many-to-many association. A diamond (at the end of an association 
line) denotes a part-of relationship. For example, VIEWS are a part of an ARCHITECTURAL DESCRIPTION.’ 
This notation is from the Unified Modelling Language Specification [UML]. 
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� Those that develop deliver and maintain the system (architects, designers, 
programmers, maintainers, testers, domain engineers, quality assurance staff, 
configuration management staff, suppliers and project managers or developers). 

� Those who oversee and evaluate systems and their development (chief information 
officer, auditors, and independent assessors). 

 
The secondary class of users are:  

� Those involved in the enterprise-wide infrastructure activities that span multiple 
system developments, including methodologists, process and process-improvement 
engineers, researchers, producers of standards, tool-builders and trainers.  

 
The standard does not recommend a specific architectural description language (ADL). The 
reason is that there is no consensus among the broad spectrum of potential user-communities 
for IEEE-1471 on any ADL. In fact there is no consensus on what the requirements for an 
ADL should be. There is, however, a consensus that architects should choose their notations 
carefully, document these choices, and be encouraged to use well-founded ADLs. The 
philosophy of IEEE-1471 is to use the right tool for the job: use notations appropriate to 
addressing the architectural concerns that specifically arise for the system at hand. 

������ &RPSHWLWRUV�WR�,(((������

There exist other standards for architectural descriptions which may be viewed as competitors 
to IEEE-1471. In the following we provide a brief description of some well-known: RM-
ODP, TOGAF and C4ISR-AF. In common for they all is the use of concepts from the 
terminology in IEEE-1471 extended with more details and often a concrete methodology. 

�������� µ50�2'3¶�

The Reference Model for Open Distributed Processing systems (RM-ODP) [ISO10746] 
defines concepts and structuring rules for how to describe the architecture of distributed 
systems in an object-oriented manner.  
RM-ODP is internationally accepted by the International Standards Organization (ISO) and 
the International Telecommunication Union (ITU).  
 
RM-ODP is much used in mission-critical systems industries such as e.g. 
telecommunications, health care and financial services industry. The standard is also used as 
foundation for the Object Management Group’s work with Object Management Architecture 
(OMA), used for defining enterprise architectures and software architectures.  
Like IEEE-1471, RM-ODP also uses viewpoints, but limits itself to five different types. 
According to RM-ODP a viewpoint is a part of the specification of a complete system, 
including information relevant to some particular area of concern.  
The five types of viewpoints all complement each other and allow for a thorough and 
complete description of the system. The term “system” is understood in a general, system-
theoretic sense. This is allows for the interpretation of this term to vary from a specific 
(hardware or software) component of the distributed information processing system of an 
organization, to the whole information processing system, even an enterprise or organization.      
 
It is possible to claim that IEEE-1471 is a more abstract reference framework than RM-ODP. 
RM-ODP has five predefined viewpoints, while IEEE-1471 only specifies that an 
architectural description should include one or more views and viewpoints.  
IEEE-1471 is a kind of documentation vehicle for RM-ODP by providing an organizing 
framework for the architectural descriptions. RM-ODP can be seen as additional normative 
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restrictions on IEEE-1471convetions for architectural descriptions. For further information 
about use of RM-ODP see [Putman01]. 

�������� µ72*$)¶�

The open Group Architectural Framework (TOGAF) is an architectural framework that 
includes both architectural descriptions and the methodologies used to produce these.  
According to the Open Group, TOGAF enables you to “design, evaluate, and build the right 
architecture for your organization”  
TOGAF consists of two main parts:  
7KH�72*$)�$UFKLWHFWXUH�'HYHORSPHQW�0HWKRG��$'0�, which explains how to derive an 
organization-specific IT architecture that addresses business requirements. This includes:  

� A way of developing the architecture  
� Architectural views  
� Examples and linkages to practical case studies  
� Tools for architecture development  

7KH�72*$)�)RXQGDWLRQ�$UFKLWHFWXUH: an architecture of generic services and functions that 
provides a foundation on which specific architectures and architectural building blocks can be 
built. This includes a database of open industry standards that can be used to define the 
particular services and other components of an organization-specific architecture  
 
TOGAF encourages but does not mandate the use of IEEE-1471. Organizations that have 
incorporated, or plan to incorporate, IEEE-1471 into their IT architecture practice should find 
that although some of the terminology used is not completely consistent with it, none of the 
key concepts in TOGAF is incompatible with this standard,. 
 
An example used in TOGAF is the use of the terms "Business Architecture", "Technical 
Architecture", etc. These terms reflect common usage, but are at variance with IEEE-1471 (in 
which "architecture" is a property of a thing, not a thing in its own right). The plan is a 
gradually convergence between TOGAF and relevant standards for architecture description as 
IEEE-1471 gains increased acceptance within the industry. [TOGAF] 

�������� �µ&�,65�$)¶�

The Command, Control, Communication, Computer, Information, Surveillance, 
Reconnaissance – Architectural Framework (C4ISR-AF) is an architectural framework used 
in the defence sector. C4ISR-AF focuses primarily on interoperability, targeting both 
operational, system and technical aspects of command, control, communication and 
information systems (i.e. C4I systems). In C4ISR-AF, architectural descriptions are divided 
into three major perspectives (views) that logically combine to describe the architecture. 
These three views are the operational, systems and technical views.  
Like with RM-ODP, C4ISR-AF also can be seen as additional normative restrictions on 
IEEE-1471 architectural descriptions. However, even if the architecture products in C4ISR-
AF are targeted towards describing C4I systems with many C4I-specific concerns, many are 
generally applicable. For further information about C4ISR-AF we refer to [C4ISR-AF]. 
 

���� &25$6�±�µ$�SODWIRUP�IRU�ULVN�DQDO\VLV�RI�VHFXULW\�FULWLFDO�
V\VWHPV¶�

CORAS is a research and technological development project under Information Society 
Technologies (IST) Program. One of the main objectives of CORAS is “to develop a practical 
framework for a precise, unambiguous and efficient risk analysis, by exploiting the synthesis 
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of risk analysis methods with semiformal specification methods (in particular, methods for 
object oriented modelling) and computerized tools, in order to improve the risk analysis of 
security critical systems” [nr.no/coras]. 
 
CORAS is characterized by: 

� Techniques from risk analysis methods  
� Patterns and methodology for UML oriented modelling 
� A risk management process based on [AS/NZS4360] and  [ISO17799] 
� A risk documentation framework based on RM-ODP [ISO10746] 
� An integrated risk management and system development process  
� A platform for tool-inclusion based on XML  

 
We believe CORAS is a well defined and thoroughly tested risk analysis methodology, and 
will use it as a basis for the risk analysis concepts in AMBRA.  
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)LJXUH�����7KH�&25$6�5LVN�'RFXPHQWDWLRQ�)UDPHZRUN��

In order to abstract the essence of CORAS we find it sensible to look at the documentation 
framework as a basis for this. The framework illustrates important terms and relationships in a 
risk analysis methodology, but does not include details about which techniques that should be 
used. Figure 2-4 from [CORAS] illustrates the documentation framework in CORAS, which 
uses terms like “concern”, “viewpoint” and “models” all recognized from IEEE-1471.  
 
There exists several publications and reports concerning CORAS, in this thesis we will 
mainly use [Braber et.al. 03] and[Lund et.al. 03] as reference. 
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The UHODWLRQVKLSV between central terms in CORAS risk documentation framework (Figure 2-4) is 
displayed in Figure 2-5 [Lund et.al. 03]. It shows the dependencies between analysis results, and 
illustrates what information is important to capture during a risk analysis.  
�
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)LJXUH�����$�FRQFHSWXDO�PRGHO�RI�&25$6
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The definitions of the terms in Figure 2-5 are taken from [Lund et.al. 03] and are as follows: 

� 6WDNHKROGHU��A person or organization who has interest in the assessed system. 
� (QWLW\��An entity becomes an asset when assigned a value by a stakeholder. 
� $VVHW��A part or feature of the system that has value for one of the stakeholders. 
� 7KUHDW��A potential cause of an unwanted incident, which may result in harm to a system 

or organization and its assets. 
� 9XOQHUDELOLW\��A weakness with respect to an asset or group of assets which can be 

exploited by one or more threats. 
� 5LVN��An unwanted incident that has been assigned a consequence value, a frequency 

value and a resulting risk value.  
� $EVWUDFW�ULVN��The common properties of risks and risk themes, such as risk value. 
� 5LVN�WKHPH��A categorization of similar risks, assigned its own risk value. 
� 7UHDWPHQW�HIIHFW��A treatment’s capability to reduce the risk value of a particular risk.�

� 7UHDWPHQW��A way of reducing the risk value of a risk or risk theme. 
� 8QZDQWHG�LQFLGHQW��An undesired event that may reduce the value of an asset 
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7R�VXPPDUL]H��
Sections 2.2 and 2.3 have shortly introduced you to IEEE-1471 and CORAS, in Figure 2-6 we 
have illustrated how AMBRA relates to them. 
 

 
)LJXUH�����5HODWLRQVKLSV�,(((�������$0%5$�DQG�&25$6��

 

���� �0'$���µ0RGHO�'ULYHQ�$UFKLWHFWXUH¶�

The standardization organization OMG (Object Management Group) is currently working on 
developing a model-driven3 framework for the software development process. The need for an 
architecture using object technology, meant for distributed application integration with focus 
on reusability of components, interoperability and portability, lead to development of the 
Model Driven Architecture™ (MDA™)  
MDA is referred to as a new way of writing specifications and developing applications, with 
foundation in the IEEE-1471. It is claimed to improve quality and efficiency by facilitating 
precise communication and interaction between stakeholders and also reduce maintenance 
costs by providing possibility for reuse. The aim is to raise the level of abstraction so that 
models, rather than implementation code, become the main units of reuse. 
 
MDA development is model-based and uses models to specify, visualize and document the 
system before the actual coding. This type of development focuses first on the functionality 
and behaviour of distributed applications or systems, independent of the technologies in 
which it will be implemented. MDA separates implementation details from business functions 
and OMG therefore claims there is no need for repeating the process of modelling an 
application or system's functionality and behaviour each time a new technology comes along 
[omg.org/mda]. 
 
Someone think the documentation on MDA from OMG does not explain exactly ZKDW MDA 
is, and the authors of [Runde,Stølen 03] make an effort to answer this question. They view 
MDA as “D�IUDPHZRUN�IRU�GHILQLQJ�V\VWHP�DUFKLWHFWXUH�GHYHORSPHQW�PHWKRGRORJLHV�E\�JLYLQJ�
GLUHFWLRQV�IRU�PDNLQJ�DUFKLWHFWXUHV��VHUYLQJ�DV�D� WRRO�ER[�IRU�V\VWHP�GHYHORSHUV�DQG�V\VWHP�
DUFKLWHFWV��DQG�IDFLOLWDWLQJ�LQWHJUDWLRQ�DQG�LQWHURSHUDELOLW\�EHWZHHQ�V\VWHPV�´ [Runde,Stølen 
03] specify in their article the three parts of the framework in a terminology, a library of 
reusable elements and a methodology. The main focus of the article is the terminology part. 
                                                   
3 In order to avoid confusion we will not make any distinction between the terms PRGHO�GULYHQ and PRGHO�EDVHG 
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Figure 2-7 illustrates the MDA framework, marking the parts we reckon as too specific and 
detailed for this thesis with dashed lines. 
 

 
)LJXUH�����7KH�0'$�IUDPHZRUN�

The OLEUDU\�RI�UHXVDEOH�HOHPHQWV�in MDA should according to OMG include models for use 
across different applications, and the PHWKRGRORJ\ should include a concrete methodology of 
MDA with aspects like compliance checking, conformance checking and instantiation of 
library elements. [Runde,Stølen 03] discuss these parts only superficial, because they find the 
specification made of OMG somewhat weak and unsatisfactory described. 
 
Figure 2-8 taken from the article4, introduces MDA in the hierarchy of architectural levels.�
Each level in the Figure is a possible instance of the level above, and an analogy to the 
process of building a house is used:  
 

 
)LJXUH�����7KH�KLHUDUFK\�RI�DUFKLWHFWXUDO�OHYHOV�

MDA is meant to be a framework for defining methods for system development. In almost the 
same manner there exist superior building laws and regulations when a contractor plans a 
house. According to these superior laws and regulations the contractor develops a process for 
building a special type of house, e.g. a sky scraper. As a step in this process he creates an 
architectural description of the sky scraper. The next step in the process is building the sky 
scraper according to the description he made in the previous step. 
 

                                                   
4 The Figure is recreated with basis in an equivalent Figure in [KRS03]. 
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���� 80/���µ8QLILHG�0RGHOOLQJ�/DQJXDJH¶�

The unified modelling language (UML) is defined as a standard by OMG (Object 
Management Group). UML enjoys a widespread industry support because it is recognized as 
methodology-independent. Regardless of the methodology used to perform analysis or design, 
it is claimed that it is possible to use UML to express the results. This is a common language 
that can be used from product conception to delivery, from system to detailed design levels. 
UML is suitable for creating models of a system which is helpful in specifying, visualizing 
and documenting a system. UML is also one of the foundations in OMG’s work with model-
driven architecture (MDA).  
 
80/�GHILQHV�WZHOYH�W\SHV�RI�GLDJUDPV�GLYLGHG�LQWR�WKUHH�FDWHJRULHV���

• Class Diagram, Object Diagram, Component Diagram, and Deployment Diagram 
represent static application structure. 

 
• Use Case Diagrams, Sequence Diagrams, Activity Diagrams, Collaboration Diagrams, 

and Statechart Diagrams represent different aspects of the systems’ dynamic 
behaviour. 

 
• Model Management Diagrams include Packages, Subsystems, and Models represent 

ways one can organize and manage application modules  
 
In this thesis we will mainly use ‘the class diagram’ which lets us model the concepts in 
AMBRA and the relationships between them. We expect the reader to be familiar with UML 
notations like cardinality, aggregation, specialization and roles. The version we will use is 
UML 1.4. For more information about UML we refer to [UML].  

���� $Q�LQWURGXFWLRQ�WR�WKH�µDUFKLWHFWXUDO�KLHUDUFK\¶�

As already mentioned ‘architecture’ is not only used for describing the structure of a system 
or a building, but also the how the system was developed, i.e. the methodology. In the case 
with AMBRA we are describing an architectural framework for a methodology, not a system. 
In the same manner as they do in [Runde,Stølen 03] we have tried to illustrate the hierarchy of 
architectures in relation to our focus on risk analysis in Figure 2-9. As an example analogy we 
have used the process of medical treatment which in many cases resembles a risk analysis 
process.  The Figure is divided into different levels where the lower level is a possible 
instance of the level above. At the top level you find basic medical conventions relevant for 
all types of medical treatment. Based on this scientists develop a method for examination in 
order to discover an injury or disease. This also leads to a description of how to apply the 
treatment to the patient. If the treatment was applied successfully the result is a healthy 
person. 
 
In the same manner we have described an example from risk analysis. On the top level we 
have a framework for defining risk analysis methodologies which AMBRA is an example of. 
A possible instance of AMBRA is the CORAS risk analysis methodology. Applying this 
methodology may result in a recommendation of a security architecture like a firewall 
solution. The result of implementing this architecture will probably be a more secure system. 
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)LJXUH�����$UFKLWHFWXUH�OHYHOV�LQ�UHODWLRQ�ZLWK�ULVN�DQDO\VLV�

 
This thesis will address high level architecture in the same level as MDA and RM-ODP, but 
unlike MDA and RM-ODP which focus on system development methodologies, we will focus 
on risk analysis methodologies.  
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�� 3UREOHP�$QDO\VLV�
In Section 1.5 we motivated the development of AMBRA. The overall argument was the need 
for risk analysis in order to achieve secure, safe, robust and cost-effective systems. In risk 
analysis much is common between different domains. This motivates reuse of e.g. 
terminology, results and artefacts from successful risk analysis. Another aspect we emphasize 
is the use of models in risk analysis, in our case often represented as architectural descriptions 
of the target system. AMBRA will base itself upon a well defined model-based risk analysis 
methodology (CORAS), be specified in a well known modelling language (UML) and follow 
international accepted standards for architectural descriptions (IEEE-1471). We hope this will 
lead to a better understanding and integration of risk analysis in system development. 
 
Our goal for AMBRA is for it to function as a reference framework for development of 
model-based risk analysis methodologies. AMBRA will address different groups of users, 
some will use it directly, but a large group will be indirect users, users of or affected by 
methodologies developed according to AMBRA. Direct users will typically be 
methodologists and indirect users will be people like risk analysts, target users and quality 
assurance people.  
In the following we motivate and explain this goal in further detail. In particular we formulate 
one superior success criterion and five concrete success criteria characterizing what it means 
to reach this superior criterion. The order of which we present the success criteria is of no 
importance, the essence of them is summarized in the overall success criterion: $0%5$�

VKRXOG�EH�D�VXSSRUWLQJ�DUFKLWHFWXUDO�IUDPHZRUN�IRU�PRGHO�EDVHG�ULVN�DQDO\VLV��
Afterwards we will evaluate AMBRA against each of the five success criteria. If we find they 
have been reached successfully they support our superior success criterion. 
 

�

)LJXUH�����7KH�VWUXFWXUH�RI�WKH�VXFFHVV�FULWHULD�IRU�$0%5$�

In research we often hear about UHVHDUFK�K\SRWKHVHV, statements expressing a solution for or 
conclusion about the topic the researchers explore. Normally one uses two hypotheses, a null-
hypothesis (H0) and an alternative hypothesis (H1). To explain this we use an example where 
researchers want to check if UML is suitable for a specific modelling purpose. The research 
team believes it will be perfect for this purpose and formulates the alternative hypothesis H1: 
“UML is well suited for this modelling purpose”. Since they can not be sure of this they need 
to formulate H0: “UML did not make any improvement to the modelling of this area”. Then 
the researchers conduct some experiments and based on this they conclude with one of the 
hypotheses. 
Our superior success criterion is our H1 and the five success criteria may be understood as 
sub-hypotheses that together are meant to “imply” the overall hypothesis. In the style of 
Popper [Popper], falsification of one of the success criteria will falsify the overall hypothesis. 
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���� 7KH�UHILQHG�SUREOHP�FKDUDFWHUL]DWLRQ�

In the following we present the superior success criterion for AMBRA, and then we deduce a 
set of more specific requirements (success criteria), aiming to characterize what it means to 
fulfil our overall objective.  

������ 7KH�VXSHULRU�VXFFHVV�FULWHULRQ��

AMBRA will exploit the fact that there is much common in terminology between different 
risk analysis domains. A risk analysis methodology developed for one type of system will 
most likely use much of the same terminology as one developed for a different system.  
By gathering this common terminology into a general framework like AMBRA, it will ensure 
that a methodology developed according to this framework will include well-known and 
thoroughly understandable terms. We certainly believe there is a need for specialized risk 
analysis methodologies for particular domains. But instead of starting from “scratch” each 
time one can apply AMBRA as a JHQHUDO framework, serving as a foundation for the 
terminology in a model-based risk analysis methodology. This will provide the developer 
with a basic terminology and structure, but with the possibility to add more specific terms in 
order to suit the specific domain. 
 
AMBRA will adopt the same organization as [Runde,Stølen 03] with: terminology, 
methodology (called AMBRA guideline) and library of reusable elements (displayed in 
Figure 3-2) in order to comply with the same type of MDA framework. We believe this 
tripartition will make the framework easier to understand and use, as each part is concerned 
about different aspects. Also this partition makes it possible for us to finish only one of the 
parts, the terminology, leaving the other two, library and guideline, as subjects for further 
work.  
 
The terminology part of AMBRA will, as specified, include aspects from the CORAS risk 
analysis methodology and concepts from architectural descriptions according to IEEE-1471. 
A conceptual model of the terminology and risk management process in AMBRA will be 
specified in UML.  
 
The library of reusable elements will not be adressed in this thesis, only a description will be 
discussed in Chapter 7. We have chosen to rename the methodology part in MDA to 
‘AMBRA guideline’ to avoid confusion of terms. This guideline will include guidance for 
how to use AMBRA, how to conduct conformance and compliance checking etc., but like the 
library part, this will be subject of further work.  
 

 
)LJXUH�����7KH�$0%5$�IUDPHZRUN�
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Based on this we specify the superior success criterion in detail as: 
�

7KH�VXSHULRU�VXFFHVV�FULWHULRQ��

$0%5$�LV�D�VXSSRUWLQJ�DUFKLWHFWXUDO�IUDPHZRUN�IRU�PRGHO�EDVHG�ULVN�DQDO\VLV�
a) AMBRA facilitates reuse of best experiences from risk analysis. 
b) AMBRA provides a common basis for model-based risk analysis within different 

domains. 
c) AMBRA is a reference framework for the development of risk analysis methodology. 

������ 7KH��VW�VXFFHVV�FULWHULRQ�

In a risk analysis situation models are often used to describe the target system. We claim that 
if one uses well designed and precise models with appropriate level of details, it will be easier 
for the participants in risk analysis to contribute since they understand the system better. 
Using incomplete or complicated models may lead to misunderstandings and mistakes. This 
applies in particular in situations involving IT-systems because of their abstract nature which 
may be hard to overview. In order to ensure good comprehension in models we find it wise to 
employ the conventions for architectural descriptions found in a recognized standard.  
 
The decision for incorporating a well known standard is in general that the use of standards 
simplifies the collaboration between different actors. Although we make use of a software 
standard, its notion of system is very wide and its terminology carries over to most domains. 
It also may reduce the cost related to integration of new components and personnel training.  
For small actors and enterprises there are specific reasons for using international accepted 
standards. By basing products on accepted standards their chances of gaining market share 
and achieve success are increased. Small companies are generally not in the position to 
successfully base themselves exclusively on their own developed standards, in contrast to 
powerful and multinational companies like Microsoft Inc. Compared to the rest of the world, 
Norwegian actors are small and benefit from using international standards in order to have a 
chance to succeed with their products on the international market.  
 
There exists more than one potential standard to rely on, and the one you choose to use 
depends on the system and what type of context it will be used in. A standard like C4ISR-AF 
(Section 2.3) is especially developed for use in the military domain and their C4ISR systems. 
Other standards for system description are IEEE-1471, RM-ODP and TOGAF (Section 2.3). 
In this thesis we chose to follow IEEE-1471 ‘Recommended Practice for Architectural 
Description of Software-intensive Systems [IEEE1471].  
This decision is based on our understanding of IEEE-1471 as a more high-level standard, or 
framework, posing less strict rules for use and conformance on the user than the other three 
which is more like complete frameworks. C4ISR-AF, RM-ODP and TOGAF could all be 
seen as a further refinement of IEEE-1471 adding more details and restrictions. IEEE-1471 is 
not a replacement for C4ISR-AF, RM-ODP or TOGAF; it is an organizing framework 
intended to supplement such standards, by providing specific content requirements on 
architectural descriptions.  
Since IEEE-1471 is very general leaving more up to the user the other three, we recognize it 
as more suitable to use in the type of superior framework AMBRA is meant to be. Another 
argument for using IEEE-1471 is the general agreement that having a good architecture is 
critical to system success, and IEEE-1471 presents consensus elements of good practice in 
describing architectures.  
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IEEE-1471 standardizes a basic framework for the content of an architectural description with 
focus on stakeholders, in particular giving specific meaning to what are called YLHZV, 
VWDNHKROGHUV and FRQFHUQV. Different stakeholders may have different views of the system, 
and IEEE-1471 emphasises the importance of using models of the system according to what 
the stakeholder is interested in, i.e. what the stakeholder is concerned about. This standard is 
also the foundation for OMG’s [OMG] work with model-driven architecture (MDA) (Section 
2.5). Since AMBRA will be model-based we believe it is sensible to incorporate some of the 
same underlying ideas as MDA.  
Based on this we specify the first success criterion in detail: 
 
7KH��

VW
�VXFFHVV�FULWHULRQ��

$0%5$�VKRXOG�EH�,(((������FRPSOLDQW 
a) AMBRA extends IEEE-1471’s conceptual framework of an architectural description 

in Figure 2-3 to include reusable aspects from risk analysis terminology. 
b) AMBRA may take the liberty to rename aspects of IEEE-1471 if this increases the 

comprehension of the framework. 
c) AMBRA may take the liberty to rename aspects of IEEE-1471 if this increases the 

focus on risk analysis. 

������ 7KH��QG�VXFFHVV�FULWHULRQ�

An important aspect of AMBRA is to combine a well defined terminology for risk analysis 
with concepts from architectural descriptions. In order to ensure that we included all relevant 
terms from model-based risk analysis we found it useful to consult an existing model-based 
risk analysis methodology. The methodology we chose to use is CORAS ‘A platform for risk 
analysis of security critical systems’ (Section 2.4). During the development of the CORAS 
methodology for model-based risk analysis, several existing methods for risk analysis were 
evaluated in order to extract the best parts into a foundation for the CORAS’ methodology. 
CORAS defines a complete approach to risk management and includes details about every 
aspect concerning this, but we will only adopt the high level aspects of CORAS. AMBRA 
will adopt the risk analysis terminology from CORAS and its way of organizing the risk 
management process.  
 
We have previously stated that AMBRA should extend the conceptual specification of an 
architectural description in IEEE-1471 with terminology from risk analysis. This extension 
we aim to achieve by embedding the CORAS conceptual specification into the IEEE-1471 
conceptual specification. There are several similarities between the terminology in CORAS 
and IEEE-1471. In cases where the two frameworks disagree about the interpretation or name 
of a term, we will focus on the interpretation found in IEEE-1471. This decision is motivated 
by the initial requirement to make AMBRA a specialization of IEEE-1471 and therefore 
include all terms from IEEE-1471. 
We aim to comprise the most important risk analysis concepts by focusing on the CORAS 
documentation framework. These are terms and relationships CORAS recognizes as 
important to document during risk analysis and therefore also important in AMBRA. CORAS 
emphasizes storing successful risk analysis results in a structured way to facilitate later reuse 
and efficient utilization. AMBRA focuses on providing a well-founded terminology to the 
people who develop risk analysis methodologies, not deciding the exact techniques (HazOp 
[HazOp], FMEA/FMECA [FMEA], Markov analysis [Markov], FTA [FTA] or CRAMM 
[CRAMM]) to use.  
 
Based on this we specify the second success criterion in detail as: 
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7KH��

QG
�VXFFHVV�FULWHULRQ��

$0%5$�VKRXOG�EH�DQ�DEVWUDFWLRQ�RI�WKH�&25$6�PHWKRGRORJ\�
a) The risk analysis terms extends the conceptual specification of IEEE-1471 in a natural 

manner. 
b) The risk analysis terms should be extracted from the conceptual specification of the 

CORAS risk documentation framework in Figure 2-4. 
c) The risk analysis terms included in AMBRA maintains their original interrelationships 

from Figure 2-4. 
d) AMBRA adopts the conceptual specification of the risk management process in 

CORAS 

������ 7KH��UG�VXFFHVV�FULWHULRQ�

How useful AMBRA is recognized to be depends on the users’ opinion and whether they find 
it useful from a practical point of view. AMBRA may have more than one area of use and 
therefore different types of users; so far we have identified two different groups of intended 
users. 
 
The first group of intended users we call ‘GLUHFW� XVHUV’. They will mainly be people who 
develop model-based risk analysis methodologies and tools for use in risk analysis. This 
group will use AMBRA as a vehicle in the development process, a useful reference 
framework to work within ensuring that the new method incorporates important concepts and 
their relationships, and is interoperable with already existing methods. These are the ones who 
directly use AMBRA, but also two types of LQGLUHFW�XVHUV exist. ‘,QGLUHFW�XVHUV�,¶ are mostly 
people who use methodologies developed according to AMBRA and ‘,QGLUHFW�XVHUV� ,,’ are 
those affected by the results from using of these methodologies.  
 
Members of ‘Indirect users I’ are typically risk analysts and target stakeholders providing 
target input and documentation:  
For the ULVN�DQDO\VW it is important to be sure of the validity of the concepts in the risk analysis 
methodology. If the method is imperfect or insufficient, the risk analysis may lead to incorrect 
or insufficient results. The risk analyst will also find the methodology useful if results from 
earlier use of the method are stored in a way that facilitates reuse. By consulting results from 
similar risk analysis the analysts may use them to draw conclusions about the target system 
more easily. 
The WDUJHW� VWDNHKROGHUV are familiar with the system and provide useful target input, i.e. 
documentation of target system, for the risk analysis. This may be models of the whole or 
parts of the system like interaction diagrams displaying communication between different 
parts of the system. The target stakeholders need to deal with AMBRA’s conventions for 
architectural descriptions. The degree of usefulness AMBRA will have for this group depends 
on how intuitive the terminology is, i.e. to which degree it matches the interpretation in 
natural language. Also the target stakeholders will benefit from storing risk analysis results in 
a consistent manner. Often it is possible to reuse parts or whole models from earlier risk 
analysis on similar or identical systems, saving both time and effort.  
 
The reason for dividing the ‘indirect users’ in two is the distinction between the people who 
use a methodology and the people who is affected by the actual use of the methodology. 
‘Indirect users II’ includes those who certify organizations and people responsible for the 
quality assurance (QA) in the company.  
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The former investigates whether the company is using their standards properly, e.g. in 
conformance with their recommendations. He or she typical conducts tests on the system, 
inspects system documentation and routines in the organisation to see if they conform to the 
standard. 
The QA people in the company will find AMBRA useful if it turns out that using a 
methodology developed according to AMBRA contributes to improve productivity and better 
quality. 
 
Even if we divide the users of AMBRA into direct and indirect users, this is not meant to be a 
strict separation of user types; members of one group might also participate in the other 
group, and vice versa. Figure 3-3 illustrates the different groups of intended users of 
AMBRA. 

 
)LJXUH�����,QWHQGHG�XVHUV�RI�$0%5$�

Based on this we specify the third success criterion in detail as: 
 
7KH��

UG
�VXFFHVV�FULWHULRQ��

$0%5$�VKRXOG�EH�XVHIXO�IURP�D�SUDFWLFDO�SRLQW�RI�YLHZ�
a) Direct users find AMBRA useful as a reference framework for development of model-

based risk analysis methodologies. 
b) Indirect users I like target users and risk analysts, find the terminology from AMBRA 

intuitive. 
c) Indirect users II, like QA personnel and certifiers, approve AMBRA as a good basis 

for the risk analysis methodologies used in the organization.  

������ 7KH��WK�VXFFHVV�FULWHULRQ�

There are clear similarities between the MDA framework in [Runde,Stølen 03] and the 
framework AMBRA is intended to be. They are both examples of ‘top-level’ architecture, a 
sort of ‘framework for developing methodologies’. AMBRA will adopt the same structure as 
[Runde,Stølen 03], in order to comply with it as an extension with focus on risk analysis. The 
structure consists of a terminology part, a library of reusable elements and a methodology part 
(displayed in full version in Figure 2-7). By organizing AMBRA in clearly separated parts 
where each Section focus on different aspects like in [Runde,Stølen 03], we also believe we 
make it easier for the user to get an overview of our framework.  
 
MDA is meant to be a basis for creating model-based system development methodologies. 
MDA focuses on the use of models and is by many expected to become the dominant idea in 

Direct users:  
People who develop risk analysis methodology ‘5$�

0HWKRG‘ according to AMBRA 

Indirect users I: 
Risk analysts and target users who use ‘5$�0HWKRG’ 

Indirect users II: 
Certifiers, QA personnel who is affected by the use of 
‘5$�0HWKRG’ in the organization 
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system development, and we think it is important to situate AMBRA in the context of MDA. 
This will facilitate a tight integration of risk analysis in the system development process. 
 
The part about reusable elements in MDA should according to OMG include a library of 
predefined models for use across different applications. This thesis will not go into the details 
of this part, only discuss it briefly as a subject for thorough research in future work. 
 
The third part of the MDA, the methodology part, should include a concrete methodology of 
MDA. In the sequel we choose to call our corresponding part for ’AMBRA Guideline’, as the 
term ’methodology’ is often used in this thesis and could lead to confusion. The AMBRA 
Guideline should be a user guide, including aspects like compliance checking, conformance 
checking and instantiation of library elements. This thesis will discuss this part only 
superficially, because like the authors of [Runde,Stølen 03] point out, the specification of the 
methodology part by OMG is weak and not yet satisfactory as a complete part of the 
framework. According to this only the terminology part is subject for completion in this 
thesis. The content of the remaining two parts, library and guideline, will be discussed in 
Chapter 7 ‘Discussion’ but the actual development is left as subjects for further work with 
AMBRA. 
 
Based on this we specify the fourth success criterion in detail as: 
�

7KH��
WK
�VXFFHVV�FULWHULRQ��

$0%5$�VKRXOG�FRPSO\�ZLWK�0'$�
a) The terminology of AMBRA complies with the terminology of MDA. 
b) AMBRA allows for an AMBRA guideline and a library of reusable elements 

compliant with the organization of MDA  

������ 7KH��WK�VXFFHVV�FULWHULRQ�

A Norwegian writer would probably benefit from publishing his work in a ’world-language’ 
like English in order to reach a larger audience than only the Norwegian-speaking. In the 
same manner we think AMBRA should be expressed in a well-known and widely accepted 
modelling language. AMBRA will in great extent present conceptual models of the 
terminology in risk analysis and architectural description.  
We choose to use UML (see Section 2.6) a widely used modelling language within the system 
engineering industry. UML is by many people recognized as WKH modelling language and 
AMBRA will most likely benefit from being expressed in this world-wide accepted notation. 
UML is also used in the official specifications of both CORAS, IEEE-1471 and MDA.  
 
When developing a methodology according to AMBRA, we will not impose on the new 
methodology to use UML, but we would not hesitate to make such a recommendation as we 
believe it is a well suited modelling language for this purpose. The question of which 
modelling language to use have to be addressed in each individual case with respect to the 
domain the methodology should be used in. 
  
Based on this we specify the fifth success criterion in detail as: 
�

7KH��
WK
�VXFFHVV�FULWHULRQ� 

$0%5$�VKRXOG�EH�GRFXPHQWHG�LQ�80/ 
a) The conceptual models in AMBRA are specified in UML 
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���� 9DOLGDWLQJ�WKH�VXFFHVV�FULWHULD�

There are several strategies for validating research hypotheses, each one suitable for different 
research settings. Joseph E. McGrath has presented what he reckons as a complete set of 
strategies in his book “*URXSV�� ,QWHUDFWLRQ�DQG� SHUIRUPDQFH” [McGrath 84]. According to 
him you are faced with the following dilemma when choosing the appropriate strategy: “DOO�

PHWKRGV�KDYH� LQKHUHQW� IODZV�±� WKRXJK�HDFK�KDV�FHUWDLQ�DGYDQWDJHV��7KHVH� IODZV� FDQQRW�EH�
DYRLGHG��%XW�ZKDW�WKH�UHVHDUFKHU�FDQ�GR�LV�WR�EULQJ�PRUH�WKDQ�RQH�DSSURDFK��PRUH�WKDQ�RQH�
PHWKRG��WR�EHDU�RQ�HDFK�DVSHFW�RI�D�SUREOHP”. 
 
In a research study you want to maximize the generalizability of the evidence over 
populations of actors (A), meaning you look for results which are possible to apply on a broad 
population. You also want to get the highest precision of measurement of the behaviours (B) 
and realism of the situation or context (C). Unfortunately, increasing one of these three factors 
decreases the other two. It is impossible to maximize all at the same time, and we need to 
decide which one is the most important, in order to choose the right type of research strategy. 
The Figure below from [McGrath 84] shows the different strategies and their relationships to 
the three factors mentioned (A, B, C). 

 
)LJXUH�����5HVHDUFK�VWUDWHJLHV��

When deciding which strategies to use we will discuss each one of the different types 
displayed in Figure 3-4. The definitions of the strategies we use here are all from [McGrath 
84].  
�
A ILHOG�VWXG\ is to observe a system in natural settings without disturbing it. As claimed earlier 
we believe there are mainly two types of users of AMBRA: GLUHFW�XVHUV and LQGLUHFW�XVHUV. A 
field study including GLUHFW�XVHUV could be to GHYHORS a methodology according to AMBRA. 
This is an extensive study, but could help discover elements which should be included, or 
excluded, from AMBRA due to e.g. ambiguities.  
A field study with LQGLUHFW� XVHUV could be a situation where a methodology developed 
according to AMBRA is WHVWHG. This could help validating how intuitive the terminology 
defined in AMBRA is, i.e. does the interpretation of terms and definitions match natural 
language? If there is possible to misunderstand terms or relationships, it could lead to faulty 
results and should therefore be thoroughly checked.  

Laboratory 
experiment

Experimental 
simulations 

Field 
experiments 

Field studies 

Computer 
simulations 

Formal 
theory 

Sample 
survey 

Judgement 
studies 

Universal behaviour systems | Particular behaviour systems 

&�

$�

%�

Unobtrusive 
research 
operations 

Obtrusive 
research 
operations $: Point of maximum concern 

with evidence over populations of 
actors 
 
%: Point of maximum concern 
with precision of measurement of 
behaviour 
 
&: Point of maximum concern 
with realism of the situation or 
context  
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The field study strategy could be interesting if we had access to a larger group of people to 
experiment on, but unfortunately we only have access to a limited number of test personnel.  
 
Due to the limited number of test personnel, we also find it difficult to conduct a VDPSOH�
VXUYH\. A sample survey is ‘an effort to get information from a broad (and well devised) 
sample of actors, usually in the form of verbal responses to a relatively small set of 
questions’. This is typically done in situations where a manufacturer handles out samples of 
his product, asking people to respond to some questions about e.g. flavour, appearance and 
smell. Since this strategy requires a broad sample of actors, we need to postpone a sample 
survey about AMBRA until it hopefully gets a larger user-base.  
 
A ILHOG� H[SHULPHQW is a field study where one ‘deliberate manipulates a feature in order to 
study its effects’. An interesting experiment could be to see if a change in a definition of a 
term or a relationship in AMBRA would make a difference for the group creating or using 
risk analysis methodologies. 
In this thesis there will be conducted neither a field study nor a field experiment due to time 
and resource limitations. These are both left as subjects for further work even if they 
undoubtedly could lead to interesting results.  
 
&RPSXWHU�VLPXODWLRQV are ‘attempts to model a specific real life system or class of systems’. 
This topic will not be investigated further in this thesis as we neither have enough available 
time nor the required resources. Furthermore, it is hard to see any potential for such an 
approach in our case. 
 
/DERUDWRU\�H[SHULPHQWV�are ‘attempts to create the “essence” of some general class of systems 
in a context in which the researcher can control all (or at least very many) of the extraneous 
features of the situation, in order to be able to maximize the essential features with precision’. 
Conducting a laboratory experiment with AMBRA would be difficult as there is little or no 
chance of obtaining control over all features in a situation where AMBRA is used. 
 
([SHULPHQW�VLPXODWLRQV�are ‘laboratory studies in which an effort is made to create a system 
that is like some class of naturally occurring systems, but which artificial in that they are 
created by the researchers for study, and people perform in them for research purposes rather 
than for purposes stemming from their own lives’. Experiment simulations could be used in a 
structured brainstorming like HazOp in order to monitor all participants and their 
understanding of the terminology, but this is too detailed for AMBRA. The strategy requires 
also use of laboratory, something we do not have access to, and therefore considered as 
inappropriate for our use.  
 
As a result of the previous discussion all of the five research strategies: field study, sample 
surveys, field experiment, computer simulations, laboratory experiments and experiment 
simulations are considered as out of the scope of this thesis and suggested as possible tasks 
for future work with AMBRA. In our opinion one of the most interesting of these suggestions 
for further work is to conduct a field study of AMBRA where one actually could test if 
AMBRA works for its purpose. For a more detailed discussion about possible subjects for 
further work we refer to Section 8.2.  
 
The use of )RUPDO� WKHRU\ normally implies argumentation based on mathematical 
representations of the actual problem, predicate logic or similar formal methods. In this thesis 
we think of formal theory in a more general way. We think it should be sound and theoretical 
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argumentation, expressed in natural language, for AMBRA’s conformance with formal 
specifications of IEEE-1471, CORAS and MDA. According to this interpretation, we believe 
the best way to verify 6XFFHVV�FULWHULRQ���������(IEEE-1471, CORAS, MDA and�UML) is 
IRUPDO� WKHRU\��They all deal with verifying AMBRA’s conformance with different formal 
specifications and standards. We believe either a criterion of success is fulfilled or not, i.e. the 
notation used for expressing AMBRA either conforms to UML or not. In the same manner we 
will check the remaining three criteria by verifying their conformance to the specifications of 
IEEE-1471, CORAS and MDA respectively. 
 
In order to validate the usefulness of AMBRA (6XFFHVV� FULWHULRQ� �� we think MXGJPHQW�
VWXGLHV are most suitable. A judgment study is close to a sample survey, but requires a smaller 
group of selected sample of “judges”. The rather small group of persons with knowledge 
about CORAS, IEEE-1471 and MDA we plan to use as judges, will hopefully provide us with 
more extensive information than we would get in a more superficial sample survey. We 
believe we make better use of the judge’s competence by including them in a judgment study 
where they need to understand the thesis more carefully than else would be required in e.g. a 
sample survey.  
-XGJPHQW�VWXGLHV are described in [McGrath 84] as ‘HIIRUWV�WR�JHW�UHVSRQVHV� �XVXDOO\�IURP�D�

YHU\� VPDOO� DQG� VRPHZKDW� FDVXDOO\� VHOHFWHG� VDPSOH� RI� µMXGJHV¶�� DERXW� D� V\VWHPDWLFDOO\�

SDWWHUQHG� DQG� SUHFLVHO\� FDOLEUDWHG� VHW� RI� VWLPXOL�� >«@� -XGJPHQW� VWXGLHV� KDYH� OHVV�
JHQHUDOL]DELOLW\�RYHU�DFWRUV��$���EXW�UHWDLQ�FRQVLGHUDEOH�SUHFLVLRQ�RI�PHDVXUHPHQW��%���%RWK�

VXUYH\V�DQG�MXGJPHQW�VWXGLHV�WU\�WR�GHHPSKDVL]H�FRQWH[W���DFWXDOO\��WR�XQFRXSOH�WKH�EHKDYLRXU�
�MXGJPHQW��IURP�WKH�FRQWH[W�LQ�ZKLFK�LW�LV�GRQH��7KXV�ERWK�DUH�YHU\�ORZ�RQ�UHDOLVP�RI�FRQWH[W�
�&�’.  
�
As stated earlier there is a goal to use different research strategies emphasising each of the 
three areas of concern (illustrated in Figure 3-4 ):  

A) generalizability of the evidence over populations of actors  
B) precision of measurement of behaviours (and precision of control over extraneous 

facets or variables that are not being studied) 
C) realism of the situation or context (in relation to the context to which you want your 

evidence to refer) 
  
-XGJHPHQW�VWXGLHV are quite close to ODERUDWRU\�H[SHULPHQW where control over measurement 
and behaviour is at the maximum (B). )RUPDO�WKHRU\ is optimal for maximum generalizability 
over populations (A). Both judgment studies and formal theory are low on realism of context 
(C). From a statistical viewpoint this contributes to undermine the results as one violates with 
the goal of maximizing all three factors. To support our results one should chose an additional 
research strategy which emphasizes maximum of realism of context. Such a strategy could be 
a ILHOG�VWXG\ or ILHOG�H[SHULPHQW. As stated earlier this is recommended as subjects for further 
work with this framework and discussed in Section 8.2.  
 
Based on this discussion we have decided to use judgment studies and formal theory in order 
to evaluate AMBRA against our criteria of success in this thesis. We do not consider 
computer simulations, laboratory experiments, experimental simulations, field experiments or 
field studies as appropriate at this time.  
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$�VXPPDU\�RI�WKH�YHULILFDWLRQ�SODQ��

7KH�VXSHULRU�VXFFHVV�FULWHULRQ���

$0%5$�LV�D�VXSSRUWLQJ�DUFKLWHFWXUDO�IUDPHZRUN�IRU�PRGHO�EDVHG�ULVN�DQDO\VLV�
a) AMBRA facilitates reuse of best experiences from risk analysis. 
b) AMBRA provides a common basis for model-based risk analysis within different 

domains. 
c) AMBRA is a reference framework for the development of risk analysis methodology. 

�
This will be substantiated by successfully satisfying the five criteria of success for AMBRA. 
 
7KH��VW

�VXFFHVV�FULWHULRQ��� �

$0%5$�VKRXOG�EH�,(((������FRPSOLDQW�
a) AMBRA extends IEEE-1471’s conceptual framework of an architectural description 

in Figure 2-3 to include reusable aspects from risk analysis terminology. 
b) AMBRA may take the liberty to rename aspects of IEEE-1471 if this increases the 

comprehension of the framework. 
c) AMBRA may take the liberty to rename aspects of IEEE-1471 if this increases the 

focus on risk analysis. 
 

This will be verified by use of formal theory. We will check AMBRA’s conformance with the 
official specification of IEEE-1471.  
 
7KH��QG�VXFFHVV�FULWHULRQ�� �

$0%5$�VKRXOG�EH�DQ�DEVWUDFWLRQ�RI�WKH�&25$6�PHWKRGRORJ\ 
a) The risk analysis terms extends the conceptual specification of IEEE-1471 in a natural 

manner. 
b) The risk analysis terms should be extracted from the conceptual specification of the 

CORAS risk documentation framework in Figure 2-4. 
c) The risk analysis terms included in AMBRA maintains their original interrelationships 

from Figure 2-4. 
d) AMBRA adopts the conceptual specification of the risk management process in 

CORAS 
 
This will be verified by use of formal theory. We will check AMBRA’s conformance with the 
official specifications of CORAS.  
 
7KH��UG�VXFFHVV�FULWHULRQ�� � �

$0%5$�VKRXOG�EH�XVHIXO�IURP�D�SUDFWLFDO�SRLQW�RI�YLHZ 
a) Direct users find AMBRA useful as a reference framework for development of model-

based risk analysis methodologies. 
b) Indirect users I like target users and risk analysts, find the terminology from AMBRA 

intuitive. 
c) Indirect users II, like QA personnel and certifiers, approve AMBRA as a good basis 

for the risk analysis methodologies used in the organization.  
 
This will be verified by use of judgment studies. We will get people who are familiar with 
risk analysis, CORAS risk documentation framework, IEEE-1471 or MDA to respond to a 
questionnaire about AMBRA. Details about the study will be discussed in the Chapter 
“Evaluating AMBRA against criteria of success”. 
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7KH��WK
�VXFFHVV�FULWHULRQ��

$0%5$�VKRXOG�FRPSO\�ZLWK�0'$�
a) The terminology of AMBRA complies with the terminology of MDA. 
b) AMBRA allows for an AMBRA guideline and a library of reusable elements 

compliant with the organization of MDA  
 
This will be verified by use of formal theory. We will check AMBRA’s conformance with 
[Runde,Stølen 03].  
 
7KH��WK�VXFFHVV�FULWHULRQ��

$0%5$�VKRXOG�EH�GRFXPHQWHG�LQ�80/�
a) The conceptual models in AMBRA are specified in UML 

 
This will be verified by use of formal theory. We will check AMBRA’s conformance with the 
official specification of UML 
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�� 5HODWLRQVKLSV�LQ�7HUPV�DQG�&RQFHSWV�EHWZHHQ�,(((�
�����DQG�&25$6�

In this Chapter we will discuss the similarities in terms and concepts between IEEE-1471 and 
CORAS. The purpose is to develop a terminology for AMBRA with foundation in both 
CORAS and IEEE-1471. In the following we assess the main terms shared between the two 
frameworks, presenting each of the interpretations and concluding with the interpretation we 
will use in AMBRA. The terms addressed are VWDNHKROGHU�UROH�� FRQFHUQ�� HOHPHQW�� PRGHO��
YLHZ�YLHZSRLQW��and LQWHQGHG�XVHUV� �

���� 6WDNHKROGHU�DQG�UROH�

,(((�������IEEE-1471 defines a system stakeholder as: DQ�LQGLYLGXDO��WHDP�RU�RUJDQL]DWLRQ�
�RU�FODVVHV�WKHUHRI��ZLWK�LQWHUHVWV�LQ�RU�FRQFHUQV�UHODWLYH�WR��D�V\VWHP. �
According to the recommended practice a system has one or more stakeholders and a 
stakeholder may have different roles regarding the system; each role is treated separately as a 
new stakeholder in the architectural description.  
 
&25$6��CORAS’ definition of a stakeholder is taken from the Australian Standard for Risk 
Management [AS/NZS4360]. There a stakeholder is defined as ‘WKRVH� SHRSOH� DQG�

RUJDQL]DWLRQV� WKDW� PD\� DIIHFW�� EH� DIIHFWHG� E\�� RU� SHUFHLYH� WKHPVHOYHV� WR� EH� DIIHFWHG� E\� D�
GHFLVLRQ�RU�DFWLYLW\�LQ�WKH�ULVN�PDQDJHPHQW�process’ >$6�1=6����@.�
 
If a stakeholder plays several different roles in the risk analysis process, the stakeholder is 
assigned different UROH�QDPHV to separate the roles and belonging concerns in a clear manner. 
A risk analysis process may involve people with roles like project leader, risk analysis leader, 
risk analysis secretary, target owner, target developer, field expert and risk analysis expert etc. 
The risk management process consists of several activities and in the different activities of the 
risk analysis the participants may play different roles according to the purpose of the activity. 
This leads to the question whether a stakeholder has different types of roles in a risk analysis 
setting like CORAS.  
�
&RQFOXVLRQ��In principle the two frameworks have the same interpretation of stakeholder, i.e. 
anyone in contact with the target of analysis. Both frameworks open for the possibility for a 
stakeholder to have multiple roles. A stakeholder could be both a person with responsibility of 
conducting risk analysis of a target (the system or part of the system) at the same time as the 
person is an operator of the target system. This makes it important to keep the two roles 
separated, not intervening concerns identified by one role with concerns identified by other 
roles.  In an IEEE-1471 setting each role will be treated as a separate stakeholder, while in 
CORAS one operates with role name to separate the different roles of a stakeholder. In a risk 
analysis setting like AMBRA we identify two main types of roles, the roles of the risk 
analysis experts, and the roles of the target stakeholders assisting in the analysis. In order to 
emphasize the distinction between the role types we specialize the term stakeholder into two 
different types: 5LVN� $QDO\VLV� 6WDNHKROGHU and 7DUJHW� 6WDNHKROGHU. The 5LVN� $QDO\VLV�
6WDNHKROGHU is related to the risk analysis process, interested in how to reuse models from 
previous, successful risk analysis and how to draw conclusions based on the results. The 5LVN�
$QDO\VLV�6WDNHKROGHU may also be a customer or a decision maker interested in the results of 
the risk analysis of the system. The 7DUJHW�6WDNHKROGHU is normally familiar with the target 
system, often a regular operator of the system, responsible for e.g. providing target input to 
the risk analysis team and answer technical questions.�
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)LJXUH�����6WDNHKROGHUV�DQG�UROHV�

The definition of stakeholder in IEEE-1471 is somewhat broader than the one used in 
CORAS, but we believe this is due to CORAS’ particular focus on risk analysis. We want 
AMBRA to be a specialization of IEEE-1471 extended with terminology from CORAS, 
therefore we will use the definition from IEEE-1471.��

���� &RQFHUQ�

,(((�������Concerns are ‘WKRVH� LQWHUHVWV� ZKLFK� UHODWHV� WR� WKH� V\VWHP¶V� GHYHORSPHQW�� LWV�
RSHUDWLRQ�RU�DQ\�RWKHU�DVSHFW�WKDW�DUH�LPSRUWDQW�WR�RQH�RU�PRUH�VWDNHKROGHUV’. As discussed 
earlier, a stakeholder may have more than one role related to the target and according to 
which role the stakeholder plays, the same stakeholder may have multiple and possible 
different concerns related to the same object. Concerns are discovered and formulated through 
interaction with stakeholders. �

 
&25$6�� The risk documentation framework in CORAS divides the five RM-ODP 
viewpoints into several concerns. Each concern belongs to a specified risk analysis activity 
and is a cross-viewpoint perspective linking together related information within different 
viewpoints (Figure 4-2). Each concern may consist of a set of specified elements like risk 
analysis tables or trees, models, logs and other documentation [Braber et.al. 03].�

 

Risk Management Activity

Concern

1

1..*

belongs  to 1

1..*

RM-ODP Viewpoint

Element

1..*

1..*

consists of

1..*

1..*

1..5

0..*

belongs to 1..5

0..*

has

 
)LJXUH�����&RQFHUQ�LQ�&25$6�

&RQFOXVLRQ�� The process of identifying concerns in IEEE-1471 resembles the activity 
“Identify and value assets” in the risk management process in CORAS [Braber et.al. 03]: for 
each stakeholder the assets of relevance for the target are identified and given a value. 
Therefore it is possible to assume a relationship between concerns in IEEE1471 and assets in 
CORAS.  $VVHW is described in [Braber et.al. 03] as ‘the carriers of the value of the system. 
This can be anything from knowledge to physical hardware, information etc.’. In IEEE-1471 a 

System level 

Meta level 

Risk Analysis 
Stakeholder 

Target 
Stakeholder 

Target 
system 
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stakeholder with concerns about a specific part of the system would probably recognize this 
as an asset. �
 

Asset Stakeholder
11..*

has ownerwants to protect

11..*
 

)LJXUH�����([DPSOH��$VVHW�DQG�VWDNHKROGHU�LQ�&25$6�

The use of &RQFHUQ in CORAS differs from IEEE-1471 where a concern is directly related to 
the specific stakeholders’ system interests. CORAS uses it for linking related information 
from a risk analysis activity to the five different viewpoints as depicted in Figure 2-4. The 
&RQFHUQ in CORAS is important to the risk analyst and addresses aspects on a sort of a meta-
level of the target of analysis. If we recognize the fact that each stakeholder may have 
multiple roles and concerns in risk analysis, we need to specialize &RQFHUQ into ‘&RQFHUQV�
V\VWHP�OHYHO’ and ‘&RQFHUQV�PHWD�OHYHO’. They both represent concerns about the system, but 
different levels of abstraction. In our interpretation, CORAS-concerns are related to the 
‘meta-level’ of the system in a risk analysis context and IEEE-concerns are related to the 
actual ‘system-level’. 
This is an extension of IEEE-1471 where a concern is related to the system stakeholders and 
only addresses elements on system level. 
 
Based on our experience with the use of &RQFHUQ in the two frameworks, we try to illustrate 
how they relate to each other in Figure 4-4. This interpretation will be used in the further 
work with AMBRA where the two types of concerns will be named 5LVN�$QDO\VLV�&RQFHUQ 
(referring to &RQFHUQ in CORAS) and 7DUJHW�&RQFHUQ (referring to &RQFHUQ in IEEE-1471). 
 

 for system 
stakeholders 
- concerns 
on a system 
level

for the risk 
analyst - 
concerns on a 
meta level.
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1..*

1
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1..*

1
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1

 
)LJXUH�����&RQFHUQ�LQ�&25$6�YV��FRQFHUQ�LQ�,(((������

���� (OHPHQW�

,(((�������This term is not used in IEEE-1471.�

 
&25$6�� A concern is decomposed into elements which contains information from the 
belonging risk analysis activity. Elements can be non-CORAS specific documentation, 
modelling elements, logs and risk analysis tables/trees [Braber et.al. 03]. �
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Modelling elem ent Log Risk analys is  table/treenon-CORAS doc

Elem ent

 
)LJXUH�����7\SHV�RI�HOHPHQWV�

For regular users of CORAS, elements are only visible through integrated tools or through 
special platform interfaces. 
 
&RQFOXVLRQ��It is reasonable to say that HOHPHQWV in CORAS correspond to PRGHOV in IEEE-
1471. According to IEEE-1471, models constitute a view, and a view expresses the system’s 
architecture in some way. The Figure above shows what CORAS reckons as element: non-
CORAS documentation, modelling element, logs and risk analysis tables/trees; each one of 
them is a model according to  IEEE-1471’s definition of models where an architectural model 
express the whole, or a part of, the system in order to address a concern. Since the definition 
of model in IEEE-1471 also covers the term HOHPHQW, we will use PRGHO to denote an element 
in AMBRA. �
 

���� 0RGHO�

,(((������� �Views consist of architectural models according to methods defined by its 
associated architectural viewpoint. The models are used to express the system architecture in 
order to answer one or more concerns. �

 
&25$6���In CORAS a model refers to a specification of an entity in the real world, which 
has a commonly agreed semantics and a well-defined syntax. These are specifications that 
have a certain format (e.g. UML) and hold the same interpretation for all readers. CORAS 
uses models to describe system, to communicate with stakeholders and to document risk 
analysis results.�

Risk Management Process

Sub process

1..*consis ts  of 1..*

Risk Management Activity

1..*consis ts  of 1..*

Entity

Model
1..*

is  documented by

1..*

1

is  a specification of

1

�

)LJXUH�����5HODWLRQVKLSV�EHWZHHQ�FRQFHSWV�LQ�&25$6�

The models may be used to illustrate different levels of the system described, like enterprise 
level, business level, software system level, software component level and software object 
level. Viewpoint models may be used to communicate with stakeholders with another 
perspective on the system. Models are also useful in describing the levels of refinement of the 



Relationships in Terms and Concepts between IEEE-1471 and CORAS 

45 

system from requirements through architectural and detailed design to realisation. A model 
belongs to one or more of the predefined viewpoints. [Lund et.al. 03] 
 
&RQFOXVLRQ�� The way the term PRGHO is interpreted in CORAS is not identical to the 
interpretation in IEEE-1471. In IEEE-1471 models are all figures and diagrams comprising a 
view on the system, used to illustrate the system architecture. In CORAS a model is a special 
predefined diagram belonging to an activity in the risk management process, often defined in 
CORAS’ UML profile. They are made to ensure that the right information is captured at the 
right place in the risk management process.�Models in CORAS are therefore more like a 
subset of what IEEE-1471 defines as models. A corresponding term in CORAS’ terminology 
for an IEEE1471-model is HOHPHQW.�
As we concluded in the previous discussion about elements, if CORAS and IEEE-1471 do not 
agree in the interpretation of a term AMBRA will rely on the one found in IEEE-1471. By 
using IEEE-1471’s interpretation of model, this also covers CORAS’ meaning of model. 

���� 9LHZSRLQW�DQG�YLHZ�

,(((�������According to this standard an architectural description is organized by one or 
more YLHZV. A view conforms to a set of rules defined by its corresponding YLHZSRLQW. The 
viewpoint establishes how a view is created, depicted and analyzed. The view addresses one 
or more of the stakeholders concerns and consists of models which express the system 
architecture. When constructing an architectural description, the architect first selects a set of 
viewpoints to use, and thereafter constructs the corresponding views. The standard imposes 
no restrictions on which viewpoints to use.�

 
&25$6��CORAS is based on RM-ODP which divides the system documentation into five 
viewpoints, i.e. abstractions, which yields a specification of the whole system according to the 
type of viewpoint. RM-ODP defines a viewpoint as: ‘Viewpoint (on a system) - A form of 
abstraction achieved using a selected set of architectural concepts and structuring rules (a 
viewpoint specification), in order to focus on a particular concern within the system’ 
[ISO10746]. The five different viewpoints used in CORAS are: enterprise viewpoint, 
information viewpoint, computational viewpoint, engineering viewpoint, and technology 
viewpoint, for more details see Appendix B or [Putman01].�

 
From a viewpoint you get a view of the system which addresses the areas of concern for a 
specific stakeholder. Each cross-pair of concern/viewpoint illustrates, with elements, 
information related to the viewpoint in the belonging activity.  
 
&RQFOXVLRQ��CORAS is claimed to be a specialization of RM-ODP and therefore uses RM-
ODP’s interpretations of view and viewpoint. In terms of RM-ODP, a viewpoint provides the 
concepts and the structure for any system specification from that viewpoint. The use of that 
viewpoint, and refinement of the architecture concepts of that viewpoint, is considered a 
view’ [Put01 p737]. ‘The viewpoint s of RM-ODP can be somewhat related to IEEE-1471 
viewpoint templates, and the XVH of the RM-ODP viewpoints related to a set of IEEE-1471 
views’ [Put01 p734].�While YLHZ is an important term in IEEE-1471, used for organizing the 
architectural description, it is only used briefly in CORAS to explain what a viewpoint is. 
CORAS is based on the five viewpoints defined in RM-ODP, whereas IEEE-1471 does not 
impose any restrictions on which viewpoints to use. The reason for RM-ODP to predefine 
five viewpoints is based on the assumption that these viewpoints are sufficient to meet most 
demands, but it is possible to use additional viewpoints. �

 



Relationships in Terms and Concepts between IEEE-1471 and CORAS 

 

46 

Based on the fact that IEEE-1471 has a broader and less strict interpretation of view and 
viewpoint, AMBRA will use this in its architecture. 

���� ,QWHQGHG�XVHUV�

Even though the term ‘intended users’ is not included in the terminology in AMBRA, we feel 
it is interesting to compare the intended users of the two frameworks. This will help us clarify, 
and possible verify, our assumptions about AMBRA’s intended users. 
. 
,(((������� The first class of intended users of IEEE-1471 are stakeholders in system 
development and evolution, typically: �

� Those that use, own and acquire the system (users, operators, and acquirers or clients). 
� Those that develop, describe and document architectures (architects). 
� Those that develop, deliver and maintain the system (architects, designers, 

programmers, maintainers, testers, domain engineers, quality assurance staff, 
configuration management staff, suppliers and project managers or developers). 

� Those who oversee and evaluate systems and their development (chief information 
officer, auditors and independent assessors). 

 
The secondary class of users are:  

� Those involved in the enterprise-wide infrastructure activities that span multiple 
system developments, including methodologists, process and process-improvement 
engineers, researchers, producers of standards, tool-builders and trainers.  

 
&25$6��As opposed to IEEE-1471�we do not consider CORAS to have more than one class 
of intended users.�The users of CORAS is divided into two groups and related to the use of 
the CORAS methodology for risk analysis: �

� The risk analysis team, including the risk analyst. 
� The normal stakeholders of the target of analysis, according to [AS/NZS4360] this type 

of stakeholders may be:  
o Individuals inside the organization, such as employees, management, senior 

management and volunteers. 
o Decision-makers, business or commercial counterparties, employee groups, 

union groups, financial institutions, insurance organisations, regulators and 
other government organisations that have authority over activities. 

o Politicians (at all level of government) who may have an electoral or portfolio 
interest, non-government organisations such as environmental groups and 
public interest groups, customers, suppliers, service providers and contractors 
to the activity. 

o The media who are potential stakeholders as well as conduits of information to 
other stakeholders. 

o Individuals or groups who are interested in issues related to the proposal, local 
community and society as a whole 

The two groups may overlap as it is normal to include users of the target of analysis in a risk 
analysis. 
 
&RQFOXVLRQV�� In the question of which group of users AMBRA will address it is natural to 
consider the secondary class of IEEE-1471-users. This class includes methodologists, process 
and process-improvement engineers, researchers, producers of standards, tool-builders and 
trainers. AMBRA intend to be a reference framework facilitating development of model-
based risk analysis methodologies and therefore useful for this group of users. Our main focus 
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is on this group, but also people from the first class of IEEE-1471-users, who use a 
methodology developed according to AMBRA could be interested in the framework itself, 
e.g. for  understanding the terminology better. �
 
Figure 4-7 tries to illustrate how the users of CORAS and the users of AMBRA relate to the 
users of IEEE-1471. CORAS is a methodology and therefore typically address a similar group 
of users as the first class of IEEE-1471 users. In addition to addresses the first class of IEEE-
1471 users, AMBRA mainly addresses users in the second class who e.g. develop 
methodologies. 

 
)LJXUH�����8VHUV�RI�&25$6�YV��$0%5$�
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�� )RUPDOL]LQJ�WKH�$0%5$�7HUPLQRORJ\�
The objective of this Chapter is to formally define the terminology using UML class 
diagrams.  
 
Throughout this thesis we use the term ULVN�DQDO\VLV in a way that is not fully in conformance 
with the “Australian Standard for Risk Management” [AS/NZS4360] we claim to follow. A 
ULVN�DQDO\VLV�is actually considered as a part of the ULVN�DVVHVVPHQW in a full ULVN�PDQDJHPHQW�
SURFHVV as illustrated in Figure 5-1 from the [AS/NZS4360]. Still we continue to use our 
interpretation as we believe this makes the terminology more understandable for most people. 
The risk management process is defined as ‘$�V\VWHPDWLF�DSSOLFDWLRQ�RI�PDQDJHPHQW�SROLFLHV��

SURFHGXUHV� DQG� SUDFWLFHV� WR� WKH� WDVN� RI� HVWDEOLVKLQJ� WKH� FRQWH[W�� LGHQWLI\LQJ�� DQDO\VLQJ��
HYDOXDWLQJ��WUHDWLQJ��PRQLWRULQJ�DQG�FRPPXQLFDWLQJ�ULVNV¶�  
 

 
)LJXUH�����7KH�5LVN�0DQDJHPHQW�3URFHVV�ZLWK�VXE�SURFHVVHV�

[AS/NZS4360] divides the risk management process into sub processes like (VWDEOLVK�FRQWH[W, 
,GHQWLI\�ULVNV and $QDO\VH�ULVNV as illustrated in Figure 5-1. CORAS uses this structure, but 
specifies each of the sub processes to consist of one or more risk management activities, 
which are further specified into concerns.  
Deciding the content of the activities, i.e. which risk analysis techniques to use, is not in the 
scope of AMBRA. This may vary from one risk analysis methodology to another, and is 
therefore left open in AMBRA. AMBRA will restrict itself to the superior risk management 
process with its sub processes and activities, giving a detailed conceptual specification of a 
risk management activity. 

���� 80/�VSHFLILFDWLRQ�RI�$0%5$�

The conceptual specification of architectural description in IEEE-1471 (Figure 2-3), is in the 
following combined with the conceptual specification of CORAS' risk documentation 
framework (Figure 2-5).  
 
Figure 5-2 specifies the ‘top level’ of AMBRA, the 5LVN�0DQDJHPHQW�3URFHVV consists of 6XE�
SURFHVVHV�consisting of 5LVN�0DQDJHPHQW�$FWLYLWLHV, and is another way of illustrating Figure 
5-1.  
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)LJXUH�����7KH�ULVN�PDQDJHPHQW�SURFHVV�

In the following we give an overview of general concepts addressed by each Risk 
0DQDJHPHQW�$FWLYLW\. According to IEEE-1471 every system has an architecture which can be 
viewed from different viewpoints, described by models in an architecture description. As we 
explained in the previous Chapter there are several similarities between the terminology in the 
documentation framework in CORAS and IEEE-1471. The goal is to create a specialization of 
IEEE-1471 which includes elements from risk analysis.  
The original IEEE-1471 specification (Figure 2-3) needs some changes in terminology to 
adapt to the risk analysis context of this thesis. To make it more surveyable we start with a 
simplified version of the specification5 in Figure 5-3, adding more elements as they become 
of interest. 

Concern

Architectural Description

1..*
identifies
1..*

Environment

Mission

Stakeholder

1..*

has 1..*

is  important to 1..*

1..*
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1..*
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System
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has 1..*

has an

 
)LJXUH�����$�VLPSOLILHG�YHUVLRQ�RI�WKH�,(((������FRQFHSWXDO�VSHFLILFDWLRQ�

First we change the general term 6\VWHP to 7DUJHW� RI� 5LVN�$QDO\VLV, but keep the original 
definition from IEEE-1471: ‘WKH�WHUP�V\VWHP�HQFRPSDVVHV�LQGLYLGXDO�DSSOLFDWLRQV��V\VWHPV�LQ�
WKH� WUDGLWLRQDO�VHQVH��VXEV\VWHPV��V\VWHPV�RI�V\VWHPV��SURGXFW� OLQHV��SURGXFW� IDPLOLHV��ZKROH�
HQWHUSULVHV�DQG�RWKHU�DJJUHJDWLRQV�RI�LQWHUHVW’.  

                                                   
5 For all specifications in this Chapter (except Figure 5-10) the following applies: if no cardinality is displayed 
the default value is 1. 
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The change from 6\VWHP to 7DUJHW� RI� 5LVN� $QDO\VLV is made only to keep focus on risk 
analysis, the specification still conforms to IEEE-1471. The 7DUJHW� RI� 5LVN� $QDO\VLV still 
fulfils a 0LVVLRQ, inhabits an (QYLURQPHQW� has an $UFKLWHFWXUH and has 6WDNHKROGHUV like in 
the original specification.  
 
The (QYLURQPHQW in IEEE-1471 is now the environment for the 7DUJHW�RI�ULVN�DQDO\VLV. In risk 
analysis the (QYLURQPHQW is often called 5LVN� $QDO\VLV� &RQWH[W, which is the external 
conditions influencing the 7DUJHW� RI� 5LVN� $QDO\VLV. Since these terms have the same 
interpretation, we will change (QYLURQPHQt in the specification to 5LVN�$QDO\VLV�&RQWH[W.  
 
Then we include the term 6WDNHKROGHU as in the original specification, where stakeholders can 
be everything from organizations or regular users to risk analysts. The stakeholders have 
different concerns regarding the 7DUJHW�RI�5LVN�$QDO\VLV related to what they find valuable or 
important by the ‘target’. Concerns are adressed by using architectural models which express 
the parts of the ‘target’ answering the stakeholder’s concern. We may also regard the parts of 
the system which the stakeholder find interesting or valuable as an asset for the stakeholder. 
Based on this we also add the notion of $VVHW to our conceptual specification. The relationship 
between &RQFHUQ and $VVHW in the specification is called ‘A Concern is related to an Asset’.  
 
The original specification from IEEE-1471 has now changed in form of renaming some of its 
terms and gained one additional element as displayed in Figure 5-4: 

Asset

Architectural Description

Concern 1..*
identifies
1..*

1..*

related to

1..*

Risk Analysis Context

Architecture

described by

Stakeholder

1..*

1..*identifies

1..*

1..*has 1..*

Mission Target of Risk Analysis

inhabits

influences

has an

has 1..*

1..*

fulfills

1..*

 
)LJXUH�����,(((������FRQFHSWXDO�VSHFLILFDWLRQ�ZLWK�FKDQJHV�

The conceptual specification in Figure 5-4 is fairly simplified and need to be extended with 
more details. The way this will be performed is first through specializing the term 
6WDNHKROGHU, then &RQFHUQ and including these refinements in Figure 5-4.  
 
As we have concluded in Chapter 4, we divide stakeholders in two types: the 5LVN�$QDO\VLV�

6WDNHKROGHU who is concerned about the risk analysis itself and the 7DUJHW�6WDNHKROGHU who is 
mostly concerned about the target of risk analysis. Both types are stakeholders in an IEEE-
1471-sense, but based on their difference in concerns we specialize the 6WDNHKROGHU term into 
two types, illustrated in Figure 5-5. 
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Stakeholder

Risk Analysis StakeholderTarget Stakeholder

1..* 1..*has 1..*1..*has

Concern

 
)LJXUH�����6SHFLDOL]DWLRQ�RI�VWDNHKROGHU�

A stakeholder concerned about the 7DUJHW�RI�5LVN�$QDO\VLV itself, may be a regular operator of 
the system assessed. The concerns are typically related to what he or she recognizes as $VVHWV 
in the actual system, like the business rules for a transaction or communication between two 
system components. 7DUJHW� FRQFHUQV are addressed by means of having the appropriate 
architectural description of the ‘target’.  
 
The other type of stakeholder, related to the actual risk analysis and the outcome of it, may be 
the risk analysis expert who organizes and conducts the risk analysis, the members of the 
organization or different types of decision makers.  This stakeholder is concerned about the 
risk analysis results itself in order to draw the correct conclusions. This could be about getting 
sufficiently good results in each of the different steps in a risk analysis or exploiting the 
results to make the 7DUJHW�RI�5LVN�$QDO\VLV more secure. 

Risk Analysis StakeholderTarget Stakeholder

Asset

Target Concern

1..*has 1..*

1..*

related to

1..*

Architectural Description

1..*
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1..*

Stakeholder

1..*
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1..*

Risk Analysis Concern

1..*has 1..*

identifies
1..*

Risk Management Activity

1..*

documents

has 1..*

 
)LJXUH�����6SHFLDOL]DWLRQ�RI�&RQFHUQ�DQG�6WDNHKROGHU�

Figure 5-6 displays both the specialization of Stakeholder and Concern and how they relate to 
$VVHW and 5LVN�0DQDJHPHQW�$FWLYLW\. 
 
If we then combine the specialization of stakeholders and concern (Figure 5-6), with the 
general overview of a risk management activity (Figure 5-4), it results in Figure 5-7. Still the 
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term $UFKLWHFWXUDO�'HVFULSWLRQ lacks refinement and only a few elements from risk analysis 
are yet included in the specification.   

Risk Analysis StakeholderTarget Stakeholder

Asset

Target Concern
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1..*

1..*
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1..*
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1..*
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Risk Analysis Concern
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1..*
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1..*
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has 1..*

 
)LJXUH�����&RPELQLQJ�)LJXUHV�

IEEE-1471 specifies the content and structure of an architectural description Figure 5-8. This 
is not the complete conceptual specificationl from Figure 2-3, but it displays concepts directly 
related to the architectural description. This specification extends Figure 5-7 by specifying the 
term $UFKLWHFWXUDO�'HVFULSWLRQ.  

Rationale

View

Model

1..*consis ts  of 1..*

Architectural Description provides

organized by 1..*

participates in

aggregates 1..*

Library Viewpoint

Viewpoint conforms to

1..*

establishes methods for

1..*

selects 1..*

has  source 0..1

 
)LJXUH�����&RQFHSWV�UHODWHG�WR�DQ�DUFKLWHFWXUDO�GHVFULSWLRQ�IURP�,(((������

There are still several terms from risk analysis to be included. We have addressed the term 
$VVHW. $VVHWV are entities related to target of analysis which a stakeholder finds valuable 
[Braber et.al. 03]. In a risk analysis context the goal is to discover risks, threats and 
vulnerabilities for the asset with appropriate treatment to improve the system. Related to the 
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$VVHW, CORAS defines several elements like 5LVN, 7KUHDW and 7UHDWPHQW as displayed in 
Figure 5-9 (except for 6WDNHKROGHU� which already is included in our specification�. For a 
detailed explanation of the terms in the Figure see Section 2.4.  
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)LJXUH�����$VVHW��ULVN��WKUHDW�DQG�YXOQHUDELOLW\�

Next we combine the concepts from IEEE-1471 (Figure 5-8), and the elements from risk 
analysis (Figure 5-9) with our conceptual specification (Figure 5-7). The result is a conceptual 
specification for model-based risk analysis. The complete specification is illustrated in Figure 
5-10. To increase the readability and making the specification less complex the two parts with 
concepts related to respectively architectural descriptions and risk analysis are shaded in 
different colours and framed with dashed lines. In addition only cardinalities of QHZ 
relationships are displayed to avoid complicating the Figure.  
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)LJXUH������7HUPLQRORJ\�IRU�D�5LVN�0DQDJHPHQW�$FWLYLW\�LQ�$0%5$��
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���� (OHPHQWV�LQ�$0%5$�

This part contains an alphabetic list of the elements used in AMBRA. 
 
��� $EVWUDFW�ULVN��

An abstract risk is ‘ WKH�FRPPRQ�SURSHUWLHV�RI�ULVNV�DQG�ULVN� WKHPHV��VXFK�DV�ULVN�YDOXH¶�
[Lund et.al. 03]� The term is taken directly from CORAS and has kept its original 
interpretation and name. 

��� $UFKLWHFWXUDO�'HVFULSWLRQ��
IEEE-1471 claims that every system (in this setting system is called Target of Risk 
Analysis) has an architecture which you can describe by an architectural description. The 
term is defined as ‘D�FROOHFWLRQ�RI�SURGXFWV�WR�GRFXPHQW�DQ�DUFKLWHFWXUH’ [IEEE1471]. 

��� $UFKLWHFWXUH�
According to IEEE-1471 every system (Target of Risk Analysis) has an architecture, 
which is defined as ‘WKH� IXQGDPHQWDO� RUJDQL]DWLRQ� RI� D� V\VWHP� HPERGLHG� LQ� LWV�
FRPSRQHQWV��WKHLU�UHODWLRQVKLSV�WR�HDFK�RWKHU��DQG�WR�WKH�HQYLURQPHQW��DQG�WKH�SULQFLSOHV�
JXLGLQJ�LWV�GHVLJQ�DQG�HYROXWLRQ’[IEEE1471]. 

��� $VVHW�
$Q� DVVHW� LV� DQ\WKLQJ� WKDW� KDV� YDOXH� WR� WKH� RUJDQL]DWLRQ [ISO13335]. The assets of an 
organization include:  

o physical assets (e.g., computer hardware, communications facilities, 
buildings), 

o information / data (e.g., documents, databases), 
o software, 
o the ability to produce some product or provide a service, 
o people, and 
o intangibles (e.g., goodwill, image). 

��� (QWLW\�

µ$Q�HQWLW\�LV�D�SDUW�RI�RU�IHDWXUH�RI�WKH�V\VWHP��$Q�HQWLW\�EHFRPHV�DQ�DVVHW�ZKHQ�DVVLJQHG�
YDOXH�E\�D�VWDNHKROGHU¶ [Lund et.al. 03].  

��� /LEUDU\�9LHZSRLQW�
µ$�YLHZSRLQW�GHILQLWLRQ�PD\�RULJLQDWH�ZLWK�DQ�DUFKLWHFWXUDO�GHVFULSWLRQ��RU� LW�PD\�KDYH�

EHHQ�GHILQHG�HOVHZKHUH��$�YLHZSRLQW�WKDW�LV�GHILQHG�HOVHZKHUH�LV�UHIHUUHG�WR�DV�D�OLEUDU\�
YLHZSRLQW¶ [IEEE1471].  

��� 0LVVLRQ�
In IEEE-1471 every system (here: Target of risk analysis) has a purpose, a mission, which 
is to be recorded. A mission is defined as a µXVH� RU� RSHUDWLRQ� IRU� ZKLFK� D� V\VWHP� LV�
LQWHQGHG�E\�RQH�RU�PRUH�VWDNHKROGHUV�WR�PHHW�VRPH�VHW�RI�REMHFWLYHV’ [IEEE1471]. 

��� 0RGHO�
According to IEEE-1471 ‘D�YLHZ�PD\�FRQVLVW�RI�RQH�RU�PRUH�DUFKLWHFWXUDO�PRGHOV��(DFK�
VXFK� DUFKLWHFWXUDO� PRGHO� LV� GHYHORSHG� XVLQJ� WKH� PHWKRGV� HVWDEOLVKHG� E\� LWV� DVVRFLDWHG�
DUFKLWHFWXUDO�YLHZSRLQW��$Q�DUFKLWHFWXUDO�PRGHO�PD\�SDUWLFLSDWH� LQ�PRUH� WKDQ�RQH�YLHZ¶�
[IEEE1471]. 

��� 5DWLRQDOH�
From IEEE-1471’s perspective an architectural description (AD) should include ‘D�

UDWLRQDOH� IRU� WKH� VHOHFWLRQ� RI� HDFK� YLHZSRLQW�� � $Q� $'� VKRXOG� SURYLGH� HYLGHQFH� RI� WKH�

FRQVLGHUDWLRQ�RI�DOWHUQDWLYH�DUFKLWHFWXUDO�FRQFHSWV�DQG�WKH�UDWLRQDOH�IRU�WKH�FKRLFHV�PDGH��
7KH� UDWLRQDOH� VKRXOG� DGGUHVV� WKH� H[WHQW� WR� ZKLFK� WKH� VWDNHKROGHUV� DQG� FRQFHUQV� DUH�
FRYHUHG�E\�WKH�YLHZSRLQWV�VHOHFWHG�XQGHU�WKLV�FODXVH’ [IEEE1471]. 

����5LVN�
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A risk is ‘ WKH�SRWHQWLDO�WKDW�D�JLYHQ�WKUHDW�ZLOO�H[SORLW�YXOQHUDELOLWLHV�RI�DQ�DVVHW�RU�JURXS�
RI�DVVHWV�DQG�WKHUHE\�FDXVH�KDUP�WR�WKH�RUJDQL]DWLRQ¶. [ISO13335] 
A risk for an asset is µDQ�XQZDQWHG�LQFLGHQW�WKDW�KDV�EHHQ�DVVLJQHG�D�FRQVHTXHQFH�YDOXH��D�
IUHTXHQF\�YDOXH��DQG�D�UHVXOWLQJ�ULVN�YDOXH¶�[Lund et.al. 03]. 

����5LVN�$QDO\VLV�

µ7KH� SURFHVV� RI� LGHQWLI\LQJ� VHFXULW\� ULVNV�� GHWHUPLQLQJ� WKHLU�PDJQLWXGH�� DQG� LGHQWLI\LQJ�
DUHDV�QHHGLQJ�VDIHJXDUGV¶ [ISO13335]  

����5LVN�$QDO\VLV�&RQFHUQ�
This is concern on a meta-level of the target, mostly related to the risk analysis itself and 
the results. 

����5LVN�$QDO\VLV�6WDNHKROGHU�
This is a stakeholder like the risk analyst whose main focus is on the risk analysis or the 
outcome of the analysis. 

����5LVN�$VVHVVPHQW�
‘$VVHVVPHQW� RI� WKUHDWV� WR�� LPSDFWV� RQ� DQG� YXOQHUDELOLW\� RI� LQIRUPDWLRQ� DQG� LQIRUPDWLRQ�
SURFHVVLQJ�IDFLOLWLHV�DQG�WKH�OLNHOLKRRG�RI�WKHLU�RFFXUUHQFH¶�[ISO17799]. 

����5LVN�$QDO\VLV�&RQWH[W�
This was originally called ‘Environment’ in IEEE-1471, but renamed to Risk Analysis 
Context in order to conform to the risk analysis setting in AMBRA. The term has kept its 
original interpretation from IEEE-1471 where the Environment ‘GHWHUPLQHV� WKH� VHWWLQJ�

DQG�FLUFXPVWDQFHV�RI�GHYHORSPHQW��RSHUDWLRQDO��SROLWLFDO��DQG�RWKHU� LQIOXHQFHV�XSRQ� WKH�

V\VWHP�� 7KH� HQYLURQPHQW� FDQ� LQFOXGH� RWKHU� V\VWHPV� WKDW� LQWHUDFW� ZLWK� WKH� V\VWHP� RI�
LQWHUHVW�� HLWKHU� GLUHFWO\� YLD� LQWHUIDFHV� RU� LQGLUHFWO\� LQ� RWKHU� ZD\V�� 7KH� HQYLURQPHQW�

GHWHUPLQHV�WKH�ERXQGDULHV�WKDW�GHILQH�WKH�VFRSH�RI�WKH�V\VWHP�RI�LQWHUHVW�UHODWLYH�WR�RWKHU�
V\VWHPV’ [IEEE1471]. 

����5LVN�0DQDJHPHQW�
This is the�µSURFHVV�RI�LGHQWLI\LQJ��FRQWUROOLQJ�DQG�PLQLPL]LQJ�RU�HOLPLQDWLQJ�VHFXULW\�ULVNV�
WKDW�PD\�DIIHFW�LQIRUPDWLRQ�V\VWHPV��IRU�DQ�DFFHSWDEOH�FRVW¶ [ISO17799]. 

����5LVN�0DQDJHPHQW�$FWLYLW\�
This is a division of the sub processes into smaller components called risk management 
activities. [Lund et.al. 03] 

����5LVN�0DQDJHPHQW�3URFHVV�
This is ‘D�V\VWHPDWLF�DSSOLFDWLRQ�RI�PDQDJHPHQW�SROLFLHV��SURFHGXUHV�DQG�SUDFWLFHV�WR�WKH�
WDVN� RI� HVWDEOLVKLQJ� WKH� FRQWH[W�� LGHQWLI\LQJ�� DQDO\VLQJ�� HYDOXDWLQJ�� WUHDWLQJ�� PRQLWRULQJ�
DQG�FRPPXQLFDWLQJ�ULVNV’ [AS/NZS4360]. 

����5LVN�WKHPH�
A risk theme is ‘D�FDWHJRULVDWLRQ�RI�VLPLODU�ULVNV��DVVLJQHG�LWV�RZQ�ULVN�YDOXH’ [Lund et.al. 
03]. 

����6WDNHKROGHU�
‘$�V\VWHP�KDV�RQH�RU�PRUH�VWDNHKROGHUV��(DFK� VWDNHKROGHU� W\SLFDOO\�KDV� LQWHUHVWV� LQ��RU�
FRQFHUQV� UHODWLYH� WR�� WKDW� V\VWHP� DQG� FDQ� EH� DQ� LQGLYLGXDO�� WHDP�� RU� RUJDQL]DWLRQ� �RU�
FODVVHV�WKHUHRI��ZLWK�LQWHUHVWV�LQ��RU�FRQFHUQV�UHODWLYH�WR��D�V\VWHP’ [IEEE1471]. 

����6XE�SURFHVV�
One or more sub processes constitute a risk management process. A sub process consists 
of one or more risk management activities [Lund et.al. 03]. 

����7DUJHW�&RQFHUQ�
This refers to concerns about the actual target of risk analysis (e.g. a system or 
component). The term holds the same meaning as ‘Concern’ in IEEE-1471: ‘DUH� WKRVH�

LQWHUHVWV� ZKLFK� SHUWDLQ� WR� WKH� V\VWHP¶V� GHYHORSPHQW�� LWV� RSHUDWLRQ� RU� DQ\� RWKHU� DVSHFWV�

WKDW�DUH� FULWLFDO�RU�RWKHUZLVH� LPSRUWDQW� WR�RQH�RU�PRUH� VWDNHKROGHUV��&RQFHUQV� LQFOXGH�
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V\VWHP� FRQVLGHUDWLRQV� VXFK� DV� SHUIRUPDQFH�� UHOLDELOLW\�� VHFXULW\�� GLVWULEXWLRQ�� DQG�
HYROYDELOLW\¶�[IEEE1471]��

����7DUJHW�RI�5LVN�$QDO\VLV�
This is the actual system or component assessed during the risk analysis. The term has 
been renamed from ‘System’ in IEEE-1471 to ‘Target of Risk Analysis’ in AMBRA. 
AMBRA uses the original interpretation where a system is ‘D�FROOHFWLRQ�RI� FRPSRQHQWV�
RUJDQL]HG�WR�DFFRPSOLVK�D�VSHFLILF�IXQFWLRQ�RU�VHW�RI�IXQFWLRQV¶ [IEEE1471]. 

����7DUJHW�6WDNHKROGHU�
This is a stakeholder with concerns related directly to the target of analysis on system-
level. This could be ‘DQ� LQGLYLGXDO�� WHDP�� RU� RUJDQL]DWLRQ� �RU� FODVVHV� WKHUHRI�� ZLWK�
LQWHUHVWV�LQ��RU�FRQFHUQV�UHODWLYH�WR��D�V\VWHP’ [IEEE1471]. 

����7KUHDW�
µ$� WKUHDW� LV� D� SRWHQWLDO� FDXVH� RI� DQ� XQZDQWHG� LQFLGHQW�� ZKLFK�PD\� UHVXOW� LQ� KDUP� WR� D�
V\VWHP�RU�RUJDQL]DWLRQ¶ [ISO13335]. 

����7UHDWPHQW�
‘$SSO\LQJ�D�WUHDWPHQW�RQ�WKH�WDUJHW�LV�D�ZD\�RI�UHGXFLQJ�WKH�ULVN�YDOXH�RI�D�ULVN�RU�ULVN�
WKHPH¶ [Lund et.al. 03]. 

����7UHDWPHQW�HIIHFW�
µ7KH� WUHDWPHQW� HIIHFW� LV� D� WUHDWPHQWV� FDSDELOLW\� WR� UHGXFH� WKH� ULVN� YDOXH�RI�D�SDUWLFXODU�
ULVN¶�[Lund et.al. 03]. 

����8QZDQWHG�LQFLGHQW�
‘An XQZDQWHG�LQFLGHQW�LV�DQ�XQGHVLUHG�HYHQW�WKDW�PD\�UHGXFH�WKH�YDOXH�RI�DQ�DVVHW�[Lund 
et.al. 03]. 

����9LHZ�
A view is ‘D� UHSUHVHQWDWLRQ� RI� D� ZKROH� V\VWHP� IURP� WKH� SHUVSHFWLYH� RI� D� UHODWHG� VHW� RI�
FRQFHUQV��(DFK�YLHZ�DGGUHVVHV�RQH�RU�PRUH�RI� WKH�FRQFHUQV�RI� WKH�V\VWHP�VWDNHKROGHUV��
7KH�WHUP�YLHZ�LV�XVHG�WR�UHIHU�WR�WKH�H[SUHVVLRQ�RI�D�V\VWHP¶V�DUFKLWHFWXUH�ZLWK�UHVSHFW�WR�
D�SDUWLFXODU�YLHZSRLQW.¶�[IEEE1471]��

����9LHZSRLQW�
A viewpoint is ‘D�VSHFLILFDWLRQ�RI�WKH�FRQYHQWLRQV�IRU�FRQVWUXFWLQJ�DQG�XVLQJ�D�YLHZ��$�
SDWWHUQ�RU�WHPSODWH�IURP�ZKLFK�WR�GHYHORS�LQGLYLGXDO�YLHZV�E\�HVWDEOLVKLQJ�WKH�SXUSRVHV�
DQG�DXGLHQFH�IRU�D�YLHZ�DQG�WKH�WHFKQLTXHV�IRU�LWV�FUHDWLRQ�DQG�DQDO\VLV¶�[IEEE1471]. 

����9XOQHUDELOLW\�

µ9XOQHUDELOLW\�LV�D�ZHDNQHVV�ZLWK�UHVSHFW�WR�DQ�DVVHW�RU�JURXSV�RI�DVVHWV�ZKLFK�FDQ�EH�
H[SORLWHG�E\�RQH�RU�PRUH�WKUHDWV¶ [ISO13335]. 
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�� (YDOXDWLRQ�RI�$0%5$�DJDLQVW�6XFFHVV�&ULWHULD�
In Chapter 4 we formulated several success criteria for AMBRA. This Chapter will evaluate 
AMBRA against these criteria, discussing whether they are fulfilled or not.  
In short the criteria of success are: conformance to IEEE-1471, conformance to CORAS, 
conformance to MDA, conformance to UML and usefulness. 

���� &RQIRUPDQFH�WR�,(((������

One of the requirements we put on AMBRA is for it to include the ideas from IEEE-1471 
about how to create good descriptions of system architecture. IEEE-1471 includes central 
aspects related to architectural descriptions with focus on the individual stakeholder. An 
architectural description consists of models of the system the stakeholder have to understand. 
It is important to adjust the models according to the stakeholder’s interests and knowledge. 
This is especially important in a risk analysis where you are dependent on the stakeholders 
understanding of the system to detect all system weaknesses and threats.  
 
IEEE-1471 includes two main parts: a conceptual framework of an architectural description 
and a part describing practices for architectural description, i.e. rules for conformance with 
IEEE-1471. The latter part would be natural to include in a PHWKRGRORJ\ developed according 
to AMBRA, but too detailed for AMBRA itself. We choose to concentrate on the conceptual 
model of an architectural description which in our opinion illustrates the most important 
aspects of IEEE-1471. Further on we extended this with concepts from risk analysis. We 
decided to connect the model from IEEE-1471 with terms from risk analysis by relating 
‘IEEE-1471-concern’ to ‘CORAS-asset’ from risk analysis. Where a stakeholder considers a 
part of a system important it means the stakeholder is concerned about the part. This part 
could be characterized as something valuable, in risk analysis this would be recognized as an 
entity assigned value and called ’asset’. This motivates why we believe relating ‘concern’ to 
‘asset’ is a correct decision.  
 
When we formulated this success criterion we allowed for renaming terms in IEEE-1471 if 
this made it easier to understand AMBRA or increased the focus on risk analysis. We did not 
find any reasons for changing the original terms used in IEEE-1471 in order to increase the 
ability to XQGHUVWDQG�AMBRA. On the other hand we found reasons for renaming a few terms 
to make them more influenced by the risk analysis terminology.  
 
In IEEE-1471 ‘Environment’ refers to� µWKH� VHWWLQJ� DQG� FLUFXPVWDQFHV� RI� GHYHORSPHQW��
RSHUDWLRQDO�� SROLWLFDO�� DQG� RWKHU� LQIOXHQFHV� XSRQ� WKH� V\VWHP�� 7KH� HQYLURQPHQW� FDQ� LQFOXGH�

RWKHU� V\VWHPV� WKDW� LQWHUDFW� ZLWK� WKH� V\VWHP� RI� LQWHUHVW�� HLWKHU� GLUHFWO\� YLD� LQWHUIDFHV� RU�
LQGLUHFWO\�LQ�RWKHU�ZD\V��7KH�HQYLURQPHQW�GHWHUPLQHV�WKH�ERXQGDULHV�WKDW�GHILQH�WKH�VFRSH�RI�
WKH�V\VWHP�RI�LQWHUHVW�UHODWLYH�WR�RWKHU�V\VWHPV¶.  We felt this was too general without focus on 
risk analysis and did not feel we made any mistake by renaming it to ‘Risk analysis context’ 
in AMBRA. Of the same reason we changed IEEE-1471’s ‘System’ into ‘Target of Risk 
Analysis’. In IEEE-1471 the target is subject for a description, but in AMBRA the target will 
also be subject for a risk analysis, and the change in name emphasizes this. We have kept the 
original definition of ’system’ from IEEE-1471 even if we have renamed the term. 
 
Originally the conceptual model in IEEE-1471 only had a general 6WDNHKROGHU, but we chose 
to specialize the term into two kinds, 7DUJHW�6WDNHKROGHU and 5LVN�$QDO\VLV�6WDNHKROGHU. This 
decision was based on the fact that we believe it is important to distinguish between 
stakeholders related to the target system at ‘system-level’ and stakeholders related to the 
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system on a ‘meta-level’ like the risk analyst. As a consequence of specializing the 
stakeholder term, we also had to divide ‘concern’ according to which stakeholder is 
concerned. The target stakeholder would typically have concerns at system-level, while risk 
analysis stakeholders could have concerns about the risk analysis process itself, thus a meta-
level of target system. The specialization of stakeholder and concern has not changed any 
relationships in the original model. Stakeholders still exists in the model, representing 
attributes in common between Risk Analysis stakeholder and Target stakeholder. In the 
original model concern was related to stakeholder, architectural description and viewpoint. 
These relationships still exists in AMBRA, in addition we have connected Target concern to 
asset and risk analysis concern to risk documentation framework. Viewpoint is also connected 
to the risk documentation framework in order to make it possible to structure models 
according to which viewpoint they belong to. 
  
Based on this we believe we have succeeded in achieving compliance with IEEE-1471. 

���� &RQIRUPDQFH�WR�&25$6�

AMBRA will be a high-level framework rather than a concrete methodology like CORAS. 
We had no intention of using every part of CORAS, because AMBRA should not include a 
detailed methodology but be a reference framework for development of model-based risk 
analysis methodologies. The parts of CORAS we found useful is the documentation 
framework and the organization of the risk management process. The first illustrates the 
artefacts CORAS think is important to document and store and the latter gives us the structure 
of a complete risk management process. AMBRA defines the concepts a risk managment 
activity should take into consideration, but not the exact techniques to use. To choose the 
techniques used in a risk analysis methodology is up to the developer of the concrete 
methodologies.  
 
There are written several papers and reports about CORAS we chose to use mainly [Braber 
et.al. 03] and [Lund et.al. 03]. [Lund et.al. 03] describes the CORAS risk documentation 
framework (Figure 2-4).  The risk documentation framework is a specialization of RM-ODP 
and helps linking together related information within the five RM-ODP-viewpoints (see 
Figure 2-4) A proper documentation framework is especially important for the risk analysis 
stakeholder to facilitate reuse and maintenance. 
 
A conceptual model of this documentation framework (Figure 2-5) is the basis for extending 
the conceptual specification of an architectural description in IEEE-1471 (Figure 2-3).  The 
complete specification was connected to the specification in IEEE-1471 by relating CORAS-
asset to IEEE-concern.  
 
Based on this we feel we have succeeded in achieving compliance with CORAS.  

���� 8VHIXOQHVV�

Based on our limited access to resources and the time constraints imposed on this work, we 
decided to conduct a judgment study of AMBRA by asking five, in our opinion well skilled, 
persons to judge AMBRA. We provided the participants with a questionnaire (see Appendix 
A) asking several questions about AMBRA and requiring detailed answers. Ideally we would 
have liked like to see an evaluation of AMBRA not only from this theoretical point of view, 
but rather in a situation where someone uses the framework for its intended purpose e.g. 
through a field study.  
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In order to evaluate AMBRA’s usefulness for indirect users (both I and II) we first need a risk 
analysis methodology developed according to our framework. Accordingly there will not be 
made an evaluation of usefulness for this group, but we will strongly recommend this as 
subjects for future work. The evaluation of AMBRA with respect to usefulness will therefore 
mainly include direct users. The judges are all involved in research on topics like system 
development, risk analysis or architecture and suitable for judging AMBRA from the ‘direct 
user’ point of view.  
 
The judges were asked to state whether they considered AMBRA as a suitable reference 
framework for developing risk analysis methodologies. Because they were asked to judge 
AMBRA in a somewhat early phase of development, they were not provided with a complete 
AMBRA framework. This made their job more difficult than if they were to evaluate the 
thesis after completion since the version they received had several unfinished parts.  Some of 
the judges’ main reasons for not assigning AMBRA top score on usefulness were:    

� ‘7KH�JHQHUDOL]DWLRQ�RI�&25$6�PD\�QRW�EH�DGHTXDWHO\�JHQHUDO��UHVWULFWLQJ�WKH�IOH[LELOLW\�
RI�$0%5$.’ (This aspect is discussed in the next Chapter) 

� ‘,W� QHHGV� PRUH� GHVFULSWLRQ� UHODWHG� WR� ZKDW� $0%5$� LV�� KRZ� LW� LV� XVHG� DQG� ZKDW� LV�

DFFRPSOLVKHG� E\� XVLQJ� LW�’ (In later versions of this thesis these aspects have been 
addressed more clearly) 

�  
Most of the judges gave AMBRA a score between 4 and 5 (6 was maximum) on the question 
of whether they thought AMBRA was a suitable framework. Even though none of the judges 
recognized AMBRA as a perfect reference framework, we do not believe AMBRA has failed 
in its mission. We do not claim to have “reinvented the wheel”, AMBRA is meant to improve 
and strengthen an already existing risk analysis methodology (CORAS) by including a 
standard for architectural description. This will make it less specialized, i.e. leverage it into a 
higher level of abstraction, and therefore more suitable as a reference framework. In the same 
manner as no one can expect the first version of a product to be perfect, we believe AMBRA 
needs to be further assessed and probably adjusted according to these assessment results.  
 
Since we only rely on a theoretical evaluation, we cannot be sure if our assumptions about the 
practical usefulness of AMBRA are right. There may be aspects we have omitted or we may 
have included concepts with ambiguous interpretation which may lead to confusion.  A trial 
where a group use AMBRA in development of a risk analysis methodology would be 
extremely valuable. Afterwards this methodology should be assessed by the indirect users 
(both group I and II), providing essential feedback helping to improve AMBRA. 

���� &RQIRUPDQFH�WR�0'$��

The reason for requiring compliance with MDA is to ensure focus on PRGHO�EDVHG risk 
analysis. This requirement originates from a desire to include concepts from model-based 
system development where the main feature is the extensive use of reusable models in the 
development process. The use of models in risk analysis could improve quality and, 
effectiveness by facilitate precision, communication and interaction between stakeholders. By 
creating general models applicable across different platforms it could also reduce 
development costs by increasing the possibility of reuse.  
 
The official specification of MDA is claimed to be somewhat vague and incomplete, therefore 
we base us upon the explanation of MDA given in [Runde,Stølen 03] as our reference for 
MDA. In this article MDA is described as “D� IUDPHZRUN� IRU� GHILQLQJ� V\VWHP� DUFKLWHFWXUH�
GHYHORSPHQW�PHWKRGRORJLHV�E\�JLYLQJ�GLUHFWLRQV�IRU�PDNLQJ�DUFKLWHFWXUHV��VHUYLQJ�DV�D�WRRO�
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ER[� IRU� V\VWHP� GHYHORSHUV� DQG� V\VWHP� DUFKLWHFWV�� DQG� IDFLOLWDWLQJ� LQWHJUDWLRQ� DQG�
LQWHURSHUDELOLW\�EHWZHHQ�V\VWHPV´� AMBRA is meant to be a possible, future extension of a 
framework like this. In order to easily fit into the context of MDA have adopted the same 
organisation as MDA specified in [Runde,Stølen 03] where the MDA framework is divided in 
three parts: a terminology, a library of reusable elements and a methodology.  
 

 
)LJXUH�����$0%5$��LQFOXGLQJ�WKH�UHPDLQLQJ�SDUWV�

At this time AMBRA includes a complete terminology for model-based risk analysis based on 
the terminology in IEEE-1471 and CORAS. This terminology is compliant with the 
terminology in [Runde,Stølen 03]. The remaining two parts are proposed as subjects for 
further work and will be discussed in Chapter 7 “Discussion”. 
 
We claim AMBRA as defined to this point is compliant with MDA defined in [Runde,Stølen 
03]. 

���� &RQIRUPDQFH�WR�80/�

In Section 3.1.6 we explained why we think expressing AMBRA in a world-wide accepted 
modelling language like UML is important. The core part of AMBRA consists of conceptual 
specifications expressed in UML class diagrams followed by a textual explanation. Every 
Figure is illustrated using a combination of class entities and different types of relationships 
with associated role names and cardinalities. In cases where the cardinalities of relationships 
are not displayed the default value is “1” (explained in footnotes). 
We have used pure UML notation (version 1.4) to define the different parts of AMBRA and 
therefore successfully fulfilled our criterion about conformance to UML.  

���� 6XFFHVV�RI�6XSHULRU�FULWHULRQ�

When we defined the superior criterion of success we concentrated of the overall objectives 
for this thesis. It was stated that AMBRA should be a first step towards� D� VXSSRUWLQJ�
DUFKLWHFWXUDO�IUDPHZRUN�IRU�PRGHO�EDVHG�ULVN�DQDO\VLV� This criterion was specified in more 
detail in terms of three requirements:  

D�� $0%5$�VKRXOG�IDFLOLWDWH�UHXVH�RI�EHVW�H[SHULHQFHV�IURP�ULVN�DQDO\VLV�
We believe this is substantiated by our requirements to conformance to MDA, and 
adoption of the concept of documentation framework from CORAS for storing risk 
analysis results. Reuse is also facilitated by the use of standardized UML.  

E�� $0%5$�VKRXOG�SURYLGH�D�FRPPRQ�EDVLV�IRU�ULVN�DQDO\VLV�ZLWKLQ�GLIIHUHQW�GRPDLQV�
We believe this is substantiated by conformance to MDA, the development of a 
general terminology based on CORAS and IEEE-1471, the use of UML and 
requirement of usefulness from a practical point of view. 

F�� $0%5$�VKRXOG�EH�D�UHIHUHQFH�IUDPHZRUN�IRU�WKH�GHYHORSPHQW�RI�ULVN�DQDO\VLV�
PHWKRGRORJ\�
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We believe this is substantiated by the requirements of AMBRA being useful from a 
practical view, conformance to MDA when completed with the two remaining parts, 
our foundation in CORAS and use of UML. 
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�� 'LVFXVVLRQ�
Throughout the development of AMBRA we have made several design decisions. In the 
following we discuss the most important of these in further detail, formulated as questions 
and answers. 

���� :K\�GR�ZH�QHHG�$0%5$�ZKHQ�ZH�FRXOG�DGDSW�DQ�H[LVWLQJ�PHWKRGRORJ\�
WR�ILW�WKH�LQWHQGHG�GRPDLQ"�

In many ways this could be the easiest, especially if the existing methodology is made for a 
very similar domain. The drawback is that many existing methodologies are highly 
specialized for the intended domain, e.g. CRAMM [CRAMM] for the health sector, making it 
difficult to adjust them to a new. Also it could possible lead to inheritance of the original 
methodology’s faults and weaknesses. If the methodology was equipped with computerized 
tools, they may be expensive to change. Our goal is that a methodology developed according 
to AMBRA’s model-based framework would be easier to adapt to other domains. This job 
would be facilitated through a reference framework, providing a terminology and structure in 
addition to a library of predefined and reusable elements or components to use in the 
methodology. The use of an architectural framework like AMBRA ensures interoperability 
between risk analysis methodologies. 

���� ,V�LW�QHFHVVDU\�WR�LQFOXGH�D�VWDQGDUG�IRU�DUFKLWHFWXUDO�GHVFULSWLRQV�LQ�ULVN�
DQDO\VLV"�

We think models are important in risk analysis, and we recognize architectural descriptions as 
very informative models of target system. We believe models are useful, as they help 
describing the target at right level of details, they facilitate communication between 
stakeholders, and they also promote easier reuse and maintenance. Even though we first think 
architectural descriptions as illustrations of the system, also log tables, risk analysis tables and 
other documentation are architectural descriptions and therefore models. IEEE-1471 
comprises common and consensus elements from architectural descriptions and is claimed to 
gradually gain acceptance in the IT-industry. To use a standardized way of describing the 
architecture you are making your work more accessible and understandable for a larger 
audience. 

���� ,V�$0%5$�WRR�JHQHUDO"��

At this point AMBRA is not a complete architectural framework for model-based risk 
analysis e.g. the guideline is still to be defined. The scope of this thesis is to develop the 
terminology and the main structure, only outlining the parts we leave for further work. Some 
may therefore claim that AMBRA is too general. We do not agree, the terminology in 
AMBRA is meant to be general in order to be useful on different domains in risk analysis. 
One could claim that AMBRA will provide insufficient directions for the developer with 
respect to which techniques (e.g. HazOp or FMECA) a risk analysis methodology should 
include. We think this would be to specify too much, making the framework less general than 
desirable. We expect the developer to choose the right risk analysis techniques for the 
domain, not to follow a predefined set in an explicit order specified in AMBRA.  

���� 2Q�WKH�RWKHU�KDQG�LV�$0%5$�WRR�VSHFLILF"�

During the judgment study there was expressed concerns about whether AMBRA was too 
specific, restricting the flexibility of the framework or not. The best way to test this is through 
practical use of AMBRA. Like we discussed in Section 6.3, we only have basis in theoretical 
arguments for how useful AMBRA is. A practical study like a field study would probably 
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revealed whether AMBRA is too specific. Arguments against IEEE-1471 are often based on 
that people consider it to be too general. This might lead to the conclusion that terms in 
AMBRA which originate from IEEE-1471 are not to be recognized as too specific. Someone 
may think the terms originating from CORAS (risk related terms) are too specific, but we did 
not feel like merging or excluding any of them. We believe they have all been subject for 
thoroughly research in CORAS and if any of them were unnecessary or unclear this would 
have been discovered during development of CORAS. If we did not specialize stakeholder 
and concern we would, according to our opinion, loose focus on ULVN�PDQDJHPHQ� Our point is 
to state clearly the difference between concerns to the ones responsible for conducting the risk 
analysis (e.g. risk analysis expert) and the participants (e.g. target operators etc.).    

���� :KDW�DERXW�WKH�XVH�RI�HYDOXDWLRQ�VWUDWHJLHV��DUH�WKH\�DSSURSULDWH"��

’Formal theory’ and ’judgment study’ were chosen to help evaluating our success criteria. The 
strategies were chosen among eight different and generally accepted methods. The reason for 
restraining us to use only two of them was mainly because the other six either required a 
larger group of test personnel, more time or extensive use of research equipment like 
laboratories. A strategy like a field study would have required a considerable amount of time 
and effort from the participants. We do not think the six research strategies are useless for 
evaluating AMBRA; on the contrary we believe some of them could be well suited for further 
work (discussed in Chapter 8). According to [McGrath 84] the different strategies have their 
strengths in different areas. ‘Formal theory’ and ‘judgment study’ emphasize respectively 
precise measurement of behaviour and generality over actors. In order to have a statistically 
valid result from our evaluation we ought to include a strategy with focus on testing AMBRA 
in a system realistic environment. Strategies with maximum concern with system character of 
context are e.g. field studies or field experiments. If we had access to satisfactory resources 
we believe a field study could have been interesting. Through a field study we could 
investigate how useful AMBRA is as a supporting framework and vehicle for model-based 
risk analysis methodology development.      

���� &RXOG�,(((������KDYH�EHHQ�XVHG�LQ�D�GLIIHUHQW�ZD\"�

Could we have connected the conceptual specification of an architectural description in IEEE-
1471 with the risk analysis specification in a different way? We do not believe IEEE-1471 
could have been used differently, at least not without adding more terms to the terminology. 
The way we combine the two specifications was done by using already existing terms without 
introducing completely new. We found it useful to specialize ‘stakeholder’ and ‘concern’, but 
these are changes made to improve the comprehensibility of already existing terms. For a 
while we thought of connecting ‘asset’ directly to ‘concern’, but this would have neglected 
the concerns of the risk analyst. 
We considered not changing (QYLURQPHQW into 5LVN�$QDO\VLV�&RQWH[W, and instead recognize 
5LVN� $QDO\VLV� &RQWH[W as a specialization of (QYLURQPHQW. We also considered including 
7DUJHW� RI� $QDO\VLV as a specialization of 6\VWHP. Both of these alternatives were rejected 
because they would have made the conceptual model too complex and reduced focus on risk 
analysis. Instead the names were changed from (QYLURQPHQW and 6\VWHP to 5LVN� $QDO\VLV�
&RQWH[W and 7DUJHW�RI�$QDO\VLV.   �

���� &RXOG�ZH�KDYH�XVHG�&25$6�GLIIHUHQWO\"�

The parts of CORAS we have concentrated on in AMBRA are the documentation framework 
and the risk management process based on [AS/NZS4360] and [ISO17799].  
In addition CORAS also includes techniques from risk analysis methods, patterns and 
methodology for UML oriented modelling, a platform for tool-inclusion and an integrated risk 
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management and system development process. In our opinion the risk management process 
and the documentation framework were the only natural parts of CORAS to use for our 
purpose. The rest are too specific and detailed for the type of “architectural framework” 
AMBRA is meant to be. The integrated risk management and system development process of 
CORAS could for instance be the result of using AMBRA.       

���� :KDW�DERXW�WKH�UHPDLQLQJ�SDUWV�RI�$0%5$��LQ�RUGHU�WR�FRPSO\�ZLWK�0'$"�

The main feature in model-driven development is extensive use of models in system 
development. The aim is to raise the level of abstraction so that models, rather than 
implementation code, become the main units of reuse.  In the same manner AMBRA 
emphasizes the use of models in risk analysis. 
To make AMBRA compliant with MDA we have an overall objective to adopt the 
organization we find in the MDA framework in [Runde,Stølen 03]. Of the three parts this 
framework consists of, we have only developed the MDA compliant terminology in this 
thesis. If we were to describe what we think the two remaining parts (AMBRA guideline and 
library of reusable elements) should include, this would be based on the ideas of 
[Runde,Stølen 03]. According to [Runde,Stølen 03] the methodology part should include a 
concrete methodology of MDA with aspects like compliance checking, conformance 
checking and instantiation of library elements. We find this as a sensible starting point for our 
guideline, but it might need adaptations in order to change focus from system development to 
risk analysis. We will not investigate which adaptations are necessary now, but leave it for 
further work with AMBRA.  
In [Runde,Stølen 03] the library is described according to MDA’s suggestions where reusable 
elements are categorized as either “Pervasive services”, “Domain specifications”, 
“Transparencies” or “Quality of service”. We believe these categories are all possible to reuse 
in the risk analysis domain. “Pervasive services” are described as HVVHQWLDO�VHUYLFHV�QHHGHG�E\�
PRVW� DSSOLFDWLRQV, this could for instance be HVVHQWLDO� FRPSRQHQWV� QHHGHG� E\� PRVW� ULVN�
DQDO\VLV�PHWKRGRORJLHV� in AMBRA� “Domain specifications” are VWDQGDUGL]DWLRQ�RI�VHUYLFHV�
DQG� IDFLOLWLHV� LQ� VSHFLILF� PDUNHWV�� a possible adaptation could be VWDQGDUGL]DWLRQ� RI�

FRPSRQHQWV�DQG�IDFLOLWLHV�LQ�VSHFLILF�ULVN�DQDO\VLV�GRPDLQV� “Transparencies” and “Quality of 
service” are PRGHOV�RI�HQYLURQPHQWV�ZLWK�VSHFLILF�KDUGZDUH�DQG�VRIWZDUH�DWWULEXWHV´��since 
the intended risk analysis domain for AMBRA is IT, we would not need to change these 
categories. The different components would be stored in the library for use of the developers. 

���� :KDW�DERXW�WKH�XVH�RI�80/"�

What if AMBRA was expressed in a different notation than UML? Most probably this would 
have worked quite well, provided that the notation was capable of correctly describing the 
terminology and the relationship between the terms. In our opinion UML was the most natural 
choice of modelling language to use for our purpose. The ‘Class diagram’ of UML is perfect 
for our need. It lets us specify each term as a separate class and provides several different 
kinds of predefined relationships.   
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�� &RQFOXVLRQV�
This Chapter summarizes the main conclusions of this thesis. It specifies the main 
contibutions and further work. It also presents related work. 

���� 0DLQ�FRQWULEXWLRQV�

The main contribution of this thesis is the adaptation, extension and integration of 
terminology from model-based risk analysis in IEEE-1471’s terminology for architectural 
description. 
Based on this foundation, we have:  

• Outlined an architectural framework for model-based risk analysis called AMBRA; 
• Situated our framework in the context of MDA, providing a basis for tight integration 

of risk analysis in system development methodology; 
• Formally defined the terminology part of the framework in UML; 
• Specified our expectations to the architectural framework in the form of concrete 

success criteria, and carefully argued that they have been fulfilled. 
Further more we have positioned our work in the architectural hierarchy, explained the 
relationship to other architectural frameworks, and carefully described the most important 
design decisions made during this work. 

���� )XUWKHU�ZRUN�

AMBRA is not yet a complete framework. The guideline and the library of reusable elements 
are still to be developed. As discussed in the previous Chapter, the library helps the analyst by 
providing different types of general components suitable for reuse in the new analysis, while 
the guideline includes methods for compliance checking, conformance checking and 
instantiation of library elements. 
 In order to strengthen the evidence for the suitability of AMBRA there is need to evaluate 
AMBRA with focus on realism, e.g. a field study.  We propose for further work to conduct 
two field studies: one where a methodology is developed following AMBRA and another one 
where this methodology is tested. These will provide valuable information on how useful 
AMBRA is with respect to all relevant user groups (direct users, indirect users I and indirect 
users II) as defined in Section 3.1.4.  

���� 5HODWHG�ZRUN�

AMBRA is a specialization of IEEE-1471, integrating terminology from model-based risk 
analysis in a way that is compliant with MDA. As far as we know there has not been made 
similar work. There are however other architectural frameworks as explained in Chapter 2. 
We refer to Section 2.2 for a characterization of the relationships with IEEE-1471 (described 
in Section 2.3) and MDA (described in Section 2.5).  
For further information about the CORAS approach we refer to [Braber et.al. 03], [Dimitrakos 
et.al. 02] and [Aagedal et.al. 02]. There exist other approaches to model-based risk analysis, 
we believe the most interesting are CRAMM [CRAMM], SA [SA], RSDS [RSDS] and 
ATAM [ATAM]. Other more conventional approaches to risk analysis include HazOp, 
FMEA, FTA and Markov analysis. 
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$SSHQGL[�

$��4XHVWLRQQDLUH�IRU�-XGJPHQW�VWXG\�

Purpose: to verify the criteria listed in Chapter 3 “Problem analysis”, especially the one which 
says that AMBRA should be useful from a practical point of view. 
In order to validate AMBRA we will use skilled people with knowledge about the background 
of AMBRA to evaluate the framework and give their judgment.  

2UJDQL]DWLRQ�RI�VWXG\�

Our study will be based the response from five judges. They will be given a draft of the thesis 
about AMBRA and asked to answer a questionnaire about the framework. 

4XHVWLRQQDLUH�

These are the questions posed to the judges: 
1) Do you know if similar or identical framework been made? Y/N 
2) Is the technical depth appropriate? Y/N (If no, please comment.) 
3) Has any vital material been omitted? Y/N (If yes, please comment.) 
4) Are there any serious flaws in the work? Y/N (If yes, please comment.) 
5) Does the title “AMBRA –Architectural framework for Model-based Risk Analysis” 

accurately reflect the content of the framework? Y/N (If no, please comment.) 
6) Is the length of the framework and the thesis justified by the content? Y/N (If no, 

please comment.) 
7) Are there any figures/tables that can be omitted or need to be changed? Y/N (If yes, 

please comment.) 
8) Is the English easily understandable? (grade 1-6, 1=poor, 6= excellent) 
9) Do you think AMBRA is suitable as a reference framework in order to ensure that a 

new method for risk analysis incorporates important elements and their relationships? 
(grade 1-6, 1=poor, 6= excellent) 

10) Do you agree in these ‘intended users’ of AMBRA?:  Y/N (If no, please comment.) 
a. Users whose purpose is to develop methodologies for risk analysis (direct 

users)  
b. Regular participants in a risk analysis developed according to AMBRA like 

target stakeholders and the risk analyst(s) (indirect users). 
11) Do you have any general comments and recommendations, please give them to me: 

%��50�2'3�YLHZSRLQWV�

The five viewpoints in RM-ODP are defined as follows:  
1. “The HQWHUSULVH viewpoint, which examines the system and its environment in the context 
of the business requirements on the system, its purpose, scope and policies. It deals with 
aspects of the enterprise such as its organizational structure, which affect the system.”  
 
2. “The LQIRUPDWLRQ viewpoint, which focuses on the information in the system. How the 
information is structured, how it changes, information flows, and the logical divisions 
between independent functions within the system are all dealt with in the information 
viewpoint.”  
 
3. “The FRPSXWDWLRQDO viewpoint, which focuses on functional decomposition of the system 
into objects which interact at interfaces.”  
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4. “The HQJLQHHULQJ viewpoint, which focuses on how distributed interaction between 
system objects is supported.” 
 
5. “The WHFKQRORJ\ viewpoint, which concentrates on the individual hardware and software 
components which make up the system.” 
[ISO10746] 

&��$ERXW�WKH�2EMHFW�0DQDJHPHQW�*URXS���20*���

This is what OMG present themselves as on their website [OMG]: “The Object Management 
Group (OMG) is an open membership, not-for-profit consortium that produces and maintains 
computer industry specifications for interoperable enterprise applications. Our membership 
includes virtually every large company in the computer industry, and hundreds of smaller 
ones.  Most of the companies that shape enterprise and Internet computing today are 
represented on our Board of Directors.   
Our flagship specification is the multi-platform Model Driven Architecture (MDA), recently 
underway but already well known in the industry. It is based on the modeling specifications 
the MOF, the UML, XMI , and CWM. OMG's own middleware platform is CORBA, which 
includes the Interface Definition Language OMG IDL, and protocol IIOP. The Object 
Management Architecture (OMA) defines standard services that will carry over into MDA 
work shortly. OMG Task Forces standardize Domain Facilities in industries such as 
healthcare, manufacturing, telecommunications, and others.” 
 
0HPEHUV�RI�20*��
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