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ABSTRACT

In this paper, we discuss security aspects of interactive bilateral multi-attribute negotiations. We in-
troduce this type of electronic negotiations and maintain that it will be an important functional aspect
of business-to-business electronic marketplaces. We discuss the general application architecture and
the process flow for this type of negotiations. We introduce the relevant security issues and show how
these issues can be dealt with, especially within a business relationship where a lower degree of trust
prevails. To this purpose, we introduce and discuss a protocol for secure interactive electronic nego-
tiations.

1. INTRODUCTION

Electronic negotiations have become quite popular. Their popularity today mainly is due to the fact
that electronic markets gain more and more importance in business relations. In spite of this popular-
ity, application functionality in business-to-business marketplaces only covers a small range of a com-
pany's overall procurement activities. Marketplaces offer electronic catalogs, auction and tender func-
tionality. But by far not every product or service can be acquired using these three instruments. Addi-
tional services are necessary. It was proposed [Rebstock, 2001] that when it gets to decisions about
(legally binding) contracts, many electronic negotiations will be bilateral and interactive. To cope
with real world contract complexity, most of these negotiations have to be multi-attribute negotiations.
To be able to process the negotiation results in in-house systems and thus achieve overall process effi-
ciency, the transaction information exchanged will have to be structured, while accompanying mes-
sages may be unstructured. Some work has already been done on bilateral and multi-attribute negotia-
tions, either conceptually [e.g., Jelassi and Foroughi, 1989; Wedekind 2000; de Paula et al., 2001], or
in application design and development [Interneg, 2001; IBM, 2001; Menerva, 2001]. Some of the ap-
plications developed originate from workflow systems and contract management systems [Koetsier et
al., 2000; DiCarta, 2001; SmartSettle, 2001]. Still, these works do not supply all the functionality nec-
essary in business-to-business electronic marketplaces.
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During the 1990s, electronic negotiations have already been a research topic. At that time, agent-based
approaches [e.g., Jennings and Wooldridge, 1998] had gained much attention but did not meet all their
ambitious objectives (e.g., the Téte-a-Téte project [Guttman et al., 2001]). The major objective of
these projects was full automation of negotiation processes. Even though it has been expected since
many years that this objective can be achieved, it is still a subject of controversial discussions [Davis
and Smith, 1983; Guttman et al., 1998; Beam et al., 1999; Kersten and Noronha, 1999; Pradella and
Colombetti, 2001]. Application developers still have to simplify negotiation scenarios to be able to
fully automate processes. Against this background, we expect that agent-based applications in many
cases will not handle complete negotiation processes, but will supply services like preparatory deci-
sion support or contract execution support. Although many well-known research projects — like Kas-
bah [Chavez and Maes, 1996], AuctionBot [Wurman et al., 1998] and others — focus on full automa-
tion, our approach focuses on negotiation support instead. A fully automated negotiation application is
result-oriented: it aims to generate a negotiation result automatically. Our approach is process-
oriented, because it primarily supports the process of the negotiation and leaves the final decision
about a contract to human actors.

In this paper, we first explain the concept of electronic negotiations and, as their context, electronic
markets. We introduce and discuss interactive, bilateral, semi-structured, multi-attribute electronic
negotiations in business-to-business marketplaces. We discuss the application architecture and process
flow for these kinds of negotiations. The main security aspects within this context are introduced and
analyzed. Based on our analysis, we develop a protocol for secure electronic negotiations.

2. ELECTRONIC MARKETS AND NEGOTIATIONS

An electronic negotiation is a joint decision-making process of two or more parties within an elec-
tronic market [cf., among others, Davis and Smith, 1983]. The objective of this process commonly is
to establish a contract between the parties involved. The parties issue offers to their market partners in
order to reach an agreement. The number of parties involved in this process, its temporal and other
conditions depend on the negotiation protocol chosen.

Electronic negotiation applications today are often conceived as being part of an electronic market. An
electronic market is an application that is based on electronic communication services and that sup-
ports the market coordination of economic activities [cf. Schmid, 1993; Schmid, 1999]. On this mar-
kets, electronic transactions are performed by market partners. The legal and economic core of an elec-
tronic market transaction is the contract between the market partners involved. In this paper, we focus
on business-to business marketplaces, where partners both on the supply and on the demand side are
companies or organizations.

Electronic market transactions can be conceptualized as having five phases (Figure 1) [Schmid, 1993;
Schmid 1999; Rebstock, 2000]:

e Knowledge phase (where the relevant information concerning products, market partners etc. is
gathered)

e Intention phase (where offers concerning supply and demand are specified by the market partners)

e Agreement phase (where the terms and conditions of the transaction are defined and the contract is
closed)

e Execution phase (where the agreed-upon contract is executed and payment is made)
e Post-sales phase (where contract related services, support, maintenance etc. are delivered)

Electronic negotiation thus is an optional activity within the agreement phase. The agreement phase
also includes other steps like matching and scoring. In this paper, we focus on the negotiation itself
and will not deal with matching and scoring functions.
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Figure 1. Electronic Market Transaction Phases.

In theory and in business practice we distinguish strategic and operational procurement (or purchas-
ing). While the strategic goal is 'finding the right source', the operational objective is 'closing the right
deal'. Except for the execution phase — which always refers to specific transactions — the five phases
exist on a strategic as well as on an operational level. On the strategic level, long-term contracts are
closed. These create a more or less flexible framework for specific transactions on the operational
level.

3. NEGOTIATION APPLICATION ARCHITECTURE

3.1. Interactive bilateral multi-attribute electronic negotiations

Within the MultiNeg project [MultiNeg, 2001], an electronic negotiation application is being analyzed
and developed. Like the project as a whole, the application focuses on bilateral, multi-attribute elec-
tronic negotiations. The main component of the application is the "Negotiation Engine'. Other compo-
nents include basic communication routines and management of negotiation semantics. This paper
focuses on the Negotiation Engine. This component can be used as an add-on for an electronic mar-
ketplace or it can be used stand-alone. Either way, it is conceptualized as a large-grained electronic
commerce component and as such exposes standard interfaces that are based on XML messages to
communicate with other components or services locally as well as anywhere on the Web. General
electronic market functionalities like service directories, catalog services or settlement services are
supplied by other electronic market components and are not part of the electronic negotiation compo-
nent.

The Negotiation Engine is depicted here as being used decentrally (Figure 2). Decentral instances (us-
ing trusted Java Applets) are necessary if local security functions are to be implemented. As it is real-
ized in Java, the component as a whole or some of its modules can be implemented centrally, i.e.
server-based (using Java Servlets) as well. Indeed, both alternatives are conceptualized and already
have been partly realized and tested in the project.
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Figure 2. Application Architecture and Process Flow

3.2. Application architecture and negotiation process

Within our application scenario, demand is created in the system by either entering it online or by a
message created by an ERP system (1). If the negotiation partner is not already chosen (relying on
existing business relations, framework contracts, preferred supplier arrangements or similar sources), a
directory service can be used to find a supplier (2). Note that the directory service is not part of the
Negotiation Engine, but is an external application. Information from the directory service can be trans-
ferred to the Negotiation Engine (3). Once the negotiation partner is chosen, the actual negotiation is
started. For this purpose, an initial offer has to be issued by one of the market partners. On the seller
side, an offer can be a specific sales offer or can be based on general catalog data. Within our generic
scenario, each of the market partners can post offers, buyers or sellers. In this sense, universal or spe-
cific requests for quotation issued by a potential buyer are also conceived as being offers (i.e., offers to
buy). The initial offer data can be entered manually (1) or can be imported into the electronic negotia-
tion component via XML messages out of the directory service (or another electronic market compo-
nent, e.g., a catalog) (3) or out of an in-house system (ERP system) (1). Once an initial offer is created,
a market partner can issue a counter-offer within the electronic negotiation component. Thus, a dy-
namic negotiation is initiated (4). Multiple bilateral negotiations at the same time may be necessary to
determine the best supplier (4). The exchange of offers and counter-offers can be practiced as often as
necessary. During the negotiation, it may be necessary to check the feasibility of certain attributes of
the negotiation (qualities, delivery dates, prices etc.) personally or with an ERP system (4). For com-
municating with an ERP system, standardized messages are used. Finally, if both parties express their
agreement on the attributes of the transaction, a contract is closed. The Negotiation Engine then pro-
vides the negotiation results for further processing to the in-house ERP systems (5). Thus, frictionless
integration of the information chain is enabled. Follow-up processing of the contract may include di-
rect information exchange between the ERP systems for, e.g., dispatch advices or financial settlement
information (6).
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4. SECURITY MECHANISMS

Electronic negotiation services today are generally offered using the Internet as a platform for tele-
communication. Two main characteristics of the Internet are its openness and the anonymity of in-
volved parties. As we described above, a contract is closed when the market partners agree on all as-
pects of a transaction. Closing the contract electronically has to include all activities and functionality
necessary to install a complete, consistent, and legally binding contract on this platform. At this point,
security mechanisms become relevant. For successful electronic negotiations, non-repudiation after
closing a contract is crucial. Besides the need for non-repudiation, we also discuss further security
issues.

4.1 Security issues

The amount and complexity of the security mechanisms necessary is directly linked to the amount of
trust already established through other sources, such as framework contracts, long-term business rela-
tions or trusted third parties involved in the transaction. If such business relationships or contracts do
already exist, a framework generating trust is given. The requirements for security within the elec-
tronic negotiation application itself then are comparatively low.

In more anonymous electronic markets these preconditions often are not given. Business relationships
then are much less stable, buyers and sellers can more flexibly join and leave a market, and there are
virtually no limits to the number of market participants. A naive negotiation then may be subject to
manipulation. Security issues gain importance with the number of risks to which electronic market
transactions are exposed. Generally, we can distinguish four main issues:

e FEavesdropping of messages: messages may be spied out and the observed information can be mis-
used by unauthorized third parties.

e Masquerading of identity: parties can act under wrong identity.
e Message manipulation: a message can be modified during its transmission.

e Repudiation of messages: a party sending a message within a negotiation process may later claim
it has not originated it or it may dispute the contents of the message.

From the above risks we derive requirements for a negotiation application in more anonymous elec-
tronic markets:

e Data confidentiality (privacy): the messages exchanged during the negotiation process between
parties should be private. L.e., it should not be possible for an unauthorized third party to eaves-
drop the message contents.

e Message origin authentication: the receiver of a message should be assured of the identity of the
sender to avoid masquerading of identity.

e Message integrity: to guard against message manipulation, an unauthorized party should not be
able to modify or corrupt message contents without being detected.

e Transaction authentication: each message exchanged should be unique so that it cannot be inter-
cepted and replayed by an unauthorized third party without being detected.

e Non-repudiation: the sender should not be able to deny the ownership of a message at a later point
in time. To prevent the subsequent denial of a negotiation result, all messages exchanged among
sellers and buyers need to be legally binding and non-repudiable.

We will now discuss how an interactive bilateral negotiation on an anonymous market can be supple-
mented with non-repudiable communications including authentication of origin, message integrity,
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and transaction authentication. Our approach ensures that electronic negotiations are at least as secure
as negotiations via other media.

4.2 Reliable Negotiations

In the following, we present a reliable electronic negotiation model that allows the involved market
partners to detect a variety of attacks performed by malicious parties and provides legally binding
contracts by using techniques for non-repudiation. As a whole, the goal of our approach is to cope
with problems that result from:

e FEavesdropping of messages,
e Message integrity,

e Masquerading of identities,
e Replaying messages,

e Repudiation of messages.

Encrypting the transmitted data can solve the first problem in this list. The encryption of data at the
transport level can be achieved via SSL [Freier et al., 1996]. In the following, we assume that all data
are transmitted in an encrypted way. In order to tackle the remaining vulnerabilities, there are two
security concepts that will be applied: digital signatures and availability of authentic public keys.
Loosely spoken, digital signatures can be understood as the electronic equivalent of handwritten signa-
tures. They were first sketched in [Diffie and Hellman, 1976]. Meanwhile, there exist several stan-
dards for signing digitally [e.g., NIST, 2001]. An extensive overview on digital signatures can be
found in [Menezes et al., 1997]. In the electronic world, digital signatures bind pieces of information
to identities. Thereby, no other party should be able to create a digital signature binding a statement to
the person's identity instead of the person itself. For this purpose, a secret cryptographic key is used to
calculate the digital signature. Since no other party knows this secret key, and by the assumption that
the underlying signature algorithm prevents forging, a digital signature can be used as a proof to con-
vince any other party of its creator. Therefore, in the European Union as well as in other countries,
digital signatures are becoming legally equivalent to handwritten signatures [European parliament and
council, 2000].

Besides the means for signature creation, the concept of digital signatures also involves means for
signature verification. To do so, the verifier requires a public key corresponding to the signer's secret
key. Since a malicious party is able to create a public key and claim for it to belong to a faked identity,
this concept requires a method to support the authenticity of public keys. This is achieved by the certi-
fication of public keys [e.g., ISO, 1995].

The combination of digital signatures and availability of public keys ensures that any modification of
signed documents can be easily detected since this would cause the invalidity of the signature. Addi-
tionally, the identity of the signer can be obtained by using the certified public key assigned to a spe-
cific identity. Replay of old statements can be detected if the signed documents are unique. Such at-
tacks can be avoided by the usage of sequence numbers or time stamps and a receiver that will never
accept an identical message twice. Non-repudiation follows because no other party is able to calculate
the digital signature — since the owner exclusively knows the secret key.

4.3 A Secure Interactive Bilateral Negotiation Protocol

The security of the interactive bilateral negotiations is achieved by designing a protocol that applies
digital signatures and relies on an infrastructure that guarantees the authenticity of public keys. It is
necessary to find a suitable sequence of messages that have to be exchanged between the parties in
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order to meet all security relevant requirements. In the following, we will explain the protocol steps
and give reasons for them.

The transition diagram (Figure 3) depicts the sequence of all the states and actions included in the
secure negotiation protocol. All in all, this negotiation protocol is more or less an adaptation of the real
world negotiation scenario to the electronic world using security techniques to avoid the risks de-
scribed above:
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In the first step, the seller issues a digitally signed initial offer (in our generic scenario, it could be
the buyer to start the negotiation as well). The message should include his identity, a description
of the goods to be sold, and all further relevant conditions of the negotiation such as the time in
which he will accept the submission of acceptance or counter-offers. Because of the digital signa-
ture a potential market partner can verify the integrity and the validity of the offer. Since the origin
of the negotiation can be verified, a market partner can be sure that this offer does not come from a
faked source. For instance, if there were a very famous seller in the market attracting many buyers,
other parties could claim his identity and thereby draw the attention of some customers to them-
selves. A further reason for masquerade could be the attempt to damage the reputation of an hon-
est party. These attacks can be avoided if the party signs all the information that they publish to
make its authenticity verifiable.

The second step deals with the (optional) submission of counter-offers. It is assumed that the sec-
ond party uses the negotiation application to specify her counter-offer and signs this information
before submitting it back to the first. The counter-offer references the initial offer. With the signed
counter-offer, the buyer declares that she is willing to buy the offered goods for the conditions
stated. Again, the use of a digital signature helps the seller to verify the integrity of the offer and to
identify his market partner. Furthermore, replay attacks are not possible for there exists a unique
relation between the initial offer and the counter-offer. The seller can use the signature on the offer
as evidence in case the buyer denies her counter-offer. Such evidence can be used to convince a
third party — e.g., a court — that the market partner behaves in a malicious way.

In the third step, the seller sends a signed confirmation of receipt to the buyer. Such a confirmation
includes a unique reference to the received counter-offer. This confirmation ensures the buyer that
the seller will consider her counter-offer.

In step 4 to step n, the process of submitting a counter-offer can be performed by the parties in-
volved once again. Now the seller can specify a counter-offer to the buyer's previous counter-
offer, sign it, and send it. The buyer then issues a signed confirmation. The exchange of counter-
offers and confirmations can be practiced as often as necessary.

If one of the parties agrees with the other party's last offer, he sends a signed notification of accep-
tance. It is also uniquely related to the specific offer accepted. The other party can ensure that the
message is not faked since she can verify its origin and integrity. Also, the signature of the notifi-
cation provides evidence that can be used in case one of the parties changes their decision after no-
tification. In such a case, the evidence will entitle the other party to claim the agreed upon condi-
tions.

In the next step, the party that received the other party's notification confirms the deal by sending
her own notification of acceptance. In order to make this confirmation also undeniable, the party
has to sign it as well. Still, the other party could not agree and submit another counter-offer in-
stead. Only if both parties have exchanged their notifications of acceptance, the contract is closed.
Both parties have a proof of this acceptance that could not be forged or repudiated.

In the last step, the transaction data is sent to the respective internal (ERP) applications of the par-
ties involved. As both parties have already signed the contract information, the information cannot
be forged at this point without being detected.
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e After performing these steps the deal can be executed, i.e. goods or services can be delivered and
payment can be made.

Initial
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Figure 3. Secure Interactive Negotiation Protocol.

S. CONCLUSION

We have maintained that interactive, bilateral, multi-attribute electronic negotiations will be an im-
portant part of business-to-business marketplaces. We have discussed the general application architec-
ture and the flow of the negotiation process for this type of negotiation. We have shown how security
concerns can be dealt with that will arise within a business relationship where a lower degree of trust
prevails. To this purpose, we have introduced and discussed a protocol for secure interactive electronic
negotiations.

Compatible with our general philosophy, we have developed a first prototype that covers real-world
complexity of business-to-business transactions. For the determination of the negotiation results, we
rely on human actors instead of software agents. Still, we see a large potential for partly automating
the negotiation process, especially in the areas of information management and semantics manage-
ment.

Many other questions are open to future research. Establishing efficient interfaces between electronic
negotiation applications and in-house systems to our mind is crucial for a wide acceptance and univer-
sal usability of electronic negotiation systems. The same holds true for the ability to flexibly deal with
diverse business object frameworks. Both aspects will be a major part of our future research.
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