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Abstract— Efficient key distribution is an important In this paper, we adopt a common model where session
problem for secure group communications. The commu- keys are issued and distributed by a cengraiup con-
nication and storage complexity of the multicast key distri  trgl|er (GC). The resources needed for the GC to distribute
bution problem has been studied extensively. In this paper, gaqqion keys to group members include communication,
we propose a new multicast key distribution scheme whose . .
computation complexity is significantly reduced. Instead of storage.ar!d computation resources. Themunication .
using conventional encryption algorithms, the scheme em- COMPlexity is usually measured by the number of data bits
ploys MDS codes, a class of error control codes, to dis- that need to be transmitted from the GC to group members
tribute multicast key dynamically. The computation load of to convey information of session keys, while thterage
key distribution is more evenly distributed among the group  complexity is measured by the number of data bits that the
key distribution controller (GC) and all the group mem-  GC and group members need to store to obtain session
bers. Easily combined with any key-tree based schemes,yeys and theomputation complexity is measured by the
this scheme provides much lower computation complexity, ., tation the GC and group member need to perform
while maintaining low and balanced communication com- . .
plexity and storage complexity for secure dynamic multicas to derlve session keys. Heregfte.r, the prob.lem of hqw to
key distribution. effectively use resources to distribute session keys is re-
ferred to as thgroup key distribution problem.

The group key distribution problem has been studied
extensively, mainly on balancing the storage complexity
and the communication complexity. There are two trivial

l. INTRODUCTION schemes to distribute a session key to a group ofem-

N many applications, multicast is an efficient means dkrs. The first one is that the GC shares an individual key

distributing data in terms of resource (such as netwowith each group member, which can be used to encrypt
bandwidth, server computation and 1/O load) usage. Thenew group session key. In this scheme, the communi-
privacy of a multicast communication session is usualtation complexity isO(n), while the GC needs to store
ensured using (symmetric) encryption. All the designated(n) key information and each member storegl) key
receivers or members in a multicast group share a sessigiormation, andO(n) encryption and decryption opera-
(encryption) key. In many applications, however, the mufions are needed. In the second scheme, the GC shares
ticast group membership changes dynamically, i.e., some individual key with eaclsubset of the group, which
new members are authorized to join a new multicast s&&n then be used to multicast a session key to a desig-
sion while some old members should be excluded. Thuoated subset of group members. Now the communication
session keys shall change dynamically to ensure taoth complexity and computation complexity reduce@l),
ward secrecy andbackward secrecy of multicast sessions. at the cost of increasing the storage complexityt@")

The forward secrecy is maintained if an old member whor both the GC and each group member. It is easy to
has been excluded from the current sessionmamac- see neither of the two schemes works for practical appli-
cess the communication of the current session, and dations with a reasonable group sizeThus research ef-
backward secrecy is guaranteed if a new member of thets have been made to achieve low communication and
current session camot recover the communication of pasktorage complexity for group key distribution.

sessions. This requires each session need a new key th&tatic secret sharing via broadcast channel was studied
is only known to the current session members, i.e., sés-[19], [14]. However, thighreshold-based scheme can
sion keys need to bdynamically distributed to authorized distribute a session key to a designated group of members
session members. for only one-time use. Once a session key is distributed

Index Terms— key distribution, multicast, MDS codes,
erasure decoding



to the group, any member can calculate the secret infand yet maintain at least the same security degree of using
mation other members in the same group hold. Thus tegmmetric encryption algorithms. In our scheme, infor-
scheme does not provide forward or backward secrecyation related to session keys is encoded usingr con-
A secure lock method based on the Chinese Remainttet codes rather than encryptions. In general, encoding
Theorem was proposed in [9]. But its prohibitively higland decoding of a proper error control code have much (at
communication complexity and computation complexitieast one order) lower computation complexity than exist-
make it only practical for a very small group with lim-ing encryption and decryption algorithms. Thus compu-
ited number of members. Various theoretical measurgion complexity of key distribution can be significantly
and schemes for group key distribution were introducedduced. The similar idea of using error control codes to
in [11]. Along the same line, many research efforts hawahieve privacy was employed in [19], [14], [3]. The ma-
been made on balancing communication complexity ajat difference between these schemes and ours is that our
storage complexity of the group key distribution probscheme allows dynamic group membership changes with
lems, e.q., [7], [12], [5], [6], [21], [22]. very low storage complexity, while the other schemes only
For a multicast group with a large number of memwork for a predefined static group.
bers, key-tree based schemes were introduced to decom-The security strength of this scheme will be evaluated,
pose a large group into multiple layers of subgroups wig well as its communication, storage and computation
smaller sizes [23], [16], [24], [25]. Using these scheme§omplexity. Besides its low computation complexity, this
a group membership change can be effectively handigéheme also has low storage complexi(1) for an indi-
in the corresponding subgroups without affecting oth&fdual group member, an@(n) for the group controller,
ones. Thus communication complexity is reduced at théeren is the number of group members. Based on the
cost of increase in storage and computation complexf@sic scheme using error control codes, concrete design
together with extra communication delays. For a grourameters are derived to apply this scheme to key trees.
of n members, key-tree based schemes have a commimfperimental results are also given for the computation
cation complexity of0(logn), and storage complexity of complexity of this scheme on a 3-ary balanced key tree.
O(n) for the GC and)(logn) for each group member. It ~ This paper is organized as follows: a basic scheme us-
has been shown that if a group member can store at mi§4t error control codes to distribute multicast keys is de-
O(logn) keys, then the lower bound of communicatiogcribed in Section II. Section Il also evaluates the security
complexity isO(logn), if a structure-preserving protocol and resource consumption of the basic scheme. Section
is used for group key distribution[8]. Thus the key-tre8! applies the general scheme to a balanced 3-ary key tree
based schemes are of practical interest for a variety 48-achieve low communication, computation and storage
plications because of its balance between communicatig#mplexity. Implementation and experimental results are
complexity and storage complexity. given as well. Section IV concludes the paper.

While most research on group key distribution has
been on balancing communication complexity and stor-
age complexity, little efforts have been made to reduce
computation complexity. It has been long assumed thaff. MDS Codes
expensive encryption and decryption operations are nec\MDS (Maximum Distance Separable) codes are a class
essary to distribute group keys. However, in the modegt error control codes that meet the Singleton bound
where a GC is used to distribute group keys, the compy:3]. An (n,k) (block) error control code is a map-
tation pattern issymmetric, i.e., the GC needs to performping from GF(q)* to GF(q)": E(m) = ¢, wherem =
many more computation operations than each individugl, i, - - - m, is the original message amd= cics - - - ¢,
group member. Thus besides heavy communication loaglits codeword, andZ(-) is an encoding function with
the GC can become a bottleneck also because of expen< n. If a decoding functionD(-) exists such that
sive computation operations it has to perform. Hence itB(Cilcig"'Cikai17i2,"'aik) = mforl <i; <mn
important to explore approaches of reducing computatigid1 < j < k, then this code is called am (k) MDS
complexity by 1) lowering the overall computation cos¢ode. For an, k) MDS code, thek symbols of the
for both the GC and each individual group member, aﬂﬂ'igina| message can be recovered frany k Symb0|s
2) distributing some computation load away from the Ggf its codeword. The process of recovering thesym-
to each group member. bols is callederasure decoding. All the symbols are de-

In this paper, we propose a netynamic group key fined overGF'(q), and usuallyy = 2. The well-known
distribution scheme that reduces computation complexi®S (Reed-Solomon) codes [17] are a class of widely used

Il. THE BASIC SCHEME: DYNAMIC KEY
DISTRIBUTION USING MDS CODES



MDS codes. Notably RS codes and other MDS codes cahe domain ofH (-) can be an arbitrary spacg large
be used to construct secret-sharing and threshold scheemsugh so thak/ (-) has a secure one-way property: given

[19], [14]. any arbitraryy € GF(q), itis impossible or computation-
ally hard to getr € F' such thatH (z) = y. Since other
B. Description of the Basic Scheme strong properties, such as 2nd-preimage resistance[15,

For a dynamic multicast group, a session key is issugdh'g'z]’ arenot necessary, the hash functidi can be
U : implemented more efficiently. The GC then makes public
by a group controller (GC). Using this session key, theboth the MDS cod&” and the one-way hash functid
GC can establish a secure multicast channel with the au- iy . .
thorized group members. Every time group membershie% 2) Member Initial Join: Whenever a new membeis

s - : o
change because of join or leave of some group memb gthorlzed to join the multicast group for the first time, the

the GC reissues a new session key which is independen%‘} sends it (using a secure unicast) a pairs;), where

all the old session keys. Thigskeying procedure ensures” |s't.a “’?‘”tdom ele}tmer\t i (-) Sl dfmalnf_’ anddéi .IS a
the security of the current session, as well as that of thastive |n, egersa |s_fy|ng W+ 1< < L;and 2)j; 7&
old sessions, namely, the newly-joined members C(,jmr;{é,[forall k's, wherek is a current member of the multicast

recover the communications of the old sessions and th 8“(? Thedpsgrji, Sé)kW'” peGué?dl as In;emge'rs see(?
old members who left the group cannot access the curr (denoted as;) and kept in s local database as long

session. Thus both backward secrecy and forward Secrg(?g:ember remains a potential member of the multicast

of group communication are maintained. o -
The complexity of the rekeying operation is asymmet- 3) Releying:  Whenever some new members join or
fic when a new member joins and an old member leav§9Me old members leave the multicast group, the GC
When a new member joins, the GC can easily multica@?eds to distribute a new session key to all the current
the new session key encrypted by the current session KB§MPers. As already discussed, we will focus on the

to all the current members, followed by a unicast to tHEKEYING operation when an old member leaves. After

new member to send the new session key encrypted b r}iold member leaves, the GC needs to distribute a new
ag?é/ ton remaining members to achieve both forward and

predetermined encryption key shared between the GC ,
the new member. Thus join is easy with low communic®2ckward secrecy of the sessionkey. _
tion and computation cost. However, when an old member "€ GC executes the rekeying process in the following
leaves, the current session key cannot be used to convEPS:
the new session key information securely, since it is alsol) The GC randomly choosesfi@sh element: in F',
known to the old member. So hereafter we will focus on ~ Which has not been used to generate previous keys;
the rekeying operation for member leaves. 2) In the remaining group ofv members, for each

In any key distribution schemes, a basic operation is member: of the current group with its seed key
needed to distribute a piece of secret data to a small group (i, si), the GC constructs an elementin GF(q):
of n members, where each member shares a different in-  ¢;; = H(s; + 1), where + is a simple combining
dividual key with the GC. In all current existing schemes, ~ operation inf’, e.g., string concatenation;
this operation is fulfilled by the GC using encryptions ~ 3) Using all thec;,’s in the above step, the GC con-
followed byn unicasts. Now we describe a new scheme  structs a codeword of the (L, n) MDS code C: set

that realizes this operation usilge erasure decoding of the j;th symbol of the codewordto bec;;. Since C
certain MDS code, followed by one multicast to all the is an (,n) MDS code, the codewordis uniquely
members. We call this scheme thasic scheme of key determined by it& symbols. Using an efficient era-

distribution. We will then show this basic scheme can be  sure decoding algorithm for C, the GC can easily

easily integrated into any key distribution scheme, espe- ~ calculate the first symbolscics - - - ¢;, of the code-

cially the schemes based on key trees, to reduce computa- Word¢;

tion cost. 4) The GC sets the new session Keyo be the first
The basic scheme consists of three phases: 1) initializa- Symbolc; of the corresponding original message:

tion of the GC; 2) join of a new member; and 3) rekeying k=c.

procedure whenever a group member leaves. Here agairp) The GC multicasts andc; - - - cp.

the size of the targeted multicast groupis The above rekeying process is illustrated in Figure 1(a).
1) GC Initialization: Initially, the GC constructs an  Upon receiving- andcycs - - - ¢,,_1 from the GC, an au-

(L,n) MDS codeC overGF(q) (L > 2n) and a secure thorized membet of the current group executes the fol-

one-way hash functionH (-) whose codomain i&F'(q). lowing steps to obtain the new session key:



1) Calculate:;, = H(s; + r) with its seed key;, s;); are erasure decoding of a chosen MDS code, a one-way
2) Decode the first symbol of the codewardrom its hash function and some simple combining functions, all
n symbolscy - - - ¢,.c, (n +1 < j; < L); (notice of which can be implemented efficiently and are compu-
here only one symbol needs to be recovered, thtaionally much cheaper than encryptions.
the computation cost of erasure decoding is further As already noted, the purpose of this basic scheme is to
reduced ) replace separate encryptions followed by unicasts, and be
3) Recover the new session keyk = c;. used as a building block for any key distribution schemes
This key recover process, as shown in Figure 1(b), fikhenever applicable. Thus we examine the communica-
ishes the whole rekeying procedure. tion, computation and storage costs of the basic scheme,
and compare them with those of conventional rekeying
l l l l scheme_s using point-to-point unicasts secured by separate
encryptions.
For simplicity, hereafter we assume= 2™ and the
l size of a new session keylibits.
A= |59 ] D k][] - | ] 1) Security: Sincer andes - - - ¢,_; are multicast in
I Jn 1oz n plaintext and thus known to all interested parties, includ-
(a) GC’s operations ing unauthorized receivers who attempt to access the cur-
B rent session, the security of the new session key relies on
l l the secrecy of a codeword symhg] that the authorized
H memberi of the current multicast group has. The secrecy
of ¢;,, in turn, depends on the secrecy of the seed key that
member; has. Thus an attacker who attempts to deduce

‘ ch ‘ ‘ g, D the new session kel has three ways:

2 n j. 1 1) bruteforce attack: guess the session keéyitself;
' 2) guess a symbai, of the codeword,;

3) guess a current member’s seed key.

The effort an attacker makes to deduce a session key
ade:pends on the parameters of the scheme, namely, the size
of finite field GF(2™), the sizet of memberi’s seed key
s;, and the size of random number Intuitively, when
proper hash functiod/ (-) and random number generator
are chosen, the larger these parameters are, the more effort
v . n attacker needs to make, and thus the more secure this
stale seed keyjf, s;) cannot generate a valid symbol of . . .
. . "o scheme is. The following theorem states the exact sizes of
the current codeword, since the palr)(§7sj) is not used h h itV of this sch .
in the generation ot. Thus the forward and backwardt € parameters to ensyrgt gsecurltyo t. IS scheme:
secrecy is achieved. Theorem 1: Over a finite fieldGF(2™), if m =t =
I, = [, then the effort an attacker needs to make to deduce
a session key from the basic schempddess than that of
C. Evaluation of the Basic Scheme a brute force attack, whetds the size of membaeis seed
As can be seen from the above basic scheme, for kdly s;, I is the size of random numberand! is the size
the authorized group members, the GC generates a rghgession key:.
session key by generatingcammon new message word, Proof: The effort of an attacker needs to make can be
the first symbol of which is used as the new session keyeasured by thentropy of the information an attacker
The new session key is decided by a random elemant attempts to recover [10]. We give an information theoreti-
F, as well as all the seed keys of the current authorizedl proof to show that the entropy of either a syméobf
group members. The random elemerdnd the £ — 1) codeword or a current member’s seed key is no less than
symbols of the codeword corresponding to the messdfpe entropy of the session key itself. Hence an attacker
word are multicast irplaintext to all the group members, makes no less effort than a brute force attack of directly
thus computational cost is much lower than using secugaessing the session key itself.
point-to-point communications for the rekeying process. First of all, the entropy of a random session keys
The computation operations needed for this new schefiék) = [, whereH(X) is the entropy of a random vari-

(b) operations of membeér

Fig. 1. Rekeying Process of the Basic Scheme

The MDS property of the code C ensures that each
thorized member with its;, andc; - - - ¢, can decode the
new session key = c¢; as the GC. Any unauthorized
receiver, however, cannot dedueg just fromes - - - ¢,
since it needs one more symbol of the codeward\ny



ableX. other current members. Thus this schemeeslient to

If an attacker chooses to guess a symboin the code- conspiracy attack.
word directly, then the entropy @f, is H(c;,) = log, ¢ = Finally, it is conjectured that for alll{, n) MDS codes
m = [. Even though the correct location of a symbol imver GF(q), whereq = 2™, the largest possiblé, is
the codeword is needed to generate the corresponding ge$-1 = 2™ + 1 [13]. On the other hand, it is neces-
sion key, an attacker can exploit the fact that for any locaary . > 2n to ensure that each group member receives
tion j;, there always exists a correct symhglwhich is a enough information to obtain the session key. Thus for a
symbol of the codeword that generates a new session kesgssion key of-bit, this scheme can support up 267!
Thus the attacker can first pick up an arbitrary locatign members for one group.
wheren < j; < L, then guess the codeword symbglat ~ 2) Complexity: When a new memberis authorized
that location. So the entropy of getting a correct codewotd join the multicast group, the GC assigns a seed key pair
symbol isH(cj,) = m = L. (js, s;) to it. This seed key pair remains valid until mem-

On the other hand, a seed key consists of two comguer i leaves the multicast group permanently. Thus the
nents: an elemery; in £ and an integey;. Itis easy to seed key pair is unicast onbnce to an authorized mem-
see thatH(s;) = ¢t = [. Also notice that the two compo-ber. Compared to the rekeying procedure that is needed
nentss; andj; of a seed keys; are choselindependently, whenever there is a membership change for the multicast
thus™(S;) = H(si) + H(ji) = |l + log2(L — n), when group, this communication cost (in terms of number of the
an(L,n) MDS code is used. bits transmitted) is negligibly small.

Finally, the inputs to the one-way hash functiéf-) In the rekeying procedure, the GC needs to multicast
are s; and r, each of which has sizé¢ and the out- a fresh random number and (n — 1) symbols of the
put is ¢;;, a symbol of a codeword, whose sizeljsas new codeword: - - - ¢,. Each of the codeword symbols
shown in Figure 1(a). Considering the fact thas also hasm bits. The random number is used to guarantee
known the attacker, the effort an attacker needs to déat the new session key is different from all the old keys
duces; from r andc;, is the conditional entropy [10] used. The length of determines the total number of ses-
H(si|r,c;,) = H(si) = 1, if H(-) is a properly-chosen sions the scheme supports. Lebel,-bit long, then this
secure hash function. scheme can support up 2 sessions. Thus the number

Thus the amount of information an attacker needs @ bits that the GC needs to multicast for a rekeying pro-
guess to obtain aRhbit session key: is at least bits, i.e., cedure id, + (n — 1)m. As already discussed in the pre-
the attacker needs to make as much effort as a brute fovéeus section, it is secure enough to §e= m = [, thus
attack to deduce a session key from the basic scheme.the communication complexity of this basic schemelis

Now we examine the security strength of this schent@e same as that of separate encryptions followed by uni-
againstconspiracy attack, where some old members coLfasts. Hence the basic scheme dagtsincur additional
operate to deduce the current session key. Since its fre@mmunication complexity to the conventional schemes
ness is determined by a fresh random numhea new it replaces.
session key is totally independent of all the old sessionAs of storage complexity, a current membgonly
keys. This guarantees tiierward secrecy andbackward needs to store its own seed key pgit, ;). Sincej; < L
secrecy, i.e., old members cannot access the new sessiits; is t-bit long, membei needs to storéogs L -t bits
and new members cannot recover communications of @ally. On the other hand, the GC needs to store the seed
the previous sessions. One possible way for an old mekeys of all the current members of the multicast group,
ber to get a new session key is to calculate the seed ke&y, the GC needs to storglogo L + t) bits. Since it is
of a current member from old keys. It is easy to consecure to setn = ¢ = [, andL = 2™ + 1, for session
pute a symbot;, of a codeword: from a message word keys of sizel, an individual member’s storage complex-
m, oncek is known. However, because of the secure ondy is (2{ + 1) and GC’s isn (2! + 1), both approximately
way property of the hash functiali (-) used to the gener- abouttwice of those for conventional schemes.
atec, it is impossible (or at least computationally hard) to Finally we examine the computation cost of this
compute a seed key;, j;) from ¢;, even ifc;, is known. scheme. Just as all other key distribution schemes, a seed
Cooperation among old members helps reduce neithekey pair of a current member are distributed only once us-
the number of possible locations fgrof a current mem- ing a secure unicast when the member joins the multicast
ber nor computational hardness to getfrom c;;, since group for the first time. In this join procedure, the GC
ji can be recycled from old ones as long as the curremteds only one encryption operation and the newly-joined
memberi has unique; which is different from that of all member needs only one decryption operation. Most com-



putations are thus carried in the rekeying procedure. Dumost practical key distribution scheme, which balances
ing the rekeying procedure, the GC needbkashing op- the communication and storage complexity for dynamic
erations withn current members in the multicast groupnulticast key distribution.
and one erasure decoding operationfigymbols. Sym-  Here we briefly describe a basic key-tree based scheme
metrically a current member needs one hashing operatian the rekeying operation.
and one erasure decoding operation for corg symbol,
i.e., the session key. An erasure decodlng operation ISAE.O Key-Tree Based Rekeying Scheme
solve certain number of unknowns fromlinear equa-
tions. This usually can be done usigussian Elimina- The main idea to reduce the rekeying communication
tion. The erasure decoding time needed for So|\,'yr1g]- Complexity of this scheme is to have the GC distribute
knowns (codeword symbols) is abamiice for solving 1 subgroup keys in addition to individual member keys and
unknown (codeword symbol). Thus the GC spends abdlie group session key. These keys are arrangetbiiceal
twice as much time on decoding as an individual membé&iee hierarchy, where the group session key serves as the
In comparison, in conventional schemes, the GC needd@6t, the individual member keys are the leaves, and the
performn encryptions while an individual member onlysubgroup keys correspond to intermediate nodes. Each
needs 1 decryption. Since hashing operations are usu&ngmber stores all the keys along the path from the corre-
much less expensive than encryption operations, (ex&gending leaf to the root in the tree. Then each subgroup
cost of which depends on the hash function chosen,) col&y can be used to securely multicast to the members that
putation load is hence more evenly distributed from thRre leaves of the corresponding subtree. During the rekey-
GC to all the members. In most applications, the rekeyirigd process, the GC can thus securely multicast to a sub-
operation isblocking, i.e., the operation does not finish@roup of members using their shared subgroup key instead
until all the members do. Thus computation load balanef individual member keys.
ing is important to reduce the overall execution time of Figure 2 shows a key-tree for a 9-member group;
such operations. (1 <i < 9)istheindividual key of member K g is the

The erasure decoding operations for dns) MDS group session key that is shared by all the members. Fi-
code only need)(n?) arithmetic operations if standardnally, K1 3, K4 ¢ and K7 o are 3 subgroup keys for the 3
erasure decoding algorithms are used. Fast decoding alg@responding subgroups respectively, €., is shared
rithms only need)(nlogn) operations [13]. Particularly, by members 1 through 3, who form the first subgroup.
when a proper MDS code is chosen, both encoding and
decoding only need(mn?) binary exclusive OR opera-
tions [2], [4], [26].

I1l. PRACTICAL KEY DISTRIBUTION: APPLYING THE
BAsIiCc SCHEME TOKEY TREES

The basic key distribution scheme reduces computation
complexity by replacing computation expensive encry
tion and decryption operations with more efficient erasure
decoding operations of MDS codes. This basic schemig. 2. A Key Tree for a 9-member Group
has the same communication complexity as conventional
key distribution schemes using secure unicasts. Thus théNow, suppose member 9 leaves the group. Then a
basic scheme can be readily used as a building block to rekeying operation is needed to change the current group
place encrypted unicasts in any key distribution schemesgssion keyK; ¢ and the corresponding subgroup key
particularly schemes with low communication complexK, 9. This can be achieved by the GC multicasting
ity. the following 5 messages (of equal size) to the remain-

To reduce the communication complexity of rekeyingng 8 members:Ex. (K7 s), Fxy(K7.s), Fx, (K1.3),
operation, a key-tree based scheme and many of its vaday, , (K1 g), Ex, ,(K1_s), whereK g is the new group
tions have been proposed [23], [16], [24], [25], [20]. Thisession keyK s is the new subgroup key for the new
scheme reduces the communication complexity of rekesubgroup formed by members 7 and 8, djdm) is the
ing operation toO(logn), while each member needs teencrypted version of messageusing keyk.
storeO(logn) keys and the GC needs to st@énlogn) While the key-tree can be arbitrary, it has been shown
keys, wheren is the multicast group size. This is thehat a balanced tree is required to achieve low commu-




nication complexity of the rekeying operation. In geneode is needed for rekeying all the other subgroup keys
eral, it is easy to show that the communication compleand the new group session key. Since the rekeying scheme
ity of a rekeying operation on a balancéeary key tree based on MDS codes dosst change the communication

is O(dloggn), and each member needs to stofgogyn) and storage complexity of the underlining key-tree-based
keys. It is not hard to showlogyn is minimized whend rekeying scheme, the communication complexity still re-
is 3[20]. The only cost of this key-tree-based scheme nsainsO(dlogn).

the storage increase at the GC: the GC now needs to store

all the additional subgroup keys as well. The total nuUMbey, |mplementation and Experiments

of the keys stored on the GC increasegc—ggér1 fromn+1

As pointed out in the previous subsectidmeeds to be
for ad-ary balanced key tree. pol Wt Previous su om

3 to minimize the rekeying communication complexity.
Thus the MDS codes needed afe %) and (L, 3) codes,
B. MDS Code Based Rekeying on A Key-Tree and their encoding and decoding are significantly simpler
The GC initialization and each member’s initial joirthan general}, n) MDS codes, where > 3. Thus the
can be performed exactly same on a key tree as in the badid S-Code-based scheme is particular suitable and prac-
scheme. Thus we focus on adaption of the basic schetiwal for rekeying operations on 3-ary balanced key trees.
for rekeying on a key tree. In most current applications, a session key needs to
As in other key-tree based rekeying schemes, MO at least 128 bits to be considered reasonably secure.
codes are used to rekey from bottom (leaves) up, so tAditus a multicast key distribution scheme is implemented
child subtrees have their keys for use when their paredot distributing 128-bit session keys. The scheme uses
node is rekeyed. In Figure 2, when member 9 leaves,3-ary balanced key tree. The well-known RS (Reed-
the new subgroup ke¥k; g is rekeyed before the serverSolomon) code [17] is employed as an MDS code. As
changes the new group session keystps. When MDS  discussed in the basic scheme, = [, = t = 128
codes are used for the rekeying process, each node (ledbits. Thus the an RS code would be constructed in a fi-
intermediate) key becomes a pair ¢f, ;) as discussed in nite field GF(2!?8). However,GF(2'%®) is too large to
the previous section. The GC stores all the key pairs be computationally feasible to implement. Th@ig'(216)
the key-tree. Whenever encryptions are needed for rekéychosen instead. Since an RS cod&ifi(2'%) can only
ing a subgroup key, a new MDS codeword is construct@tocess 16-bit symbols, 8 erasure decoding operations in
from all the key pairs (;, s;)'s) of the corresponding im- GF(2'2®) are needed to produce a 128-bit session key. A
mediate child nodes and then multicast by the GC. Nof2'%,2) RS code is used to distribute the immediate sub-
that in the rekeying process, each level of the key tree mgsoup key to the remaining 2 members of the lowest level
use the same or different MDS codes. But for the simplisubgroup tree affected by the old member.2A5(3) RS
ity of implementation, the same MDS code can be usedde is used to distribute all other affected subgroup keys.
for all levels, since the security of the basic scheme doksFigure 2, when member 9 leaves, t1252) RS code
not depend on the MDS code. is used for distributing a new kei{;_s to members 7 and
In Figure 2, when member 9 leaves the group, the G&; and the £'%, 3) RS code is then used to distribute the
first uses the key pairK; = (jr, s7y) andKs = (js, sg), remaining keys, including the new session key. Finally,
together with a fresh random to construct a codewordthe MD5 algorithm is used as the one-way hash function
of an (L, 2) MDS code, and then follow the rekeying proto produce 128-bit hash outputs. ( A more computation
cedure of the basic scheme as described in the previatfficient hash function can certainly be used, as long as
section. After proper decoding, member 7 and 8 shardle one-way property is guaranteed. This implementation
new subgroup key<; g that is only known to them, be- simply uses existing widely used components which are
sides the GC. This finishes the rekeyingiof 5. Next, the readily available and whose properties have been studied
GC constructs another codeword of an §) MDS code for along time. )
from the subgroup keyK 3, K, ¢ andK;_g, and the de-  Experiments have been conducted to compare compu-
coding output from this codeword produces a new grougtion time using our scheme (which are called RS(2) and
session keyK; g, which is shared by all the remainingRS(3) in the following table and figures, sin@{, 2) and
group members. (2'6, 3) RS codes are used.) and conventional schemes us-
Note that when the key tree iscary balanced tree, ing encryptions. The encryption algorithms compared are
only an (L,d — 1) MDS code is needed to rekey the imCAST, IDEA, AES/Rijndael and RC4. The encryption
mediate subgroup key shared by the leaf node correspokeys for these algorithms are all of 128 bits, and an op-
ing to the just-left old member. Then anothér, ) MDS timal C implementation of AES is used [18]. ( DES and



triple-DES are experimented as well, but their test resulis different members have to be encrypted using differ-
are not included here, since 1) their encryption keys agat keys. The erasure decoding of RS codes (as well as
not 128-bit and 2) they are much slower to compute thatl other practical MDS codes), on the other hand, does
the above algorithms. ) not require such a key scheduling process. Thus key dis-
Table | lists the experimental computation timeone tribution using MDS codes is more efficient than using
encryption/decryption of a 128-bit data symbol on a 45€bnventional encryption algorithms.
MHZ Pentium 3 PC running Linux. In our scheme us- Based on encryption/decryption time listed in Table I,
ing RS codes, encryption and decryption of a 128-bit datais easy to calculate total rekeying time of changing a
symbol correspond to 8 erasure decoding 2f (2) RS new session key to a group efmembers using a 3-ary
code ( RS(2) ) orq!%,3) RS code ( RS(3) ) in GB{%). balanced key tree. As already discussed, the rekeying
The erasure decoding of the RS codes are implementgdcess consists of two phasd&y dissemination (dur-
by solving linear equations in G#®) using standard ing which the GC’s computes and sends necessary data
Gaussian Elimination. Additions and multiplications ino group members) arkby recovery (during which group
GF(2'%) are based on table look-ups. In addition, it takemembers receive and compute necessary data to obtain a
about 2 usecs to produce a 128-bit hash output using tiewv session key).
MD5 on the same PC. The computation time for key disseminati®l;; using
conventional encryptions is not hard to calculate: 2 en-

cryptions at the lowest level ( leaf level ) on the key tree,

Algorithms T[iEr:Zr{S:(S Qs) T?;ZYS;EQS) and 3 encryptions on all othelioggsn — 1) levels, thus
RC4 43 43 T = tene[2 + 3(loggn — 1)]
CAST-128 16 16 _ o _ _
IDEA 12 34 wheret., is encryption time of a single 128-bit data sym-
FAST AES-128 8 1 bol. On the other hand, using RS codes for key dissemi-
RS(2) 6 6 nation,_ in additional to t_'-:rasure decoding, 2 and 3 hashing
RS(3) 12 8 operations are respectively needed at the leaf and all the
other levels on the key tree, so the key dissemination time
becomes
TABLE |

COMPUTATION TIME OF A 128BIT SYmBOL THDS — (2h + trg2) + (3h + trs3)(logsn — 1)

whereh is the hashing time to produce a 128-bit output,

Notice that in distributing a key, i.e., in the encryptiorrs2 1S the erasure decoding time of one 128-bit symbol
process, RS(3) needs to decode 2 128-bit symbols, wHiing (2'°,2) RS code, and,.; is the erasure decoding
in recovering a key, i.e., in the decryption process, RS(BJN€ Of two 128-bit symbols using'®, 3) RS code.
needs to decode only 1 128-bit symbol. On the other hand,Th€ key recovery phase is a blocking operation, i.e.,
RS(2) only needs to decode 1 128-bit symbol in both IOI,H1e process does _not finish until all mem_bers_ obtain the
cesses. The FAST AES-128 uses an optimal implemeigSsion key. In this sense, the computation tn_ne fpr key
tation which avoids expensive additions and multiplicd®COvery should be measured by the computation time of
tions in finite field GF¢®) by using only binary exclusive & member who exec.uFes the most computatlons: It_|s easy
ORs. The erasure decoding time of RS codes can certaiffy?€€ that the remaining members sharing the similar leaf
be further reduced by carefully employing binary exclusubgroup with the just-left old member execute the most
sive ORs rather than additions and multiplications in fRomPutations, thus for schemes using a conventional en-
nite field GFQ'6). Also observe for most encryption algo-CTyPtion algorithm, the key recovery time is
rithms, before encrypting user data, encryption keys need Ty = 4,12 + 3(logsn — 1)]
to be preprocessed. THisy scheduling process takes rel-
atively little time when the user data to be encrypted Wheret .. is decryption time of a single 128-bit data sym-
large. In key distribution schemes, however, the user d&x@l- Similar the key recovery time using MDS codes is
has only 128 bits while the encryption key has 128 bits MDS _ / /
too. Thus the key scheduling time is usually much longer Tree ™ = (h b trgp) & (A -trg) (logsn — 1)
than that on encrypting the 128-bit user data symbol. Uwheret! ., andt. , are the erasure decoding time of one
fortunately such key scheduling operations can neither b28-bit symbol usingq'®,2) RS and 2'¢,3) RS codes
avoided nor be amortized to large user data, since datspectively.
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Fig. 4.
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Fig. 5.
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