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Abstract. Public-key implementers often face strong hardware-related
constraints. In particular, modular operations required in most cryp-
tosystems generally constitute a computational bottleneck in smart-card
applications. This paper adresses the size limitation of arithmetic co-
processors and introduces new techniques that virtually increase their
computational capacities. We suspect our algorithm to be nearly opti-
mal and challenge the cryptographic community for better results.

1 Introduction

Since most public-key cryptosystems involve modular arithmetic over large inte-
gers, fast modular multiplication techniques have received considerable attention
in the last two decades. Although most efforts focused on conventional 8, 16, 32
or 64-bit architectures (we refer the reader to [7,1,2]), we will specifically con-
sider hardwired devices such as cryptoprocessors (see [5]).

Interestingly, most chip manufacturers provide cryptographic cores capable
of performing fast regular/modular operations (addition, subtraction, modular
reduction, modular multiplication) on 512 or 1024-bit integers. Although such
hardware is fully adapted to the processing context required in cryptography,
it inherits inescapable operand size limitations (conversely, conventional CPUs
can handle data of quasi-arbitrary length, which is only bounded by the avail-
able RAM resource). As an illustrative example, one can hardly use a 512-bit
cryptoprocessor for adding two 768-bit integers (no carry management is pro-
vided in general) as they exceed the 512-bit arithmetic registers. Subsequently,
it seems very hard to perform a 768-bit modular exponentiation based on such
an architecture. More formally, one could define the task as a more general
computational problem:

Problem 1. How to optimally implement nk-bit modular operations using k-bit
modular operations?
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This problem raises interesting both practical and theoretical questions®.
From a cryptographic standpoint, we will essentially focus on designing an nk-
bit modular multiplication in virtue of its immediate utility in modular expo-
nentiation. Since most complexity-consuming parts will come from k-bit multi-
plications, our interest will be to tightly investigate:

Problem 2. How to implement an nk-bit modular multiplication using k-bit
modular operations with a minimal number of k-bit multiplications?

In this paper, we develop new algorithmic techniques that solve Problem 2
for an arbitrary n, if we authorize a Montgomery-like constant to appear in
the result. Moreover, we propose specifically optimized variants for n = 2 that
require 9 k-bit modular multiplications in the general case, and only 6 if one
of the two operands is previously known like in modular exponentiation. The
author is strongly confident in the optimality of these bounds and offers a 97999
yens cash reward (as a souvenir from PKC’99) for any better results.

In next section, we briefly recall the main principles of Residue Number
Systems (RNS). In section 3, we introduce the notions of modular and radix-
compliant RNS bases, show their relevance to Problem 2 and give a concrete
example of their implementation in the context of RSA signatures. Note that we
will sometimes adopt the notation [a;] instead of mod a; for visual comfort.

2 Radix versus Modular Representations

We begin by briefly introducing radix and RNS integer representations. A re-
presentation is a function that bijectively transforms a number into a sequence
of smaller ones. Although there exist various ways of representing numbers, the
most commonly used is the 2*-radix form: if  denotes a nk-bit nonnegative
integer smaller than N,,.. < 2"*, its radix representation is given by the vector

(33) = (330, o 7'7:77«—1) )
where z; < 2F for i =0,...,n —1 and
r=x0+ 2125 + ..+, 20Dk

Let a = {a1,...,a,} be a set of r arbitrary integers (called set of moduli or RNS
base) such that
A:ng(ala"'7ar) > Nuax - (1)

The modular (also called chinese in digital signal processing) representation of
x with respect to this base is the function that associates to = the vector
<x>e= (x[aa],...,z]ar]) .

! this is somehow related to the formal decomposition of an algebraic operation with
respect to a set of others.
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The bijection between an integer and its modular representation is guaran-
teed by the Chinese Remainder Theorem correspondance [3]. More precisely, for
all x < A and a fortiori for all x < N, by noting

pi =lem(aq,---,a.)/a; fori=1,--- t,

and defining
0; = pi(p; ' ai]) fori=1,---t,

it is known that
x=(x[a1]01+ - +2x[a]6,)[A] .
When modular representations are employed in divide-and-conquer compu-
tation techniques, the RNS base is chosen in such a way that ged(a;,a;) =1 for

increased performance. We will therefore assume the pairwise relative primality
of the moduli throughout the paper and, as a consequence, Eq. (1) yields

A:ﬁaiszax. (2)
=1

Clearly, regular addition and multiplication (relevant only when the result hap-
pens to be smaller than A) can be efficiently computed componentwise in mod-
ular representation, that is

<zty>a=(@+y)la],....(@+y)[a])
<zy>, = (xylai],...,zylas]) .
In this setting, evaluating = 4+ y leads to carry-free parallelizable computations.

Furthermore, multiplying « by y usually requires less computational resources
than direct multiplication since

(logy A)* > " (logy a;)” . (3)
=1

This clearly shows one advantage or modular approaches. Interestingly, modular
representation appears well-suited for computations on large integers, but re-
mains rather incompatible with common representation in base 2¥. This strongly
motivates deeper investigations of Radix/Modular and Modular/Radix represen-
tation conversions. The next section sheds light on these specific RNS bases for
which conversions from one type into an other may be achieved at very low cost.

3 Fast Representation Conversions

Definition 1. A set of moduli a = {a1,---,a,} is said to be (N,,,,)-modular-
compliant (respectively (N,,,.)-radix-compliant) when A > N,... and for all x <
N,..o, the conversion

() — <x>, (resp. <z>,— (x))

requires only O(1) operations of low (at most linear) complexity.
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It is not obvious that a given set of moduli fulfills compliance regarding con-
version (z) — < x >,, because modular reductions are then to be achieved in
linear time. Moreover, switching back into radix representation in linear com-
plexity is even far more intricate. In a general context, getting out a number x
from its modular representation is done by Chinese remaindering. For achieving
this with a minimum amount of storage, one cascades Garner’s method that
computes < ajag given z[a;] and x [ag] in the following way. There exists
r1 < as and x5 < aq such that

xr =x101 + ¥ [a1]

= z9a2 + x[ag] ,

wherefrom

xr1 =T [ag] = [CLQ] )

which yields
x [as] — a [a4]

z[a1a2] = ( [ag]) ay +xfai] -

This combination has then to be iterated r—1 times on other RNS components to
retrieve = x [ay - - - a,]. This requires to precompute and store r — 1 constants,
for instance

ay

(al et a'rfl)_l [ar] )

or other (computationnally equivalent) precomputable constants, depending on
the chosen recombination sequence. The total recombination thus requires no less
than r — 1 modular multiplications all along the computation, that is, implies a
complexity of O (3 (log, a;)?).

Radix-compliant RNS bases, by definition, are expected to allow CRT recon-
struction without any multiplication. By comparison, using them to switch from
modular to radix representation will only cost O(3_ log, a;), which assuredly
reaches a minimum of complexity.

3.1 Application to RSA signature generation

We show here a concrete example of utilizing radix-compliant bases in the con-
text of RSA with Chinese remaindering. Suppose that the cryptoprocessor is
limited to k-bit modular computations (typically k& = 512 or 1024). After com-
puting the k-bit integers

m?mod p and m? mod ¢,
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one generally uses Garner’s algorithm to recombine the two parts of the signa-

ture:
m? [p] —m? q]

o= m o) = (ML ) g )

The main problem here resides in computing the regular multiplication of the
two k-bit numbers ¢ and (m? [p] —m [q])/q [p] since this operation is a priori not
supported by the cryptographic processor. Although common implementations
take advantage of the 8 or 32-bit host CPU to externally execute the work?, we
will preferably rely on a simple radix-compliant RNS base. Setting

a; =2* and a2:2k—1,

one notices that ged(ai,as) = 1 and s < pg < (2 — 1)? < ajas. Additionally,
for all © = x,2% + z¢ such that = < pg, <z >, can be efficiently computed in
linear complexity since

and conversely,

Ty = x [a1] (5)
r1 = (2 [az] — x[a1]) [a2] , (6)

which makes (a1,a2) a (pg)-radix and modular-compliant RNS base for all p
and ¢. As a direct consequence, one can compute < s>, from equation (4) by
multiplying separately mod a; and mod as. Finally, the representation of s in
2F_radix form is obtained by performing steps (5) and (6).

4 Working in Modular Representation

Let N < N..., * < N and x < N be three nk-bit numbers given under their
respective modular representations <z >, <y > and < N > for some RNS base to
be defined. Although one would preferably compute the direct modular product
<zy[N]>, we will authorize a Montgomery-type constant factor to appear in the
result: it is known that the constant can be left unchanged through an arbitrary
number of multiplications and eventually vanishes when some additional low-
cost pre(and post)-computations are done. Montgomery’s well-known modular
multiplication [1] is based on a transformation of the form

vy — T (‘xy;V UL (7)

where B is generally chosen such that operations mod B and div B are par-
ticularly efficient (or easier to implement) compared to operations mod N and

2 this makes the multiplication feasible but is particularly time-consuming.
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div N. Although B is usually a power of the base in radix representation, we will
use here for B a product of (N,,.,)-modular-compliant moduli. Namely (wlog),

B=by x---xb.

We will then choose to compute Eq. (7) while working in modular representation
with respect to the base aUb where a = {a1, -, a,} is a (N, )-radix-compliant
base. Observe first that due to representation constraints, all expected interme-
diate results have to remain smaller than the total product of the moduli, i.e.

we must have
N2+ BN < AB,

which can be satisfied if A and B are chosen in such a way that

N2 4+ BN,. < AB. (8)

max

We now describe how to implement Equation (7) in RNS representation with
base a U b. The algorithm is given on Fig. 1.

Algorithm 1.
Input: <x>,up, <y>aup and <N >,up where z,y < N and N < Nyax-

Output: <z>,up with 2 =2yB™ ' [N] or z = 2yB~ ' [N] + N.
Precomputations: o; = —(N]],_, b))t [b;] for i = 1,¢t and B ' [ay] for j = 1,r.

Step 1. ui =z [b1] y [b1] @1 mod b1 ,

Step 2. uz = (z [b2] y [b2] + u1 N [b2])az mod b2 ,
Step 3. us = (z [bs]y [b3] + (w1 + bruz)N [bs])as mod b3 ,

Step t. ue = (x [b]y [be] + (ur +bruz + -+ [[1_ T bsue—1) N [be]) e mod by
Step t + 1. For j =1 to r, compute
_zlaglylay] + (ur 4 brus + - + [[12] biw) N [ay]

H::l bi

Step t +2 convert <z>,— (z) (low-cost due to radix-compliance of a),
Step t + 3 convert (z) — <z>p (low-cost due to modular-compliance of b).

2 [aj]

mod a;j ,

Fig. 1. Montgomery-type Multiplication in Modular Representation.

The correctness of the algorithm is guaranteed by the following statement:

Theorem 1 (Correctness). Assuming that condition (8) holds, Algorithm 1
outputs either

<azyB '[N]>. or <xyB '[N]4+ N> .
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Proof. We have to prove (i) that z = xyB~1 [N] and (ii) that 2 < 2N. Let
t—1
U:u1+b1u2+---+Hbiut.
i=1

One can easily check that the number zy 4+ vN is a multiple of B: it is straitfor-
ward that (zy+vN) [b1] = 0 and by definition of the a;s, we get (zy+vN) [b;] =0
by induction on ¢ = 1,¢. Therefore the division (zy + vN)/B is implicitely re-
alized in Z, and z is a well-defined integer which fulfills the equality (7). (i) is
due to B > N,,., > N (coming from the (NV,.,)-modular-compliance of b) which
implies zy + vN < N? + BN < 2BN. 0

Theorem 2 (Complexity Analysis). Algorithm 1 runs in p(n) k-bit multi-
plications where

o) = {g(3n+7) i Noww < | B0 (14482 1) o)

5(Tn +15) otherwise ,

where A, and By, are defined as

n
A, = max {H a; | {a1,---,an} is radiz-compliant and a; < 2F fori = 1,n}
i=1

B,, = max {H bi | {b1,-+,bn} is modular-compliant and b; < 2F fori=1, n} .
i=1

Proof (Sketch). By construction, a; and b; must be (at most) k-bit integers. For
1 =1,...,t, the i-th step of the algorithm requires ¢ + 1 k-bit modular multi-
plications. Then the r following iterations require ¢t + 2 modular multiplications
each. Therefore, the total amount of k-bit multiplication can be expressed as

t(t+1)
2

which shows that r and t should be tuned to be as small as possible. The mini-
mum values of r and ¢ are reached when » = t = n and this forces the inequality
given by (9) because of condition (8). If N,.., is greater than the given bound,
we optimally choose r =n + 1 and t = n. ad

1
+t+7‘(t+2):§(t2+2rt+3t+4r),

It is worthwhile noticing that previous works such as [4] are based on quite
a similar approach, but often interleave heavy representation conversions during
the computation or impose hybrid (MRS) representation of operands.

5 Size-Doubling Techniques

Double-size computations are obtained by in the particular case when r =t =
n = 2. Then, Algorithm 1 turns into the algorithm depicted on Fig. 2. The
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Algorithm 2.

Input: <x>,up, <y>aup and <N >,up where z,y < N and N < Npyax-
Output: <z>,up with z =2yB~ ' [N] or z = 2yB~ ' [N] + N.

Precomp. : a1 = — N7 [b1], az = —(b1N) 7! [b2], (bib2) ! [a1] and (b1b2) ™! [az].

Step 1. u1 =z [b1]y[b1] @1 mod by
Step 2. uz = (z [b2] y [b2] + w1 N [b2])a2 mod b

x [a1]y [a1] + (u1 + biuz) N [aq]

Step 3. z[ai] = b mod a1
102

Step 4. za2] = zlaz]ylaz] + lsuli + bruz) N [ao] mod az
102

Step 5. compute (z) = (21, 20) from (z[a1], z[az2]) and
Step 6. deduce missing coordinates (z [b1], z [b2]) from (2).

Fig. 2. Double-Size Montgomery Multiplication in RNS base {b1, b2, a1, az2}.

correctness of the algorithm is ensured by Theorem 1. The (quadratic part of
the) complexity appears to be of exactly p(2) = 13 k-bit modular multiplica-
tions. In the setting of size-doubling, however, this number can be substantially
decreased by utilizing particular RNS bases {a1, a2} and {b1, b2} which, under
the conditions of compliance and (8), also verify useful properties that simplify
computations of Algorithm 2. Namely, the numbers

b1 [a1]
b1 [as]
by by " o]
by by " [az)
aytag) or aytaq]

have to be as ”simple” as possible. This is achieved by taking the following
moduli:

by =2F +1 by =2F1 -1

ap = 2k ag =2F -1,
which happen to be pairwise relatively prime for common even values of k (512
or 1024 in practice). This choice allows a particularly fast implementation in 9
k-bit multiplications as shown on Fig. 3. We state:

Theorem 3. Algorithm 3 computes a 2k-bit modular multiplication for any N <
N,.. such that N, < (2% +1)(28=1 — 1) in 9 k-bit modular multiplications.

Proof. Let us first prove the correctness of steps 3 through 8:

steps 3 and 4: b; disappears from the general expression (see step 3 of Al-
gorithm 2) because b; = 1 mod a; ; also (b1by)~! = by mod a; and mul-
tiplying some number g by by mod a; leads to —g mod a; if g is even or
—g mod a; + 2~ otherwise,
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Algorithm 3.

Input: <x>,up, <y>aup and <N >,up where z,y < N and N < Nyax-
Output: <z>,up with z =2yB~ ' [N] or z = 2yB~ ' [N] + N.
Precomputations: a; = —N7![b1], az = —(b1N) " [b2].

Step 1. u1 =z [b1] X y[b1] X ax mod by

Step 2. uz = (z [b2] X y[b2] + u1 X N [b2]) X az mod b2

Step 3. z[ai] = —(z[a1] X y[a1] + (u1 + u2) X N [a1]) mod a1
Step 4. If z[a1] is odd then z[a1] = z [a1] + 25 7*

Step 5. z[az] = —(z[az2] X y[az] + (u1 + 2u2) X N [a2]) mod as

Step 6. z1 = (z[az2] — z[a1]) mod a2
Step 7. deduce z [b1] = (=21 + 2z [a1]) mod b1 and
Step 8. z[b2] = (221 + 2z [a1]) mod ba.

Fig. 3. Double-Size Multiplication in RNS base {2F 4+ 1,28~ —1,2% 28 —1}.

step 5 : we have b; = 2 mod ay ; also (b1bz) ™! = —1 mod ay,

steps 6, 7, 8 : are easy to check.

B / A
< | Z =
Nmax_\‘2< 1—|—4B 1>J ,

due to condition (8) and A/B =2 +2/(2% +1)(2¥~1 — 1), we get

(-1

From the inequality

~14+2/328+ )2 -1),

2
wherefrom
2
Npx <Bl+-—5=)2B.
max < B(1+ 3 B)
Finally, looking at Algorithm 3 shows that only 9 k-bit modular multiplications
are required throughout the whole computation. a

As input and output numbers are given in modular representation, Algo-
rithm 3 can be re-iterated at will, thus providing an algorithmic base for double-
size exponentiation, if modular squaring is chosen to be computed by the same
way. Conversions from radix to modular representation in base a U b for the
message and the modulus will then have to be executed once during the initial-
ization phase, and so will the conversion of the result from modular to radix
representation after the Square-and-Multiply exponent-scanning finishes.
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Remark 1. At this level, note also that modular exponentiating leads to con-
stantly multiply the current accumulator by the same number (the base), say
< g >aup- As a consequence, the modular multiplier shown above can be sim-
plified again in this context, by replacing the precomputed constants a7 and as
by

o) =gag = —gN "' mod by ,

and
oy = gag = —g(byN)~! mod by

1
o) = Nag = —b; 't = -3 mod by ,

and replacing Algorithm 3 by the more specific multiplication algorithm shown
on Fig. 4 which uses only 7 k-bit multiplications. Note that this improvement
cannot be applied ad hoc for modular squaring.

Algorithm 4.

Input: <z >.up, <g>au and <N >, where z,9 < N and N < Nyax.
Output: <2z>,up with z =2gB™ ' [N] or z = 2gB~ ' [N] + N.
Precomputations: o = —gN ! [b1],0h = —g(bsN) ! [b1].

Step 1. w1 = x [b1] X o} mod by
Step 2. uz =z [ba] X ab + u1 X a mod by

Step 3. z[a1] = —(z[a1] X y[a1] + (w1 + u2) X N [a1]) mod a1
Step 4. If z[a1] is odd then z[a1] = 2 [a1] 4+ 2571
Step 5. z[a2] = —(z[az2] X ylaz] + (w1 + 2u2) X N [a2]) mod as

Step 6. z1 = (z[az2] — z[a1]) mod a2
Step 7. deduce z [b1] = (=21 + 2z [a1]) mod b1 and
Step 8. z[b2] = (221 + 2z [a1]) mod bs.

Fig. 4. Double-Size Multiplier in RNS base {2* + 1,287 — 1,2% 2% — 1} specific to
Modular Exponentiation.

Remark 2. Note also that the multiplication u; X of [ba] = u1/3 [bs] can be
advantageously replaced by the (linear in k) following operation:

1. determine which number among {u1,u1 + 1,u; + 2} is divisible by 3 (using
repeated summations on u;’s bytes for instance),

2. divide uy 4+ ¢ by 3 in Z by some linear technique as Arazi-Naccache fast
algorithm (see [6]) to get an integer u,

3. correct the result by adding ¢ times of to v modulo bs.
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This decreases the complexity again down to 6 k-bit multiplications.

From a practical point of view, the technique is (to the best of our knowledge)
the only one that makes it possible to perform 2k-bit modular exponentiations
on k-bit cryptographic processors at reasonable cost.

6 Hardware Developments

Size-doubling techniques are an original design strategy for cryptoprocessor
hardware designers. In particular,

— total independance of computations at steps 3 and 5 of Algorithm 3 (or the
r iterations at step ¢+ 1 of Algorithm 1) could lead to a high parallelization
of computational resources (typically the arithmetic core),

— the specific choice of the RNS base allows specific treatments of modular
multiplications, for instance zy mod 2F and zy mod 2% — 1,

— the cascades of steps 1 and 2 of Algorithm 3 (or the ¢ first steps of Algo-
rithm 1) appear to be pipeline-suitable for so-equiped hardware designs.

— division by 3 using Arazi-Naccache’s fast algorithm can be implemented in
hardware very easily.

7 Conclusions

In this paper, we have introduced new efficient techniques for multiplying and
exponentiating double-size integers using arithmetic operations over k-bit inte-
gers. These techniques are particularly adapted to enhance the computational
capabilities of size-limited cryptographic devices. From a theoretic viewpoint, we
state that:

— multiplying two arbitrary 2k-bit integers (up to a given bound N,,,,) modulo
a third 2k-bit given number N < N,,. leads to a complexity of 9 k-bit
modular multiplications essentially,

— multiplying an arbitrary 2k-bit integer by a 2k-bit given number modulo a
third 2k-bit given number N < N,,., leads to 6 k-bit modular multiplications.

Although we believe that no other algorithm could offer better results regarding
Problem 2, the bounds we provide are not proven optimal so far, and the question
of showing that minimality is reached or not remains open.
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