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Abstract
At present, cloud computing is attracting attention as a network service to share the computing resources, such as net-
works, servers, storage, applications, and services. Also, many open source softwares are developed in all parts of the
world, e.g. Firefox, Apache HTTP server, Linux, Android, etc. This article focuses on a cloud computing environment by
using open source software such as OpenStack and Eucalyptus because of the unify management of data and low cost.
This article proposes a new approach to software reliability assessment based on the stochastic differential equations
and hierarchical Bayesian modeling in order to consider the interesting aspect of the network status of a cloud comput-
ing environment. Also, actual software fault-count data to show numerical examples of software reliability assessment
considering the characteristics of network environment is analyzed.
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Introduction

The successful experience of adopting the distributed
development model in open source projects includes
GNU/Linux operating system, Apache HTTP server,
and so on.1 However, the poor handling of quality and
customer support prohibits the progress of open source
software (OSS). This article focuses on the problem of
software quality, which prohibits the progress of OSS.
In particular, cloud OSS is now attracting attention as
the next-generation software service paradigm because
of the cost reduction, quick delivery, and work saving.
Also, the cloud OSS has such unique features as a net-
work service to share the computing resources. In par-
ticular, the cloud OSS has no testing phase. Then, it is
important to assess the reliability during the opera-
tional phase of the cloud OSS. At present, there is a
growing interest in the next-generation software devel-
opment paradigm by using network computing tech-
nologies such as cloud computing. However, the source
code of a cloud system based on OSS is open to all over
the world. Therefore, the weakness of reliability and
security for the cloud system is becoming a significant
problem.

For example, the traditional OSSs include the appli-
cation software, server one, embedded one, operating
system, i.e. Firefox Web browser, Apache HTTP server,

Android, Linux distributions, etc. These OSSs differ
substantially from the cloud OSS because of the provi-
sioning control in the operational form. Also, the differ-
ence between cloud computing and grid computing is
that cloud computing can make the provisioning pro-
cess to the resources depending on the usage situation.
Therefore, it is important for the software managers to
consider these changes of operational form in a cloud
environment. Based on the above mentioned points,
this article focuses on the environmental factor of the
operational phase in cloud computing by using OSS.
The network status, the change in the number of users,
and the change in the number of software components
as the environmental factor in cloud computing are
considered in this article.

Many software reliability growth models (SRGMs)2

have been applied to assess the reliability for quality
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management and testing progress control of software
development. On the other hand, the effective method
of dynamic testing management for a new distributed
development paradigm, as typified by the open source
project, has only a few presentations.3–6 Also, there are
some interesting research articles in terms of the cloud
hardware, cloud service, and cloud performance eva-
luation.7,8 However, most of them have focused on the
case study of cloud service, and cloud data storage
technology. The effective method of dynamic reliability
assessment for cloud OSS has only a few presentations.
Several methods of reliability assessment for the cloud
system have been proposed.9,10 However, these meth-
ods of reliability assessment for cloud systems are not
focused on the change in operating environment of
cloud computing, such as provisioning process.
Moreover, the existing reliability assessment method
for the cloud system does not considered the character-
istics about OSS. Also, the cloud systems, by using
OSS, have problems in terms of the security and relia-
bility, because the source code is open. It is important
for software managers to consider the change in the
specification of OSS. Also, it is difficult for the existing
SRGMs to describe the characteristics of the environ-
mental factors of operational phase in cloud computing
from the aspect of the model structure. In particular, it
is important to consider the change of specification in
OSS. Also, it is important to consider the characteris-
tics of the cloud computing environment, i.e. the net-
work status, the change in the number of users, and the
change in software components. This article proposes a
new stochastic differential equation model considering
the above-mentioned points in terms of the provision-
ing process.

This article proposes a new approach to software
reliability assessment based on the stochastic differen-
tial equations in order to consider the interesting aspect
of network status of the cloud computing environment.
Also, several reliability assessment measures from the
proposed model are derived. Also, actual software
fault-count data to show numerical examples of soft-
ware reliability assessment considering the characteris-
tics of network environment is analyzed. This article
shows that the proposed reliability analysis can assist
improvement of quality for the operational phase of
the cloud OSS.

Stochastic differential equation model

Let N(t) be the number of detected faults in the cloud
OSS by operating time t (t50). Suppose that N(t) takes
on continuous real values. Since latent faults in the
cloud OSS are detected and eliminated during the
operational phase, N(t) gradually increases as the oper-
ation procedures go on. Thus, under common assump-
tions for software reliability growth modeling, the
following linear differential equation is considered in
this article

dN(t)

dt
= b(t)fD(t)�N(t)g ð1Þ

where b(t) is the software fault-detection rate at operat-
ing time t and a non-negative function, and D(t) means
the amount of changes of fault-prone specification.
Also, D(t) is defined as

D(t)=ae�bt ð2Þ

where a is the number of latent faults in the OSS, and
b the changing rate of fault-prone specification. This
article assumes that the fault-prone specification of
OSS grows exponentially in terms of t, as shown in
Figure 1.11,12 Thus, the OSS shows a reliability regres-
sion trend if b is a negative value. On the other hand,
the OSS shows a reliability growth trend if b is a posi-
tive value.

This article focuses on the cloud computing environ-
ment. Considering the characteristic of such cloud com-
puting, the software fault-reporting phenomena keeps
an irregular state in the operational phase, because the
network access of several users and the addition and
deletion of software components are repeated under the
operational environment, i.e. this article assumes that
the frequency of use and OSS fault-prone specification
depends on the operational time. Therefore, equation
(1) can be extend to the following stochastic differential
equation13,14

dN(t)

dt
= fb(t)+ c(t)sg(t)gfD(t)�N(t)g ð3Þ

where s is a positive constant representing a magnitude
of the irregular fluctuation, g(t) a standardized
Gaussian white noise, and c(t) a environmental func-
tion for cloud network.

Equation (3) can be extended to the following sto-
chastic differential equation of an Itô type

dN(t)= b(t)+
1

2
c(t)2s2

� �
fD(t)�N(t)gdt

+ c(t)sfD(t)�N(t)gdW(t)

ð4Þ

Figure 1. The basic concept of OSS fault-prone specification
and fault-reporting domain.
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where W(t) is a one-dimensional Wiener process that
is formally defined as an integration of the white
noise g(t) with respect to time t. The Wiener process is
a Gaussian process and it has the following properties

Pr½W(0)=0�=1 ð5Þ
E½W(t)�=0 ð6Þ
E½W(t)W(t0)�=Min½t, t0� ð7Þ

where Pr½�� and E½�� represent the probability and expec-
tation, respectively.

By using Itô’s formula,13,14 we can obtain the solu-
tion of equation (4) under the initial condition N(0)=0
as follows15

N(t)=D(t) 1� exp �
ðt
0

b(s)ds� c(t)sW(t)

� �� �
ð8Þ

Using solution process N(t) in Eq.(8), we can derive sev-
eral software reliability measures.

Moreover, the software fault detection rates per fault
in case of b(t)[ b1(t) and b(t)[ b2(t) are defined asðt

0

b1(s)ds=
dNe(t)
dt

a�Ne(t)
¼:

dHe(t)
dt

a�He(t)
= b ð9Þ

ðt
0

b2(s)ds=
dNs(t)
dt

a�Ns(t)
¼:

dHs(t)
dt

a�Hs(t)
=

b2t

1+ bt
ð10Þ

c(t)=
1� e�mt

cn
ð11Þ

where He(t) and Hs(t) mean the exponential SRGM
and the delayed S-shaped SRGM, respectively, based
on the nonhomogeneous Poisson process (NHPP), cn
the number of cloud software components, and m the
parameter of cloud environmental factor. Equation (11)
means that c(t) increases exponentially. However, c(t)
decreases with the increase of cloud software compo-
nents because of the increase in system complexity.

Therefore, the cumulative number of detected faults
of these two models are obtained as

Ne(t)=D(t)½1� expf�bt� c(t)sW(t)g� ð12Þ
Ns(t)=D(t)½1� (1+ bt)expf�bt� c(t)sW(t)g� ð13Þ

Parameter estimation

The estimation of environmental factor

This article applies the hierarchical Bayesian modeling
to the estimation of the parameter m(=m0) in terms of
the cloud environmental factor included in the pro-
posed stochastic differential equation model, because
the stability of the cloud computing depends on several
cloud application components. The software managers
can understand the confidence interval of stability
for the cloud computing environment by using the hier-
archical Bayesian model, i.e. the software managers can
identify the unstable cloud component of the cloud

computing environment., This article can effectively
approach the above mentioned points with a probabilis-
tic method by using the stochastic differential equations
and the hierarchical Bayesian model. Then, the fault
detection rate for each cloud component is assumed as
the normal distribution, because the unstable status for
each cloud component keeps the specified steady state.

Generally, the fault-detection rate of the cloud OSS
changes according to the change of operating environ-
ment. Therefore, this article assumes that the fault
detection rate at time t is the normal distribution as
follows

f(t)=
1ffiffiffiffiffiffi
2p
p

s0

exp � (t� m0)
2

2s2
0

� �
ð14Þ

where m0 is the mean value and s0 the standard devia-
tion in terms of the fault detection rate at operating
time t. This article assumes the hierarchical Bayesian
modeling based on the prior distribution and hyper
prior distribution composed of m0 and s0. Also, the
prior distribution of m0 is defined as

q(t)=
1ffiffiffiffiffiffi
2p
p

s1

exp � (t� m1)
2

2s2
1

� �
ð15Þ

where m1 is the mean value and s1 the standard devia-
tion in terms of the occurrence probability for the data
communication traffic on the cloud network.

Similarly, the prior distribution of s0 can be defined
as

r(t)=
la

G(a)
xa�1e�

l
t ð16Þ

where a is the shape parameter and l the scale para-
meter. The mean m2 and the standard deviation s2 of
inverse gamma distribution as the occurrence probabil-
ity for the access frequency on cloud system are given
by

l

a� 1
(a . 1)

and

l2

(a� 1)2(a� 2)
(a . 2)

This article assumes that m1, s1, m2, and s2 are given
by the data recorded on the access log of the cloud
system.

Let D (dk; k=1, 2, � � � ,K) be the fault-detection rate
in the cloud OSS by operation time t. Also, u(=m0,s0)
is the parameters at operation time t. u can be estimated
by using the fault detection rate dt up to time t. The
prior distribution up to time (t� 1) can use in this case.
As an example, the updated data is given by the follow-
ing equation based on Bayesian theory in the case that
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the software developers have knowledge of the prior
information u independently of data D

p(ujD)}p(Dju)p(u) ð17Þ

By using Markov chain Monte Carlo (MCMC) meth-
ods, we estimate m0 and s0 based on equation (17).

This article assumes that the target density p(ut) is
p(mt,st), Dt the (y1, y2, � � � , yt). Therefore, a(ut, u

0) is
given by the following equation in this article

a(ut, u0)=
p(u0jDt)f(u

0, utjDt)

p(utjDt)f(ut, u0jDt)
ð18Þ

Then, it is assumed that the unknown parameter m of
the proposed stochastic differential equation model is
the mean of standard deviation for cloud components.
st for each cloud component can be estimated by using
above mentioned Metropolis-Hastings (MH) algo-
rithm. It is especially important to consider the varia-
tion in each cloud component. This means that the
stability of the cloud system can be determined by the
variation in the cloud component. This article focuses
on the standard deviation of proportion data of the
fault-detection rate for the cloud component, because
the software managers can compare the variation in
cloud component as the non-dimensional parameter.

The method of maximum-likelihood

In this section, the estimation method of unknown
parameters a, b, b, and s in equation (8) is presented.
Let us denote the joint probability distribution function
of the process N(t) as

P(t1, y1; t2, y2; � � � ; tK, yK)

[Pr½N(t1)4y1, � � � , N(tK)4yK

j N(t0)=0�
ð19Þ

The density of equation (9) is shown as

p(t1, y1; t2, y2; � � � ; tK, yK)

[
∂KP(t1, y1; t2, y2; � � � ; tK, yK)

∂y1∂y2 � � � ∂yK
ð20Þ

Since N(t) takes on continuous values, the likelihood
function, l, can be constructed for the observed data
(tk, yk)(k=1, 2, � � � ,K) as

l= p(t1, y1; t2, y2; � � � ; tK, yK) ð21Þ

For convenience in mathematical manipulations, the
following logarithmic likelihood function can use

L= log l: ð22Þ

The maximum-likelihood estimates a�, b�, b�, and
s� are the values making L in equation (22) maximal.
These can be obtained as the solutions of the following
simultaneous likelihood equations15

∂L

∂a
=

∂L

∂b
=

∂L

∂b
=

∂L

∂s
=0 ð23Þ

Cloud OSS reliability assessment
measures

Information on the cumulative number of detected
faults in the system is important to estimate the situa-
tion of the progress on the debugging procedures. Since
N(t) is a random variable in the proposed model, its
expected value can be a useful measure. These can be
calculated from equation (8) as follows15

E½N(t)�=D(t) 1� exp �
ðt
0

b(s)ds+
c(t)2s2

2
t

� �� �
ð24Þ

where E½N(t)� is the expected number of faults detected
up to time t. Therefore, the expected number of
detected faults, E½Ne(t)� and E½Ns(t)�, are given by the
following equations, respectively

E½Ne(t)�=ae�b 1� exp �bt+ c(t)2s2

2
t

� �� �
ð25Þ

E½Ns(t)�=ae�b 1� (1+ bt) � exp �bt+ c(t)2s2

2
t

� �� �
ð26Þ

It is important for software managers to assess the
number of latent faults according to the change of
specification of OSS. Considering the change of fault-
prone specification, this article assumes that the num-
ber of latent faults is given by equation (2).

Also, the number of remaining faults considering the
change of fault prone specification can be obtained as

E½Nr(t)�=E½D(t)�N(t)� ð27Þ

Moreover, the mean time between software failures
(MTBF) is useful to measure the property of the fre-
quency of software failure-occurrence (or fault-detec-
tion). Then, the cumulative MTBF (denoted by
MTBFC) is approximately given by

MTBFC(t)=
t

E½N(t)� ð28Þ

Procedures of reliability analysis

The procedures of reliability analysis based on the pro-
posed method for cloud computing environment are
shown as follows.

1. The software managers process the fault data in
terms of the cumulative number of detected faults
for the cloud OSS and data of the fault-detection
rate in the operational phase of the cloud system
for reliability analysis. Also, the software managers
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collect the data in terms of the data communica-
tion traffic and access frequency from the cloud
operational environment.

2. The software managers estimate the unknown
parameters m included our hierarchical Bayesian
modeling by using MCMC method and the data
of communication traffic and access frequency.
Thereby, it becomes possible to comprehend the
characteristics of the cloud network environment.

3. The software managers estimate the unknown
parameters a, b, b, and s included in our stochas-
tic differential equation model by using the method
of maximum likelihood.

4. It is useful for the software managers to under-
stand the debugging progress in the operational
phase of the cloud computing environment by
using the expected number of detected faults, the
expected number of remaining faults, and MTBF
as software reliability assessment measures consid-
ering the characteristics of the cloud network
environment.

Numerical illustrations

Data for numerical illustrations

The OSS is closely watched from the point of view of
cost reduction and quick delivery. There are several
open source projects in the area of cloud computing. In
particular, this article focuses on OpenStack16 in order
to evaluate the performance of our method. This article
shows numerical examples by using the data sets for
OpenStack of the cloud OSS. The fault-count data used
in this article are collected in the bug tracking system
on the website of the OpenStack open source project.
These data sets are in the comma separated value
(CSV) format from bug tracking system. Moreover, the
CSV data obtained from bug tracking system can be
recounted as the fault-count data.

Reliability assessment results

The estimated environmental factors in the case of
(m1 =m2 =0:25, s1 =s2 =0:125) and (m1 =m2 =
0:5, s1 =s2 =0:25) are shown in Figures 2 and 3,
respectively. Figure 2 shows that the environmental
factor is small, if the data communication traffic and
access frequency on the cloud system are small. On the
other hand, the environmental factor is large, if the
data communication traffic and access frequency on
the cloud system are large.

The estimated expected numbers of detected faults in
equations (25) and (26), bE[Ne(t)] and bE[Ns(t)], in case
of b(t)[ b1(t) and b(t)[ b2(t) are respectively shown in
Figures 4 and 5. From Figure 4, the case of b2(t) has
the reliability growth trend. Also, the sensitivity analy-
sis for the estimated number of detected faults in cases
of m=0:0737 and b2(t) is shown in Figure 6. Figure 6

means that the number of detected faults increases as
the number of cloud software components increases.

Moreover, the sample paths of the estimated num-
bers of detected faults in equations (12) and (13), Ne(t)
and Ns(t), in the case of b(t)[ b1(t) and b(t)[ b2(t), are
shown respectively in Figures 7 and 8, approximately.
From Figures 7 and 8, the noise of the sample path in
the case of b(t)[ b2(t) and m=0:0737 decreases as
operation procedures go on, i.e. m=0:0737 means that
the data communication traffic and access frequency
on the cloud system are small. On the other hand, the
noises of the sample path in the case of b1(t), b2(t), and
m=0:3974 increase as operation procedures go on, i.e.
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Figure 2. The estimated environmental factor in case of
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m=0:3974 means that the data communication traffic
and access frequency on the cloud system are large.
From these results, the data communication traffic and
access frequency on the cloud system affect the irregu-
lar fluctuation for the fault-detection rate of the cloud
OSS. Moreover, the estimated number of remaining
faults considering the change of requirements specifica-
tion are shown in Figures 9 and 10. From Figure 9, the
estimated number of remaining faults in the case of

b(t)[ b2(t) decreases as the operation procedures go
on. These figures are useful for software project man-
agers to assess the potential of convergence.

The estimated cumulative MTBFs in equation (28),
MTBFC(t) in the case of b(t)[ b1(t) and b(t)[ b2(t)
are shown in Figures 11 and 12, respectively. From
Figure 11, we can confirm that the estimated cumula-
tive MTBFs in the case of b(t)[ b2(t) increases as
the operating procedures go on. On the other hand,
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Figure 4. The estimated number of detected faults in case of
m = 0:0737.
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Figure 5. The estimated number of detected faults in case of
m = 0:3974.
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Figure 12 shows that the estimated cumulative MTBFs
increase very little as the operating procedures go on.

The above-mentioned results show that the proposed
model can describe the characteristics of the cloud envi-
ronment according to the changes of the data commu-
nication traffic and access frequency on the cloud OSS.
The proposed method will be useful to assess the relia-
bility of the cloud computing environment considering
the characteristics of network service.

Concluding remarks

This article has proposed a software reliability analysis
based on stochastic differential equations in order to
consider the data communication traffic and access fre-
quency on the cloud system. This article has assumed
that the software fault-detection rate depends on the
time, and the software fault-reporting phenomena keep
an irregular state in the operating phase. In particular,
the hierarchical Bayesian modeling has been applied in
order to consider the unique feature of the cloud OSS
such as a network service to share the computing
resources. Also, actual software fault-count data has
been analyzed in order to show numerical examples of
the software reliability assessment for the cloud OSS.
Moreover, several reliability assessment measures have
been derived from the proposed model.

At present, a new paradigm of distributed develop-
ment typified by such an open source project will evolve
at a rapid pace in the future. In particular, it is difficult
to assess the reliability and security for the cloud system
as a typical case of next-generation distributed software
service paradigm. The proposed method may be useful
as the method of reliability assessment for the cloud
computing environment.
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