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Abstract

This paper presents an approach to extend OSGI
server based home networks with JXTA’s peer-to-
peer (P2P) technology to a multi-server home envi-
ronment connecting multiple private home networks
to one true virtual environment for communication,
media sharing/exchange, and distributed device con-
trol. We elaborate on the basic integration method-
ology and extend it to a general, security preserv-
ing, architectural concept based on a two level inte-
gration concept for inhome and interhome networks.
The integration is achieved through additional OSGi
services for the management of virtual devices, peer-
to-peer communication, and authentication. The ex-
ample of a Quality of Service based video streaming
management demonstrates one of the potential ad-
vanced application for which peer-to-peer can be used
in addition.

1 Introduction

With the wide availability of computer-based net-
works, the interconnection and collaboration between
small, mobile devices has gained significant interest
in the business domain. In contrast, computer-based
networks are not well established in today’s home en-
vironments. Only very few households afford the lux-
ury of a home network for the control of window shut-
ters, heating, and air conditioning by EIB or LON, for
instance. Nevertheless, due to the convergence of PCs
and consumer electronics, households currently move
from single-PC to multi-PC environments. With the
decrease of costs for Ethernet-based network compo-
nents, a significant market for home networks based
on PC technologies is predicted so that even pes-
simistic studies see it to double in the next 3 years.
This market covers the fields smart homes, intelli-
gent homes, virtual homes, ubiquitous computing,
and ambient intelligence and even includes car envi-
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ronments and partly mobile phone applications which
may temporarily connect to home networks. Sev-
eral projects and research groups investigate that ar-
eas like 3rd Generation Partnership Project, Georgia
Tech Aware House, MIT House n, Microsoft Con-
cept Home MIRA, MIT Oxygen Project, and Philips
HomeLab [1, 2].

Typical home networks are currently established by
a single server architecture which serves as a home
gateway (residential gateway) controlling all main in-
home services and giving access to the wide area net-
work. In this context, entertainment, communication,
and security control are seen as the three main appli-
cations in the next generation home networks which
will drive the market. Establishing a homogeneous
home network with heterogeneous gadgets, will be the
next step and is mandatory to get it widely accepted
by the consumers. Here, on the one hand, the support
of various protocols has to be managed like standard
infraread, IrDA, Bluetooth, SWAP, (wireless) Ether-
net, USB, Firewire, powerline etc. and partly, when
connecting over wider distances, GSM and GPRS. On
the other hand, multiple devices like mobile phones,
PDAs, Webpads, cameras, standard remote controls,
set-top boxes, notebooks, and PCs have to be seam-
lessly integrated considering different properties and
limitations.

For the implementation of home-based services, we
can currently identify two software frameworks: Em-
bedded Windows XP by Microsoft and the Open Ser-
vices Gateway Initiative (OSGI) standard [11]. The
OSGi approach is to control devices through a cen-
tral server, the OSGi gateway, in the house or em-
bedded in a car. Nevertheless, Embedded Windows
and OSGi both lack support in distributed multi-
server home environments and includes no means for
advanced communication. Additionally, there were
some investigations to apply Jini for advanced re-
source management for multi-server home environ-
ments. Reported problems referred to security and
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the high footprint for embedded computers and mo-
bile devices. More recently, Sun’s Project JXTA
[15] was introduced to efficiently set up peer-to-peer
(P2P) networks running on devices with small foot-
prints like the Siemens SL45i mobile phone.

In research, we currently find only little work for
advanced multi-server home networks. Roussaki et al.
present an architecture for virtual home environments
in [12] covering two access models: multi-terminal
and multi-network access. They mainly investigate
UI technologies based on single server architectures.
Lloyd et al. [6] introduced a virtual home environ-
ment architecture based on multi agent systems clas-
sifying communication w.r.t. the distance of the user
(in-building, neighborhood, suburban, global). Their
focus is on UMTS rather than on in-building com-
munication. [17] gives a very brief and general inves-
tigation on applying peer-to-peer in home networks
for security, access control, and communication. All
of these approaches present a very specific architec-
ture. Most of the approaches seem to be rather lim-
ited since they are based on single server architec-
tures and hence do not consider the existing variety
of communication devices and their short range pro-
tocols like IrDA and Bluetooth.

We present an architecture which integrates OSGi
with JXTA’s peer-to-peer technology for communica-
tion, media sharing/exchange, and distributed device
control in virtual home environments [5, 8]. We elab-
orate on the basic integration and extend it to a gen-
eral, privacy preserving, architectural concept based
two level integration with inhome and interhome con-
nections where inhome application are based on a sin-
gle OSGi-server architecture. We integrate peers and
peer groups as advanced services which are applied to
combine devices to groups and integrate a group as
one virtual device. On this basis, peer-to-peer is also
applied to connect multiple homes (interhome con-
nections) and combine them to a real virtual home
environment establishing a flexible and open multi-
server architecture. As an additional advantage, peer-
to-peer technology also easily supports access from
wider distances through GSM, for instance.

The remainder of this paper is structured as fol-
lows. The next section introduces the general idea of
virtual home environments. Thereafter, the two inte-
grated frameworks, i.e., OSGi and JXTA are outlined.
Section 3, introduces our inhome and interhome con-
cepts combining JXTA and OSGi. That section also
outlines an advanced inhome application and intro-
duces a peer-to-peer based video service network with
Quality of Service support and considers security is-
sues with focus on peer authentication. Finally, the
paper closes with some conclusions.

2 Virtual Home Environments

The idea of virtual home environments has been in-
vestigated in the VHE Middleware project [5] in or-
der to provide an infrastructure for full network-based
control and access to various home devices and sen-
sors based on an OSGi-oriented architecture. Virtual
Home Environments combine and extend concepts
known as smart home, intelligent home, residential
gateway, smart car, etc. It concerns the integration
of several private networks in house, car and office to
one virtual environment. For the user, transparency
is of great importance: the "look and feel" has to be
location and device independent.

As given in Fig 1, VHE middleware considers con-
necting devices, protocols, and services meaning that
different services are accessed by multiple devices
through various protocols. That figure gives exam-
ples for a potential set of services to be controlled in
the context of a home network. Within the private
home network we distinguish

e control devices, like mobile phone, PDA, Web-
Pad, standard remote control etc. and

e controllable devices, like TV, VCR, light, alarm,
radiator, aircondition, gas meter etc.

for different services like security monitoring, room
control, consumer electronics, communication etc.
Devices which combine both properties are of particu-
lar interest for P2P-based communication and control
applications.

3 Communication and Service
Frameworks

For establishing a virtual home environment, we com-
bine two frameworks:

(i) peer-to-peer for communication and data ex-
change and

(ii) OSGIi for residential services for control (Java
Embedded Server).

For their implementation we use JES and JXTA
which are introduced in the next subsections before
we present our approach combining both in the next
section.

3.1 OSGi and JES

The Open Service Gateway initiative (OSGi) started
its work in March 1999 with a focus on the defini-
tion and standardization around the concept of the
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(residential) gateway. The gateway, also denoted as
service framework, is designed to facilitate the devel-
opment and use of services that are dynamically de-
ployed. The framework is platform independent and
can manage broadband services as well as networks in
homes, cars, and comparable environments. The idea
of OSGi is to provide a software gateway that inter-
faces the external Internet with internal (domestic)
devices and identifies requirements for interoperabil-
ity and general usability. For the interface, developers
design an application as a set of bundles that contain
services. Figure 1 gives examples of components of
an OSGi application.

The central component of the OSGi framework is
the residential service gateway which functions as an
application server for various services such as con-
sumer electronics (audio, video), energy management
and control (gas meter), safety and security ser-
vices (security monitor), healthcare monitoring ser-
vices etc. The application of such a service gateways
is not limited to home environments.

Within a home networking environment, a service
provider offers various services. The delivery of such
services is mainly enabled through the download of
software applications into the service gateway. It is
also possible to stage different location based services
or aggregations of services, e.g., automatic upload
of electricity, gas, and water meters provided by the
power company. For car related services like diagnos-
tics, emergency assistance, mobile commerce, naviga-
tion support are possible.

Figure 2 shows the architecture of the OSGi ser-
vice gateway with basic services and with our VHE
services which are introduced in the next sections.

VHE Services

Core Services

‘ VHE Certification Manager ‘
‘ VHE P2P Communication

‘ Device Manager

‘ Driver Locator

‘ Device Access Service
‘ VDR Service

‘ VHE Virtual Device

| HTTP Service
‘ FAX Service

‘ LOG Service

OSGi Framework

Java Virtual Machine

‘ Operating System

Figure 2: Basic OSGi Services with VHE Extensions

Presently, there are two OSGi implementations

freely available: IBM’s Service Management Frame-
work (SMF) and Sun’s Java Embedded Server (JES).
Our implementation utilises JES since it combines
well with Sun’s Project JXTA [14].

3.1.1 Java Embedded Server (JES)

The Java Embedded Server 2.0 (JES) architecture
complies with the OSGi Service Gateway 1.0 [4] and
requires a persistent storage, TCP/IP network, and
a Java Virtual Machine.

The JES framework manages service life cycles, ser-
vice registration, bundles, service dependency track-
ing, and event notification. In order to manage bun-
dles and services, JES creates a BundleContext ob-
ject, which permits the framework and the bundles to
interact. Different core services, e.g., HI'TP service,
log service, device access service, servlet service, al-
ready come with JES. New services can easily access
and cooperate with the core services.

A service is a group of Java classes and interfaces
that makes up a specific feature, like the HT'TP ser-
vice that creates a tiny web server. All services are
packaged into bundles before deploying it onto the
framework. A bundle is basically a JAR file that
contains the service and other files, images, or re-
sources. A bundle can also contain several services
that operate as an integrated unit.

The OSGi device access architecture provides a
framework to allow bundles within an OSGi environ-
ment to access physical devices. The framework re-
quires a device manager and a driver locator to con-
nect different devices (e.g., PC, printer, TV, A/V,
lighting, security devices, utility meters, etc.). The
Device Manager coordinates the different drivers
so that they can incaranate multiple representations
of the same device, and initiates the process of down-
loading the appropriate drivers. The Driver Loca-
tor services provide the mechanism for dynamically
downloading appropriate drivers in an OSGi device.
The service implements an interface which contains
two different methods to find, load, install, and start
a driver.

Asgiven in Fig. 2, we have extended OSGi by three
additional services. The virtual device service is in-
troduced in Subsection 4.1. The P2P communication
manager and the certification manager are presented
in Subsection 4.2.

3.2 Peer-to-Peer Networks and JXTA

The computation model on the Web is primarily
based on a client /server model where information and
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Service Provider

Residental Devices

Communication

Security

Home
Automation

Entertainment

Sensors

Security

Figure 1: OSGi Residential Gateway

services are published at and accessed through well-
known and fixed locations (URLs). In contrast, peer-
to-peer computing avoids addressing along with cen-
tralized Web sites which has created single points of
failure and bandwidth bottlenecks. In peer-to-peer
computing each connected device acts as a server and
a client at the same time.

Peer-to-Peer applications are typically very specific
implementation mainly supporting file exchange, e.g.,
Gnutella, Napster, Aimster, KaZa, Freenet etc. and
instant messaging, e.g., AOL Instant messenger, Ya-
hoo Messenger, MSN Messenger, ICQ etc. [9]. Those
decentralized computing systems present the expe-
rience of a community environment where members
offer and share various resources.

The main idea of peer-to-peer computing is that
each peer is client and server at the same time. For
an application, each peer may release and allocate

e processing power: like for Seti at home a
bunch of peers performs a distributed computa-
tion.

e data: data is not owned by a particular mem-
ber or server, but is passed around and flows
freely towards the subscribers. When a mem-
ber demands for some data increase, more copies
are propagated and replicated within the com-
munity. Otherwise, fewer copies will be available
as existing copies slowly disappear and are re-
placed by more popular data.
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Figure 3: JXTA Virtual Network [16]

e control: each peer can offer the possibility of
being controlled or illustrating monitored data.
This is especially dedicated to sensors or small
embedded devices.

3.2.1 Project JXTA

One major disadvantage in existing peer-to-peer sys-
tems is that they are mainly proprietary solutions,
delivering a single type of service, and employing pro-
tocols incompatible with other services. None of the
existing P2P applications are interoperable. JXTA
[15] is an initiative which calls for standardization of
a peer-to-peer system API and overcomes this limi-
tations.
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JXTA protocols have been designed to be imple-
mentable on any device, including sensors, consumer
electronics, PDAs, appliances, network routers, desk-
top computers, data-center servers, and storage sys-
tems. These protocols create a virtual network on top
of the existing physical network infrastructure based
on which services and applications are built (Fig. 3).
This virtual network layer is designed to be as sim-
ple as possible with powerful primitives in order to
maintain interoperability.

The main purpose of JXTA virtual network is to
hide the complexity of the underlying physical net-
work topology, and provide a uniform addressable
network for all peers in the network. The virtual
network allows a peer to exchange messages with
any other peers independently of its network location
(firewalls, NATs, or non-IP networks). Messages are
transparently routed, potentially traversing firewalls
or NATs, and can use different transport/transfer
protocols (TCP/IP, HT'TP).

JXTA standardizes the way in which peers discover
each other, self-organize into peergroups, advertise
and discover network resources, communicate with
each other, and monitor each other. The network
transport layer is built of a uniform peer addressing
scheme based on peer 1D, relay peers that relay mes-
sages between peers, and a binary message format to
transport binary and XML data.

A peer is uniquely identified by its peer ID (128
bit UUID), even if it uses different network addresses
even when the device may have different IPs at differ-
ent times (e.g., a notebook). Similarly, a device sup-
porting multiple network interfaces (e.g., Ethernet,
WLAN, Bluetooth, IrDA) can be addressed as a sin-
gle peer which greatly supports our home application.
The peer ID abstraction allows a peer to encapsulate
not just physical transports, but also logical trans-
fer protocols like HI'TP and/or secure protocols like
TLS and SSL.

JXTA runs on PDAs, mobile phones (with MIDP),
web pads, and on embedded Java processors so that
it can be fully integrated into a home network for
various applications and may even provide facilities
to connect a multi server network.

4 Combining Peer-to-Peer and
OSGi Services

Our approach seamlessly combines OSGi and JXTA
and presents an architecture which extends the clas-
sical single server based system by additional ser-
vices like communication, media sharing/exchange,

and distributed device control. We first elaborate on
the basic integration and extend it to a general, pri-
vacy preserving architectural concept based on two
level integration with inhome and interhome applica-
tion:

e Inhome: several devices are connected by JXTA
and offer their services to each other as far as
they are not security critical. Other Device
interaction is still controlled by the OSGi De-
viceAccessService and does require authentifica-
tion by the DeviceAccessService. Furthermore,
the JXTA groupware is used to address Devices
as one virtual device establishing a real extension
of the single server based OSGi architecture.

e Interhome: multiple inhome networks are con-
nected to a multi server network in order to es-
tablish real virtual home environments. For in-
terconnection we introduce a JXTA-based VHE
P2P Service (Fig. 5). Individual devices are still
controlled by the local DeviceAccessService but
the control signals of JXTA peers are addition-
ally distributed over a P2P communication in-
stance over the global network. For secure en-
vironments, an additional CertificationManager
controls authentication.

4.1 Inhome

For inhome appliances, our approach is based on the
classical single server OSGi architecture (cf. Fig.1).
The OSGi server allows to easily plug various de-
vices into the private control network and addition-
ally serves as a central authentication database and
a gateway to the Internet.

We have chosen the single server architecture since
it reduces administration overhead and avoids the
management of distributed data for user access and
profile management, for instance. Considering a dis-
tributed P2P architecture for Smart Homes exclu-
sively does not make sense, since granting and mainly
revoking access rights causes the mentioned overhead.
So high-level P2P applications in VHEs just add up
if not security critical areas are considered. Due to
this we used JXTA in a different way:

P2P also extends the basic OSGI architecture by
peer group control and peer resource sharing by in-
troducing the additional VHE Virtual Device service
as given in Fig. 2. Thus, devices can be divided into
several groups with respect to function, location, and
users. Each of these groups is plugged into the OSGi-
server as one Virtual Device Service. Via the access
through virtual devices, the user is able to control all
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devices of one group as one service. Possible groups
for virtual services are:

e rooms (kitchen, living room, bath room etc.),
e age (kids, teens, adults etc.)

e monitoring devices (aircondition, house security
etc.)

e communication devices (mobile phone, fax,
email, pager etc.)

e entertainment devices (T'V, VCR, HIFI, DVD
etc.)

e security management (camera, lights, sensors,
communication etc.)

e energy management (gas, electricity etc.)

Each device typically belongs to more than one
group so that groups can overlap. The VHE Vir-
tual Device service also includes the adaption of user
interfaces with respect to the individual device pro-
file. User Interfaces are individually generated for
each class of devices with respect to display size and
input/output properties [12].

In addition to the above mechanisms, P2P ser-
vices allow additional advanced applications due to
their extremely high flexibility in management of dis-
tributed resources. Consider, for instance, a Home
Video Storage Network with Quality of Service sup-
port [7]. The individual distributed video Peers are
used for streaming and storing videos where single
video processing computers are connected to one vir-
tual server via routers and switches as it is shown in
Fig. 4.

The management for the virtual server can be im-
plemented by JXTA-based middleware which ensures
(a) Quality of Service for video streaming and man-
ages (b) the (redundant) storage and distribution of
recorded videos. Each peer offers the download of
videos and play out of videos by streaming simulta-
neously. Due to the limited bandwidth, simultaneous
streams can easily lead to network overloads so that
additional request may not be provided with the re-
quired Quality of Service. Whereas the bandwidth
assignment is managed by an additional admission
control, the existing P2P rendezvous server can take
over the flexible distribution of streams with respect
to the available bandwidth so that the rendezvous
server (with QoS-Admission Control instance) can of-
fer the peers to reroute the video stream on demand
to a destination in a subnetwork with more available
bandwidth. Additional caching and distribution of

JXTA - Rendezvous

Server

Figure 4: Video Storage Home Network

copies is possible for videos with high frequent access
rates. The virtual video server can be accessed as one
service through an OSGI sever which may run on top
of the routers or on one of the peers. Considering the
underlying advanced streaming technology, the user
has to deal with one virtual video server only and
does not need to consider any network details.

4.2 Interhome

Interhome networks cover networks between two or
more parties (e.g., families or buildings) for dis-
tributed control, monitoring, resource sharing and
communication. However, in home applications the
focus is more often on messaging and entertainment,
e.g., children of same age of different families join for
video gaming or chat.

For an interhome architecture we have to combine
the single server-based inhome networks to a multi-
server network. The connection between those net-
works is established by the VHE P2P Communication
Service captured by an OSGi service which addition-
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ally has to host the P2P rendezvous server. Security
is provided by an additional VHE Certificate Man-

ager service.

4.2.1 Interhome Communication

The VHE P2P Comimunication service provides P2P-
based communication and control between OSGi
servers for P2P enabled devices based on JXTA tech-
nology (cf. Fig. 5). Whereas local devices are still
managed via the DeviceAccessService, signals and re-
sources of P2P enabled devices are made available via
the P2P communication service. Privacy and Secu-
rity are ensured through information and signal fil-
tering inn conjunction with the CertificateManager
service for authentification.
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Figure 5: OSGi Architecture with Integrated JXTA

For interhome connections through P2P we can
seamlessly migrate from inhome to interhome appli-
cation, i.e., developing from a home environment to
a true virtual home environment such as it is given
in Fig. 6. Provided the user has permission to ac-
cess through the VHE Certificate Manger, all device
connected peers can easily access all services from ex-
ternal and internal connections as it will be outlined
in the next subsection. This architecture additionally

enables full control of inhouse equipment over wider
distances through mobile phones via GSM.

4.2,2 Interhome Security

In network-based home environments, security is of
utmost importance. We focus for interhome security
on the authentication of other servers as peers. We
have to consider additionally high level encryption.
Low-level protocols like Bluetooth are not considered
since most of them comprise their own security mech-
anisms, e.g. WEP, known MAC addresses, etc.

Security for local and wide area home networks
has to include a meaningful combination of symet-
ric/asymetric encryption, message-hashing, and dig-
ital signatures. The most important security issues
are:

e confidentiality: nobody else is permitted to lis-
ten to data transmissions. This is necessary since
confidential and private data might be exchanged
between the peers. Secure transmission can be
achieved by channel encryption. Provided trans-
mission is based on IP, latest encryption stan-
dard is TLSv1 which is supported by the JXTA
APL.

e data integrity: it ensures that nobody has
modified the transmitted data. This is achieved
by hash functions and CRC-codes creating mes-
sage fingerprints.

e authentification: is provided by the VHE Cer-
tificate Manager service in our framework and
ensures that a peer is the one it identifies itself.
We implement the authentification by a classi-
cal challenge-response transaction: Peer A sends
a random number to peer B; peer B signs this
number and sends back the signature. Peer A
can now verify the signature using peer B’s pub-
lic key which is content of the certificate. Since
the certificate has been signed by a trustful per-
son peer A can now trust peer B.

Authentication is the most important but also one
of the most difficult issues when dealing with peer-
to-peer computing. Here it is necessary that every
peer gets a certificate which allows the verification of
the identification. For virtual home applications low
level authentification by individual protocols like in
Bluetooth is not sufficient since additional peer de-
pendent and peer group dependent access rights have
to be managed [3, 10].

Since we are dealing with highly distributed ap-
plications with high security requirements, the VHE
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Certificate Manager combines a distributed web of
trust certification, which is similar to the PGP /GPG
structure, with hierarchical certificate structures via
using Certification Authorities (CA) as they are
known from the SSL-protocol.

For a Web of Trust authentication [13] for multiple
peers, we assume that each peer has a unique peer ID
created by JXTA and each peer has a public certifi-
cate which contains the peer ID and its public key. In
a distributed web of trust several people with PDAs,
mobile phones or laptops occasionally meet and ex-
change data. Some people/devices know each other,
some do not. Devices who trust each other, confirm

this confidence by signing the other persons peer-to-
peer devices digitally.

Fig. 7 gives an example with 6 peers and a virtual
trust center. It shows, for example, two interconnec-
tions from peer A to peer C. When A can trust B
and B trust C, then A can also trust C. Through
semi-transitive transformation a validation chain can
be created. The route between two parties should be
as short as possible. The longer the route from peer
A to peer X (of a personally unknown user) the more
unsecure the ID of device X might be.

To increase security, additional Certification Au-
thorities (CA) also called Trust Center (T'C) are in-
tegrated. In that case, a peer receives a signed certifi-
cate by a CA. Other peers have a list of certificates of
several CAs. Every peer certificate signed by a CA is
considered to be reliable. In our scenario the Home
Residence Area just allows Peer Access of Peers with
Certificates signed by the Home itself.

In Fig. 7 the dashed lines describe the authenti-
cation architecture with the use of a TC. The ap-
plicability of that heavily relies on the computation
of digital signatures with large numbers (i.e., 2048
- 4096 bit). The main bottleneck for application is
the limited computing power of portable devices like
mobile phones, though next generation devices easily
overcome that problem.
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5 Summary and Conclusions

We have introduced an approach to combine single
server OSGi-based smart homes to multi-server vir-
tual home environments (VHE) with JXTA’s peer-
to-peer for inhome and interhome applications. For
the seamless integration, we have introduced two ad-
ditional OSGi services: VHE Virtual Device, VHE
P2P Communication. The latter manages communi-
cation and access between servers where the first one
provides advanced management of devices and com-
bines them to a virtual device. An additional VHE
Certificate Manager service manages authentication
for the individual connection.

First implementations have shown that P2P tech-
nology can not only be applied to resource sharing,
device control, and communication. Really attrac-
tive applications can be implemented by extending
the concept of a rendezvous server as it was shown
by the advanced management of resources for video
streaming.

Our current experience with the presented technol-
ogy and users is that security is of utmost importance
in order to achieve a wider acceptance. Though our
present framework already integrates security by au-
thentication, we see the necessity for additional ad-
vanced access control by means of smart card tech-
nology. Smart cards can be applied here not just as a
security token but may additionally identify the user
through biometrics as the owner of the card. More-
over, multi-functional smart cards can be used for
storing user profiles and keeping the current state of
the home environment.
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