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Abstra
tIn this study, two te
hniques that 
an improve the authenti
ation pro
ess are examined: (i) aver-aging s
ores obtained from multiple biometri
 modalities of multiple samples and (ii) improving
lassi�
ation by 
lass-relabelling. In the �rst te
hnique, by using the average operator, both thetheoreti
al and empiri
al results show that integrating as many samples and as many biometri
sour
es as possible 
an improve the overall reliability of the system. This strategy is 
alled themulti-sample multi-sour
e approa
h. The se
ond te
hnique is inspired by the error-
orre
tionoutput-
oding that is widely used in information theory. Both te
hniques were tested on real-lifedatabases using state-of-the-art ma
hine-learning algorithms.
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About the hosting instituteIntrodu
tionCreated in 1991 by the Dalle Molle Foundation for the Quality of Life, the Dalle Molle Institutefor Per
eptual Arti�
ial Intelligen
e (IDIAP2), lo
ated in Martigny (Valais, Switzerland), is a not-for-pro�t resear
h institute a�liated with the Swiss Federal Institute of Te
hnology in Lausanne(EPFL) and the University of Geneva.In 2001, IDIAP numbered an average of 40-45 
ollaborators, in
luding permanent s
ienti�
sta�, postdo
toral fellows, PhD students (around 18), system and development engineers, andshort-term to medium-term visitors.The a
tivities 
arried out at IDIAP 
an be des
ribed as follows: resear
h and developmenta
tivities, parti
ipation in European and national resear
h proje
ts, 
ollaborations with organi-zations and 
ompanies, and tea
hing and training a
tivities. IDIAP's mission therefore 
onsistsin: � Carrying out fundamental and applied resear
h a
tivities aiming at long and medium termindustrial transfer.� Tea
hing and training a
tivities.Resear
h a
tivitiesThe fo
us of IDIAP's a
tivities is on the development of advan
ed (multimodal) natural inputand output interfa
es to a 
omputer through spee
h and vision, as well on new ways to a

essmultimedia do
uments.The �eld of multimodal intera
tion 
overs a wide range of 
riti
al a
tivities and appli
ations,in
luding re
ognition and interpretation of spoken, written and gestural language, parti
ularlywhen used to interfa
e with multimedia information systems. Other key subthemes in
lude thebiometri
 prote
tion of information a

ess (through speaker and/or fa
e re
ognition and veri�
a-tion), and the stru
turing, retrieval and presentation of multimedia information.The resulting multimodal interfa
es are expe
ted to represent a new dire
tion for 
omput-ing, providing people (in
luding non-spe
ialists) with a

ess to 
omplex information systems (e.g.,in
orporating multimedia 
ontent). Ultimately, these multimodal interfa
es should �exibly a

om-modate a wide range of users, tasks, and environments for whi
h any single mode may not su�
e.The ideal interfa
e should primarily be able to deal with more 
omprehensive and realisti
 formsof data, in
luding mixed data types (i.e., data from di�erent input modalities su
h as image andaudio).Although all the IDIAP resear
h and development a
tivities are stru
tured in three groups(spee
h pro
essing, 
omputer vision, and ma
hine learning) these a
tivities 
an also be summarisedas follow:� Spoken language input: Covering spee
h signal pro
essing and multilingual robust spee
hre
ognition. Resear
h issues in
lude: improved robustness, portability a
ross new appli-2http://www.idiap.
h iii



iv 
ations, language modeling, automati
 adaptation (of a
ousti
 and language models), 
on�-den
e measures, out-of-vo
abulary words, spontaneous spee
h, prosody, modeling dynami
s.� Written language input: In
luding do
ument image analysis; OCR (printed and hand-written, o�-line re
ognition); handwriting as 
omputer interfa
e (on-line re
ognition). Re-sear
h issues in
lude: analysis of do
uments with 
omplex layout, re
ognition of degradedprinted text, re
ognition of running handwriting.� Visual input: Shape tra
king (in
luding lips tra
king, fa
e tra
king); gesture re
ognition;fa
ial expressions; images (e.g., sket
hes, signatures, photos) used as input. Resear
h issuesin
lude: robustness of the algorithms; 
ombination of 
olour, motion, texture, and shape inthe analysis; more a

urate model-based analysis; 
omputational 
omplexity.� Input (spoken, written, visual) analysis and understanding, involving parsing andsynta
ti
 and semanti
 analysis and modeling. Resear
h issues in
lude: spe
i�
ation andformalism of unimodal and multimodal synta
ti
al and semanti
 
onstraints, using these 
on-straints into unimodal and multimodal input signal pro
essing, merging modalities throughmultimodal �grammars�.� Prote
ting information a

ess, involving: speaker veri�
ation, signature re
ognition,fa
e re
ognition; bio-metri
 (multimodal) user authenti
ation. Resear
h issues in
lude: in-
reasing robustness of user authenti
ation te
hniques, multimodal user authenti
ation (mix-ture of experts, 
on�den
e-based weighting of the di�erent media, et
).� Modality integration, involving, e.g.: Spee
h and gestures, fa
ial movement and spee
hre
ognition, fa
ial movement and spee
h synthesis, and interfa
e agents. Resear
h issuesin
lude: merging of di�erent (media) data streams, possibly non-syn
hronous and with dif-ferent data rate, fusion of the di�erent modalities (e.g., based on signal-to-noise ratio or
on�den
e level estimation).� Mathemati
al methods, in
luding: Statisti
al modeling and statisti
al pattern 
lassi�-
ation, signal pro
essing te
hniques, 
onne
tionist te
hniques, expert fusion, support ve
torma
hines.More information about IDIAP and its re
ent a
tivities 
an be referred to [14℄.
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Chapter 1State of the Art in Biometri
Authenti
ation1.1 Introdu
tionBiometri
 authenti
ation is the problem of verifying an identity 
laim using a person's behaviouraland physiologi
al 
hara
teristi
s. Biometri
 authenti
ation is be
oming an important alternativeto traditional authenti
ation methods su
h as keys (�something one has�, i.e., by possession) orPIN numbers (�something one knows�, i.e., by knowledge) be
ause it is essentially �who one is�,i.e., by biometri
 information. Therefore, it is not sus
eptible to mispla
ement, forgetfulness orreprodu
tion. Examples of biometri
 sour
es 1 are �ngerprint, fa
e, voi
e, hand-geometry andretina s
ans.However, biometri
-based se
urity systems (devi
es, algorithms, ar
hite
tures) still have roomfor improvement, parti
ularly in their a

ura
y, toleran
e to various noisy environments and s
al-ability as the number of individuals in
reases. The fo
us of this study is on minimising the noiseinherent in biometri
 samples by using various methods, parti
ularly s
ore-averaging and Error-Corre
ting Output Coding.Biometri
 data is often noisy be
ause of deformable templates, 
orruption by environmentalnoise, variability over time and o

lusion by the user's a

essories. The higher the noise, the lessreliable the biometri
 system be
omes.Advan
ements in biometri
s show two emerging solutions: 
ombining several biometri
 sour
es[13, 29, 30℄ and 
ombining several samples of a single biometri
 sour
e [17℄. Combining severalbiometri
 sour
es 
an further be divided into a loosely 
oupled solution and a tightly 
oupledsolution. A loosely 
oupled solution assumes very little or no intera
tion among the inputs. Itintegrates biometri
 data output of a relatively autonomous agent. An example of a loosely 
oupledsystem is the integration of audio and visual biometri
 data in an asyn
hronous manner. On theother hand, a tightly 
oupled solution assumes a strong intera
tion among the input measurements.It integrates biometri
 data at the sensor or representation level. A possible example of a tightly
oupled system is the integration of audio and visual biometri
 data in a syn
hronous manner.Until now, to the author's knowledge, there is no literature taking su
h approa
h. In our opinion,
ombining several samples of a single biometri
 sour
e 
an be 
onsidered a very tightly 
oupledsolution be
ause taking several life-s
ans of the same sour
e of biometri
 data implies that thesamples must be strongly 
orrelated. Another 
ategory of solutions is to 
ombine a biometri
system with a non-biometri
 system.Combining several biometri
 sour
es o�ers the advantage of relaxing the assumption of univer-sality (the fa
t that ea
h user should possess the biometri
 information), 
olle
tability (the extentto whi
h the biometri
 information is measurable and adequately represented for the mat
hing pur-1The term �sour
e� is used in this report to signify di�erent types of biometri
s. Another 
ommon term inliterature is �modality". 1



2 CHAPTER 1. STATE OF THE ART IN BIOMETRIC AUTHENTICATIONpose), a

eptability (the fa
t that ea
h user agrees to have his/her biometri
 information s
anned)and integrity (the degree of trustworthiness of the biometri
 system) of a target population in agiven appli
ation.Several studies have shown that a multi-sour
e biometri
 system 
an improve the in
omplete-ness of any single-model biometri
 system [29, 30℄. In parti
ular, Hong et al. [13℄ have proven boththeoreti
ally and empiri
ally that integrating multiple biometri
 sour
es at s
ore level and de
isionlevel 
an improve the overall system a

ura
y. In their work, the �AND� and �OR" de
ision rulesare used. In our previous work [27℄, the �AND" rule was used to 
ombine the de
isions of fa
e andvoi
e biometri
 sour
es. Kittler et al[17℄. have shown that 
ombining several samples of a singlebiometri
 sour
e 
an also improve the a

ura
y of the overall system. In a more re
ent work, byusing a 
lipped assumption on the Gaussian s
ore distribution, Kun
heva [18℄ has studied several
ombination strategies.The aim of this study is to propose all possible means of improving the a

ura
y of biometri
authenti
ation system using di�erent 
ombination strategies. Inspired by the work of Kittler etal. [17℄ and Hong et al. [13℄, their two seemingly separate approa
hes, namely multiple biometri
sour
es and multiple samples, are 
ombined. It is 
alled a multi-sample multi-sour
e approa
h.Furthermore, approa
h that uses multiple 
lassifers (also 
alled �ensemble methods") is also ex-amined. One of the ensemble methods 
alled Error-Corre
tion Output-Code (ECOC) is studiedin details. By using multiple samples, multiple sour
es and multiple 
lassi�ers, with existingalgorithms, it is hoped that the performan
e of biometri
 authenti
ation system 
an be improved.1.2 A generi
 biometri
 integration modelThe foundamental problem of biometri
 authenti
ation is a problem of binary 
lassi�
ation givena biometri
 sour
e. One 
an model su
h a 
lassi�
ation as a fun
tion f in y = f(x), where x isa given biometri
 sour
e and y is a similarity measurement (will be de�ned later). If y is morethan pre-de�ned threshold, the biometri
 sour
e is a

epted as belonging to the 
laimed identity.Otherwise, it is reje
ted. In this way, biometri
 authenti
ation is a task of de
iding if a biometri
sour
e belongs to a 
laimed identity or not. Improving a biometri
 authenti
ation system in thissense is to minimise the errors (to be de�ned later) 
ommitted by the system. The lower the error,the better the system performan
e.In this se
tion, a biometri
-independent framework (see Figure 1.1) is proposed. This frame-work Based on this framework, the pro
ess involving sensors, extra
tors, 
lassi�ers and supervisorsis shown to exhibit a serial 
hain pro
ess.

Figure 1.1: A generi
 biometri
 taxonomy and fusion s
hemeIn a biometri
-independent framework (see Figure 1.1), a user's biometri
 data is 
apturedusing sensors. Examples of sensors are Charged Couple Devi
e (CCD) 
ameras, Infrared-Red
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ameras, �ngerprint s
anners and mi
rophones. Ea
h sensor has its own standard datarepresentation. A set of operations, often founded on signal- and image-pro
essing algorithms,
onstitute the building blo
ks of extra
tors. Extra
tors have two fun
tions: to dete
t and to extra
tuser-dis
riminant information. Ea
h extra
tor produ
es its own type of ve
tors or feature ve
tors,also 
alled templates in a more generi
 setting. Experts or 
lassi�ers are used to 
ategorise theseprodu
ed ve
tors. Classi�ers are a set of pattern-mat
hing algorithms, whi
h may be learning-based (e.g. Multi-Layer Per
eptron, Support Ve
tor Ma
hine, et
) or template-based (dynami
time warping, Eu
lidean distan
e, normalised 
orrelation, et
). Classi�ers' role is to map a ve
torto an asso
iated identity. They do so with a 
ertain degree of 
on�den
e 
ommonly 
alled a s
oreor a 
on�den
e measure. It 
ould be a s
alar value or a ve
tor when more information is supplied.A s
ore 
ould be interpreted as the estimated a posteriori probability that a given feature belongsto the 
laimed 
lass label. When there are several 
lassi�ers, a supervisor merges di�erent s
oresto obtain the �nal de
ision. If the �nal de
ision is a mat
h, then the system a

epts the identity
laim. If the de
ision is a non-mat
h, then the system reje
ts the identity 
laim. Finally, ifthe de
ision is in
on
lusive, a fall-ba
k pro
edure should be a
tivated. A detailed des
ription ofbiometri
 framework and it's 
ommonly used algorithms 
an be found in [28℄.1.3 Quality measurement of a biometri
 authenti
ation sys-temThis se
tion de�nes the probability of failure of a single-sour
e biometri
 authenti
ation system.In general, the 
ore mat
hing module of biometri
 system 
an be regarded as a fun
tion f thatre
eives a ve
tor feature x and outputs a s
ore y: y = f(x). The fun
tion f 
ould be linear (e.g.Fisher dis
riminant analysis, Support Ve
tor Ma
hine with linear kernel) or non-linear (Multi-layer Per
eptron, Support Ve
tor Ma
hines with non-linear kernel). y represents a measurement.It 
ould be a s
ore 2 [�1;+1℄, a 
on�den
e s
ore (a posteriori probability) 2 [0; 1℄ or a distan
emetri
 2 R+. As an example, the output value of an MLP having a single output neuron using asigmoid a
tivation fun
tion 
an be 
onsidered a posteriori probability.An authenti
ation system has to deal with two kinds of events: either the person 
laiming agiven identity is the one who he 
laims to be (in whi
h 
ase, he is 
alled a 
lient), or he is not (inwhi
h 
ase, he is 
alled an impostor). Let the �rst event be w2 and the se
ond event be w1. Thede
ision taken by the system is governed by the s
ore y. The probability that the system predi
tsa 
lient given a s
ore y is labeled as p(w2jy). In the similar way, the probability that the systempredi
ts an impostor given a s
ore y is labeled as p(w1jy).The system may generally take two de
isions: either a

ept the 
lient or reje
t him and de
idehe is an impostor. Thus, the system may make two types of errors: false a

eptan
es (FA), whenthe system a

epts an impostor, and false reje
tions (FR), when the system reje
ts a 
lient. Inorder to be independent on the spe
i�
 dataset distribution, the performan
e of the system isoften measured in terms of these two di�erent errors, de�ned as follows:FAR = number of FAsnumber of impostor a

esses ; (1.1)FRR = number of FRsnumber of 
lient a

esses : (1.2)A unique measure often used 
ombines these two ratios into the so-
alled Half Total Error Rate(HTER) as follows: HTER = FAR+ FRR2 : (1.3)Most veri�
ation systems output a s
ore for ea
h a

ess. Sele
ting a threshold over whi
h s
oresare 
onsidered genuine 
lients instead of impostors 
an greatly modify the relative performan
e ofFAR and FRR. A typi
al threshold 
hosen is the one that rea
hes the Equal Error Rate (EER)where FAR=FRR on a separate validation set.



4 CHAPTER 1. STATE OF THE ART IN BIOMETRIC AUTHENTICATIONp(w2jy) de�ned earlier is in fa
t a probability distribution fun
tion (pdf) of 
lient s
ores andp(w1jy) is the pdf of impostor s
ores. In pra
ti
e, p(w2jy) and p(w1jy) 
an be estimated by usinga histogram of 
lient s
ores and impostor s
ores respe
tively.The shaded area in Figure 1.2 then shows the mistakes (both false a

eptan
e and false reje
tionerrors) 
ommitted by the system at the threshold s. The bounded box in Figure 1.2 shows whatthe valid values of p(w1jy) and p(w2jy) whi
h 
ould have been otherwise normal if not bounded bythe 
onstraint that probability 2 [0; 1℄. This assumption was reported in the work of Kun
heva[18℄.
p(y|w1) p(y|w2)

s

Freq.

0 1
yFigure 1.2: A s
hemati
 diagram of genuine and impostor distribution s
oreThe probability that a system 
ommits error given a threshold s, whi
h is denoted as Es, 
anbe 
al
ulated using: Es = Z (P (false reje
tion) + P (false a

eptan
e)) dy (1.4)= �1� Z s�1 p(w1jy)dy�+�Z +1s p(w2jy)dy�= FRRs + FARs: (1.5)One seeks to minimise Es su
h that Emin = mins(Es). The optimum threshold s is at the point
alled Equal Error and Emin is 
alled Equal Error Rate (EER). The assumption here is that thefalse a

eptan
e and false reje
tion errors are 
onsidered equal. One 
an also de�ne a 
ost fun
tionthat give di�erent weights to the false a

eptan
e and the false reje
tion error. It is obvious thatif the two distributions 
ompletely overlap ea
h other, E = 1 and if they do not overlap at all,E = 0.From Equation 1.5, it 
an be noted that the terms FRRs and FARs 
orrespond to Equa-tions 1.2 and 1.1 but as a fun
tion of the de
ision threshold s. In another words, by movingthe threshold s in Equation 1.4 from zero to one, one gets di�erent values of FARs and FRRs.When pairs of FAR and FRR are plotted on a graph, one obtains Re
eiver Operating Chara
ter-isti
 (ROC) 
urve, whi
h represents the FAR as a fun
tion of the FRR [37℄. More re
ently, otherresear
hers proposed the DET 
urve [23℄, a non-linear transformation of the ROC 
urve in orderto make results easier to 
ompare. The non-linearity is in fa
t a normal deviate, 
oming from thehypothesis that the s
ores of 
lient a

esses and impostor a

esses follow a Gaussian distribution.If this hypothesis is true, the DET 
urve should be a line. Figure 1.3 shows examples of typi
alROC and DET 
urves.Note that in biometri
 appli
ations, there are three 
ategories of s
ores: genuine, �inter-template� (other 
lients) and impostors (also 
alled �ba
kground database� [40℄). There are also
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(b) DET 
urveFigure 1.3: Typi
al example of a ROC 
urve and its 
orresponding DET 
urve. The 
ir
le repre-sents the threshold at equal error rate (EER), i.e. when FA=FR.informed and uninformed impostors. In real-life ha
king, impostors are informed, i.e., they pos-sess a 
ertain amount of information about the identity to be faked. Among these three major
ategories of s
ores, the genuine user s
ores are often the smallest data set.1.4 Classi�
ation of biometri
 system modelsHaving studied the nature of 
hain pro
ess of biometri
 system and the error involved in su
h asystem, one is led to study available types of biometri
 system models. In our opinion, biometri
systems 
an be 
lassi�ed a

ording to the number of samples per a

ess and the number of bio-metri
 sour
es. The term �sour
e� is used here to signify a parti
ular 
lass of biometri
 sour
e su
has fa
e, voi
e and so on. This is to distinguish it from the term �model� to be introdu
ed later tosignify di�erent ar
hite
tures. A �sample� is a life-s
an or shot of a biometri
 sour
e. Using thesetwo de�nitions, four biometri
 �models� are proposed. Figure 1.4(i) shows the typi
al serial pro-
ess 
onsisting of sensor, extra
tor and 
lassi�er. It is 
alled a single-sample single-sour
e (SSSS)biometri
 model. Figures 1.4(ii)-(iv) show a multi-sample single-sour
e (MSSS), a single-samplemulti-sour
e (SSMS) and a multi-sample multi-sour
e (MSMS) biometri
 model respe
tively. Withthis 
ategorisation, Kittler et al.'s work [17℄ falls into MSSS model be
ause several fa
e samplesare used during authenti
ation. Hong et al.'s work [13℄ falls into SSMS model be
ause they useda fa
e sample and a �ngerprint sample during authenti
ation. Ross et al.'s work [30℄ that usedfa
e, �ngerprint and hand geometry also falls into SSMS model.
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6 CHAPTER 1. STATE OF THE ART IN BIOMETRIC AUTHENTICATIONIn Figure 1.4, x(j) is the j-th biometri
 sour
e (or modality) and j=1,: : :,M. y(i,j) is the s
oreobtained from i-th sample of the j-th biometri
 sour
e and i=1,: : :,N. A MSSS model di�ers froma SSSS model in that a MSSS model uses several samples (therefore several serial pro
esses) orig-inating from the same biometri
 sour
e. Note that a SSSS model does not require any supervisor.On the other hand, a SSMS model di�ers from a SSSS model in that a SSMS model uses severalindependent biometri
 sour
es. A MSSS model is more tightly 
oupled than a SSMS model. Thismeans that if a biometri
 sour
e is 
orrupted by the same noise (for instan
e, a 
ut on �nger,a soar throat, a sun-burnt fa
e), a MSSS model will probably fail to verify the identity of theperson. On the other hand, multi-sour
e biometri
 models (SSMS and MSMS) will probably bemore robust against this kind of noise be
ause their sour
es are not 
orrupted by the same noise.1.5 A Survey on improving biometri
 system1.5.1 Prin
ipals of improving a biometri
 systemSe
tion 1.2 des
ribed a generi
 biometri
 authenti
ation system as a 
on
atenation pro
ess ofsensors, extra
tors, 
lassi�ers and optionally a supervisor (in the 
ase of a multi-sour
e biometri
system, see Figure 1.5(a)). If there is a way to measure the reliability 2 of these 
omponents (denoteas Ri), then it 
an be shown that the overall reliability of the system, Rs, is the produ
t of allthe reliability of it's 
omponents[28℄, i.e., Rs =QiRi. It 
an be dedu
ed that 8i(Rs < Ri), whi
hmeans that the reliability of the overall system will be worse. This is be
ause ea
h 
omponentadds errors to the system. Unfortunately, there is no way one 
an measure the reliability of thesystem. In a separate study done by Jain and Pankanti [15℄, they used the terms informationlimited behaviour, representation limited behaviour and invarian
e limited behaviour to des
ribethe errors of the three 
omponents, whi
h is equivalent to Ei = 1 � Ri, for ea
h Ei des
ribing�limitation� (easier to be understood as error) of sensors, extra
tors and 
lassi�ers, respe
tively.However, one knows that if one 
an improve any one of the 
omponents in this serial pro
ess,one 
an improve the biometri
 system. This is the prin
ipal idea towards improvement of anybiometri
 system.Figure 1.5 shows several possible models to improve a biometri
 authenti
ation system. Fig-ure 1.5(a) is a 
lassi
al model. One 
an also improve the system by using multiple 
lassi�ers(also 
alled ensemble method; see Figure 1.5(b)), multiple extra
tors (see Figure 1.5(
)), multiple�virtual� sensors (see Figure 1.5(d)), multiple samples (e), and multiple biometri
 sour
es, (f)).Multi-sample and multi-sour
e model have been brie�y explained in Se
tion 1.4 and will be ex-plored in details in Chapter 3. Exploiting su
h parallel stru
ture is an important means towardsa more robust system.1.5.2 Ensemble methodsClassi�er performan
e 
an be further improved by employing ensemble methods. Ensemble meth-ods are learning algorithms that 
onstru
t a set of 
lassi�ers and then 
lassify new data pointsby taking a (weighted) vote of ea
h 
lassi�er predi
tion. The main idea is that ensembles areoften mu
h more a

urate than the individual 
lassi�ers that make them up, provided that theindividual 
lassi�ers are a

urate and diverse. If the base-line 
lassi�ers are understood as a set oflevel-0 
lassi�ers, an ensemble method 
an be seen as their level-1 
lassi�er, also 
alled a sta
kedgeneraliser [16℄. The intermediate results from the level-0 
lassi�ers 
an be used dire
tly in the�nal de
ision making of a

epting or reje
ting an identity 
laim.Dietteri
h [8℄ groups ensemble methods into: (i) Bayesian voting, (ii) manipulation of thetraining examples (e.g. bagging, 
ross-validated 
ommittee and boosting), (iii) manipulation ofthe input features (e.g. sub-tasking), (iv) manipulation of the output targets (e.g. ECOC) and (v)inje
tion of randomness. Biometri
 features are very sus
eptible to noise and di�erent deformation.Therefore, these te
hniques are important 
onsiderations in our framework. Opitz and Ma
lin [20℄2Reliability is de�ned as the probability that the 
omponent works 
orre
tly
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(a) 
lassi
al model (b) Multi-
lassi�er (Ensemble)
(
) Multi-extra
tor (d) Multi-virtual sensor
(e) Multi-sample (f) Multi-sour
e

:Sensor :Extractor

:Classifier :Supervisor

x  :feature y  : score(g) legendFigure 1.5: Di�erent biometri
 modelsmake a thorough empiri
al study based on simulated and real data to test bagging and boostingmethods. Their �ndings suggest that unstable 
lassi�ers like the ANN 
an be very useful in
lassifying di�
ult data. Kittler et al [16℄ have 
onvin
ingly shown that a modi�ed version ofECOC 
alled multi-seed ECOC improves fa
e re
ognition on the XM2VTS database.Four parti
ularly developed methods that deserve 
onsideration in the generi
 biometri
 frame-work are listed here:� AdaBoost.AdaBoost is a parti
ular boosting algorithm that re
eives mu
h attention [10℄. The main ideaof the AdaBoost is to assign a weight to ea
h example of the training set. At the beginning ofthe training, all weights are equal. In ea
h iteration, the weak learner returns a hypothesis,and the weights of all examples 
lassi�ed wrongly by that hypothesis are in
reased. Thisfor
es the weak learner to fo
us on the di�
ult examples of the training set. The �nalhypothesis is a 
ombination of the hypotheses of all rounds, namely a weighted majority vote,where hypotheses with lower 
lassi�
ation error have higher weight. Among the ensemblemethods, AdaBoost 
an perform at least as good as bagging. However, AdaBoost has tobe used with 
are be
ause it 
an su�er from over-�tting when the data is too noisy [8℄. Adetailed explanation is presented in [10℄.� Bagging.Dietteri
h [8℄ 
laimed that bagging is more tolerant to noise than AdaBoost be
ause baggingdoes not over-�t the training samples. On ea
h 
y
le of learning, bagging presents its 
las-si�ers with a random subset training set but training samples 
an be repeated. The subset
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alled a bootstrap repli
ate.Often a simple majority-voting rule 
an be applied to obtain the �nal result. Breiman [2℄
laims that bagging is e�e
tive on unstable 
lassi�ers like C4.5 and the ANN, where a little
hange in the training set results in a large 
hange in the predi
tion.� Simple arti�
ial neural networks ensemble.A simple ANN ensemble is made up of a set of ANNs trained using the full training databut initialised with di�erent weights. In [20℄, it is shown that this ensemble te
hnique ise�e
tive, often produ
ing results as good as bagging. This te
hnique is attra
tive be
ause ofits simpli
ity in implementation.� Error 
orre
tion output-
oding (ECOC).The ECOC provides a method to solve an K-
lass problem by redu
ing the problem toseveral P binary 
lassi�
ation problems, and P > K. It is a 
on
ept derived from theinformation theory. Dietteri
h and Bakiri [9℄ suggest that 
lassi�
ation 
an be modeled asa transmission 
hannel. Bit data 
an often be 
orrupted (or miss-
lassi�ed in our 
ontext).A 
lass is represented by a 
ode word (a binary string). Any pair of 
ode words has alarge Hamming distan
e. This 
an be generated using the most popular BCH 
odes [26℄.When a set of 
ode words is arranged by row, a 
ode word matrix is formed. Ea
h 
olumnbit in the 
odeword matrix is to be learnt by a 
lassi�er. Therefore, for a 
ode word of Pbits, P 
lassi�ers are needed. During identi�
ation, the P 
lassi�ers produ
e a ve
tor s
oreof P elements. Classi
al distan
e fun
tions like Eu
lidean Distan
e (also 
alled the se
ondorder Minkowski distan
e) or 
ity-blo
k distan
e (also 
alled the �rst order Minkowski orManhanttan distan
e) 
an be used to mat
h against ea
h 
ode word (or 
lass label) in the
ode word matrix [8℄. The winning 
lass label is the 
ode word that produ
es the minimumdistan
e. During veri�
ation, however, a threshold value has to be de�ned. An identity
laim is authorised if the distan
e is smaller than the threshold and vi
e-versa. The ECOChas the advantage of being independent to 
lassi�ers. Heterogeneous type of 
lassi�ers 
anwork together. By dividing the problem into several independent sub-
lassi�ers, it is nowpossible to optimise the performan
e of ea
h sub-
lassi�er, be
ause ea
h individual 
lassi�eris now responsible to solve only parts of the problem.1.5.3 Multi-extra
torIn the strategy of multi-extra
tor, given a raw biometri
 data, several features are extra
ted.For example, one 
an extra
t the following information from speea
h features: Linear Predi
tiveCoding Coe�
ients or Wavelet 
oe�
ients. In fa
e veri�
ation, One 
an extra
t proje
ted pri
ipal
omponents, linear dis
riminant 
omponents or independent 
omponents. Ea
h features is often
lassi�ed by an asso
iated 
lassi�er. Sin
e these features are di�erent, it is expe
ted the trained
lassi�er should 
ommit di�erent errors. On the often false assumption that features are not
orrelated, the 
lassi�ers are therefore not 
orrelated. In the hope that ea
h 
lassi�er operatingon di�erent feature spa
e makes di�erent errors, the 
ombined 
lassi�er will be able to 
orre
t theerror.For the problem of fa
e veri�
ation, Mar
el and Bengio [22℄ have shown that instead of us-ing just fa
e images, one 
an use normalised fa
e 
olour histogram as an additional feature tothe existing normalised fa
e image to train 
lient spe
i�
 3 
lassi�ers. This yields an improved
lassi�
ation result.1.5.4 Multi-virtual sensorsThis is a signi�
antly di�erent approa
h that dire
tly solves the problem of la
k of training exam-ples of an identity by generating multiple �virtual� examples from a single example. This approa
h3also 
alled one-per-
lass or one-versus-all approa
h
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tor Ma
hines (SVMs) [34℄ and has also been widely usedin Neural Networks4.In the 
ontext of fa
e veri�
ation, Mar
el and Bengio [22℄ have applied relevant random trans-formation on fa
e images before the feature extra
tion stage. These transformations are randomtranslation, rotation and s
aling. The generated examples are used to train 
lient-spe
i�
 MLP
lassi�ers. This approa
h 
an improve the 
lassi�
ation result be
ause it avoids the phenomenonof over-�tting. An experiment using this approa
h 
an be found in Appendix B. Unfortunately,it is not known how other biometri
 modalities su
h as voi
e features 
ould be transformed tosynthesize virtual examples.A similar related proposal is to test a new a

ess with virtual examples. From a single biometri
a

ess with one sample, one will have only a s
ore. However, by applying N relevant randomtransformations dire
tly on the sample of a given biometri
 modality, one will obtain N 
on�den
es
ores. By using a supervisor that merges s
ores of 
lassi�ers, e.g. by averaging, one may obtainan improved result. This 
an be at least theoreti
ally justi�ed by the multi-sample single-sour
eapproa
h explained in Se
tion 3.2, ex
ept that now the samples are not real samples but synthesizedsamples.1.5.5 Multi-sampleIn Se
tion 1.2, it is understood that a serial pro
ess of sensor-extra
tor-
lassi�er results in a 
ertainrate of a

umulated error (i.e., false reje
tion and false a

eptan
e). To avoid this phenomenon oferror a

umulation, one way is to �distribute� the error through a parallel stru
ture that is madeup of several pro
esses. This 
an be a
hieved through the use of multiple samples. Kittler etal [17℄ have demonstrated the e�
ien
y of an integration strategy that fuses multiple snapshotsof a single biometri
 property using a Bayesian framework. It is observed that as more and moresamples are used, the 
lassi�
ation error de
reases until a point where it is �saturated�, i.e., furtherin
rease of samples will not de
rease the 
lassi�
ation error further.1.5.6 Multi-sour
eSeveral studies have shown that multi-sour
e biometri
s is superior to any single-modal biomet-ri
s. Brunelli and Falavigna [3℄ have proposed two independent biometri
 s
hemes by 
ombiningeviden
e from speaker veri�
ation and fa
e re
ognition. Die
kmann et al. [7℄ have proposed anabstra
t level fusion s
heme 
alled �2-from-3-approa
h� whi
h integrates fa
ial features, lip motionand voi
e and is based on the prin
iple that a human uses multiple 
lues to identify a person.Jain et al [12℄ have proposed a multi-sour
e biometri
 system design that integrates fa
e and �n-gerprints to make a personal identi�
ation. Ross et al [30℄ have used hand-s
an, �ngerprint andfa
e-s
an to improve the overall result.1.5.7 Other approa
hesBelow are some heuristi
s that 
an improve a biometri
 system that do not �t into the proposedmodels above. Nevertheless, these te
hniques are very robust.� Controlling biometri
 sample qualityThis approa
h dire
tly improves a biometri
 system at the sensor level by assigning a qualityindex to ea
h sample. For instan
e, in automati
 �ngerprint re
ognition, the quality indexof ea
h �ngerprint 
an be used to sele
t an optimal algorithm. Shen et al [36℄ have usedGabor wavelets to estimate the quality of sampled �ngerprints. The estimated quality index
an then be used either to guide the enhan
ement applied before feature extra
tion, or tode
ide upon another life-s
an. Su
h methodology 
an easily be generalized to other biometri
modules to estimate the noise model in the hope of a
hieving better re
ognition rate.4In the Frequently Asked Questions of Neural Networks, learning with noise is 
alled �jiterring�.
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s with non-biometri
s.Maes et al [21℄ have proposed to 
ombine biometri
 data, e.g., voi
e-s
an, with non-biometri
data, e.g., password. Another suggestion of non-intrusive and highly measurable biometri
s isthe height and weight of a person. Although this is a simple approa
h and not unique, it 
anbe highly a

urate and single out a person from a possibly large population. Furthermore,height and weight sensors are relatively inexpensive. When applying su
h a measurement
oupled with other biometri
 modalities, a

ura
y and reliability of the system 
an be im-proved. This 
an be a potential pra
ti
al implementation. However, this idea has not beenimplemented yet.The list is obviously not exhaustive. However, this survey 
an represent the state-of-the-art inbiometri
 authenti
ation at this time of writing. A more detailed survey 
an be found in [28℄.1.5.8 Approa
hes used in this reportThe aim of this study is to propose all possible means of improving the a

ura
y of biometri
authenti
ation system using di�erent 
ombination strategies. Inspired by the work of Kittler et al.[17℄ and Hong et al. [13℄, their two seemingly separate approa
hes, namely multi-sour
e and multi-sample approa
hes, are 
ombined. It is 
alled a multi-sample multi-sour
e approa
h. Furthermore,one of the ensemble methods, namely, Error-Corre
tion Output-Code (ECOC) is studied in details.By using multiple samples, multiple sour
es and multiple 
lassi�ers, with existing algorithms, itis hoped that the performan
e of biometri
 authenti
ation system 
an be improved.Comparing to our previous work done [27℄, this study 
overs a wider range of possibilitiesto improve a biometri
 system. In the previous work, the de
isions of two biometri
 sour
eswere 
ombined via the �AND" operator. This approa
h requires two thresholds, i.e., one for ea
hbiometri
 sour
e. In this study, only one threshold is needed be
ause the s
ores of two or morebiometri
 sour
es are averaged. The single threshold is used to make de
ision on the averageds
ore. Furthermore, in the previous work, only one 
lassi�er was used for ea
h biometri
 sour
e.In this study, ensemble method su
h as ECOC is used to improve the 
lassi�
ation a

ura
y. Theseimprovements are 
onsidered1.6 Guide to the dissertationHaving explained the problem of biometri
 authenti
ation, it's asso
iated quality measurementand it's existing system models in Chapter 1, Chapter 2 gives an introdu
tion to the problem of
lassi�
ation and 
lassi�ers 
onsidered in this study. Chapter 3 explains the te
hnique of s
ore-averaging, leading to a new approa
h 
alled multi-sample multi-sour
e approa
h5. Chapter 4explains a se
ond te
hnique 
alled Error-Corre
ting Output Coding (ECOC). Chapter 3 and 4
an be 
onsidered as the prin
ipal 
ontributions of this resear
h work. Chapter 5 dis
usses severalpotential resear
h dire
tions in the domain of biometri
s with fo
us on multimedia informationpro
essing. This is followed by 
on
lusions.
5This 
hapter will be published in the form of a 
onferen
e paper in the 
oming NNSP'02 
onferen
e to be heldin September 2002, Switzerland.



Chapter 2Classi�ers and the Classi�
ationProblem2.1 Formalism of 
lassi�
ationClassi�
ation 
an be viewed as a task of mapping a feature ve
tor to a 
lass label. The waya feature ve
tor is 
lassi�ed is assumed to be governed by an unknown 
on
ept F . A learningalgorithm merely gives an estimate fun
tion F̂ of this unknown 
on
ept F . The estimate fun
tionF̂ is 
alled a 
lassi�er. In other words, F : 
! � takes the input spa
e 
 � Rd and maps it intoan output spa
e � � f
1; : : : ; 
Kg of dis
rete 
lasses where: d is the number of elements whi
h isoften 
alled a feature dimension and K is the number of 
lasses. The learning phase is 
arried outusing a training data set X of the form < xi; yi >, i 2 f1; : : : ; Ng where xi is an instan
e, yi is its
lass label and N is the number of instan
es in X .One 
an say that the fun
tion F : 
 ! f
1; : : : ; 
Kg de�nes a K-partition of the input spa
e,with ea
h partition 
ontaining the data of 
lass 
K . Hen
e, the training data set X � SKk=1 Xk isalso partitioned into K 
lass subsets.The set X of training data 
ontains a subset of the whole feature spa
e X � 
 and the 
reatedmodel F̂ using the set X should generalise to instan
es of the feature spa
e not 
ontained in X .F̂ is typi
ally 
alled a 
lassi�er. The a

ura
y of this model is often measured on a independenttest set Xtest, i.e., both the training and test sets are ex
lusive, i.e., Xtest \ X � ;.2.2 Several 
hosen 
lassi�ers2.2.1 Goal of studyIn the following se
tions, several 
lassi�ers used and implemented during my DEA internshipwill be brie�y dis
ussed: Multi-Layer Per
eptron (MLP), Support Ve
tor Ma
hines (SVMs) andWinnows. Ea
h of these 
lassi�ers merits some dis
ussion in this study due to several reasons:� MLP is one of the most 
ommonly studied and used 
lassi�ers. It is 
onsidered a universal
lassi�er whi
h 
an model any fun
tion F . Furthermore, it is readily adapted to multi-
lassproblems. It is often used as a baseline 
lassi�er to be 
ompared with other 
lassi�ers.� SVMs are an example of large margin 
lassi�ers whi
h have gained mu
h attention in thema
hine learning 
ommunity due to their well-understood statisti
al theory. They are beingapplied in text 
ategorisation, image-re
ognition, hand-written digit re
ognition and bioin-formati
s [6, Chap. 8℄. SVMs 
an therefore be applied to biometri
 authenti
ation as longas features 
an be extra
ted and be represented in a �xed-size ve
tor.11



12 CHAPTER 2. CLASSIFIERS AND THE CLASSIFICATION PROBLEM� Winnow is originally a linear threshold binary 
lassi�er (with linear 
onne
tion for a two-
lass problem) with a guaranteed worst 
ase mistake bound. It has fast 
onvergen
e, makingit e�
ient in learning when the feature dimension or the number of hypotheses (
lasses)are large. Winnow is a binary 
lassi�er. A sparse version of a 
olle
tion of Winnows (onewith sparse 
onne
tion) turns Winnow into a multi-
lass 
lassi�er, known as SNoW (SparseNetworks of Winnows). SNoW has been applied in word predi
tion and image re
ognition[32, 31℄. SNoW (or it's variations) is 
onsidered as a potential 
andidate to solve the problemof s
alability in the 
ontext of biometri
 authenti
ation.In this report, only SVMs and MLPs are used. Winnow is dis
ussed here to lay the foundationne
essary in Se
tion 5.3 as a potential future resear
h dire
tion. It is best to understand thedis
ussion on SVM and MLP in the 
ontext of two-
lass 
lassi�
ation problem. In the followingse
tion, these three 
lassi�ers are dis
ussed. The de
ision-making using these 
lassi�ers will onlybe dis
ussed in Se
tion 2.3.1.2.2.2 Multi-layer per
eptronA Multi-Layer per
eptron (MLP) is a parti
ular ar
hite
ture of arti�
ial neural networks [1℄,
omposed of layers of non-linear but di�erentiable parametri
 fun
tions. For instan
e, the outputf(x) of a 1-hidden-layer MLP 
an be written mathemati
ally as followsf(x) = b+ tanh (a+ x �V) �w: (2.1)where the estimated output f(x) is a fun
tion of the input ve
tor x, and the parameters fb;w; a;Vg.b and a are 
alled bias parameters for the output and hidden units (or neurons)1. w and V arehidden-to-output and input-to-hidden weight 
onne
tions. The matrix V has a dimension of thenumber of input feature x times the number of hidden neurons. The matrix w has a dimension ofthe number of hidden neurons times the number of output neurons, whi
h is one in Equation 2.1.In this notation, the non-linear fun
tion tanh() returns a ve
tor with size equals to the number ofhidden units of the MLP and is used to 
ontrol its 
apa
ity. The number of hidden units should be
hosen 
arefully by te
hnique su
h as 
ross-validation. These parameters 
an be estimated usingoptimisation algorithms to be dis
ussed further. The pro
ess of estimating these parameters is
alled �training�.An MLP 
an be trained by gradient des
ent using the ba
k-propagation algorithm [33℄ tooptimize any di�erentiable 
riterion, su
h as the mean squared error (MSE):MSE = 1N NXi=1(yi � f(xi))2; (2.2)where N is the number of training examples and yi is the target output of the i-th example.The de
ision-making using f(x) is dis
ussed in Se
tion 2.3.1.2.2.3 Support vetor ma
hinesSupport ve
tor ma
hines (SVMs) were introdu
ed by Vapnik [39℄. The SVM algorithm 
onstru
tsa separating hypersurfa
e in the input spa
e. It a
ts as follows:� maps the input spa
e into a higher dimensional feature spa
e through some nonlinear map-ping 
hosen a priori (kernel);� 
onstru
ts the maximal margin hyperplane (MMH) in this feature spa
e The MMH maxi-mizes the distan
e from the hyperplane to the 
losest ve
tors from ea
h 
lass.1A �neuron" is mathemati
al model of a neuron 
ell found in brain. This mathemati
al model 
an be expressedin the fun
tion f(xV0), where V is a weight ve
tor, x is an input ve
tor and f is often a sigmoid fun
tion 11�exw0 .An introdu
tion of Neural Networks 
an be found in [1℄



2.2. SEVERAL CHOSEN CLASSIFIERS 13The resulting fun
tion is of the form:f(x) = NXi=1 yi�iK(x;xi) + b (2.3)where x is the input ve
tor of an example to test, f is the estimated output of the model, xi isthe input ve
tor of the ith training example, N is the number of training examples, the �i and bare the parameters of the model, yi is the 
lass label, and K(x;xi) is a kernel fun
tion that 
anhave di�erent forms, su
h as: K(x;xi) = (xt xi + 1)d (2.4)whi
h results in a Polynomial SVM with parameter d, orK(x;xi) = exp��kx� xik2�2 � (2.5)whi
h results in a Radial Basis Fun
tion (RBF) SVM with parameter �. Either d or � must besele
ted using methods su
h as 
ross-validation.In order to train su
h SVMs, one needs to solve the following quadrati
 optimisation problem:�nd the parameter ve
tor � = f�1; �2; : : : ; �Ng that maximises the obje
tive fun
tionQ(�) = NXi=1 �i � 12 NXi=1 NXj=1 �i�jyiyjK(xi;xj) (2.6)subje
t to the 
onstraints NXi=1 �iyi = 0 (2.7)and 0 � �i � C 8i: (2.8)It is important to note that the training 
omplexity of SVMs is quadrati
 on the number N ofexamples, whi
h makes the use of SVMs for large datasets di�
ult. Note however that in theresulting solution(Equation 2.3), most �i are equal to 0, and the examples with non-zero �i are
alled support ve
tors. Intuitively, �i 
an therefore be 
onsidered as the amount of 
ontributionsof a given training feature i to the 
lassi�
ation fun
tion f . The higher �i is, the more importantit is in parti
ipating in the 
lassi�
ation fun
tion.2.2.4 WinnowsThe Winnow 
lassi�er is essentially a linear 
lassi�er with binary features. Sin
e, in general,biometri
 features are numeri
al, a 
onversion from numeri
al to binary feature spa
e is ne
essary.Let D be this dis
retisation pro
ess of a feature x = x1; : : : ; xd su
h that: x, D : Rd ! BP ,where d is the dimension of an extra
ted biometri
 feature and P is the resultant dimension ofthe biometri
 feature in a set of Boolean spa
es or a dis
rete spa
e. A Boolean is de�ned asB 2 ftrue; falseg where a �true� indi
ates the presen
e of a feature and vi
e-versa for the �false�.Note that D � P . An example of the dis
retisation fun
tion D will be given later.Let M � RK�P be a linear weight matrix where K is the number of 
lasses and P is thenumber of dimension in the dis
rete spa
e. The estimated 
lassi�er model, denoted as f(x), whengiven a feature ve
tor x, 
an be written as:fk(x) = Mk � D(x); (2.9)= PXp=1Mk;pD(x)p; (2.10)



14 CHAPTER 2. CLASSIFIERS AND THE CLASSIFICATION PROBLEMwhere D(x)p is the p-th element of ve
tor D(x) and p = 1; : : : ; P .Let the dis
retisation fun
tion be D = D1; : : : ;Dd, where d is the number of feature dimension.Ea
h Di takes a feature element xi 2 R from x = x1; : : : ; xd. Thus, D is a fun
tion that mapsfrom Rd to BP su
h that P = d �N , where N is the number of dis
retisation per feature. Then,one way to de�ne Di : R ! BN , for all i = 1; : : : ; N is:Di(xi) = � true if kj�1 � xi � kjfalse otherwise, for j = 1; : : : ; N (2.11)where, k0 = �1, kj�1 < kj and kN = +1. In other words, the series k1; : : : ; kN establishes a binwithin kj�1 < xi < kj so that an element xi of a feature ve
tor x is mapped into a dis
rete spa
eBN . The bin intervals kj 
an be linear or non-linear. In fa
t, there exist several algorithms torealise the dis
retisation pro
ess that are data dependent, e.g. Linear Ve
tor Quantisation (LVQ)and K-means.To 
al
ulate the matrix M, Algorithm 1 is used. The di�eren
e between Winnow and thestandard Per
eptron is that SNoW (Sparse Networks of Winnows) weights are updated only whenan error is made. This approa
h is 
alled 
onservative2. If the error is due to the reje
tion ofa positive example (
alled false reje
tion), the weights linked to the target node are promoted.Alternatively, if the error is due to the a

eptan
e of a negative example, the weights linked to thetarget node are demoted. The �rates� of promotion and demotion are 
ontrolled by pre-de�nedparameters � and � respe
tively. There exist a de
ision fun
tion (see Equation 2.12) that governsthe a

eptan
e and reje
tion of Winnow. This de
ision fun
tion requires the parameter �. In thetraining of Winnow, this parameter is pre-de�ned. However, it needs not be the same as the valueduring testing. For instan
e, a more suitable value � 
an be estimated a posteriori on a separatevalidation set. In short, to train a SNoW, one needs to determine the following parameters:promotion parameter �, demotion parameter �, threshold � and dis
retisation fun
tion D.Algorithm 1 Train SNoWInitialise: M = 0for ea
h example < x; 
k > dofor ea
h 
lass 
k0 , 
k and k 6= k0 doif fk(x) < � then8p(Mk;p =Mk;p + �) {false reje
tion so promote}else if fk0(x) > � then8p(Mk0;p =Mk0;p � �) {false a

eptan
e so demote}end ifend forend for2.3 Dis
ussion2.3.1 De
ision makingFor the de
ision making of a two-
lass problem, one 
an use:F̂ = � a

ept if f(x) > �reje
t otherwise (2.12)The threshold � has to be 
hosen using a validation set or using 
ross-validation.2The 
on
ept of 
onservativeness is governed by the magnitude of the mean squared error between the out-put value and the target value of output neurons. Algorithm 1 is explained here to illustrate the meaning of
onservativeness.



2.3. DISCUSSION 15For K-
lass problem, one usually uses K 
lassi�ers fk, where k = 1; : : : ;K. The de
isionfun
tion is: F̂ = argmaxkfk(x): (2.13)2.3.2 Towards a multi-
lass problemMLP 
an be easily adapted to a multi-
lass problem by using a network 
on�guration of d in-put feature dimension, H number of hidden neurons, and K output neuron, denoted as d-H-KMLP. One 
an also build K MLPs ea
h having the 
on�guration d-H-1. The advantages anddisadvantages are dis
ussed in Se
tion 4.3.2.SVM is by its nature a binary 
lassi�er, i.e. it dis
riminates between a 
lassi�
ation probleminlvoving only two 
lasses. It 
an be extended to a multi-
lass problem via one-versus-all approa
h(where one 
lass is treated as positive and the rest are treated as negative 
lasses) or Error-Corre
tion Output-Coding (ECOC) to be dis
ussed in Chapter 4.Winnow is by its nature a multi-
lass problem, i.e. it 
apable of distinguishing a probleminvolving many 
lasses. It should be mentioned that the weights M 2 RK�P in Winnow isa sparse matrix, i.e., most weight 
onne
tions have zero values. This is ne
essary be
ause thebinary feature dimension P or the number of 
lasses K 
ould be a very large value. This makesit suitable for very large problems su
h as in large vo
abulary re
ognition problem [31℄.However, Winnow is a linear 
lassi�er. Therefore it's 
apa
ity is limited 
ompared to SVMand MLP. The 
apa
ity of a 
lassi�er is the degree of freedom of a 
lassi�er in estimating anunknown 
on
ept. The higher the degree of 
apa
ity, the higher the ability to model the 
on
ept.The 
apa
ity in MLP is 
ontrolled by the number of hidden units while the 
apa
ity in SVM is
ontrolled by the kernel fun
tion.The higher the 
apa
ity of a 
lassi�er, the easier it is to over-�t the unknown 
on
ept F .Therefore, it is important that a suitable degree of 
apa
ity is used. The only way to estimate theappropriate degree of 
apa
ity is by 
ross-validation or simple validation.2.3.3 Training, evaluation and test setsIn pra
ti
e, the entire data set X �< xi; yi > 
an be split into training (Xtrain), validation(Xvalidation) and test sets (Xtest). These sets are mutually ex
lusive, i.e., Xi \ Xj � ;;8i;j , wherei; j 2 ftrain; validation; testg. In general, the training set is used to train a given 
lassi�er dire
tlywhile the validation set is used to 
hoose the degree of 
apa
ity, other model-dependent parametersand the threshold � of the de
ision fun
tion. All these parameters are 
alled hyper-parameters.One 
an randomly 
hoose X � Xtest to determine Xtrain and Xvalidation several times as longas the size of training set and validation set are 
onsistent for ea
h instan
e of random draw,i.e., jXtraini j = jXtrainj j;8i6=j where i and j are two instan
es of random draw. This appliesto the validation set as well, i.e., jXvalidationi j = jXvalidationj j;8i6=j . If the size of training andvalidation sets are not equal in ea
h random draw, the results of ea
h random draw will not be
omparable. For any instan
e i and j, it is ne
essary that the following 
ondition be full�lled:Xvalidationi [Xtraini = X �Xtest, for any instan
e i. Note that throughout all the instan
es, Xtestremains a 
onstant set. This is a 
ommon pra
ti
e used in ma
hine-learning 
ommunity. It is alsoused in XM2VTS databases and is de�ned by the Lausanne Proto
ol [19℄, whi
h has only tworandom draws and are 
alled Lausanne Proto
ol One (LP1)and Two (LP2), respe
tively. Notethat LP1 and LP2 have di�erent size of training and validation sets. Therefore, the results ofthese two proto
ols are not 
omparable.K-fold 
ross-validation is a spe
ial 
ase of validation where the data of X �Xtest are partitionedinto K subsets. One of these subsets will be used as an instan
e of Xvalidation while the rest ofK-1 partitions are used as Xtrain. In both 
ross-validation and K-fold 
ross-validation, Xtest is anex
lusive set that should be used for testing.As a �nal remark, a point on the DET 
urve dis
ussed in Se
tion 1.3 is des
ribed as a posterioriwhen it is plotted using an optimised threshold on the EER 
riteria, i.e., FAR=FRR. If a thresholdis pre-de�ned to make a de
ision, then that point on the DET 
urve is des
ribed as a priori. In



16 CHAPTER 2. CLASSIFIERS AND THE CLASSIFICATION PROBLEMpra
ti
e, one 
hooses a threshold that optimises EER on the evaluation set and this thresholdis used to make de
ision on the test set. The threshold is said to be 
hosen a posteriori on theevaluation set and �xed a priori on the test set. This is the pra
ti
e throught out this reportwhenever there exists three sets in the database (su
h is the 
ase of XM2VTS database) andwhenever there exists two subsets, only training and test sets are used (su
h are the 
ases of thevowel database and LSIIT database des
ribed in Appendix A). In this 
ase, the �rst set is usedto train the model and the se
ond set is used to 
hoose the hyper-parameters. The �rst set is
onsistantly 
alled the training set while the se
ond set is a
tually 
alled the test set. Althoughthe se
ond set is more appropriate to be 
alled the validation set but unfortunately, there is notthe pra
ti
e in the ma
hine-learning 
ommunity. In this report, the se
ond set is 
alled the testset.2.4 SummaryIn this se
tion, several 
lassi�ers are dis
ussed. These 
lassi�ers are dis
riminant fun
tions fthat solve the problem y = f(x). In parti
ular, Multi-Layer Per
eptrons and Support Ve
torMa
hines are 
lassi�
ation fun
tions that are non-linear, and therefore are 
apable of estimatingmany fun
tions. The �
apa
ity� of these fun
tions are dependent on the number of hidden unitsand the sigma value of Gaussian kernel for MLPs and SVMs respe
tively. These two 
lassi�ersare relatively ine�
ient to train 
omparing to Winnow. However, Winnow is a linear 
lassi�er,i.e., it 
annot solve problems that do not have a linear solution. MLPs and SVMs will be usedextensively as base-
lassi�ers for problems in Chapter 3 and 4.



Chapter 3Towards a Multi-sampleMulti-sour
e Biometri
 Model3.1 MotivationIn this study, two approa
hes that 
an improve the authenti
ation pro
ess are examined: (i) multi-sample approa
h and (ii) multi-sour
e approa
h. By using N samples for a single request a

ess,it will be shown that N 
hain pro
esses of sensor-extra
tor-
lassi�er are �
reated� and that noise
an be redu
ed at most by a fa
tor of N . In the same way, by usingM biometri
 sour
es, the noise
an be further redu
ed by a fa
tor of M . These 
laims are based on the demonstration shownby Bishop[1℄ the 
ontext of �
ommittee of 
lassi�ers�. By using the average operator, both thetheoreti
al and empiri
al results show that integrating as many samples and as many biometri
sour
es as possible 
an improve the overall reliability of the system by a fa
tor of N � M atmost. This strategy is 
alled multi-sample multi-sour
e approa
h. This se
tion is a

epted forpubli
ation in the 
oming IEEE International Workshop on Neural Network in Signal Pro
essingConferen
e 2002 (NNSP'02).3.2 Multi-sample single-sour
e approa
hKittler et al. [17℄ have shown that a MSSS model 
an be an e�e
tive way to boost a biometri
system. In their experiment setting with fa
e images, several fa
e samples are used. The optimal�nal de
ision s
ore is found by averaging 
lassi�er s
ores. This 
an be justi�ed by modelling as
ore 
orrupted by noise.Let yi be the �observed� measure (i.e. a s
ore, yi = f(xi) of a given sample i out of a total ofN samples. There is a �true� measure ŷ and it is 
orrupted by the noise �i. This noise is assumedto be drawn from a random zero-mean additive distribution. The observed measure yi 
an bewritten as: yi = ŷ + �i: (3.1)The mean of yi, denoted as �y is: �y = 1N NXi=1 yi: (3.2)With enough samples, the expe
ted value of yi, denoted as �[yi℄, whi
h is 
al
ulated as the meanof yi (Equation 3.2), approximates the �true� measure:�[yi℄ = ŷ: (3.3)17



18 CHAPTER 3. TOWARDS A MULTI-SAMPLE MULTI-SOURCE BIOMETRIC MODELThe expe
ted value of random noise �i, i.e., E(�i) is always zero. The varian
e of the observed y
an be written as: �2y = 1N �2� : (3.4)Therefore, it 
an be 
on
luded that when N s
ores of a single biometri
 sour
e are averaged,noise that o

urs due to 
lassi�
ation 
an be redu
ed by a fa
tor of N . The e�e
t of averagingin Equation 3.2 
an best be observed using syntheti
ally generated data in Figure 3.1. Assumethat in the original problem, the genuine user s
ores have a normal distribution of 1.0 mean and0.36 varian
e, denoted as N (1; 0:36), and that the impostor s
ores have a normal distributionof N (1; 0:81) (both graphs are plotted with '+'). If for ea
h a

ess, three 
on�den
e s
ores areavailable, a

ording to Equation 3.4, the varian
e of the resulting distribution will be redu
ed bya fa
tor of three. Both the resulting distributions are plotted with 'o'. Note the area where boththe distributions 
ross before and after. This area 
orresponds to the shaded area of the s
hemati
diagram in Figure 1.2. It is the zone where minimum amount of mistakes will be 
ommitted giventhat the threshold is optimal. The de
rease in the area means an improvement in the re
ognitionrate. Therefore, s
ore averaging is a simple yet e�e
tive way to in
rease system a

ura
y.
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Figure 3.1: E�e
ts of averaging to the s
ores distribution in a two-
lass problem3.3 Error 
ommitted by a 
ommittee of 
lassi�ersThe proof in Se
tion 3.2 has a
tually been shown in [1, Chap. 9℄. The proof is presented herebe
ause it is used to derive both the single-sample multi-sour
e and the multi-sample single-sour
eapproa
hes.Starting from Equation 3.1, where yk is taken as the s
ore of 
lassi�er k (and not the s
ore ofea
h sample, yi , as de�ned before), one 
an apply the similar assumption of the noise model forea
h 
lassi�er and rewrite it as: yk = ŷ + �k: (3.5)Similarly, by using averaging as a means to join the s
ores of Q 
lassi�ers, one obtains the s
oreof the 
ommittee, yCOM : yCOM = 1Q QXk=1 yk: (3.6)
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an dedu
e that the average sum-of-squares error for ea
h 
lassi�er k as:Ek = �[(yk � ŷ)2℄ = �[�2k℄: (3.7)The average error 
ommitted by ea
h 
lassi�er individually, denoted asEAV , 
an then be 
al
ulatedas: EAV = 1Q QXk=1Ek: (3.8)Repla
ing Equation 3.7 into Equation 3.8, one 
an write EAV as:EAV = 1Q QXk=1 �[�2k℄: (3.9)By using the average operator in Equation 3.6, the error of the 
ommittee is:ECOM = �[(yCOM � ŷ)2℄ = �[�2k℄;= �[( 1Q QXk=1yk � ŷ)2℄;= �[( 1Q QXk=1�k)2℄;= 1Q2 QXk=1�[�k2℄; (3.10)Assuming that the noise �k are independent and un
orrelated, i.e., �[�k℄ = 0 and 8p;q(�[�p�q℄ = 0),Equation 3.10 
an be written in the term of EAV from Equation 3.9 as:ECOM = 1QEAV : (3.11)In summary, it is shown that this simple form of 
ommittee of Q 
lassi�ers 
an redu
e the 
lassi-�
ation error by a fa
tor of Q, when the errors are independent and un
orrelated.3.4 Single-sample multi-sour
e approa
hIn this se
tion, it is desirable to show that the error of the joint system is lower than the errorof ea
h of the sub-
omponents when they operate independently. This 
an be represented as:8j(Ed � Ej), where Ej is the error of one of M sub-
omponents j and Ed is the error of the jointsystem. Note that the index j is used to signify a biometri
 sour
e so as to distinguish it from theindex i that was used to signify one of N samples taken from a given biometri
 sour
e.It is desirable that the following relationship holds:Ed = MYj=1Ej : (3.12)Equation 3.12 
an be interpreted as su
h: in a system with M biometri
 sour
es, the wholesystem will always sele
t the best sub-
omponent. In other words, this is the optimal de
ision,
alled Ora
le in [18℄. Su
h a supervisor (one that merges the s
ores, as de�ned earlier) is thebest result that one 
an get out of s
ores 
ombination. From Equation 3.12, it is obvious that8j(Ed � Ej). Using normal and uniform distribution to model the probability of false reje
tion,Kun
heva [18℄ studied six supervisors: minimum, maximum, average, median, majority vote andOra
le. In pra
ti
e, the Ora
le supervisor does not exist be
ause one does not know in advan
e
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ation. Therefore, it is omitted from this dis
ussion. Among the �veremaining 
lassi�ers mentioned, Kun
heva found that the average supervisor works the best whenthe error 
omes from the two distributions mentioned above.By 
onsidering ea
h sub-
omponent of the multi-sour
e system as an independent 
lassi�er,the proof dis
ussed by Bishop [1℄, as expressed in Equation 3.11, 
an be used to show that theaverage supervisor also satis�esEd � meanj(Ej), instead of 8j(Ed � Ej) the �perfe
t� requirementestablished earlier. He has shown that a 
ommittee of average and weighted average 
lassi�ers
ould perform better than a single 
lassi�er. It is obvious that in a multi-sour
e system, the errordi�erent biometri
 sour
s �j are un
orrelated, i.e., 8j1;j2(�[�j1�j2 ℄ = 0). It is assumed that theexpe
tation of error of ea
h biometri
 sour
e is zero, i.e., �[�j ℄ = 0.In the 
ontext of multi-sour
e system, Equation 3.11 
an be rewritten in the following inequal-ity: Ed � 1�meanj(Ej); (3.13)whi
h is valid when 1 � � � M . Equation 3.11 shows that the upper bound of Ed o

urs when� = M . The lower bound of Ed o

urs when � = 1. This 
an be interpreted as follows: If theerrors made by ea
h sub-
omponent are dependent, i.e., they make exa
tly the same error in theextreme 
ase (8j1;j2(Ej1 = Ej2)), then mean(Ej) = Ej = Ed, whi
h implies that � = 1.Note that the di�eren
e between the 
ontext in [1℄ and the 
ontext here is that the in-dependen
y of ea
h sub-
omponent is true and not an assumption. This is be
ause ea
h biometri
sour
e is really independent from other biometri
 sour
es.3.5 Multi-sample multi-sour
e approa
hThe goal of this se
tion is to 
ombine the two �ndings above using the strategy 
alled the multi-sample multi-sour
e (MSMS) approa
h. In su
h a system, it is assumed that there areM biometri
sour
es and for ea
h sour
e, N samples are available. S
ores made available to this system aredenoted as yi;j , where i 2 1; : : : ; N and j 2 1; : : : ;M . For ea
h yi;j , there is an asso
iated error:Ei;j .We argue that the inequality 3.13 used in multi-sour
e biometri
 system holds as well formulti-sample biometri
 system, with the weak assumption that the errors (8i(Ei;j) for a given j)are independent and have a zero mean. One 
an therefore write inequality 3.13 by 
hanging theindex from j to i, as follows: Ed � 1�meani(Ei); (3.14)where � is the fa
tor of in
rease of performan
e and 1 � � � M . Empiri
al results by thework of Kittler [17℄ and the result at the end of this 
hapter also support this observation. Theinequality 3.14 
an be used to dedu
e the inequality of the MSSS model, as follows:Emsssj � 1�meani(Ei;j): (3.15)In the same way, the inequality Ed � 1�meanj(Ej) 
an be applied to the SSMS model as follows:Essmsi � 1�meanj(Ei;j): (3.16)An MSMS model is by its de�nition a multi-sour
e version of the MSSS model. So, the inequalityEd � 1�meanj(Ej) that applies to multi-sour
e holds for the MSMS model. Therefore, it is validto write: Emsms � 1�meanj(Emsssj ): (3.17)
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ing inequality 3.15 into inequality 3.17, one 
an write:Emsms � 1�meanj( 1�meani(Ei;j)) (3.18)Emsms � 1M� MXj ( 1N� NXi (Ei;j))Emsms � 1��NM MXj NXi (Ei;j)Emsms � 1��NM (N;M)X(i;j) (Ei;j)Emsms � 1��mean(N;M)(i;j) (Ei;j): (3.19)Therefore, by the MSMS approa
h, the system error is redu
ed by a fa
tor within [1;MN ℄ 
om-paring to the average error when ea
h sub-
omponent works individually. The 
ombined s
ore viathe MSMS approa
h using the mean operator is similar to the inequality 3.18. It is de�ned asfollows: ymsms = meanj(meani(yi;j)) (3.20)= 1M MXj ( 1N NXi (yi;j))= 1NM (N;M)X(i;j) (yi;j): (3.21)3.6 Database, Experiments and ResultsBrie�y, there are 30 persons in the publi
ly available LSIIT database1. It has two types of biometri
sour
es: fa
e and voi
e. For ea
h type of biometri
 sour
e, 5 out of 10 samples of ea
h person areused for training and the other 5 samples are used for testing. Both the training and test sets aremutually ex
lusive. Detailed des
ription of the database 
an be found in Appendix A.2.For ea
h biometri
 model, a set of one-versus-all 
on�guration Multi-Layer Per
eptrons (MLPs)are used, where ea
h MLP is asso
iated with the biometri
 sample of a single 
lient. In other words,the samples of a parti
ular 
lient are treated as positive examples while all other samples belongingto other 
lients are treated as negative examples. The MLP of the fa
e features extra
ted using144 Fisher basis ve
tors has a 
on�guration of 144-25-1 (144 input neurons, 25 hidden neuronsand 1 output neuron). The MLP of the voi
e features extra
ted using Morlet wavelets normalisedinto a �xed length ve
tor of 64 elements has a 
on�guration of 64-25-1. More details on featurepre-pro
essing and extra
tion 
an be found in [29℄ The number of hidden neurons for both MLPar
hite
ture was 
hosen arbitrarily. Ea
h MLP has an output neuron with a sigmoid a
tivationfun
tion so that it 
an estimate the a posteriori probability p(w1jx) when given a feature x.For a database of 30 persons, 30 MLPs are needed to 
lassify fa
e features and another 30 MLPsare needed to distinguish voi
e features. During testing with the previously unseen 5 samples, theexperiment is �rst 
arried out with 1 sample, then 2 samples, and so on up to 5 samples. Detailedexplanation of the database, feature extra
tion and proto
ols 
an be found in Appendix A.2.Figure 3.2 and Figure 3.3 show the DET 
urves obtained for the experiments using only fa
e andvoi
e features. Table 3.1 shows the performan
e obtained for ea
h of these experiments, using onlyFa
e features, only Voi
e features, or 
ombining both. Ea
h value represents the Half Total Error1The LSIIT BAS database is available at http://hydria.u-strasbg.fr/�norman/BAS



22 CHAPTER 3. TOWARDS A MULTI-SAMPLE MULTI-SOURCE BIOMETRIC MODELRate (HTER) de�ned in Equation 1.3. These values are 
omputed by 
hoosing a threshold su
hthat FAR equals FRR: this 
orresponds to the Equal Error Rate (EER). Note that this thresholdis thus 
hosen a posteriori on the test data.Table 3.1: The HTERs of fa
e and voi
e biometri
 features when FAR=FRRNo. of Fa
e Voi
e Combinedsamples used HTER HTER HTER1 7.184 6.897 0.8052 2.701 4.828 0.6903 1.207 4.540 0.0004 0.000 2.126 0.0005 0.000 2.414 0.000
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3.7. SUMMARY 23The experiment shows that the performan
e of the MSMS model in
reases as more samples of ea
hbiometri
 sour
e be
ome available. Using the 
urrent database, perfe
t performan
e is a
hievedafter three or more samples of ea
h of the fa
e and voi
e biometri
 features are used. However,in reality, one does not have the luxury of su
h a large pool of data. In our opinion, to furthervalidate this approa
h, more experiments should be done with di�erent biometri
 features andlarger databases that have several samples for ea
h biometri
 sour
e.3.7 SummaryBiometri
 authenti
ation 
an be viewed as a serial pro
ess involving a sensor, an extra
tor, a
lassi�er and an optional supervisor. One way to in
rease the reliability of su
h systems is toutilise several su
h 
hain pro
esses in parallel. To do so, one 
an use multiple samples and multiplebiometri
 sour
es. In the �rst te
hnique, by assuming noise at the s
ore level, it is proven that byaveraging 
lassi�er s
ores from N biometri
 samples, noise 
an be redu
ed by a fa
tor between 1and N . In the se
ond te
hnique whi
h usesM biometri
 sour
es, by averaging 
lassi�er s
ores, it isproven that one 
an redu
e the error by a fa
tor between 1 and M . Sin
e the 
orrelation betweensamples of di�erent biometri
 sour
es is typi
ally lower than the 
orrelation between samples ofthe same biometri
 sour
e, the gain in 
ombining di�erent biometri
 sour
es is higher than thegain in 
ombining di�erent biometri
 samples of the same biometri
 sour
e. By 
ombining thesetwo te
hniques, whi
h is 
alled the multi-sample multi-sour
e approa
h, one obtains a redu
tionof error by a fa
tor within [1; NM ℄. This leads to a very signi�
ant in
rease in veri�
ation rate.Unfortunately, the disadvantage of this approa
h is the higher 
ost of 
omputation and longera

ess time due to the fa
t that more samples of di�erent biometri
 sour
es are needed.This hybrid approa
h was implemented using a set of neural network 
lassi�ers and tested ona fa
e and voi
e biometri
 database of 30 persons. Using this small database, perfe
t veri�
ationwas a
hieved. This result is 
ertainly promising but most importantly, it shows that one 
an usemultiple samples or multiple biometri
 sour
es to boost the reliability of the whole system. Aninteresting appli
ation using this approa
h is in the in
on
lusive situation, i.e., the �nal de
isions
ore is marginal for a

eptan
e. In su
h a situation, the multi-sample multi-sour
e approa
h 
anbe taken immediately. Furthermore, this approa
h suggests that it is always bene�
ial to life-s
anlonger features (i.e., longer spee
h signal) and more frames of fa
ial features to in
rease robustnesswithout adding mu
h 
ost to the existing system. Finally, the multi-sour
e biometri
 system thatis inherent in our approa
h may not be appropriate for all appli
ations but only those where thelevel of required se
urity is high and the higher 
ost of deployment 
an be absorbed.



Chapter 4Error Corre
tion Output-Coding4.1 Previous worksError Corre
tion Output-Coding (ECOC)1 is a method proposed by Dietteri
h and Bakiri [9℄. Itis derived from the information theory 
alled error-
orre
ting 
odes. Error-
orre
ting 
odes areused to 
orre
t K messages transmitted by P 
hannels. If the 
hannels are perfe
t, P 
hannels
an transmit 2P messages. However, sin
e 
hannels 
ould be noisy, messages may be alteredduring transmission via P 
hannels. By using more 
hannels than ne
essary to send K messages,errors due to some 
hannels may be self-
orre
ted. The prin
ipal idea of ECOC in 
lassi�
ationproblems is to assume that ea
h 
lassi�er as a binary transmission 
hannel. One has to �gureout ways to partition a multi-
lass problem (say K 
lasses) into P subsets of two-
lass problems,where in general K � P . This is the de
omposition stage. When the feature is �transmitted�through these 
hannels (or 
lassi�ers), a s
ore ve
tor of P elements is produ
ed. This s
ore ve
toris then submitted to a re
onstru
tion s
heme to �nally obtain a de
ision. One way to realise thede
omposition and the re
onstru
tion phase is to use BCH 
oding [26℄. In the thesis of Moreira [25℄, the ECOC approa
h and its variant are studied. Independently, ECOC has also been used byKittler et al [16℄ in the 
ontext of fa
e veri�
ation and identi�
ation. These previous works havepathed way to this 
hapter, whi
h is aimed at improving a biometri
 veri�
ation problem, hopefullyto be tested a
ross di�erent biometri
 modalities.4.2 Classi�er diversi�
ation via ECOC4.2.1 PreliminaryECOC belongs to the family of ensemble methods. Ensemble methods are aimed at diversify-ing 
lassi�ers. Other ensemble methods are AdaBoost, bagging and simple neural-networks asdis
ussed in Se
tion 1.5.2. Classi�er diversi�
ation has been identi�ed as an important way toin
rease the a

ura
y of the overall system. Ea
h of the diversi�ed 
lassi�ers will tend to makedi�erent mistakes so that when the results are 
ombined (or re
omposed), these mistakes 
an
elout ea
h other. The net e�e
t is an improved 
lassi�
ation result.Binary 
lassi�
ation is frequently 
arried out by using a real-valued fun
tion f : X � Rd ! Rin the following way: the feature ve
tor x = (x1; : : : ; xd)0 from the feature spa
e X is assignedto a positive 
lass if f(x) � �, and otherwise to the negative 
lass. In the 
ontext of biometri
authenti
ation, the extra
ted feature x (output of an extra
tor) is a biometri
 feature and fp bethe p-th 
lassi�er from an ensemble of 
lassi�ers p = 1; : : : ; P .1A brief introdu
tion has already been given in Se
tion 1.5.2.24



4.2. CLASSIFIER DIVERSIFICATION VIA ECOC 254.2.2 The ECOC pro
edureThe ECOC pro
edure 
an be summarised in Algorithm 2.Algorithm 2 Train and test ECOC1. Build an ECOC matrix Z 2 f0; 1gK�Pwhere 0 indi
ates a negative 
lass and 1 indi
ates a positive 
lass.2. During train phase: Train fp, 8p on ea
h of the 
lass labels Zp.where Zp is a given 
olumn of the matrix Z3. During test phase: Exe
ute F̂ = argmink( PXp=1 jZk;p � fpj) (4.1)Step 1 is the problem of designing an ECOC 
ode matrix. In the one-versus-all (also 
alledone-per-
lass) method, the matrix is an identity matrix. Building this matrix 
orresponds tode
omposing a K-
lass problem into P binary-
lass problems. This is the de
omposition phase.Step 2 is a training pro
ess of P binary 
lassi�ers. Step 3 is the exe
ution of P binary 
lassi�ers.This is the re
omposition phase. Note that �arg� in �argmink� is a fun
tion that returns the indexor argument k of the minimum value. In this 
ase, it returns the 
lass label. This notation appliesto �argmaxk� whi
h returns a 
lass label k having the maximum value.4.2.3 ECOC and existing approa
hesIn the pre
edent se
tion, a matrix Z 2 f0; 1gK�P is used. However, it 
ould be any matrix su
has M 2 Rk�p . Then the de
ision rule will be:F̂ = argmink( PXp=1 jMk;p � fpj) (4.2)We 
all this the minimum rule distan
e 
riterion. It 
an be easily seen that Zk;p �Mk;p. However,it is also possible to 
onstru
t a de
ision rule su
h as follows:F̂ = argmaxk(M � fp) (4.3)= argmaxk( PXp=1Mk;p � fp) (4.4)We 
all this the maximum rule distan
e 
riterion.How one 
ould solve the problem of F̂ ? If one freezes fp and tries to solve the matrix Mk;pnumeri
ally, then Equation 4.4 is a linear dis
riminant fun
tion. If one introdu
es a sigmoidfun
tion, denoted as sig, into Equation 4.4, su
h as the following:F̂ = argmaxksig(Xp Mk;p � fp); (4.5)one gets a typi
al linear Per
eptron. The ECOC approa
h �xes Mk;p and then 
onstru
ts ea
h
lassi�er fp later with the matrix Zk;p 2 f0; 1gSf�g or Zk;p 2 f�1;+1gSf�g, instead of usingMk;p 2 R. f�g denotes a �don't 
are� 
lass. That means the feature ve
tor x belonging to the 
lassk in Mk;p is ex
luded from the training set of fp. In the 
urrent implementation, Zk;p 2 f0; 1gor Zk;p 2 f�1;+1g. Se
tion 4.2.4 will dis
uss more the di�eren
e between the minimum andmaximum distan
e 
riteria together with the 
hoi
e of Zk;p 2 f0; 1g or Zk;p 2 f�1;+1g in spe
i�

lassi�er implementations, parti
ularly that of SVMs and MLPs.



26 CHAPTER 4. ERROR CORRECTION OUTPUT-CODING4.2.4 ECOC and dis
riminative 
lassi�ersAn MLP 
an have several possible implementation of neuron a
tivation fun
tion: sigmoid, tanh2 or linear.1. A sigmoid neuron has an output value in [0; 1℄. It 
an be used to estimate the a posterioriprobability, whi
h is the probability of an observed feature x belonging to the 
lass 
k, i.e.,p(
kjx). In this 
ase, Zk;p 2 f0; 1g should be used to train all fp.2. If the output neuron has a tanh a
tivation fun
tion, then the neuron output will have avalue 2 [�1;+1℄. Consequently the 
orresponding matrix Zk;p 2 f�1;+1g should be used.3. If the output neuron has a linear a
tivation fun
tion, then the output value is 2 [�1;+1℄.However, the matrix 
an still remain in Zk;p 2 f�1;+1g.What is the di�eren
e between Item 1 and Item 2? What de
ision rules should be used? Whi
h
lassi�ers (MLPs or SVMs) should be used? These are open questions that this se
tion tries tosolve theoreti
ally.We �rst de�ne two variables: p+(k) and p�(k) as follows:p+(k) 2 fmjm 2 Zk;p;m = positive 
lassg; (4.6)p�(k) 2 fmjm 2 Zk;p;m = negative 
lassg: (4.7)In other words, p+(k) is the number of positive 
lass for row (or 
lass) k and p�(k) is the numberof negative 
lass for row k. jfp+(k)gj 
ounts the number of positive binary 
lasses and jfp�(k)gj
ounts the number of negative binary 
lasses in 
lass k. For the purpose of 
larity, we drop the kso they 
an be written as p+ and p�.By introdu
ing p+ and p� into the minimum rule as shown in Equation 4.2, one obtains:F̂ = argmink(X jZk;p � fpj);= argmink(Xp+ (p+ � fp+) +Xp� (fp� � p�));= argmink(Xp+ p+ �Xp+ fp+ +Xp� fp� �Xp� p�);= argmink(jfp+gj �Xp+ fp+ +Xp� fp� � jfp�gj);= argmink(Xp� fp� �Xp+ fp+ + jfp+gj � jfp�gj);= argmaxk(Xp+ fp+ �Xp� fp� + jfp�gj � jfp+gj): (4.8)In the same way, by introdu
ing p+ and p� into the maximum rule as shown in Equation 4.4,one obtains: F̂ = argmaxk(XZk;p � fp);= argmaxk(Xp+ p+fp+ +Xp� fp�p�): (4.9)Now, there are two 
ases here: p+; p� 2 f0; 1g or p+; p� 2 f�1;+1g:2sigmoid is also 
alled sigmoid logisti
 fun
tion and tanh is 
alled tangent hyperboli
 fun
tion.



4.2. CLASSIFIER DIVERSIFICATION VIA ECOC 27Case 1: p+; p� 2 f0; 1gIn making assumption that p+; p� 2 f0; 1g, Equation 4.8 be
omes:F̂ = argmaxk(Xp+ fp+ �Xp� fp� �Xp+ 1); (4.10)sin
e jfp�gj = 0. Note thatPp+ 1 = jfp+gj be
ause p+ = 1. Inversely,Pp� = jfp�gj = 0 be
ausep� = 0In making assumption that p+; p� 2 f0; 1g, Equation 4.9 be
omes:F̂ = argmaxk(Xp+ fp+); (4.11)sin
e jfp�gj = 0.Case 2: p+; p� 2 f�1;+1gIn making assumption that p+; p� 2 [�1;+1℄, Equation 4.8 be
omes:F̂ = argmaxk(Xp+ fp+ �Xp� fp� +Xp+ 1�Xp� 1): (4.12)In making assumption that p+; p� 2 f�1; 1g, Equation 4.9 be
omes:F̂ = argmaxk(Xp+ fp+ �Xp� fp�): (4.13)We 
an summarise the result in Table 4.1:Table 4.1: Summary of 
omparison between methods and assumptionsAssumptions min rule max rulep+; p� 2 f0; 1g argmaxk(Pp+ fp+ �Pp� fp� �Pp+ 1) argmaxk(Pp+ fp+)p+; p� 2 f�1; 1g argmaxk(Pp+ fp+ �Pp� fp� +Pp+ 1�Pp� 1) argmaxk(Pp+ fp+ �Pp� fp�)Table 4.1 shows that it if 8k(Pp+ 1 = 
), i.e., the matrix Z has the same number of elementsof positive 
lass (a value of 1) in ea
h row (
 is a 
onstant), both the maximum and minimumdistan
e 
riteria will not introdu
e any bias. As a result, Table 4.1 
an be redu
ed to Table 4.2.This additional assumption also implies that 8k(Pp� 1 = 
) for an arbitrary 
onstant 
.Table 4.2: Summary of the de
ision fun
tion F̂ using minimum and maximum 
riteria assumingthat all rows have equal number of onesAssumptions min rule max rulep+; p� 2 [0; 1℄ argmaxk(Pp+ fp+ �Pp� fp�) argmaxk(Pp+ fp+)p+; p� 2 [�1; 1℄ argmaxk(Pp+ fp+ �Pp� fp�) argmaxk(Pp+ fp+ �Pp� fp�)Table 4.2 shows that when Z has the same number of positive 
lasses in ea
h row, then, theminimum rule is exa
tly equivalent to the maximum rule in the 
ase p+; p� 2 [�1; 1℄ and this isnot the 
ase when p+; p� 2 [0; 1℄.An intuitive matrix that satis�es 8k(Pp� 1 = 
) is an identity matrix. This is the typi
al one-versus-all approa
h. Therefore, the one-versus-all approa
h is a parti
ular example of an ECOCmatrix as well. The design of a valid ECOC matrix will be dis
ussed in the Se
tion 4.2.5.To 
ombine ECOC with SVMs, one needs to take into a

ount the fa
t that the output ofan SVM fp is a distan
e from the de
ision boundary (also 
alled a margin). A positive distan
e(fp > 0) means a positive response and vi
e-versa. Therefore, fp 2 [�1;+1℄. In this 
ase, themaximum rule should be used.



28 CHAPTER 4. ERROR CORRECTION OUTPUT-CODINGTable 4.3: Re
ommended output values, ECOC matrix and de
ision 
riteria when all rows in theECOC matrix has equal number of ones.Classi�er MLP-sigmoid MLP-tanh MLP-linear or SVMOutput value [0; 1℄ [�1;+1℄ [�1;+1℄ECOC matrix Zk;p 2 f0; 1g Zk;p 2 f�1;+1g Zk;p 2 f�1;+1gDe
ision 
riteria min rule min = max rule max rule4.2.5 Designing the ECOC matrixThe goal of the ECOC matrix is to dis
riminate one 
lass from another. Sin
e, ea
h row of theECOC matrix represents a 
lass, an intuitive way to in
rease the dis
riminating power between
lasses is to separate them as far as possible using a distan
e 
riteria. In this se
tion, the goal isto de�ne 
riteria for a �good� ECOC matrix. These 
riteria are:1. Large row separation. Ea
h row Zk in an ECOC matrix should be separated as far aspossible from other rows a

ording to Hamming distan
e 
riterion, i.e., a � jZk � Zk0 j �b;8k 6=k0 . a and b are the lower and upper 
ovarian
e distan
e between any 
lass 
k and
k0 . It is important that a > 0. Furthermore, it is desirable to maximise a and b using theminimum number of bits available. The lower the number of bits, the lower the number of
lassi�ers needed and thus the more e�
ient the re
ognition 
an be. A

ura
y and e�
ien
yare the trade-o�. If a = b, whi
h implies that jZk�Zk0 j = a = b, then the matrix Z is 
alledan equal distan
e matrix. This is desirable but unfortunately it is not always possible tominimise the bit-length and to maintain the property of equal distan
e.2. Large 
olumn separation. Column separation is ne
essary to ensure that neither a 
olumnis 
omplementary of the other nor it is similar to the others (
orrelated). Certain 
lassi�erslike C4.5 de
ision tree will produ
e the exa
t tree stru
ture when a problem is divided intoa two-
lass problems [9℄. If two 
olumns are highly 
orrelated, the 
lassi�er produ
ed maybehave similarly and thus may make the same mistakes. This 
riterion does not apply tounstable 
lassi�ers like neural networks but does apply to SVMs. Indeed, repeating 
olumnsin ECOC using MLPs as the base 
lassi�ers may improve the result due to the e�e
t of thesimple neural networks ensembles [20℄ (See also Se
tion 1.5.2).There are three te
hniques to generate ECOC matrix. These methods 
an be found in [9℄. Theyare:1. Exhaustive. The exhaustive sear
h is a simple algorithm that sear
hes all possible 
om-binations of binary 
on�gurations for a given number of 
lassi�ers. An example of 11-
lassexhaustive 
ode is shown in Figure 4.1.2. ECOC. It uses the ECOC table published by [26℄ as is.3. Random. Given the number of rows and 
olumns of a matrix, this algorithm randomlygenerates bits of ones and zeros with equal probability.The three algorithms mentioned above produ
e a matrix that is either too large in 
olumns(as is the 
ase of the exhaustive method) or low in row separation whi
h 
an be improved further(as is the 
ase of random method). For the �rst 
ase, sub-sampling of 
olumns is ne
essary whilefor the se
ond 
ase, row separation 
an be further improved via a hill-
limbing algorithm. Moredetails 
an be found in [9℄.
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lass matrix produ
ed using the exhaustive method.4.3 Empiri
al study4.3.1 The vowel databaseFirstly, the vowel database is used to 
arry out the empiri
al study be
ause it has a ben
hmarkperforman
e (See Appendix A.3) so one has an idea of how a

urate the absolute performan
eshould be. The database is used to verify our ECOC algorithm to 
he
k for the program 
orre
tnessand then to understand the genaralised behaviour of the ECOC approa
h 
ompared with the one-versus-all approa
h. After this program veri�
ation phase, the ECOC program is tested on theXM2VTS database. This is dis
ussed in Se
tion 4.4.The vowel re
ognition problem is a speaker independent re
ognition problem of the elevensteady state vowels of British English using a spe
i�ed training set of LPC-derived (Linear Pre-di
tive Code) log area ratios. The data set has 11 vowels that are spoken by 15 speakers. Ea
hspeaker makes 6 utteran
es of ea
h vowel. Therefore, this makes 990 utteran
es (15 speakers �11 vowels � 6 utteran
es). The LPC-derived feature 10 real numbers. The utteran
es of the �rsteight speakers are used for training while the utteran
es of the seven speakers are used a posteriorifor testing the performan
e of a given model. More details 
an be found in Appendix A.3.4.3.2 ECOC ar
hite
tureThis se
tion examines the 
hoi
e between a single MLP with P output neurons (
orresponding toP bit length of the ECOC matrix) and P MLPs with 1 output neuron. We 
all the �rst 
ase asingle-ma
hine ar
hite
ture and the se
ond 
ase a separate-ma
hine ar
hite
ture. In the single-ma
hine ar
hite
ture, the �rst layer of MLP 
onne
tions serves as a non-linear proje
tion that isshared by all MLPs. The se
ond layer of network 
onne
tions is then responsible to map into theP output spa
e. In the separate-ma
hine ar
hite
ture, there is no sharing of weight 
onne
tionsas in the single-ma
hine ar
hite
ture. The advantage of the separate-ma
hine ar
hite
ture is thatit allows parallel and independent training.To test if one ar
hite
ture is better than the other in terms of 
lassi�
ation performan
e, wepropose to use both the ar
hite
tures with two types of a
tivation fun
tions, i.e., tanh and sigmoid,on the vowel database des
ribed above. Di�erent numbers of hidden neurons are used. The resultsare plotted in Figure 4.2. The Y-axis is the error ratio of the validation set. Lower error ratio isdesirable. It is observed that one 
annot judge whether a parti
ular ar
hite
ture is better thanthe other ex
ept by experimentation. It should be noted that the single-ma
hine ar
hite
ture maysu�er from what is 
alled the �herd� phenomenon, i.e., the weights may be in�uen
ed by features
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ategories. This may 
ause 
onvergen
e be more di�
ult than the separate-ma
hinear
hite
ture. Unfortunately, the degree of di�
ulty of 
onvergen
e between the two ar
hite
turesis not studied here.
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(b) single-ma
hine ar
hite
tureFigure 4.2: Generalisation of ECOC using di�erent ar
hite
ture on the vowel database.In the following experiments, single-ma
hine ar
hite
ture is used be
ause of the e�
ien
y interms of memory and 
omputation.4.3.3 Generalisation using MLP-based ECOCTraining MLPs involves tuning many parameters, su
h as the early stopping 
riterion and thenumber of hidden neurons. In the vowel database, there are only two sets. The training set isused to 
hange the MLP weights and the validation set is used to tune the parameters. There isno proper �test� set. For a good guess of the optimal number of hidden neurons, several MLPs aretrained and tested on the se
ond set (
alled validation set hen
eforth).Figure 4.3 shows the mean squared error (MSE) on the validation set as a fun
tion of thenumber of iterations for both the ECOC approa
h and the one-versus-all approa
h. To 
omparethese two approa
hes using the vowel database, all other fa
tors are �xed, i.e. the learning rate(0.0001) and the number of hidden neurons (20, 50, 75, 100, 200). All MLPs have 10 input neuronsand 1023 output neurons (
orresponding to the bit-length of the ECOC matrix generated usingthe exhaustive approa
h). The matrix is shown in Figure 4.1. It 
an be noted that the MSE
urve on the validation set of the ECOC at �rst monotoni
ally de
reases, then rea
hes its bottomand monotoni
ally in
reases. Su
h regular monotonous pattern that de
reases until rea
hinga minimum point before reboun
ing is not observed in the one-versus-all approa
h. Ex
essivenumber of output neurons in the ECOC approa
h may explain why the MSE is smoother. Whenthe MSE on the validation set in
reases, one should stop the training to avoid the phenomenaof �over-�tting�, i.e., the MLP model �ts tightly to the training data and thus performs worse interms of re
ognition rate on the test set.Figure 4.4 shows the 
lassi�
ation error between the ECOC and the one-versus-all approa
h asa fun
tion of the number of hidden neurons. It 
an be observed that ECOC 
onverges faster thanthe one-versus-all approa
h and then the phenomena of �over�tting� in ECOC takes over. Whenthis happens, the 
lassi�
ation error in
reases. Although the one-versus-all approa
h has �bumpyslops� of MSE on the validation set, 
ontinuing the training 
an still improve the re
ognitionrate until the point where the one-versus-all approa
h be
omes better than the ECOC approa
h.Note that the average mean squared error of ea
h output node (y-axis of Figure 4.4 has highervalues than that of the one-versus-all approa
h. This shows that ea
h sub-
lassi�er in the ECOCapproa
h in fa
t does not solve its sub-problem better than the 
lassi�ers in the one-versus-allapproa
h. Despite this fa
t, the 
lassi�
ation error of the ECOC approa
h is not always worsethan the one-versus-all approa
h.
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(b) one-versus-allFigure 4.3: The MSE of ECOC and one-versus-all MLP-tanh over di�erent iterations on thevalidation set of the vowel database
The ECOC approa
h 
orre
ts the bias due to parameterisation of MLPs. However, until now,there is no theoreti
al proof that the model 
onstru
ted using the ECOC approa
h is always betterthan the one 
onstru
ted using the one-versus-all approa
h. In other words, by using ECOC, onehas a better 
han
e to obtain an MLP model with good generalisation even though the parametersof its sub-
lassi�ers may be sub-optimal.

4.3.4 Generalisation using SVM-based ECOCSin
e SVM is a binary 
lassi�er, the only possible implementation of SVM with the ECOC ap-proa
h is to use the separate-ma
hine ar
hite
ture. Both the one-versus-all and ECOC approa
hesare 
ompared using the Gaussian kernel with di�erent sigma values: 0.10, 0.20, 0.40, ,0.60, 0.80,1.00, 1.20, 1.40, 1.50, 1.75, 2.00, 2.25 and 2.50.The results are shown in Figure 4.5. As the sigma value in
reases, the Gaussian kernel-SVMwill have a lesser 
apa
ity, i.e., having lesser �exibility on the de
ision boundary fun
tion. It 
anbe seen that in the vowel database, the ECOC approa
h deteriorates when the sigma in
reases.The same sigma value is applied to all binary sub-
lassi�ers in ECOC. Sin
e ea
h binary 
lassi�erhas a more di�
ult task to learn in the ECOC approa
h, the ECOC approa
h deteriorates faster
ompared with the one-versus-all approa
h as sigma in
reases.
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(i) 1800Figure 4.4: Generation on validation set of the vowel database during di�erent iterations
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4.4. EXPERIMENTS ON XM2VTS DATABASE 334.4 Experiments on XM2VTS database4.4.1 About the databaseThe XM2VTS database [19℄ is divided into three sets: training set, evaluation set, and test set.The training set is used to build 
lient models, while the evaluation set is used to 
ompute thede
ision (by estimating thresholds for instan
e, or parameters of a fusion algorithm). Finally, thetest set is used only to estimate the performan
e of di�erent veri�
ation algorithms. These setsare determined by two Lausanne Proto
ols. In this experiment, only Lausanne Proto
ol I is used.The database has 295 persons, 4 re
ording sessions, and for ea
h re
ording sessions, there aretwo repetitive shots. The database was randomly divided into 200 
lients, 25 evaluation impostors,and 70 test impostors. More details 
an be found in Appendix A.1.4.4.2 ECOC with MLP 
lassi�ersHyper-parameter sele
tionThe ECOC approa
h is 
ompared against the baseline one-versus-all approa
h. For both 
on-�guration, the MLPs used have 156 inputs, 
orresponding to 156 prin
ipal 
omponents, nhu (avariable) hidden units and 511 output units, 
orresponding to 511 bit-length ECOC matrix gen-erated using the ECOC method dis
ussed in Se
tion 4.2.5. nhu is a variable to be determinedempiri
ally using initially the following values: 2, 3, 4, 5, 6, 7, 8, 9, 10, 20, 30, 40, 60, 80 and 100.Out of these 
on�gurations, we hope that an optimised number of hidden units will be 
hosen forthe given parti
ular approa
h. When training these networks, two 
onditions are used as stopping
riteria: minimum mean squared error = 0.0001 (for both approa
hes) or the maximum numberof iteration = 100 for the one-versus-all approa
h and 50 for the ECOC approa
h. These measuresare taken so as to avoid over-�tting and under-�tting so that the trained network models areoptimised. At the end of the training, the 
lassi�
ation error of the evaluation set is measured.These results are shown in Figure 4.6.
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Figure 4.6: Hyper-parameter sele
tion with validation set on the XM2VTS Lausanne Con�gura-tion IFigure 4.6 shows that optimised hyper-parameter for the ECOC approa
h in this parti
ulardatabase has 30 and 80 hidden neurons and both have a 
lassi�
ation error of 0.0883 and 0.0867respe
tively on the validation (or evaluation) set. As for the one-versus-all approa
h, there are 3possible solutions: 2, 8 and 9 hidden neurons, ea
h has a 
lassi�
ation error of 0.0867, 0.1133 and0.0983 on the validation set.
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ognition resultHaving sele
ted the optimised hyper-parameter for the one-versus-all and ECOC approa
h, thea priori DET 
urves of these four trained network models are plotted based on the evaluationset. The optimised threshold parameter for ea
h model is sele
ted based on the Equal ErrorRate 
riteria. Based on the threshold of ea
h model, the a posteriori FAR, FRR and HTER ofea
h model are 
al
ulated on the test set. Figure 4.7 shows the DET 
urves of the followingMLP models on the LPI Evaluation and Test set: 156-2-200, 156-8-200 and 156-9-200 for theone-versus-all approa
h; and 156-30-511 and 156-80-511 for the ECOC approa
h. It is desirablethat the DET 
urve be nearer to the origin so as to minimise the FAR and FRR at the sametime. The a posteriori FAR, FRR and HTER of the �ve MLP models on the test sets are shown
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Figure 4.7: DET 
urves of several MLP modelsin Table 4.4. It 
an be seen that the MLP-based ECOC approa
h a
hieves an HTER of 3.056%and 3.085 when using 80 and 30 hidden neurons respe
tively. The most optimised network modelfor the one-versus-all approa
h is 156-2-200 (denoted as onevsall-2 in Figure 4.7) and it a
hievesan HTER of 15.335%. This shows that the MLP-based ECOC approa
h performs better thanthe MLP-based one-versus-all approa
h in this parti
ular database. Due to heavy 
omputations,these experiments were not 
arried out several times to obtain the average HTER of the runs.4.4.3 ECOC with SVM 
lassi�ersHyper-parameter sele
tionIn this se
tion, the SVM is used as ECOC sub-
lassi�er. All the SVMs with Gaussian kernel havethe same sigma values. To �nd the optimal sigma value of the XM2VTS test set (using LausanneProto
ol I or LPI) for the Gaussian kernel, the following �rules of thumbs� are used:1. Start with a �small� sigma value. Train the SVMs.2. In
rease the sigma value. Train the SVMs. The 
lassi�
ation error is expe
ted to de
rease,until a global minimum of 
lassi�
ation error is rea
hed.3. In
rease the sigma value further, until the 
lassi�
ation error in
reases again.4. Choose the �rst few �optimal� sigma values. A sigma value is 
onsidered optimal when ithas among the lowest 
lassi�
ation error on the validation set. If there exists several sigma



4.5. SUMMARY 35values with the same 
lassi�
ation error, small sigma values are given priority be
ause thesmaller a sigma value, the higher it's 
apa
ity and vi
e-versa.With the above pro
edure, the following sigma values are applied to the SVM-based ECOC onthe validation set: 5, 8, 10, 12, 15, 20, 25, 30, 35, 40 and 45 for the ECOC approa
h. Similarlythe following sigma values are applied on the SVM-based one-versus-all approa
h: 5, 10, 15, 20,25, 30, 35, 40, 45, 50, 60, 70, 75, 80, 85, 90, 100, 110, 120, 130 and 140. Figure 4.8 shows theerror ratio on the evaluation set of LPI. It shows that the probable optimal sigma value is 15 forthe ECOC approa
h. To probable optimal sigma values for the one-versus-all approa
h are: 15,20 and 25. Although not shown here in this report, the following sigma values are also used in theone-versus-all approa
h: 40, 70 and 80. They give very poor a posteriori HTER on the evaluationset, i.e, 36.82%, 37.52% and 37.33% respe
tively.
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Figure 4.8: Hyper-parameter sele
tion of ECOC and one-versus-all with SVMs tested on theevaluation set of the XM2VTS using LPIA posteriori re
ognition resultThe sele
ted optimal SVM-based ECOC with Gaussian kernel (sigma value = 15) is tested on thetest set of LPI. The result is shown in Figure 4.9. The 
ir
les show the point where a thresholdis optimised with the EER 
riterion based on the evalaution (or validation) set. This point
orresponds to a posteriori false a

eptan
e on the X-axis and false reje
tion on the Y-axis onthe test set. These values are shown in Table 4.4 so they 
an be 
ompared with the MLP-basedECOC method.It 
an be seen that Gaussian kernel SVM-based ECOC is better than MLP-based ECOC. SVMis theoreti
ally optimal in 
onstru
ting a de
ision boundary given that the model hyper-parameter,i.e., the kernel has �adequate� 
apa
ity.It 
an be observed that for both SVM and MLP base 
lassi�ers, the ECOC approa
h performsbetter than the one-versus-all approa
h. Furthermore, SVM-based ECOC approa
h performsslightly better than MLP-based ECOC approa
h.4.5 SummaryIn this 
hapter, we have studied several 
ommonly used ECOC matrix s
hemes and distan
e
riteria, typi
ally the minimum (Hamming distan
e) or maximum rule. We have shown that thenumber of ones in ea
h row of a valid ECOC matrix 
ould introdu
e bias and it is desirable tohave equal number of ones a
ross ea
h row although this is not a stri
t requirement. The mainbias in the ECOC approa
h is introdu
ed by inequivalent Hamming distan
e between ea
h row
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Figure 4.9: DET 
urve of optimised SVM modelTable 4.4: Performa
e of 156 PCA fa
e features of XM2VTS database on LP1 
on�gurationModels FA[%℄ FR[%℄ HTER[%℄MLP 156-30-511 (ECOC) 3.669 2.500 3.085MLP 156-80-511 (ECOC) 3.361 2.750 3.056MLP 156-2-200 (onevsall) 17.921 12.750 15.335MLP 156-8-200 (onevsall) 18.452 15.750 17.101MLP 156-9-200 (onevsall) 21.026 17.500 19.263SVM Gauss(15) (ECOC) 2.144 2.250 2.197SVM Gauss(15) (onevsall) 18.483 19.000 18.742SVM Gauss(20) (onevsall) 17.084 25.750 21.417SVM Gauss(25) (onevsall) 28.376 37.000 32.688(representing ea
h 
lass). Su
h bias does not exist if one uses the exhaustive method to generatethe ECOC matrix. However, due to large bit-length of the generated matrix (P = 2K�1 � 1bit-length for a K-
lass problem), one may have to redu
e the bit-length. Redu
ing bit-lengthwill inevitably introdu
e di�eren
e in Hamming distan
e. Su
h a Hamming distan
e among ea
h
lass 
an be distributed normally. Thus, redu
ing the bit-length not will redu
e the number of
lassi�ers needed (whi
h results in in
reased e�
ien
y) but will also introdu
e bias (whi
h results in
onsistent bias of inter-distan
e between two 
lasses, i.e., some pairs of 
lasses 
ould be 
onsistentlymis-
lassi�ed than the others.)It is found analyti
ally that it is desirable to have the same number of ones in ea
h row ofECOC matrix. Otherwise, this will introdu
e bias in the distan
e 
riteria using Hamming distan
e(also 
alled minimum rule in this report).The empiri
al results show that the ECOC approa
h does not guarantee to be superior thanthe one-versus-all approa
h. However, one knows that ECOC is an e�e
tive alternative to diversify
lassi�ers in ensemble methods and 
an be easily implemented with any base-
lassi�ers, typi
allystable or non-stable 
lassi�ers.In the 
ase of ECOC with MLPs, it is shown that the parameterisation of MLPs does not a�e
tmu
h the re
ognition quality as 
ompared to that of one-versus-all. This shows that the ECOCapproa
h 
an be robust against unoptimised hyper-parameters, i.e., the early stop 
riteria and thenumber of hidden neurons.



Chapter 5Con
lusions5.1 Results of fa
e veri�
ation in XM2VTS database usingLP1Table 5.1 shows all the results obtained using LP1 (Lausanne Proto
ol One) 
on�guration of thefa
e XM2VTS database. It is taken from the following referen
es[24, 22℄ 
ombined with the resultsobtained from this report. The following institutes are involved: Aristotle U. of Thessaloniki(indi
ated as AUT in Table 5.1), University of Sydney (Sydney), University of Surrey (Surrey),IDIAP and LSIIT.It 
an be observed that:� Linear Dis
riminant Components yields better performan
e fa
e veri�
ation than Prin
ipalComponents (labeled PCA). (Ref. rows 1 and 3)� Combining fa
e histogram features with normalised fa
e features yields better performan
ethan using normalised fa
e features alone. (Ref. rows 2 and 6)� Down-sampling image may not yields better performan
e. This may be due to lost of infor-mation during su
h pro
ess. (Ref. rows 2 and 5)� SVMs 
an be more a

urate than MLPs. (Ref. rows 3 and 7)� Lo
al thresholding, i.e., a te
hnique that adapts threshold to spe
i�
 users 
ould be an easybut e�e
tive way to improve the a

ura
y of a given 
lient spe
i�
 model. (Ref. rows 4 and8)� Jittering produ
es well generalized 
lassi�ers.� ECOC 
an improve 
lassi�
ation results 
omparing to one-versus-all approa
h.5.2 Results and 
ontributionsA generi
 biometri
 authenti
ation system requires the following interdependent sub-
omponentsto work: sensors, extra
tors, 
lassi�ers and an optional supervisor. The interdependen
y amongthese 
omponents 
ould introdu
e errors and information loss. Therefore, one way to improvea biometri
 authenti
ation system is to improve any of the sub-
omponents. By taking theseindependent pro
ess as a serial pro
ess transmitting a 
on�den
e s
ore, it is obvious that 
reatingseveral su
h pro
esses 
ould improve the system. Motivated by this idea of �parallelism�, we haveproposed to 
reate multiple su
h serial pro
esses through the use of multiple samples and multiplebiometri
s. 37



38 CHAPTER 5. CONCLUSIONSTable 5.1: Performa
e of XM2VTS fa
e database on LP1 
on�guration using di�erent featuresand 
lassi�ers. (*) indi
ates experiments done in this report. N.A. indi
ates not available.No. Institutes Feature Classi�ers FA[%℄ FR[%℄ HTER[%℄1 Surrey Linear Dis
riminant MLP (ECOC) N.A. N.A. 0.80Components2 Normalised fa
e (30� 40)IDIAP + RGB histograms MLP one-versus-all 1.50 2.75 2.13+ random-shiftings3 IDIAP/ PCA 156 
omponents SVM Gauss(15) (ECOC) 2.14 2.25 2.20LSIIT*4 Surrey Normalised fa
e image Linear Dis
riminant 2.30 2.50 2.40(Lo
al Threshold)IDIAP/ Normalised fa
e (15� 20)5 LSIIT* + RGB histograms MLP one-versus-all 2.89 2.00 2.44+ random-shiftings6 IDIAP Normalised fa
e (30� 40)+ random-shiftings MLP one-versus-all 2.36 3.25 2.817 IDIAP/ PCA 156 
omponents MLP 156-80-511 (ECOC) 3.36 2.75 3.06LSIIT*8 Surrey Normalised fa
e image Linear Dis
riminant 6.50 5.30 5.90(Global Threshold)9 AUT Multi-s
ale dilation Elasti
 graph mat
hing 8.20 6.00 7.10and erosion10 IDIAP Gabor features Ridge and 8.10 8.50 8.30deformable mat
hing11 Sydney Fra
tal 
odes Fra
tal Neighbour Distan
e 13.60 12.30 12.95(Template mat
hing)It is proved theoreti
ally and shown empiri
ally that by using N samples of M biometri
modalities, one 
ould improve the biometri
 system by a fa
tor between 1 and N � M whenthe supervisor (one that merges 
lassi�er s
ores) is an average operator. This approa
h is 
alledmulti-sample multi-sour
e approa
h.To improve the 
lassi�ers, the Error-Corre
tion Output-Coding (ECOC) has been 
hosenamong existing ensemble methods, su
h as bagging and boosting. In this study, several 
hoi
es ofECOC matrix and dis
riminant 
lassi�ers are 
onsidered, i.e., Multi-Layer Per
etron and SupportVe
tor Ma
hines. We have observed that the number of ones in ea
h row of an ECOC matrix 
anintrodu
e bias during de
ision making. As a result of this theoreti
al demonstration, we proposethat ECOC matrix with -1, +1 elements should be used with MLP with tanh output and SVM.For both of these 
ases, the ideal distan
e 
riteria should be the inner ve
tor produ
t between arow of ECOC matrix and the ve
tor s
ores of sub-
lassi�ers. The bigger this inner produ
t, themore similar it is between the row of ECOC matrix and the ve
tor s
ores of sub-
lassi�ers.Although ECOC has been reported as among the best method a
ross di�erent types of 
lassi-�ers (Neural Networks, Support Ve
tor Ma
hines, De
ision Tree), we have not been able to provethat it 
an always a
hieve better performan
e than the one-versus-all approa
h. However, it is ob-served through experiments that the ECOC approa
h 
an generalise better than the one-versus-allapproa
h. This thus 
an provide a prote
tion against sub-optimal model parameters in MLP. Theexperiment result using 156 prin
ipal 
omponents of the fa
e feature in the XM2VTS databaseshows that one 
an a
hieve the HTER of 2.75% and 2.50% respe
tively using MLP-based ECOCand SVM-based ECOC.



5.3. FUTURE RESEARCH DIRECTION IN BIOMETRIC AUTHENTICATION 39We hope that better image- and signal-pro
essing algorithms will emerge in the future so thatbetter extra
tors 
ould be 
onstru
ted and applied into the problem of biometri
 authenti
ation.5.3 Future resear
h dire
tion in biometri
 authenti
ation5.3.1 Problems in biometri
 authenti
ationIn our opinion, before the biometri
 authenti
ation system 
an be delivered to real-life appli
ations,the following areas should be solved:1. S
alabilityWhat happens when a biometri
 authenti
ation system 
ontains a very big population ofusers (say ten-thousand) ? What is the e�e
t of addition of a new user to the system? Wouldthe whole system need to be retrained? One possible solution is to use a 
lassi�er that is
apable of handling a very large number of 
lasses. SNoW dis
ussed in Chapter 2 has beenidenti�ed as one possible solution to the problem of s
alability.2. ReliabilityHow one 
an de
ide if a system falls below it's optimal performan
e? When this happens,what kind of fall ba
k pro
edure 
an be used? One way to solve the problem of reliabilityis to add more sensors. Another way is to measure biometri
 sour
e that 
an be easilymeasured su
h as heights and weights.3. StabilityWhat happens if a feature 
hanges overtime? A biometri
 system has to be retrained orupdated, if possible automati
ally. A system 
an use ea
h approved a

ess for further trainingso that the gradual 
hange of feature overtime 
an be adapted.5.3.2 Adaptive dis
riminative modelsOne way to adapt the �
hanges� either due to 
hange over time or adding a new user is to adaptexisting model to a newly modi�ed problem. The te
hnique of adaptation is not new in generativemodel, espe
ially in spee
h veri�
ation. One 
an adapt a spee
h model trained using extremelya large data, 
alled a �world model� to a parti
ular user, 
alled a �
lient model�. This te
hniqueis 
alled 
alled 
lient adaptation. An example of 
lient adaptation te
hnique is 
alled maximum aposteriori. It is used to adapt a trained Gaussian mixture modeling (GMM) after a world modelto a spe
i�
 
lient by reestimating the mean values of the 
lient GMM.However, su
h a te
hnique has not been 
onsidered in dis
riminative model (e.g. MLPs andSVMs). One parti
ular example is to adapt a fa
e dete
tion model into a 
lient-spe
i�
 fa
everi�
ation model. The hypothesis here is that a fa
e dete
tion model may provide or at leastproje
t from a given fa
e feature spa
e to a an �easier� spa
e for 
lassi�
ation.5.3.3 Error Corre
tion Output-CodeBelow are some of the potential dire
tions related to ECOC:1. Sparse version or real-valued ECOCECOC has to fun
tion with all the sub-
lassi�ers during an authenti
ation. When a 
lassis added to the problem, all sub-
lassi�ers have to be retrained. Although the a

ura
yis in
reased, but even so for the training 
omplexity. One way to in
rease performan
ewithout using all sub-
lassi�ers is to introdu
e a �don't-
are� �ag into the ECOC matrix.One other method is to introdu
e 
ontinuous 
odes into the matrix. All these are openresear
h questions. Some of these questions are ta
kled by [4℄.



40 CHAPTER 5. CONCLUSIONS2. ECOC with other base 
lassi�ersWinnow is identi�ed as a possible alternative sub-
lassi�er to be 
ombined with ECOCbe
ause of its 
onservativeness and low 
omputation. More ie explained in the next se
tion.Motivated by ECOC in dis
riminative 
ontext, to our opinion, one 
an also enhan
e GMMwith 
orre
tion 
apability.5.3.4 Sparse boolean 
lassi�ersTo our opinion, sparse boolean 
lassi�ers su
h as Winnows [32℄ or MIRA [5℄ are potentially e�
ient
lassi�ers to ta
kle the problem of s
alability. They are mistake bound models with featuresele
tion. In both methods, dis
retization is an important and ne
essary step so features aretranslated from numeri
al to boolean spa
e.



Appendix ADatabases used in experimentsA.1 XM2VTS databaseA.1.1 Database des
riptionThe XM2VTS database 
ontains syn
hronized image and spee
h data as well as sequen
es withviews of rotating heads. The database 
ontains four re
ording sessions of 295 subje
ts taken at onemonth intervals. On ea
h session, two re
ordings were made, ea
h 
onsisting of a spee
h shot andhead rotation shot (Figure A.1). The spee
h shot 
onsisted of frontal fa
e and spee
h re
ordingsof ea
h subje
t during the pronun
iation of a senten
e. During the rotating head shot, the subje
twas asked to rotate his/her head from 
enter to left to right to 
enter; then to rotate his/herhead up and then down then ba
k to 
enter. If the subje
t wore glasses he/she was then asked toremove them for a few se
onds.The database was a
quired using a Sony VX1000E digital 
am-
order and a DHR1000UXdigital VCR. Video was 
aptured at a 
olor sampling resolution of 4:2:0 and 16 bit audio at afrequen
y of 32 kHz. The video data was 
ompressed at a �xed ratio of 5:1 in the proprietary DVformat. In total the database 
ontains approximately 4 TBytes (4000 Gbytes) of data.When 
apturing the database the 
amera settings were kept 
onstant a
ross all four sessions.The head was illuminated from both left and right sides with di�usion gel sheets being used tokeep this illumination as uniform as possible. A blue ba
kground was used to allow the head tobe easily segmented out using a te
hnique su
h as 
hromakey. A high-quality 
lip-on mi
rophonewas used to re
ord the spee
h. One spee
h shot 
onsisted of three senten
es:1. �0 1 2 3 4 5 6 7 8 9�2. �5 0 6 9 2 8 1 3 7 4�3. �Joe took fathers green shoe ben
h out�The use of digits was 
hosen as this 
orresponds to a typi
al appli
ation s
enario of speakerveri�
ation. The three senten
es were the same for all speakers to allow the simulation of impostora

esses by all subje
ts. The se
ond digit utteran
e was 
hosen to 
ompensate for prosodi
 and
o-arti
ulation e�e
ts. The third item was supposed to represent a phoneti
ally balan
ed senten
e.A.1.2 Experimental proto
olA proto
ol has been de�ned [19℄ to evaluate the performan
e of vision- and spee
h-based personauthenti
ation systems on the XM2VTS database. The use of a 
ommon proto
ol should allowthe 
omparison of di�erent methods.The database was divided into three sets: training set, evaluation set, and test set (see FigureA.2). The training set was used to build 
lient models, while the evaluation set was used to41



42 APPENDIX A. DATABASES USED IN EXPERIMENTS

Figure A.1: Fa
e images of the same persons during di�erent sessions and shots.
ompute the de
ision (by estimating thresholds for instan
e, or parameters of a fusion algorithm).Finally, the test set was used only to estimate the performan
e of di�erent veri�
ation algorithms.The proto
ol was based on 295 subje
ts, 4 re
ording sessions, and two shots (repetitions) perre
ording sessions. Only the �rst two digit sequen
es were used for ea
h shot. The database wasrandomly divided into 200 
lients, 25 evaluation impostors, and 70 test impostors (See [19℄ forthe subje
ts' IDs of the three groups). Two di�erent evaluation 
on�gurations were de�ned. Theydi�er in the distribution of 
lient training and 
lient evaluation data as 
an be seen in FigureA.2. Both the 
lient training and 
lient evaluation data were drawn from the same re
ordingsessions for Con�guration I whi
h might lead to optimisti
 performan
es on the evaluation set.For Con�guration II on the other hand, the 
lient evaluation and 
lient test sets are drawn fromdi�erent re
ording sessions whi
h might lead to more realisti
 results.The following number of subje
ts were used:� Clients: 200� Impostors - Evaluation: 25� Impostors - Test: 70This led to the following statisti
s (see also Figure A.2 for the partitions):� 1. 
lient training examples: Conf. I: 3 per 
lient, Conf. II: 4 per 
lient� 2. evaluation - 
lients: Conf. I - 600, Conf. II - 400� 3. evalution - impostors: 40'000 (25 * 8 * 200)� 4. test 
lient a

esses: 400 (200 * 2)� 5. test impostor a

esses: 112'000 (70 * 8 * 200)A.2 LSIIT databaseA.2.1 Database des
riptionThe LSIIT database 
ontains fa
e images and voi
e passwords of thirty 
lients. It is used tosimulate an biometri
 authenti
ation s
enario of a multi-modal biometri
 system in a se
ured
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Figure A.2: Diagram showing the partitioning of the XM2VTS database a

ording to the proto
olCon�gurations I (top) and II (bottom).workpla
e with a small population of users. It is made publi
ly available at http://hydria.u-strasbg.fr/�norman/BAS.A generi
 PC web 
am, i.e., Creative WebCam Bluster II, is used for sampling a 320 � 240RGB image. Within thihs area of viewing, a fa
e image is 
ropped out to the dimension of 150 �225. The 
ropped out image is saved in Windows' 24-bit bitmap (BMP) format. When taking thephoto, the person is requested to move his fa
e into the area of interest where the 
ropped fa
eimage is expe
ted. The re
orded image 
ontains an upright frontal image.Under Windows' system, ea
h voi
e password is sampled for a duration of three se
onds at8K Hz on a mono-
hannel mi
rohpone. The data is saved in a wave (WAV) �le format withapproximately 24K bytes. The password of ea
h 
lient 
ould be any short word su
h as hisor her name. The voi
e-s
an is taken in the laboratory environment to model a typi
al indoorenvironment. No e�ort is made to make the problem more 
hallenging or parti
ularly easier.A.2.2 Feature Extra
tionFa
e featuresThe fa
e image is extra
ted using Prin
iple Component Analysis (PCA). From the three hundredimages available, the PCA 
ovarian
e matrix is 
al
ulated. It is based on the di�eren
e betweenea
h image with the average image. In PCA, the Eigenve
tors of the 
ovarian
e matrix are sortedin de
reasing order of it 
orresponding Eigenvalues. 144 
omponents are sele
ted, roughly 
orre-sponding to 95 per
ents of a

umulated normalised Eigenvalues. The images are then proje
tedlinearly into the PCA spa
e to obtain a feature dimension of 144. Detailed des
ription on Eigenfa
efeature extra
tion 
an be found in [38℄.
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e featuresThe front end of the spee
h module aims to extra
t the user dependent information. It in
ludesthree important steps: spee
h a
quisition, dete
tion and extra
tion. In general, the users vo
alpassword is sampled via a mi
rophone at 8 kHz over a period of 3 se
onds. In the se
ond step, thepresen
e of spee
h is then dete
ted and then extra
ted using Morlet wavelets. A more detaileddes
ription of this work 
an be found in [27℄.In our experiments, a wavelet transform on a spee
h signal of 3 se
onds gives 8 analysable s
ales.By using signal-to-noise analysis on the wavelet 
oe�
ients s
ale, we were able to determine thatwavelets of s
ale-1, 2, 3 and 4 are more signi�
ant than other s
ales. Ea
h of these s
ales is thentrun
ated, normalised and then sampled before being merged to form a ve
tor of 64 values. Thisis shown in Figure A.3. Through this sampling pro
ess, some important data 
ould be lost. Su
hdata redu
tion is ne
essary to make sure that the �nal ve
tor is small enough to train the neuralnetwork [27℄.

Figure A.3: A generi
 biometri
 taxonomy and fusion s
hemeA.2.3 Experimental proto
olFor ea
h of the fa
e and voi
e biometri
 modalities, �ve out of ten samples of ea
h person are usedfor training and the other �ve samples are used for testing. These samples are randomly shu�ered.Both the training and test sets are mutually ex
lusive. During testing with the previously unseen5 samples, the experiment is �rst 
arried out with 1 sample, then 2 samples, and so on up to 5samples.A.3 Vowel Re
ognition databseA.3.1 Database des
ription and methodology to experimentationThe vowel re
ognition problem is a speaker independent re
ognition problem of the eleven steadystate vowels of British English using a spe
i�ed training set of LPC (Linear Predi
tive Coding)derived log area ratios. The data was prepared by David Deterding, Mahesan Niranjan and TonyRobinson in the late 1980's.The data set has eleven vowels that are spoken by �fteen speakers. Ea
h speaker utters sixtimes the eleven vowels. Therefore, this makes 990 utteran
es (15 speakers � 11 vowels � 6utteran
es). For ea
h utteran
e, there are ten real numbers. The utteran
es of the �rst eight



A.3. VOWEL RECOGNITION DATABSE 45speakers are used for training while the utteran
es of the seven speakers are used a posteriori fortesting the performan
e of a given model.To measure the performan
e, the number of test vowels 
lassi�ed 
orre
tly, i.e. the number ofo

urren
es when distan
e of the 
orre
t output to the a
tual output was the smallest of the setof distan
es from the a
tual output to all possible target outputs, are re
orded for ea
h model.A.3.2 Ben
hmark resultsSome of the results of using di�erent type of 
lassi�ers are shown on Table A.1. These results wereobtained by Tony Robinson.Table A.1: Performan
e of di�erent 
lassi�ers on the Vowel Re
ognition databaseClassi�ers No. of Per
entagehidden units 
orre
tSingle-layer per
eptron - 33Multi-layer per
eptron 88 51Multi-layer per
eptron 22 45Multi-layer per
eptron 11 44Modi�ed Kanerva Model 528 50Modi�ed Kanerva Model 88 43Radial Basis Fun
tion 528 53Radial Basis Fun
tion 88 48Gaussian node network 528 55Gaussian node network 88 53Gaussian node network 22 54Gaussian node network 11 47Square node network 88 55Square node network 22 51Square node network 11 50Nearest neighbour - 56Notes:� Ea
h of these numbers is based on a single trial with random starting weights.� The numbers given above are �nal performan
e �gures after about 3000 trials, not the peakperforman
e obtained during the run.



Appendix BLearning with noise
B.1 JitteringLearning with noise, also 
alled �jittering�. Jitter is arti�
ial noise deliberately added to the inputsduring training. Training with jitter is a form of smoothing related to kernel regression. It is also
losely related to regularization methods su
h as weight de
ay and ridge regression.Training with jitter works be
ause the fun
tions that neural networks (NNs) try to learn areusually smooth. NNs 
an learn fun
tions with dis
ontinuities, but the fun
tions must be pie
ewise
ontinuous in a �nite number of regions if NNs is restri
ted to a �nite number of hidden units.In other words, if one has two 
ases with similar inputs, the desired outputs will usually besimilar. Therefore, one 
an take any training 
ase and generate new training 
ases by addingsmall amounts of jitter to the inputs. As long as the amount of jitter is su�
iently small, it 
anbe assumed that the desired output will not 
hange enough to be of any 
onsequen
e, so the sametarget value 
an be used. The more training 
ases, the better the result. However, too mu
h jitterwill obviously produ
e garbage, while too little jitter will have little e�e
t [11℄.Consider any point in the input spa
e, not ne
essarily one of the original training 
ases. Thatpoint 
ould possibly arise as a jittered input as a result of jittering any of several of the originalneighboring training 
ases. The average target value at the given input point will be a weightedaverage of the target values of the original training 
ases. For an in�nite number of jittered 
ases,the weights will be proportional to the probability densities of the jitter distribution, lo
ated at theoriginal training 
ases and evaluated at the given input point. Thus the average target values givenan in�nite number of jittered 
ases will, by de�nition, be the Nadaraya-Watson kernel regressionestimator using the jitter density as the kernel. Hen
e, training with jitter is an approximation totraining with the kernel regression estimator as target. Choosing the amount (varian
e) of jitteris equivalent to 
hoosing the bandwidth of the kernel regression estimator [35℄.B.2 Random transformation as a means to jitteringIn the 
ontext of biometri
 authenti
ation, one often does not have enough training data. Auser will intially give a very few biometri
 samples (typi
ally three in the XM2VTS database forLP1 
on�guration and four for LP2 
on�guration, see Appendix A.1). Therefore, for a 
lassi�erarranged in one-versus-all 
on�guration, only very few positive examples are available. Instead ofapplying jittering dire
tly, one way is to apply relevent transformation on the training data set.In the fa
e veri�
ation of XM2VTS database, these transformations are random shifting, trans-lation, rotation and s
aling. These transofrmations are adequate be
ause in reality, the fa
e de-te
tion algorithm will dete
t the fa
e position from an image with a 
ertain amount of a

ura
y.46



B.3. EXPERIMENTS AND RESULTS 47B.3 Experiments and ResultsBy using the XM2VTS dababase, random transformations are applied on the training set of fa
eimages. Both the LP1 and LP2 proto
ols of XM2VTS database are used. The experiment isapplied on training data set whi
h has 396 features, 
orresponding to 300 pixels of normalised fa
efeatures and 96 values from the RGB histogram values. Ea
h MLP has the following 
on�gura-tions:396 input neurons, 50 hidden neurons and 1 output neuron (396-50-1). Ea
h MLP is trainedwith 500 iterations and 
onvergen
e error of 0.0001. These parameters are 
hosen arbitrarily. TheDET 
urves of LP1 and LP2 are shown in Figure B.1.
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Figure B.1: DET 
urves of learning with noiseTable B.1 shows the 
orresponding False A

eptan
e (FA), False Reje
tion (FR) and HTERthe DET 
urves in Figure B.1 at the point when FAR=FRR. The threshold in evaluation sets are�xed a priori on the evaluation set. This means that the threshold is �xed at the optimum pointEER (Equal error rate). On
e this threshold is found, this same threshold is applied a posteriorion the test set. The resultant HTER is used to 
ompare di�erent algorithms.Table B.1: Performa
e of 396 fa
e features of XM2VTS database on LP1 and LP2 
on�gurationsData sets Threshold FA[%℄ FR[%℄ HTER[%℄Evaluation LP1 a posteriori 2.167 2.167 2.167Test LP1 a priori 2.887 2.000 2.444Evaluation LP2 a posteriori 1.666 1.750 1.708Test LP2 a priori 2.496 1.750 2.123
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