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Abstract

This paper concerns the problem of reducing the implementation cost of the switchable
data-dependent operations (SDDOs) that are a new cryptographic primitive oriented to the
design of fast ciphers suitable to applications in constrained environments. The SDDOs
are performed with the controlled substitution-permutation networks that transforms binary
vectors depending on some controlling data subblock. Three new desings of the SDDOs
are proposed. The flrst one is characterized by dividing the controlling data subblock into
two subvectors that are extended in correspondence with mirror symmetry. Reversing the
operation mode is deflnd by swapping the subvectors. The second one is characterized by using
the inversion of the controlling bits as the switching mechanism. The third one is characterized
by using two mutual inverse controlled operational boxes and provides construction of the
SDDOs of difierent orders. The last design supplements the known particular constructions
of SDDOs having symmetric topology. A new SDDO-based block cipher is presented and
estimated.

KEY WORDS: fast encryption, data-dependent operations, variable operations,
hardware-oriented cipher, switchable operations

1 Introduction

Encryption is an e—cient way to provide secure communication. Successfull deployment of
ad hoc and sensor networks is connected with the problem of embedding security mechanisms in
constrained environments. Therefore designing ciphers suitable to cheap hardware implementation
represents practical importance. Recently [10, 14, 12] the data-dependent (DD) permutations
(DDPs) have been proposed to provide high performance while constrained hardware resources
are used. Security analysis of the DDP-based ciphers [8] demonstrates e—ciency of DDP. A new
class of the DD operations (DDOs) is proposed in [4] for designing fast harwdare-suitable ciphers.
Difierent types of the DDOs can be implemented using the controlled operations (Deflnition 1)
and deflning dependence of the controlling vector on the transformed data.

Deflnition 1. Let fF; Fy;:::; Fomg be some set of the single-type operations deflned by formula
Y = Fi = Fi(Xy; Xy, 5 Xg), where 1 = 1;2;::5;2™ and Xy, Xj; i Xy are input n-dimensional
binary vectors (operands) and Y is the output n-dimensional binary vector. Then the V -dependent
operation F) deflned by formula Y = FM(Xy; Xz 5 Xg) = Fv (Xy; Xg; 155 X,), where V is
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the m-dimensional controlling vector, we call the controlled g-place operation. The operations
Fi1; F; 2 Fom are called modifications of the controlled operation F),

Many network applications of the encryption require development of the ciphers that are fast in
the case of frequent change of keys. Such ciphers should use no time consuming key preprocessing,
i.e. they should use very simple key scheduling. An attempt to simplify the key scheduling is the use
of the DD transformation of the subkeys, which is called internal key scheduling [10]. To implement
data-driven processing of the subkeys difierent variants of the so called controlled operations (CO)
are suitable [5]. Switchable DDOs (SDDOs) [9] have been also proposed as a primitive suitable to
designing e—cient ciphers with simple key scheduling. Implementation results of the SDDO-based
ciphers shows they provide high performance while implemented in cheap hardware [13]. The
SDDOs are performed with switchable controlled operations (SCO) deflned below.

Deflnition 2. Let fFy; F;;::;; Fomg be the set of the modifications of the controlled operation
FV). The operation (Fi1)") containing modiflcations Fil; Fil::::: Fi} is called inverse of F(),
if Fi' and Fy for all V are mutual inverses.

Deflnition 3. Let F®, where e20; 1g, be some e-dependent operation containing two modi-
flcations F©® = F; and F®M = F,, where F, = F{!. Then the operation F® is called switchable.

Deflnition 4. Let two modiflcations of the switchable operation F® be mutual inverses F© =
FV) and FO = (Fih)y™), Then F® is called switchable controlled operation F(:®

In this paper we consider new designs of SDDOs providing cheaper implementation. We pro-
pose also a new fast SDDO-based cipher suitable to implementation while constrained hardware
resources. In section 2 we consider three designs of SDDOs based on controlled substitution-
permutation networks (CSPNs). The feature of the flrst design is the symmetric distribution of
the controlling bits over controlled elements (CEs) of some CSPN having symmetric topology. In
the second design the invertion of the controlling bits is used to reverse the transformation per-
formed with SDDOs. The third design is oriented to construction of SDDOs of difierent orders.
Section 3 introduces a new SDDO-based cipher using extremely simple key scheduling. Section 4
presents discussion and conclusion. Troughout the paper we use the following notations:

f 0;1g" denotes the set of all n-bit binary vectors X = (Xy;::}; Xn), where x; 2 f0;1g; 1 =
1;:0n;

f X =Y denotes the bit-wise XOR operation performed on X and Y : X;Y 2f0; 1g™;

f (A;B;:::;Z) denotes the concatenation of the binary vectors A, B,..., Z;

"+, ("in") denotes the addition (subtraction) modulo 2"; [s=2] denotes the integer part
of s=2.

f Y = X==K denote the to-left rotation of the word X by k bits, where 8i 2f1;::;;n j kg we
have yi = Xi+kx and 8i2fn j k+ 1;:::;;ng we have Yi = Xjskjn-

f The binary vector (f(0;0;0); f(0;0;1); :::; T(1;1;1)) denotes the truth table (TT) of Boolean
function (BF) T = (Xq;X2; X3).

2 New designs of switchable controlled operations

2.1 Networks based on minimum size controlled elements

The known controlled operations are implemented as uniform CSPNs constructed using the
minimum size CEs as standard building blocks. Figure 1a shows general topology of CSPN. Let
SCPN with n-bit input and n-bit output be controlled with m-bit vector V. Then we shall denote
such SCPN as controlled operation (CO) F,.,,. Selecting a set of the flxed permutations connecting
active layers we deflne some particular topology of CO. Each active layer represents n=2 parallel
CEs. In present paper dotted lines corresponding to CO boxes indicate the controlling bits. A
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Figure 1: General structure of the F,.,, boxes (a) and representation of the F,.; element as a pair
of BFs in three variables (b) and as switchable 2£2 substitution (c)

minimum size CE (Fig. 1b) is denoted as the F,.; box. It transforms two-bit input vector (Xi; X,)
into two-bit output (y;;y,) depending on some controlling bit v. The F,.; element can be described
with a pair of BFs in three variables (Fig. 1b) : y; = f1(X1; X2;V); Y2 = Fo(Xq; Xo; V).

A CE can be also represented as a pair of the 2£2 substitutions (elementary S-boxes) selected
depending on bit v (Fig. 1c). Such subsitutions are denoted as F(O) and F(l) and CE implements

the transformation (y;;y,) = Fz(;"l)(xl; X2). There exist only 24 difierent S-boxes of the 2£2 type
(Fig. 2), all of them being liner transformations. Difierent pairs of the 2£2 boxes deflne difierent
variants of CE. An elementary S-box can be described as a pair of BFs in two variables xl and
X,. If the substitution F is described with two BFs y? = f!(x;x,) and y} = Fl(x1;x,), F

described with BFs y¥ = fg°(x1,x2) and y¥ = f¥(xy; x,), then CE F, (") is described with two BFs
in three variables x;, X,, and v:

yi = " DRI (X %) " VP (Xei%2); Y2 = (v T D)F5(X1; X2) T VIR (X1; Xo):

One of important cases of CEs is the switching element P,.; that performs controlled swapping
of two input bits x; and X, (see Fig. 3a). The output bits are y; = X, and y, = Xy, if v =1,
ory; = xXg and y, = Xp, if v = 0. The P,; element is described with non-linear BFs y; =
VX; T VX, T Xp and y, =vx; T vXy T Xp. It can be alternatively described as the (a,e) pair of the
2£2 substitutions. The P,.; element is a linear cryptographic primitive, since the sum of output is
linear BF: y1 " yo = X3 ™ X2. Networks based on the P,.; elements are used to perform DDPs that
are also linear primitive. For block cipher synthesis the non-linear DDOs are more interesting.
They can be designed using non-linear CEs. Only 24 among non-linear CEs are involutions (see
Table 1, where BFs T, and T, are described with TTs). For elementary controlled involutions F(")
we have:

(V1¥2) = FSA(xaiX2) » (Xi%2) = F53(y1y2);  where v 2 0;1g:
The F..m box can be represented as a superposition of the operations performed on binary

vectors:
Frm = LV _ oy — L (V2) _ 2=l gyl = L(VS);

where ..j, J = 1;2;::;;s i 1, are flxed permutations, V = (Vi;Va; 5 Vs), V; is the component of V,

which controls the jth active layer, and s = 2m=n is the number of active layers L. Design of the

CO boxes with required properties consists in selecting respective topology and CEs. Controlled

permutation (CP) boxes of difierent orders can be constructed using the switching element P5.;.
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Figure 2: All existing 2£2 substitutions represented as elementary transformations

Table 1: Full set of the F,.; nonlinear boxes that are involutions

# E (S',SY) pair || # g (S%,SY) pair || # 2 (S',s") pair
1 | O0orzos | (9.€) 9 | ososir | G.e) | 17 | §%wises | (@,h)
2 | om0 | G.h) |10 ) G066 | (e.9) |18 | §9g0iomn | (ed)
3 | coroiro | (@) | 11| @oooer | () | 19 | Gooitons | (e.h)
4 | Oooonar | (he) |12 | Goftioer | (@) | 20| 360500 | (i)
5 | oitooo | (@F) || 13| %f%ooie | GF) 21 | ogottors | (&)
6 | Gnfooo | (hf) | 14 a0R%0i0 | (@) )22 ) 590%0m | (i)
7 | 10%0t00 | (f9) | 15 | 19906001 | (F.) 23 | toroosns | (i)
8 | 0ttooos | (fh) || 16 | 5iteosio | (if) 24 | 1550001 | (F.)

Definition 5 [10]. The CP box P, is called a CP box of the order h (1 « h « n), if
for arbitrary index set iy;i,; ;i and arbitrary index set ji;jo;::jn (is & ig and jg & Jg for
fi & fl) there is at least one vector V which specifles a permutation P, moving X;, to yj, for all
fi=1;2;:h

The CP boxes of difierent orders are described in [5]. For n = 2%, where k , 1 is a natural
number, the implementation of the box Py,., of the flrst, second, ..., (n=4)th, and nth order require
the use of log,n, log,n +1,...,2log,n j 2, and 2log,n j 1 active layers, respectively (the last flgure
corresponds also to implementing the CP box of the order n=2). The notion of the order be
extended as follows:

Definition 6. A CO hox F,.n, is called the CO box of the order h (1 = h = n), if replacement
of all CEs of the CO box by the switching elements produces the CP box of the order h.

Suppose a CO box is constructed using CE that are involutions. Then one can easy construct
the layered box Fji1 which is inverse of Fp.n-box:

Frﬁ}n e L(VS) - "'Siill _ L(Vsil) _ "'SiilZ — 1i 1 — L(Vl)
In accordance with the structure of the CO boxes F.,, and F,ﬁ}n we shall assume that in the direct
CO boxes the F,.; elements are consecutively numbered from left to right and from top to bottom
and in the inverse CO boxes the CEs are numbered from left to right and from bottom to top.
4



Thus, for all 12 f1;2;:::;; mg the ith bit of the controlling vector V controls the ith box F,; in
both the Ry, and Fil boxes. For j = 1;2;::;s the V; component of V controls the j-th active
layer in the box Fn.m and the (s j j +1)-th layer in Fil. For example, the mutual inverses Fg;1,
and F{{, are shown in Fig. 3b,c. Note that the box Fil is of the order h, if the box F,m is of the
order h, and the implementation of the CO boxes Fn;m and Fil of the given order requires the
use of the same minimal number of the active layers. Below we will use the following deflnition
(L; denotes the jth active layer):

Definition 7. Suppose a CO box F,m contains s active layers. The CO box K, is called

symmetric if 8j = 1; ;s j 1 the following relation holds: Lj = L%, (or Lj = Le;j+1, if L
is involution) and ..; = ..4&%.
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Figure 3: General structure of the direct (a) and inverse COs (b) and the Fs.1, and ng;llz boxes (c)

2.2 Switchable data-dependent operations

Earlier [9] the symmetric SCOs F,.52 and Fy 12, have been considered as new primitive suitable

to the design of the 64- and 128-bit ciphers, correspondingly. Such SCOs are based on i) the use
of the six-layer CSPNs Fg(;/;gG (Fig. 4a) and Fé}(;igz (Fig. 4b) having mirror-symmetry topology
and ii) swapping the V; and V7;; components of the controlling vector V forj = 1;:::;6. Due
to symmetric structure of the CO boxes the modiflcations F(), where V = (V1;Vy; V), and
FOY, where V! = (V; Vs::i; Vy) are mutually inverses. In the Fy.sa 96 box swapping the V; and V7;;
components is performed with very simple transposition box P, 961 that is implemented as some
single layer CP box consisting of three parallel single-layer boxes P16£21 (Fig. 5a). Input of each

P{&kL,.1-box is divided into 16-bit left and 16-bit right inputs. The box Pjcr,.; represents 16 parallel
P{%)-boxes controlled with the same bit e. The right (left) mput (output) of 16 parallel boxes P52

compose the right (left) 16-bit input (output) of the box P16£2 1- Thus, each of three boxes P. 1(852 1
performs e-dependent swapping of the respective pair of the 16-bit components of the controlling
vector V.

For example, Plg£2 1(V1;Ve) = (V1; V6) and Pléﬁz 1(V1; Ve) = (Ve; V1). If the input vector of the

box Pég)l is (V1;Vy;:::Ve), then at the output of P, 961 we have V' = (Vq;V,; V) (if e = 0) or
= (Ve; Vs; 1155 V1) (if @ = 1). Structure of the SCO box Fiss is shown in Fig. 5b.
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Figure 4: Structure of the Fsp.06 (), Fdbios (b), Fea:102 (), and Fdyig, (b) boxes
The S5, box can be constructed with the use of transposition box Plgy.; that represents three
parallel single-layer boxes PSSy, (Fig. 5¢). Each P$y,.-box is a set of 32 parallel P{3-boxes all
of which are controlled with the bit e. The structure of the Fé}(;‘fgz-box is shown in Fig. 5d.
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Figure 5: Structure of the boxes P$); (a), Fiar (b), Py (), and F&im, (d)

The SCO design considered above imposes no restrictions on the distribution of the controlling
bits, however in the DDO-based ciphers usually the m-bit controlling vector V depends on some
n-bit controlling data subblock L. The V vector is formed as output of the extension operation E
performed on L. In the case s = 6 we have m = 3n and using the properly designed extension box
E it is possible to swap the vectors V; and V7;; for j = 1;2;3 performing the transposition of the
two halves of the controlling data subblock. This provides possibility to reduce signiflcantly the
implementation cost of the SCO boxes F§§?96 and Féi?lgz. We propose the following design.

Let L; and L, be two halves of L = (I3; 15;::5;15), i. e. L = (Ly;L,). The L; and L, components
are extended using two symmetric extension boxes E; and E,. The outputs of E; and E, are
VY = (V1;Vo;V3) and VY = (V4 Vs; V), respectively. Thus, the boxes E; and E, represent a
single extention box E with symmetric structure, which produces the controlling vector V. =
(V% V® corresponding to symmetric distribution of the bits of the Ly = (Iy;15; 5 1,=») and L, =
(In=2+1; In=2+2; 323, 1) components. In this case swapping the L; and L, components deflnes swapping
components Vj and V7;; for j = 1;2;3. For the Fg('z‘;g operation we propose the E box having the
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Figure 6: The F?EZL;g (a,c) and Fé"(fgz (b,d) boxes with reduced implementation cost: a,b) - switching

by swapping the left and right halves of the controlling data subblock; c,d) - switching by inverting
the controlling bits

following structure:

Vi=Ly; Vo=L7F V,=L7% v, =L Vs=L5"% Vg=Ly:
For the F&fgz operation we propose the E box described as follows:

Vi=Ly, Vo=L7M V,=L7% V,=L%, V:=L>" Ve=Ly

The described desing of the SCO boxes Féé‘geg and Fé"(fgz is shown in Fig. 6a,b. The proposed
method allows one to embed the switchability mechanism in the Fs;.96 and Fgs.19, boxes using only
96 and 192 extra nand gates, correspondingly, versus 288 and 576 extra nand gates for the design
proposed in [9].

)

2.3 Design based on CE with mutual inverse modifications F;; and
D
2;1

Other hardware e—cient design of the SCO boxes is based on the yse of CEs that implements

il
mutually inverse modiflcations Fgoi and Fz(ll) for which we have Fz(ol) = Fz(ll) "". In this design the

symmetric topology of the CO boxes combined with symmetric distribution of the controlling bits
(see Deflnition 8) is used. Figure 6c,d, where E = feg® is concatenation of 2k bits all of which
are equal to e, illustrates the construction of the SCO boxes Fiyi () and FS&:53, (d), where the
Fs2.06 and Fs4.1092 DOXes have ti}e topology shown in Fig. 4. It is easy to show that this construction
provides the relation F(&:9 = F{e™D o

Deflnition 8. Distribution of the controlling bits of the V. = Vy;:::; Vs vector is called
symmetric if 8] = 1;:::;[s=2], the following relation is hold: V; = Vg;j+1.

Table 2 lists all non-linear CEs having mutual inverse modifications F{ and F57. Note that
for these CEs the sum y; ~ y; is a non-linear BF.

2.4 Design of the SCO boxes of difierent orders

For odd values s the symmetrical topologies of the F,., boxes are not typical (in the case h =n
we have odd values s for minimum number of active layers and simmetrical topology), therefore it
7



Table 2: Full set of the F,.; nonlinear boxes with mutual inverse modiflcations Fgoi and Fz(ll)

(8.s" y1 = F1(Xq; X2; V) y2 = Fa2(X1; X2, V) Y1~ Y

(q,u) VX1 T X5 VXo " X1 ™ Xo VX1 T VXo T Xq
(u,q) VXy T X1 T Xo VX " X1 VX1 T VXy T Xo
(s,v) VX1 TV T X VX "V X "X "1 VX1 TVX, "X T 1
(V,S) |VXy "V ™X "% "1 VX, "V T Xy VX1 VX, T X, T 1
(t,w) VX1 "X "1 VXo "V " X1 "X VX1 VX, TV TX Tl
(w,t) VX1 "X "X "1 VX, "V T x, "1 VX1 " VX2 TV T X
(r,x) VX1 TV T X "1 VXo " X1 "X T 1 VX1 T VX2 TV T X
(x,r) VX1 TV T X T X VXo " X1 "1 VX1 "X TV T X T

is interesting to develop a more general method to synthesize the SCO boxes than that considered
in Subsections 2.2 and 2.3. Below we present a new method that allows one to construct the SCO
boxes of the orders h = 1;2; :::; n=4 using minimum number of active layers. The method is
illustrated in Fig. 7, where F,.,, and Fil are the CO boxes of order h and the flxed permutation
..o 1S described as follows:
- ]
2k i1 2k 2njl 2n
n+2 : k n+k :: n 2n

Due to the use of such permutation and its inverse ..{* each elementary box F,., of the top and

bottom active layers L is connected with both the F,.m-box and the Fi} -box providing doubling

I\ @

the order h. The method is based on the use of two mutually inverse CO boxes F,Y;r(: and (F*%),.,

of the same order h and allows one to synthesize the SCO box Fz(X;;gszrn) of the order 2h, where

V = (Vy;VD; vV @:vy) is the controlling vector of the synthesized CO box and s = 2(m=n + 1) is
the number of active layers in the last. The size of the vectors V® and V @ difiers from the size
of V; and Vs. It is easy to show that for all values V and e 2 f0; 1g we have
. o i1
Fz(x;yg(rrl\ln) = Fz(x;yzezm+n) "

In the case n = 2* the minimal number of the active layers in the box F,.. (or Fil) of the
order h = 1;2;::;;n=4 is s.;, = log,hn (in the case h = n we have s.;, = log,hn j 1) [5]. To
construct the SCO box F{i, where n’ = 2n and m' = 2(n + m), of the order h’ = 2;4; :::; n’=4
using the described synthesis method one should use the boxes Fn;m and Fil of the order h =
h’=2 and add two additional active layers. The minimal number of the required active layrs is
s’ = log,hn + 2 = log,4hn = log,h’n’. The SCO boxes of the maximal order (i.e. h’' = n")
can be constructed using the (2log,n j 1)-layer boxes Fn.m and Fit of the order h = n [5]. For
this case we have s'. = (2log,n j 1) +2 = 2(log,n + 1) j 1 = 2log,n’ j 1. Thus, for the given
order h = 2;4;:::;2% the implementation of switchable (F:® ) and ordinary (F) ) CO boxes
requires the same minimal number of the active layers. If n = 2X, then it is easy to construct
the maximal-order box F{) with symmetric structure. Therefore the maximal-order switchable
box Frﬁ\;’rjf') can be also synthesized analogously to difierent constructions of the SCO boxes with
symmetric topology.
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Figure 7: Synthesis of the SCO boxes of difierent orders

3 Fast SCO-based cipher Hawk-64

The property of the controllability of the operations used as cryptographic primitive provides
possibility to design difierent types of the iterative block cryptoschemes with simple key scheduling,
which can be implemented in cheap hardware. The property of the switchability allows avoiding
the weak keys while using the simple key scheduling. Figure 8 presents new 64-bit cipher Hawk-
64 particular feature of which is the combining SPN (S; operation performed on the right data
subblock) with CSPNs (two SCO boxes Fisiss and Fiis2) in the left branch of the round cryp-
toscheme). The design of the used SCO boxes is explained in Fig. 3d,c; Fig. 4a,b; and Fig. 6a,
where the (i,j) CE is used as building block F,.;. Hawk-64 uses 128-bit key K = (K1; Kj; K3; Ky)
(K 2 f0;1g%?) and very simple key scheduling that is the same while enciphering and deciphering.
However difierent scheduling of the bits e; and e, is used while encryption and decryption.

Ciphering procedure of Hawk-64 is described as follows: C = TC=O(M;K) and M =
TE=D(C; K); where M is the plaintext, C is the ciphertext (M;C 2 f0;1g%), T is the transfor-
mation function, and e 2 f0; 1g is a parameter deflning encryption (e = 0) or decryption (e = 1)
mode. Iterative structure of Hawk-64 is shown in Fig. 8a. First data block is divided into two
32-bit subblocks A and B and then using the procedure Crypt® eight encryption rounds are per-
formed. The last round is followed by flnal transformation (FT). The structure of the procedure
Crypt® is shown in Fig. 8b. The FT is performed as XORing data subblocks with respective
subkeys: A:=A " K;and B:=B ~ K.

The Fé‘?fé’é) and ng;;g) boxes are constructed using the (i,j) elements as standard building
blocks in correspondence with topology described in section 2.1. The e; and e, values depend on
e and round number: e; = €' " e and e, = e " e, where € and e are specifled in Table 3. The
permutational involution I, in the left branch of the round transformation is the same as that
corresponding to connection between cascade of four parallel boxes Fs.1, and cascade of four boxes
F8§112 in the box Fsy.96 (See Fig. 4a,b). The S; operation is involution (see Appendix 1 for more
detailed comments). It is a SPN constructed using the I3 14, and f permutations (specifled in
Table 4) and the following 4 £ 4 S-box substitutions: direct ones Sy,..., S7 and respective inverses
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Table 3: Key scheduling and specification of the switching bits e’ and e

j= 1 2 3 4 5 6 7 8 | FT
Qi= K | Ky | Ksg | Ky | Ky | Ky | Ky | Ky | Ky
Uj - K3 K3 K2 K]_ K4 K4 K3 K2 K3
el= 1101 110|100 -
el= 0 0 1 0 1 1 0 1 -
a) b} c)
A
A B : b ! ik
by |
Cr}"pf:e:' 5 1 L [
119 Y ] I |
- I I LR " 1
Crypt™ E : (Ben) I_I—l_I : S e
T (B! [Eam | I |
it é I 1 foi ' | . -
ot e | 2 | s 1B ) s
32
r | [pBe 1 Il
3219 | 3
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Figure 8: Hawk-64: a) - iterative structure, b) - procedure Crypt®, and c) - topology of the S;
operation

Sdt,..., Sit (specifled in Table 5). Eight 4£4 S-boxes of the DES cipher (one from each of eight
6£4 S-boxes) have been selected as the Sy,..., S; boxes of Hawk-64 in order to ispire a high level
of public confldence that no trapdoor are inserted in Hawk-64. Similar justification of the S-boxes
selection has been earlier used in the design of the Serpent cipher [1].

4 Discussion and conclusion

The use of the DDO is oriented to the cipher design using simple key scheuling [10, 12].
Earlier [9] SCOs have ben proposed to prevent the weak keys while designing cryptosystems with
simple key scheuling. In this paper we have proposed three new designs of SCOs. The FPGA

Table 4: The 14, I3 14, and f permutations

I (D (2;9)(3;17)(4;25)(5)(6;13)(7;21)(8;29)(10)(11;18)
1 | (12;26)(14)(15;22)(16;30)(19)(20;27)(23)(24;31)(28)(32)
I (D)(2;5)(3;17)(4;21)(6)(7;18)(8;22)(9)(10;13)(11;25)
3 | (12;29)(14)(15;26)(16;30)(19)(20;23)(24)(27)(28;31)(32)
I (D(2;5)(3;9)(4;13)(6)(7;10)(8;14)(11)(12;15)(16)(17)
4 (18;21)(19;25)(20;29)(22)(23;26)(24;30)(27)(28;31)(32)
(1;3;19;17)(2;7;20;21)(4;23;18;5)(6;8;24;22)
f (11;27;25;9)(10;15;28;29)(12;31;26;13)(14;16;32;30)
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Table 5: The S-boxes used in the S; operation

Sbox|(0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
So 4 4 13 1 2 15 11 8 3 10 6 122 5 9 0 7
St 3 13 4 7 15 2 8 14 12 0 1 10 6 9 1 5
S2 10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8
S 1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2
S 100 6 9 0 12 11 7 13 15 1 3 14 5 2 8 4
Ss 11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3
Se 10 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8
S7 1 15 13 8 10 3 7 4 12 5 6 1 0 14 9 2

si* |l14 3 4 8 1 12 10 15 7 13 9 6 1 2 0 5
sit 9 10 5 o0 2 15 12 3 6 13 11 14 8 1 7 4
sit 1 8 14 5 13 7 4 11 15 2 0 12 10 9 3 6
sit |12 o 15 5 1 13 10 6 11 14 8 2 4 3 7 9
sit 3 9 13 10 15 12 1 6 14 2 0 15 4 7 11 8
si' |0 4 6 15 13 14 8 3 1 11 12 0 2 7 5 9
si* |l12 9 3 14 2 7 8 4 15 6 0 13 5 10 11 1
sit 12 o 15 5 7 9 10 6 3 14 4 11 8 2 13 1

(ASIC) implementation cost of SCOs Fr<,;Ln;$> based on the designs described in sections 2.2 and 2.3
1S 117% (... 112 § 125% for difierent types of CESs) in comparison with the corresponding COs F,.m.
For SCOs described in [9] the respective flgures are 150% (FPGA) and ... 135 j 175% (ASIC).

One of the designed SCOs has been used in new cipher Hawk-64. We have implemented Hawk-
64 using FPGA Xilinx Vitrex Device and the loop unrolling architecture (denoted as LU-N, where
N is number of the unrolled encryption rounds [2]; the iterative looping architecture corresponds to
LU-1). Due to the use of the FPGA-oriented primitives this cipher is signiflcantly more e—cient for
the FPGA implementation against known ciphers DES, SAFER+, Cobra-H64 [12], SCO-1(2,3) [13]
and many others including AES flnalists. Table 6 (where DFFs - D Flip-Flops, CLBs - Conflgurable
Logic Blocks, FGs - Function Generators) compares FPGA implementation e—ciency (estimated
as ratio "performance/cost” [2] and "performance/(costtfrequency)™) of Hawk-64 with some known
64- and 128-bit DDO-based ciphers, AES, Serpent, RC6, and Twoflsh.

Investigation of statistic properties of Hawk-64 has been carried out with standard tests, which
have been used in [11] for flve AES flnalists. The obtained results have shown that three rounds of
Hawk-64 are su—cient to satisfy the test criteria. Our preliminary security estimation of Hawk-64
shows that it is indistinguishable from a random cipher with difierential, linear and other attacks.
Difierential analysis appears to be more e—cient than linear attack. This corresponds to ealier
results [6, 8, 12] on analysis of the DDP-based ciphers, which have shown that linear analysis is
less e—cient than the difierential attack even against ciphers based on DDP operations that are
linear primitive. Our best difierential characteristics correspond to the two-round difierences with
one active bit. Such characteristics have probability P(2) = 2132, The difierences pass through
one round with probability P’ = 2112 if the active bit passes through the left branch of the round
transformation, and with probability P® « 2120 if the active bit passes through the right branch
of the round transformation (formation scheme of the iterative two-round difierential characteristic
is resented in Appendix 2).

Four rounds of Hawk-64 are su—cient to thwart the difierential attacks. Additional four rounds
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Table 6: The FPGA (Xilinx Virtex Devices) implementation synthesis results for the LU-1 archi-
tecture

Cipher Block | # rounds Covered area F Rate Integral e—cacy
size CLBs | FGs | DFFs | (MHz) | (Mbps) | &rgs | crssiarn
Hawk-64 (proposed) | 64 8 560 | 1,019 | 166 85 670 1.2 14.1

SPECTR-H64 [14] 64 12 713 | 1,320 | 203 83 443 0.62 7.5

Cobra-H64 [12] 64 10 615 | 1,229 | 204 82 525 0.85 10.4

Cobra-H128 [12] 128 12 2,364 | 4,728 | 399 86 917 0.39 4.5

AES [14] 128 10 2,358 - - 22 259 0.11 5.0
AES [2] 128 10 3,528 - - 25.3 294 | 0.083 3.3
Serpent [2] 128 32 5,511 - - 15.5 61.9 | 0.011 0.6
RC6 [2] 128 20 2,638 - - 13.8 88.5 | 0.034 2.4
Twoflsh [2] 128 16 2,666 - - 13 104 | 0.039 3.0

have been added to get the 50% security margine. The slide attacks [3] against Hawk-64 are not
e—cient, since this cipher uses non-periodic key scheduling and non-periodic specification of the €

and e" bits that diflne direct or inverse transformations are performed with the operations nggg)

and ng‘ggﬂ in each of eight encryption rounds. The related-key difierential analysis [7] is also not
e—cient, since each of the subkeys is used at least in three difierent rounds.

The main results of this paper can be formulated as follows:

1. Three new desings of SCOs that are e—cient for hardware implementation have been devel-
oped.

2. A new SCO-based cipher Hawk-64 that is e—cient for application in the constrained envi-
ronments has been proposed. One of the features of Hawk-64 is using the same key scheduling for
both the data encryption and the data decryption. Analysis of the algorithm Hawk-64 has shown
that it is secure against known attacks.

3. The FPGA implementation cost and integral e—cacy of Hawk-64 has been estimated and
compared with conventional ciphers.
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Appendix 1

Figure 9 explains the structure of the operation S;, where the following designations are used:

So--7 1S the cascade of the boxes Sy, Sy,..., S7;

Sd1, is the cascade of the boxes Sit, Sit,..., Sit;

So--3 IS the cascade of the boxes Sy, ..., Ss;

Sdl; is the cascade of the boxes Si?, ..., Si;

S..-7 is the cascade of the boxes S,, ..., S7;

Sil, is the cascade of the boxes Sj?, ..., Sit.
The f permutation is represented as superposition T — 1i% (T is the transposition operation and
1i' = 13). The I, permutational involution is represented as cascade of two involutions 15 and
19 =15,
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Thus, the S; can be represented as the following superposition:
¥ I T L . .
Si = S0:::7 - |3 - S0:::3; 84{17 - |3 - S4:::7; 5613 -T- |3I to 8617
Taking into account such representation of the S; operation it is easy to see that
Si (Si(X)) = X;

where X is arbitrary 32-bit binary vector.
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Figure 9: Structure of the S; operation

Appendix 2

Formation scheme of the two-rond difierential characteristic (DC) is presented in Fig. 10, where
¢ and ¢B denote difierences of the A and B data subblocks. The index i indicates the weight of
the difierence, i. e. the number of active bits in the difierence. The numbers of the digits to which
the active bits correspond are not taken into account, i. e. we consider some "integral” DCs that
relates to the set of DC with the indicated weight i. E—cjent DCs. corregpond to the difierences
with few active bits. The iterative two-round difierences ¢4;¢F and ¢5;¢B® pass through
two rounds with probability P (2) = 232, . )

For example, the formation scheme of the DC with the difierence ¢7; ¢F is presented in

Fig. 10. In the flrst round the active bit passes 12 active layers of the boxes Fg‘;”jgg) and Fg‘;l;gz)
with the probability P" ... 22, Inded, one active bit passes one active layer with probability
p = 2il [5]. When passing through the box Fg‘g’;?gg (or ngl;gz)), six difierent bits of the data
subblock B control the F,.; elements through which the active bit passes. Therefore the active
bit passes through the box ng;;y (or ng‘;gz>) with probability p = 25, In the second round the
active bit passes through the S; operation with probability ps = 218 as it is shown in Fig. 10.

Besides, it controls three CEs in each of the boxes Fg‘g’jgy and Fg’g?). Each of the indicated CEs
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The first round

Jr= il 1 The second round

fFigure 10: Formation of the two-round iterative difierential characteristic with the difierence
¢ ¢f  and probability P (2) « 2132

generates no active bit with probability p; = 212 [5], therefore no active bits are generated in the
. 0.
boxes F$>52 and Fiyce? with probability p, = (p1)® = 2112, therefore we have P® = psp, = 22,
Thus, we have P(2) = P'P" @ 2132,
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