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Abstract. We present an algorithm implementing the failure detector
class omega (£2) in the crash-recovery model to coordinate data aggre-
gation in wireless sensor networks. In order to minimize the energy con-
sumption when collecting sensor data of a wireless sensor network, we
divide the network in regions. The algorithm ensures the agreement on
a common aggregator by all sensors of a region regarding sensor reach-
ability and power saving criteria. Data aggregation is performed by the
sensor aggregator selected by the algorithm.

Keywords: data aggregation, wireless sensor networks, agreement, failure de-
tectors.

1 Introduction

The emergence of wireless sensor networks is due to the demand of reliable data
collection by applications. One of the issues of a wireless sensor network is to re-
duce at maximum the human intervention (self-organizing and self-maintaining),
since only deployment and maintenance tasks are performed occasionally. Ap-
plications can act autonomously over the sensor network configuring sensors
remotely, and recovering the information collected by sensors periodically or on
demand.

Two important factors to be considered on wireless sensor networks are: i)
the overall deployment cost, which can be reduced using low cost sensors nodes;
and ii) the operation lifetime limited by the energy consumption, which can
be reduced minimizing the operation time and enabling sensor hibernation. In
this way, wireless networked sensing applications must ensure reliable sensor
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data collection and aggregation, while satisfying the low-cost and low-energy
operating constraints of such applications. In this work we focus on this second
topic.

The attempt to minimize the energy consumption leaves to minimize the
amount of data transmitted by using data aggregation. Some works focus on
the implementation of efficient aggregation timing control protocols as in [5].
In [14], three different data aggregations schemes: in-network, grid-based and
hybrid data aggregations are considered in order to increase the throughput, to
decrease congestion and to save energy. Other works manage data aggregation
with the aid of a consensus algorithm as [8] does. Sensor data can be collected
and aggregated by certain nodes of the sensor network called aggregators [13].
The selection of the aggregator node is analyzed in [11] where a hierarchical
energy-efficient aggregation protocol is presented.

Wireless sensor networks can be exposed to several sources of problems such
as measuring, communication, crash and/or power supply errors. Device redun-
dancy allow to obtain information redundancy, and then to ensure a certain level
of fault tolerance. We consider a wireless sensor network with a certain clustering
degree where each cluster focus on specific areas or events and collects informa-
tion for a collecting base station, following a distributed sensing scheme. It also
enables a best dynamic reaction to scenario events, since some sensors can be
readapted to new demands.

The concept of unreliable failure detector introduced by Chandra and Toueg
in [4] can be used to solve several problems in asynchronous distributed systems,
in particular the Consensus problem [12]. In this paper we use the failure detector
omega [3], denoted (2, to select aggregator nodes in a wireless sensor network. 2
provides eventual agreement on a common leader among all non-faulty processes
in a system and is the weakest unreliable failure detector for solving consensus.
Several algorithms implementing {2 have been proposed in the literature. In [9]
Larrea et al. propose an algorithm which requires all links (incoming and outgo-
ing) to be eventually timely. In [1] only some unknown correct node must have
all its links eventually timely. Furthermore, Aguilera et al. consider the outgoing
links from some unknown correct node to be eventually timely in [2]. The rest
of links, called lossy asynchronous, can lose messages and/or arbitrarily delay
them.

All the above mentioned implementations of {2 assume membership knowl-
edge. In wireless sensor networks, due to their dynamic nature, it could be in-
teresting to relax this requirement, i.e., not to restrict the membership to an a
priori known set of sensors. In this sense, Jiménez et al. propose in [6] the first
£2 algorithm with unknown (but finite) membership for a crash failure model.
In [10] we adapt this algorithm to the crash-recovery failure model. Moreover,
both algorithms work in systems in which not every pair of processes is connected
by a direct communication link, i.e., systems with partial connectivity.

In this paper, we investigate the use of (2 in wireless sensor networks to
coordinate data aggregation. More precisely, we propose an adaptation of the
algorithm of [10] for a system divided in regions, where every sensor can reach



directly the rest of sensors located in its region. Due to changes in the set of
reachable sensors or to power saving criteria, the aggregator sensor of each region
can change over time. {2 ensures the agreement on a common aggregator by all
sensors of a region.

The rest of the paper is organized as follows. In Section 2, we describe the
system model considered in the paper. In Section 3, we present the algorithm
implementing 2. Finally, conclusion and future work end the paper.

2 System model

We consider a wireless sensor network where we try to collect sensor data mini-
mizing the energy consumption. For such purpose, we establish some time slots
used by sensors to provide the sensed information. Sensors hibernate the rest of
the time. This assumption implies a programmed switch on/off of sensors with
the aid of a clock. We assume that hibernation periods are larger than active
ones (see Figure 1). Each sensor has its own clock, which can be synchronized
periodically on demand by the system administrator. As clock drift is common,
we assume a maximum clock skew between any pair of sensors, denoted ¢, that
depends on the type of clock used by sensors, and the time interval considered.
Sensors must take into account: i) clock skew, ii) the time needed to collect
sensor data, and iii) the time needed to ensure the correct operation of the (2
algorithm. Figure 1 illustrates the system operation timeline.
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Fig. 1. System operation timeline.

Sensor data collection can follow an address-centric model, or a data-centric
model [7]. We consider a data-centric model to perform sensor data aggregation
attempting to power saving criteria. Let be a wireless sensor network divided in
different regions where each sensor knows a priori its operation region and deals
to transmit its sensed data to a sensor aggregator in charge of the collection of
all the sensed data from a specific region. The aggregator can be anyone of the
sensors of a region, and it can be selected dynamically according to different
criteria. Each sensor has an identifier of its region operation that is radiated in
its messages. This identifier allows sensors the rejection of incoming messages



from other regions. The region operation of a sensor can be changed on demand,
as well as the region definition.

We propose an implementation of {2 to choose a common aggregator inside
each region according to the reliability and battery availability of sensors. A
sensor is a candidate to be elected as aggregator if it is a reliable sensor without
errors during each operation period, and it has a good battery availability. (2
ensures that a unique sensor among all the candidates is elected as aggregator.
The aggregator of each region collects all the data sensed on its coverage area.

Our 2 implementation, based on [6, 10], considers a system .S composed of a
finite set IT of n > 1 sensors IT = {S;4,, Sidy, - - - » Sid,, }, that communicate only
by sending and receiving messages. The sensor identifiers are totally ordered, but
need not be consecutive. All the sensors of a region can communicate directly,
existing an unknown bound A on message delay.

Sensors can only fail by crashing. Crashes are not permanent, i.e., crashed
sensors can recover. We consider as a particular type of crash failure the depletion
of the battery of a sensor, being the hypothetical replacement of the battery its
associated recovery. Sensor hibernation is not considered a failure, since it is a
scheduled task. According to the previous, and during the lifetime of its battery,
a sensor can be:

(1) Eventually up. It is a sensor that, after crashing and recovering a finite
number of times, remains up until the end of its battery. Sensors that never
crash belong to this class.

(2) Eventually down. It is a sensor that, after crashing and recovering a finite
number of times, remains down until the end of its battery. Sensors that
never start their execution belong to this class.

(3) Unstable. It is a sensor that crashes and recovers continuously until the end
of its battery.

By definition, sensors in (1) are correct, and sensors in (2) and (3) are in-
correct. We assume that the number of correct sensors in the system is at least
one. We also assume that every sensor has access to stable storage to keep the
value of some variables. As we will see, correct sensors will be the candidates to
become the leader, i.e., the aggregator.

The (2 failure detector

Chandra, Hadzilacos and Toueg defined in [3] the (2 failure detector. The output
of the failure detector module of {2 at a process p is a single process g, that p
currently considers to be correct (we say that p trusts q). The failure detector (2
satisfies the following property:

Property 1. There is a time after which all the correct processes always trust
the same correct process.

Note that the output of the failure detector module of {2 at a process p may
change through the time, i.e., p may trust different processes at different times.



Furthermore, at any given time ¢, two processes p and ¢ may trust different
processes.

Observe that this definition of {2 considers that eventually the common leader
holds forever. In our system model, due to the limited duration of the battery
of sensors, this definition is not adequate for our purpose. We redefine {2 in
Property 2 considering that eventually the common leader holds until the end
of its battery.

Property 2. There is a time after which all the correct sensors trust the same
correct sensor aggregator until the end of its battery.

3 The algorithm

In this section we present an algorithm that implements in system S the defini-
tion of {2 described in Property 2.

Figure 2 presents the algorithm in detail. The sensor chosen as aggregator
by a sensor p, i.e., trusted by p, is held in a variable leader,. The algorithm uses
both stable and volatile storage. Variables include a (private) incarnation num-
ber, initialized to 0, which is incremented during initialization and every time
it recovers from a crash. Variables incarnation,, leadery, incarnation;cqger and
Timeout, are persistently stored while variable scheduled wakeup, remains in
volatile storage. Besides this, every sensor has a local timer used to detect the
potential crash of the aggregator sensor. During hibernation periods the vari-
able scheduled_wakeup, keeps its value, while sensor failure or battery deple-
tion causes the loose of its value, i.e., scheduled_wakeup, = FALSE. Constant
Arryveour determines the growth of the timeout in order to reach agreement.
The higher this value is, the faster agreement on a common aggregator occurs.
Constant Apara_acqQuisirron represents the maximum time spent by the ag-
gregator during the collection of the data provided by sensors. Finally, all sensors
are pre-programmed to wake-up periodically, e.g., every Asorrvarion time
units.

Let us denote by ¢, the correct sensor in S with the smallest identifier
among those that have the minimum incarnation number incarnation,,;,. We
will show that with this algorithm there is a time after which every sensor
p € correct permanently has leader, = Cmin, and hence satisfies Property 2.
Eventually only sensor ¢,,;, broadcasts new leader messages (I-AM-THE-LEADER,
Crnim, InCarnation,;, ) twice per operation period (taking into account the clock
drift), that reach the rest of correct sensors. The message is broadcasted twice in
order to minimize the effect of the clock drift, since a sensor can wake-up with
a maximum delay of e from the first broadcast of the message. Lines 17 and 19
correspond to these broadcasts.

We assume that for any sensor to start sending (I-AM-THE-LEADER, -, -)
messages (Lines 17 or 19), it has necessarily incremented its incarnation number
by one in stable storage during initialization (Line 7) if the wake-up of the sensor
from the hibernation state was not scheduled. The replacement of the depleted



Every process p executes the following:

procedure GoToHibernation()

(1)  write (incarnationy, leadery, incarnationicader, Timeouty)
in stable storage

(2) scheduled wakeup, < TRUE

(13)  hibernate()

end procedure

Initialization:

( 4) read (incarnation,) from stable storage
(5) if [scheduled-wakeup, = FALSE] then
(6) incarnationy «— incarnation, + 1
(N write incarnation, in stable storage
(8 endif

(9) scheduled-wakeup, — FALSE

(10)  read (leadery, incarnationjeqder, Timeout,) from stable storage
(11)  if leader, = p then

(12) start tasks 1 and 2

(13) else

(14) reset timerp to Timeouty, + €

(15) start tasks 2 and 3

(16)  end if

17)  broadcast (I-AM-THE-LEADER, p, incarnationy)

) receive data from sensors during e time

) broadcast (I-AM-THE-LEADER, p, incarnationy)

20)  receive data from sensors during Apara_acqQursition time
) GoToHibernation()

(22)  upon reception of message (I-AM-THE-LEADER, ¢, incarnationg)
such that [incarnationg < incarnationicader] or
[(incarnationg = incarnationicqader) and (g < leader,)] do

(23) leadery, — q

(24) incarnationjeader < tncarnationg
(25) send data to leadery

(26) GoToHibernation()

(27)  upon expiration of timer, do

(28) leader, — p

(29) ncarnationjcqder < incarnationy
(30) Timeout, «— Timeouty, + Ariveour
(31) GoToHibernation()

Fig. 2. Implementation of {2 in a wireless sensor network.




battery of a sensor also implies the increment of its incarnation number by
one, since the scheduled_wakeup, variable is placed in a volatile storage and
the replacement of the battery resets the sensor (takes value FALSE when
restarting).

The system considers as a crash failure of the sensor the full depletion of
its battery. This failure becomes a crash-recovery failure if a replacement of
this battery occurs. Some sensors can be easily reachable making possible the
replacement of the batteries, but other sensors can be unreachable.

Algorithm starts with Initialization where all the values of the variables
are properly recovered. After that, if the sensor considers itself as the current
aggregator, the algorithm starts tasks 1 and 2. On the other hand, if the sensor
does not consider itself as the current aggregator, the algorithm resets the local
timer and starts tasks 2 and 3. Task 1 is devoted to announce the aggregator
to the rest of sensors and to collect all sensor data. Task 2, which applies to
all sensors, is devoted to both send the sensor data to the aggregator, and to
update the aggregator if required. Finally, Task 3 is devoted to propose the sensor
itself as aggregator when the current aggregator announcement is not received
before the expiration of the timer, and also increments the timeout Ar;ypour
time units. All the tasks finish calling the GoToHibernation() procedure, which
starts the hibernation period. Each sensor will remain in this state until the next
scheduled wake-up.

Sensors execute by taking steps. We assume the existence of a lower bound
o on the number of steps per unit of time taken by any correct sensor. For
simplicity, we assume that each line of the algorithm represents one step. Sensors
have clocks that accurately measure intervals of time but are not necessarily
synchronized, although the maximum clock skew is known.

For the rest of the section we will assume that any time instant ¢ is larger
than a time tpese > t),..- Lime t;,., is a time instant that occurs after every
eventually down sensor has definitely crashed, every eventually up sensor has
definitely recovered, and every unstable sensor has an incarnation number bigger
than incarnation,,. Time ty,se occurs after every message sent before ¢, ., +3c
have already been delivered.

In order to prove the correctness of the algorithm, we formulate and prove
the following lemmas and theorem. Lemma 1 proves that sensor ¢,,;, becomes an
aggregator and notifies this fact to the rest of sensors. Lemma 2 proves that the
rest of sensors do not declare themselves as aggregators. Lemma 3 proves that
there is a time after which every correct sensor receives new (I-AM-THE-LEADER,
Crnin,s INCArnation,,;,) messages from the aggregator ¢,,;,. Finally, Theorem 1
proves that the algorithm of Figure 2 implements (2 in system S following the
definition described in Property 2.

Lemma 1. There is a time after which sensor cp;n permanently verifies that
leadere,,, = Cmin and broadcasts the (I-AM-THE-LEADER, Cpnin, iNCArnation,n )
message twice during its operation period.

Proof. Note that after time tpgse, sensor cp,;, will never receive a message
(I-AM-THE-LEADER, ¢, incarnation,) with incarnationg, < incarnationy,, or



with incarnationg = incarnation,;, from a sensor with identifier ¢ < cpin.
Therefore, after time tpqse S€NSor ¢,i, will never execute Lines 23-26 of the al-
gorithm. Hence once leader,, ., = Cmin it will remain so until the depletion of
its battery. To show that this eventually happens, note that if leader,, ., # Cmin
at time ¢ > tpgse, then ¢y, either has timer., . active, or will reset it dur-
ing its initialization (Line 14). In both cases, timer., , will eventually expire
(Line 27), setting leadere, ;. = Cmin (Line 28). After that, Lines 14-15 will
never be executed, since leader.,, = Cmin holds permanently. Finally, from
Task 1, once leader,,,,, = Cmin, ProCess Cmin Will permanently broadcast twice
the (I-AM-THE-LEADER, Cpin, 1nCarnation,,) message during its operation pe-
riod (Lines 17 and 19).

Lemma 2. There is a time after which, every sensor p € correct, p # Cmin, per-
manently has either (1) incarnationjeqger > tncarnationm,, or (2) leader, >
Crmin and incarnationeqder = 1NCATNAtION 1 ip -

Proof. Note that, after tpgse, once [incarnationjeqder > incarnationg,| or
[(incarnationjeqder = incarnation,,) and (leader, > cmin)] is satisfied, it will
remain so until the depletion of the battery (either the sensor or the aggregator),
since no (I-AM-THE-LEADER, ¢, incarnation,) message with incarnation, <
incarnationm,, or with incarnation, = incarnation,,, from a sensor with
identifier ¢ < ¢y will be received. Then, if incarnationcqger < incarnation .,
or incarnationjeqder = NCATNAtiON,y and leader, < Cpmin at time t > tpgee
in both cases it is satisfied that (1) incarnation, > incarnation,,, or (2)
D > Cmin and incarnation, = incarnation,,;,. Then, timer, must be active at
that time, and will eventually expire (Line 27), setting by Lines 28-29 either (1)
NCarnationicader = tncarnation, > incarnation,,n, or (2) incarnation)eqder =
incarnation, = incarnationmy;, and leader, = p > Cpin.

Lemma 3. There is a time after which every sensor p € correct, p # Cmin,
permanently receives new (I-AM-THE-LEADER, Cpin, 1RCATNAtion,) messages
with intervals of at most (Aacrivarion +A+2e+80) time between consecutive
messages.

Proof. From Lemma 1, there is a time after which ¢,,;, broadcasts two new
(I-AM-THE-LEADER, Cppin, inCarnation,;,) messages every operation period.
For simplicity, let us assume that p received the last (I-AM-THE-LEADER, Cpnin,
incarnation,;,) message from cp;, at the beginning of the previous opera-
tion period. In the worst case, and due to clock drift, ¢, will wake-up af-
ter almost Aacrivarion + € time. If ¢,,;, wakes-up before p and the first
(I-AM-THE-LEADER, Cpin, incarnation,,;,) message it broadcasts after 7o (Line
17) is not received by p, it takes to ¢ € + o additional time to broadcast its
second (I-AM-THE-LEADER, Cpnin, incarnation,,;,) message. This message takes
at most A time to reach sensor p. Henceforth, the maximum time between two
consecutive messages is the addition of these values A crrvarion +A+2e+80.

Theorem 1. There is a time after which every sensor p € correct has leader, =
Cmin, B-€., P tTusts Cpin, until the end of either p’s or cmin ’s battery. Hence, the
algorithm of Figure 2 implements {2 (Property 2) in system S.



Proof. Lemma 1 shows the claim for p = ¢4, For p # ¢y, from Lemma 2 there
is a time after which p permanently (until the end of the battery) has either (1)
incarnationjeqder > 1NCArNationmn, or (2) incarnationjcqder = iNCarnation,,
and leader, > Cpipn. From Lemma 3, whenever leader, # ¢y, after this time,
leader, changes to ¢pip in at most (Aacrivarion + A+ 2€ + 80) time (+20
for the assignation of the new leader). Furthermore, once leader, = ¢pin, it
only changes (to p) by executing Lines 27-28, since the conditions in Line 22
prevent leader, from changing in Line 23. Finally, leader, changes from cpin
to p a finite number of times, since each time this happens Timeout, is incre-
mented by Arrypour time units. By contradiction, assuming this happens an
infinite number of times, Timeout, eventually grows to the point in which timer,
never expires, because new (I-AM-THE-LEADER, Cpnin, iRCarnation,;,) messages
are received often enough before the expiration of timer,. Hence, eventually
leader, = cpin permanently, and thus the algorithm of Figure 2 implements {2
(Property 2) in system S.

4 Conclusion

In this paper, we have presented an algorithm that implements the failure de-
tector class omega (§2) in the crash-recovery model for wireless sensor networks.
This algorithm allows the selection of a common aggregator sensor in charge of
the data collection of its influence region.

5 Future work

The algorithm presented in this paper is focused on the acquisition of sensor data
in a given region of a local wireless sensor network. Applying the algorithm to
the aggregators of the different regions we can collect all the data supplied by the
sensors of a wide area sensor network. The selection process can be performed
in two steps, the first one to select the aggregator in a region, and the second
one to select the super-aggregator among all the local aggregators.
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