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t. We present a 
onstant round proto
ol for Oblivious Transferin Maurer's bounded storage model. In this model, a long random stringRis initially transmitted and ea
h of the parties intera
ts based on a smallportion of R. Even though the portions stored by the honest parties aresmall, se
urity is guaranteed against any mali
ious party that remembersalmost all of the string R.Previous 
onstru
tions for Oblivious Transfer in the bounded storagemodel required polynomially many rounds of intera
tion. Our proto
olhas only 5 messages. We also improve other parameters, su
h as thenumber of bits transferred and the probability of immaturely abortingthe proto
ol due to failure.Our te
hniques utilize expli
it 
onstru
tions from the theory of deran-domization. In parti
ular, we use 
onstru
tions of almost t-wise indepen-dent permutations, randomness extra
tors and averaging samplers.1 Introdu
tionOblivious transfer (OT) is one of the fundamental building blo
ks of modern
ryptography. First introdu
ed by Rabin [Rab81℄, oblivious transfer 
an serveas a basis to a wide range of 
ryptographi
 tasks. Most notably, any multi-partyse
ure 
omputation 
an be based on the se
urity of OT. This was shown forvarious models in several works (
f. [Yao86, GMW87, Kil88℄).Oblivious transfer has been studied in several variants, all of whi
h wereeventually shown to be equivalent. In this paper we 
onsider the one-out-of-twovariant of OT by Even, Goldrei
h ad Lempel [EGL85℄, whi
h was shown to beequivalent to Rabin's variant by Cr�epeau [Cr�e87℄.One-out-of-two OT is a proto
ol between two players, Ali
e holding twose
rets s0 and s1, and Bob holding a 
hoi
e bit 
. At the end of the proto
ol Bobshould learn the se
ret of his 
hoi
e (i.e., s
) but learn nothing about the otherse
ret. Ali
e, on the other hand, should learn nothing about Bob's 
hoi
e 
.y Part of this work done while at the Weizmann Institute of S
ien
e, Israel.



Traditionally, 
onstru
tions for OT have been based on strong 
omputationalassumptions. Either spe
i�
 assumptions su
h as fa
toring or DiÆe Hellman(
f. [Rab81, BM89, NP01℄) or generi
 assumption su
h as the existen
e of en-han
ed trapdoor permutations (
f. [EGL85, Gol03, GKM+00℄). In 
ontrast, OT
annot be redu
ed in a bla
k box manner to presumably weaker primitives su
has one-way fun
tions [IR89℄.This state of a�airs motivates the 
onstru
tion of OT in other types of setups.Indeed, proto
ols for OT were suggested in di�erent models su
h as under theexisten
e of noisy 
hannels [CK88℄ or quantum 
hannels [BBCS92℄. In this workwe follow a dire
tion initiated by Ca
hin, Cr�epeau and Mar
il [CCM98℄ and
onstru
t OT in the Bounded Storage model.1.1 The bounded storage modelIn 
ontrast to the usual approa
h in modern Cryptography, Maurer's boundedstorage model [Mau92, Mau93℄ bounds the spa
e (memory size) of dishonestplayers rather than their running time.In a typi
al proto
ol in the bounded storage model a long random string Rof length N is initially broad
ast and the intera
tion between the polynomial-time parti
ipants is 
ondu
ted based on a short portion of R.5 What makes su
hproto
ols interesting is that, even though the honest players store only a smallfra
tion k << N of the string R, se
urity is guaranteed even against dishonestplayers with spa
e K where k << K < N . Moreover, dishonest players arenot restri
ted to be 
omputationally bounded (This is formalized by allowingdishonest players to 
hoose an arbitrary memory fun
tion g� : f0; 1gN!f0; 1gK ,and store g�(R). From that moment on, they are not bounded in any way).Naturally, we'd like to maximize K and minimize k. In this paper we haveK = �N for an arbitrary 
onstant � < 1 and k will be about K1=2.The bounded storage model has two appealing properties: (1) The se
urityobtained is information theoreti
 and thus everlasting in the sense that se
u-rity is guaranteed even if adversaries a
quire in�nite spa
e after the proto
olis exe
uted. (2) Proto
ols in the bounded storage model need not rely on anyassumption ex
ept the limitation on the storage 
apabilities of the adversary.The latter property should be 
ontrasted with traditional works in Cryptog-raphy in whi
h, besides bounding the adversary's 
omputational 
apabilities, itis also required to rely on unproven hardness assumptions (su
h as the existen
eof enhan
ed trapdoor permutations, or the hardness of fa
toring large integers).We mention that most of the previous work on the bounded storage model
on
entrated on private key en
ryption [Mau92, CM97, AR99, ADR02, DR02,DM02, Lu02, Vad03℄ and key agreement [Mau93, CM97℄.5 One possible implementation is that R is broad
ast at a very high rate by a trustedparty. Another possibility is to have R transmitted from a satellite. We remark thatin our proto
ol (as in many previous ones) one of the parties 
an transmit these bits.Furthermore, the assumption that R is uniformly distributed 
an be relaxed and itis suÆ
ient that R has high min-entropy.



1.2 Oblivious transfer in the bounded storage modelA proto
ol for OT in the bounded storage model was given in [CCM98℄. Thisproto
ol requires k � K2=3 and allows K = �N for an arbitrary 
onstant � < 1.The error � in this proto
ol is rather large � = k�O(1). (Loosely speaking theerror � measures the probability that a dishonest re
eiver with storage bound Klearns both se
rets.)A modi�ed proto
ol with smaller error � and smaller spa
e k was given in[Din01℄. For every 
onstant 
 > 0, it a
hieves k = K1=2+
 and � = 2�k
0 where
0 > 0 is a 
onstant that depends on 
. We mention that the se
urity of [Din01℄is proven in a slightly di�erent (and weaker) model, where it is assumed that tworandom strings R1;R2 of length 6K are transmitted one after the other and thebounded re
eiver 
hooses what to remember about R2 as a fun
tion of what heremembers about R1. The work of [Din01℄ was subsequently extended to dealwith one-out-of-k OT for any small 
onstant k � 2 in [HCR02℄.6All proto
ols mentioned above require a lot of intera
tion. Spe
i�
ally, for� = 2�kO(1) , they require the ex
hange of k
(1) messages between the two players.1.3 Our resultsWe give a 
onstant round OT proto
ol in the bounded storage model. Our pro-to
ol uses 5 messages following the transmission of the random string R. Wea
hieve parameters k and � similar to that of [Din01℄ (that is, for every 
 > 0there exist 
0 > 0 su
h that our proto
ol has k = K1=2+
 and � = 2�k
0 ) whileworking in the stronger model of [CCM98℄. Similar to [CCM98℄ we 
an a
hieveK = �N for an arbitrary 
onstant � < 1.In addition to being 
onstant round our proto
ol also a
hieves the followingimprovements over [CCM98, Din01℄:{ The previous proto
ols are designed to transfer se
rets in f0; 1g. Thus, trans-ferring long se
rets requires many messages. Our proto
ol 
an handle se
retsof length k
(1) in one exe
ution.{ The previous proto
ols abort unsu

essfully with probability 1=2 even if bothplayers are honest. Our proto
ol aborts only with probability 2�k
(1) .{ For error � = 2�k
(1) , the number of bits 
ommuni
ated in the two previ-ous proto
ols is at least K1=2. In 
ontrast, for error � = 2�k
 our proto
ol
ommuni
ates only O(k
) bits.We also give a pre
ise de�nition for the se
urity of oblivious transfer in thebounded storage model, and point out diÆ
ulties arising when trying to 
onsiderthe more standard notion of a \simulation based" de�nition.6 We note that a similar extension 
an be easily applied to our work.



1.4 Intera
tive HashingAn important building blo
k in the OT proto
ol is a 
onstru
tion of a 
onstantround 2-to-1 intera
tive hashing proto
ol for unbounded parties. Loosely speak-ing, in su
h a proto
ol Bob holds an input W 2 f0; 1gm, and Ali
e and Bobwant to agree on a pairW0;W1 su
h that Wd =W for some d 2 f0; 1g, yet Ali
edoes not know d. It is also required that a dishonest Bob 
annot \
ontrol" bothW0 and W1. (See Se
tion 5 for a pre
ise de�nition.)As observed in [CCM98℄, the proto
ol of Naor, Ostrovsky, Venkatesan andYung [NOVY98℄ (originally used in the 
ontext of perfe
tly-hiding 
ommitments)a
hieves 2-to-1 intera
tive hashing. One major drawba
k of the NOVY proto
ol,however, is that it requires m rounds of intera
tion. In this paper we give a new4-message proto
ol for 2-to-1 intera
tive hashing that 
an be used to repla
ethe NOVY proto
ol in the 
ontext of oblivious transfer in the bounded-storagemodel. Our proto
ol relies on a 
onstru
tion of almost t-wise independent per-mutations, su
h as the 
onstru
tion presented by Gowers in [Gow96℄.Organization. Due to spa
e limitation, some of the details and proofs have beenomitted from this version. In Se
tion 2 we present an overview of the te
hniquesthat were utilized to a
hieve our results. Some preliminary de�nitions are givenin Se
tion 3. Se
tion 4 provides a de�nition of OT in the bounded storage model.In Se
tion 5 we de�ne and state our theorem regarding intera
tive hashing. TheOT proto
ol is presented in Se
tion 6. Se
tions 7, 8 and 9 give a high levelanalysis of the proto
ol. Con
lusions and open problems are in Se
tion 10.2 Overview of the te
hniqueAs motivation for our proto
ol, we begin by suggesting a simple proto
ol for OTin the bounded storage model whi
h is bad in the sense that it requires largestorage from the honest parties: Ali
e is required to store all of the string Rand Bob is required to store half this string. We partition the N bit long stringR into two equally long parts R0;R1 of length N=2. Re
all that Ali
e has twose
rets s0; s1 and Bob has a \
hoi
e bit" 
 and wants to obtain s
. Bob will
hoose whi
h of the two parts R0;R1 to store depending on his \
hoi
e bit" 
.Input of Ali
e: Se
rets s0; s1.Input of Bob: Choi
e bit: 
 2 f0; 1g.A random string R = (R0;R1) is transmitted.Ali
e: Store all of R.Bob: Store R
.Ali
e: For i 2 f0; 1g, send a uniformly 
hosen seed Yi, 
ompute Vi = Ext(Ri; Yi)and Zi = Vi � si. Send Yi; Zi.Bob: Compute V
 = Ext(R
; Y
) and obtain s
 = V
 � Z
.Fig. 1. A na��ve proto
ol for OT



Intuitively, even if Bob is dishonest and has storage bound �N then there isan I 2 f0; 1g su
h that Bob \does not remember" (1��)N=2 bits of informationabout RI . This 
an be formalized by saying that the 
onditional entropy of RIgiven the memory 
ontent of Bob is roughly (1��)N=2. (A
tually, in this paper,as in [CCM98, Din01℄, we work with a variant of entropy 
alled min-entropy).Let Ext(X;Y ) (Ext for extra
tor) denote a fun
tion su
h that whenever Xhas suÆ
iently high min-entropy and Y is uniformly distributed then Ext(X;Y )is 
lose to being uniformly distributed. (The reader is referred to [Nis96, Sha02℄for surveys on extra
tors). To 
omplete the proto
ol, Ali
e sends Zi = si �Ext(Ri; Yi) for both i = 0 and i = 1.Note that an honest Bob 
an 
ompute Ext(R
; Y
)�Z
 and obtain s
. How-ever, if Bob is dishonest then ZI is 
lose to uniform from Bob's point of view andreveals no information about sI .7 It is easy to prove that even an unboundeddishonest Ali
e does not learn 
.Using a setup stage before the na��ve proto
ol. The na��ve proto
ol aboverequires very large storage bounds from the honest parties. In order to instantiateit in a more eÆ
ient manner we will �rst apply a 
arefully designed setup stage.Our goal is that at the end of the setup stage the two players will agree on twosmall subsets C0; C1 � [N ℄ of size ` << N , su
h that Ali
e stores R0 = RC0 andR1 = RC1 . (We use RC to denote the jCj bit long string obtained by restri
tingR to the indi
es in C.) Bob remembers only one of R0;R1 and 
annot remembertoo mu
h information about the other string. Furthermore, Ali
e does not knowwhi
h of the two strings is not known to Bob. Following the setup stage, the twoparties 
an perform OT by using the na��ve proto
ol. We 
all this se
ond stagethe transfer stage. As the sets C0; C1 are of size ` << N the storage required bythe honest parties at the transfer stage is mu
h smaller than before, and honestplayers 
an follow the na��ve proto
ol with spa
e O(`) << N .Implementing the setup stage. An implementation for su
h a setup stagewas suggested in [CCM98℄: Ali
e and Bob ea
h 
hoose a random subset of [N ℄of size n = p2N`. We denote them by A and B respe
tively. When the stringR is transmitted Ali
e and Bob store RA and RB respe
tively. Ali
e then sendsA to Bob. By the birthday paradox, with high probability C = A \ B is of sizeroughly `. Note that Bob remembers RC , and Ali
e does not know C.To 
omplete the setup stage, Ali
e and Bob play an intera
tive hashing pro-to
ol with W = C. They obtain sets C0; C1 � A su
h that C = Cd for somed 2 f0; 1g and su
h that Ali
e does not know d. The se
urity requirement of theintera
tive hashing 
an be then used to guarantee that Bob \does not remem-ber a lot of information" about one of the strings RC0 ;RC1 . Thus, the two setsC0; C1 satisfy the properties required above and the parties 
an 
omplete the7 We mention that the argument above is impre
ise. Given the memory 
ontent ofBob, the strings Z0; Z1 are no longer independent. Thus, to prove se
urity it is notsuÆ
ient to prove that ZI is uniformly distributed given the memory 
ontent of Bob.In the te
hni
al proof we prove that ZI is uniformly distributed given the memory
ontent of Bob, Z1�I and Y0; Y1.



A long random string R of length N is transmitted.Ali
e: Choose random A � [N ℄ of size n and store RA.Bob: Choose random B � [N ℄ of size n and store RB .Ali
e: Send A to Bob.Bob: Verify that C = A \B is of size at least ` = n2=2N .Ali
e and Bob: Play an intera
tive hashing proto
ol where Bob's input is C. BothAli
e and Bob obtain C0; C1 � A su
h that C 2 fC0; C1g.At this point, Ali
e and Bob use the na��ve proto
ol with R0 = RC0 and R1 = RC1 .Fig. 2. The proto
ol for the setup stageOT proto
ol by using the na��ve proto
ol.8 Note that the setup stage requires thehonest parties to store only k = n = pN` bits. In this presentation, we did notdis
uss the se
urity of Bob, however it is easy to show that even an unboundedAli
e, whi
h remembers all of R, 
annot learn any information about 
.Previous proto
ols. The proto
ols of [CCM98, Din01℄ both use the setup stagedes
ribed above. They implement intera
tive hashing using the NOVY-proto
olfrom [NOVY98℄ whi
h takes ` = k
(1)-rounds. Following the setup stage theyperform what 
an be seen in retrospe
t as variants of our na��ve proto
ol. (Bothpapers do not use extra
tors expli
itly, however their strategies 
an be viewedas some (weak) implementations of extra
tors.)Our improvements. Our main improvement 
omes from repla
ing the NOVY-proto
ol for intera
tive hashing by a new 4-message proto
ol. This proto
ol isbased on expli
it 
onstru
tions of almost t-wise independent permutations. Someof the additional improvements are given by using 
ompetitive expli
it 
onstru
-tions of extra
tors for the na��ve proto
ol above. Another sour
e of improvement
omes from allowing Ali
e to 
hoose the set A using an averaging sampler (Thereader is referred to [Gol97℄ for a survey on samplers). Choosing the set A usinga 
ompetitive averaging sampler redu
es the memory requirements of Ali
e andBob, as well as the overall 
ommuni
ation.9 We remark that the usefulness ofextra
tors in the bounded storage model was demonstrated in [Lu02℄, and thatof averaging samplers was demonstrated in [Vad03℄.10 Our paper 
an be seen asanother example of the usefulness of ideas from the theory of derandomizationwhen designing proto
ols for the bounded storage model.8 A subtlety is that Bob has no 
ontrol whether C = C0 or C = C1. In the a
tualproto
ol we allow Bob to ask Ali
e to \swit
h" between the roles of C0; C1 in orderto re
eive the desired se
ret.9 Note that using a samplers to 
hoose the set B as well, we 
an further improves thetotal 
ommuni
ation and memory requirements.10 It should be noted that the seminal paper of Nisan and Zu
kerman [NZ96℄ whi
hde�ned extra
tors, already used them in a very related 
ontext to 
onstru
t pseudo-random generators against bounded spa
e ma
hines.



2.1 The improved intera
tive hashing proto
olIn an intera
tive hashing proto
ol Bob holds an input W 2 f0; 1gm and at theend of the proto
ol both parties should agree onW0;W1. It is required that thereis a d 2 f0; 1g su
h that W =Wd and that a dishonest Ali
e 
annot learn d. Themain requirement is that a dishonest Bob 
annot \
ontrol" both W0;W1. This is
aptured by the following 
ondition: For every strategy of Bob and every set Sof size 2s (where s is a parameter), If Ali
e is honest then with high probabilityBob 
annot for
e that both W0 and W1 are in S.A na��ve solution. A na��ve solution to this problem is that Ali
e sends a random2-to-1 \hash fun
tion" h : f0; 1gm ! f0; 1gm�1 and Bob replies with z = h(W ).Then the two parties 
ompute the two preimagesW0;W1 of z under h. Note thatfor s > m=2 this proto
ol fails even if Ali
e sends a 
ompletely random fun
tionh : f0; 1gm ! f0; 1gm�1 (By the birthday paradox, for every S of size 2s > 2m=2with high probability over h there are W0;W1 2 S su
h that h(W1) = h(W2)).The NOVY-proto
ol. The NOVY-proto
ol [NOVY98℄ for intera
tive hashing
an be thought of as a variant of the na��ve solution des
ribed above in whi
h Ali
edoes not send \all" of the hash fun
tion at on
e. Ali
e 
hooses a random m�mmatrix A with entries in f0; 1g subje
t to the restri
tion that A is invertible.Every su
h A 
an be seen as de�ning a fun
tion hA(x) = A � x. It is easy tosee that the fun
tion hA is a pairwise independent permutation. In parti
ular,the fun
tion h0A(x) = (A � x)1;:::;m�1 is 2-to-1. The proto
ol 
onsists of m � 1rounds. In round i, Ali
e sends Ai (the i'th row of A), and Bob replies withthe zi = hAi;W i = hA(W )i. Intuitively, revealing hA slowly in return to bitszi restri
ts Bob in the sense that he has to \
hoose at least part of his input"before seeing all of hA.The new proto
ol. Viewing the NOVY-proto
ol this way suggests the follow-ing improvement: We repla
e the family fhAgA by a family of permutations withstronger independen
e properties. Namely, we will let � be randomly 
hosen froma family of m-wise independent permutations. In the new proto
ol, Ali
e sends� to Bob and in ex
hange Bob sends at on
e z1; � � � ; zv where zi = �(W )i for v
lose to m. We 
an show that the independen
e properties of � \prote
t Ali
e"and allow the parties to engage in a new intera
tive hashing proto
ol for sendingthe remaining few m�v bits. By 
hoosing the parameters appropriately, the twoparties 
an use the na��ve solution (with a pairwise independent hash fun
tiong : f0; 1gm�v ! f0; 1gm�v�1) after the �rst round. As a result of that we obtaina 2-round (4-messages) proto
ol (see Se
tion 5.4).Unfortunately, we are not aware of any expli
it 
onstru
tion of a small samplespa
e of t-wise independent permutations for t > 3. Nevertheless, in [Gow96℄ (seealso [NR99℄ and the referen
es therein) it was shown how to 
onstru
t a samplespa
e of permutations in whi
h every t elements are 
lose to being independent,and we 
an 
arry out the argument with this weaker property.



3 PreliminariesWe use [N ℄ to denote the set f1; : : : ; Ng. We use X r S to denote uniformly
hoosing X from S. For a set A � [N ℄ and a string R 2 f0; 1gN we let RAdenote the substring of R 
onsisting of the bits indexed by A. For a set S and` � jSj, we use �S̀� to denote the set of all subsets T � S with jT j = `.En
oding subsets. We use a method of en
oding sets in �[n℄` � into binarystrings. The following method was used in [CCM98℄:Theorem 3.1 ([Cov73℄) For every integers ` � n there is a one to one map-ping F : �[n℄` � ! [�ǹ�℄ su
h that both F and F�1 
an be 
omputed in timepolynomial in n and spa
e O(log �ǹ�).Using Theorem 3.1 we 
an en
ode �[n℄` � by binary strings of length dlog �ǹ�e.However, it 
ould be the 
ase that images of subsets 
onstitute only slightlymore than half of the strings above. This is exa
tly what 
auses the proto
ols of[CCM98, Din01℄ to unsu

essfully abort with probability 1=2 (and is solved byrepeating the proto
ol until the exe
ution su

eeds). Sin
e in this work we areaiming for low round 
omplexity, it would be bene�
ial to have the probabilityof unsu

essful abort to be signi�
antly smaller than 1=2. To a
hieve this, wewill use a more redundant en
oding. This en
oding is more "dense" than theoriginal one and thus guarantees that most strings 
an be de
oded.De�nition 3.2 (Dense en
oding of subsets) For every integers ` � n letF be the mapping from Theorem 3.1. Given an integer m � dlog �ǹ�e we settm = b2m=�ǹ�
. De�ne the mapping Fm : �[n℄` � � [tm℄ ! f0; 1gm as Fm(S; i) =(i� 1)�ǹ�+ F (S) (every subset S is mapped to tm di�erent m bit strings).We now have the following Lemma (proof omitted).Lemma 3.3 For every ` � n and m � dlog �ǹ�e, the en
oding Fm is a one-to-one mapping. Furthermore: (1) Fm and F�1m are 
omputable in time poly(n; logm)and spa
e O(log �ǹ�) + logm. (2) Let D be the image of Fm (D 
ontains all mbit strings that are legal en
odings of subsets), then jDj2m > 1� �ǹ�=2m.Min-entropy and Extra
tors. Min-entropy is a variant of Shannon's entropythat measures information on the worst 
ase.De�nition 3.4 (Min-entropy) For a distribution X over a probability spa
e
 the min-entropy of X is de�ned by: H1(X) = minx2
 log(1=Pr[X = x℄). Wesay that X is a k-sour
e if H1(X) � k.De�nition 3.5 (Statisti
al distan
e) Two distributions P and Q over 
 are�-
lose (also denoted P �� Q) if for every A � 
, jPrx P (A)�Prx Q(A)j � �.



An extra
tor is a fun
tion that \extra
ts" randomness from arbitrary distribu-tions whi
h \
ontain" suÆ
ient (min)-entropy[NZ96℄.De�nition 3.6 (Strong extra
tor) A fun
tion Ext : f0; 1gnE � f0; 1gdE !f0; 1gmE is a (kE ; �E)-strong extra
tor if for every kE-sour
e X over f0; 1gnEthe distribution (Ext(X;Y ); Y ) where Y is uniform over f0; 1gdE is �E-
lose to(UmE ; Y ) where UmE is uniform over f0; 1gmE .We remark that a regular (non-strong) extra
tor is de�ned in a similar way,repla
ing the random variable (Ext(X;Y ); Y ) by Ext(X;Y ).Averaging Samplers and Min-Entropy Samplers. A fundamental lemmaby Nisan and Zu
kerman [NZ96℄ asserts that given a Æv-sour
e X on f0; 1gv,with high probability over 
hoosing T � [v℄ of size t, XT is roughly a Æt-sour
e.In [CCM98℄ this lemma is used to assert that if a bounded storage adversaryhas memory bound �v for � � 1�Æ then for a random T he \remembers at most�t bits aboutXT ". This approa
h is also used in [Vad03℄ whi
h 
onstru
ts privatekey en
ryption in the bounded storage model. As shown in [RSW00, Vad03℄ thelemma does not require a uniformly 
hosen subset. It is suÆ
ient that T is 
hosenusing a \good averaging sampler"11(su
h samplers have been a subje
t of a lineof studies starting with [BR94℄, see survey of [Gol97℄).De�nition 3.7 (Averaging sampler) A fun
tion Samp : [L℄ ! [v℄t is a(�; �; 
)-averaging sampler if for every fun
tion f : [v℄ ! [0; 1℄ with averagevalue 1vPi f(i) � �,Prp2[L℄241t X1�i�t f(Samp(p)i) < �� �35 � 
The fun
tion Samp is said to have distin
t samples if for every p 2 [L℄, the toutputs of Samp(p) are distin
t.A min-entropy sampler has the property that for most 
hoi
es of p, the vari-able XSamp(p) is 
lose to having high min-entropy. As shown in [Vad03℄, everyaveraging sampler yields a min-entropy sampler.De�nition 3.8 (Min-entropy sampler) A fun
tion Samp : [L℄ ! [v℄t withdistin
t samples is an (Æ; Æ0; �; �)-min-entropy sampler if for every Æv-sour
e Xover f0; 1gv there is a set G � [L℄ of density 1�� su
h that for every p 2 G thedistribution XSamp(p) is �-
lose to a Æ0t-sour
e.Lemma 3.9 ([Vad03℄ restated) Let Samp : [L℄! [v℄t be a (�; �; 
)-averagingsampler with distin
t samples for � = (Æ � 2�)= log(1=�) and � = �= log(1=�).Then there is a 
onstant 
 > 0 su
h that for every 0 < � < 1, Samp is a(Æ; Æ � 3�; (
 + 2�
�v)1��; (
 + 2�
�v)�)-min-entropy sampler.11 We remark that most 
onstru
tions of averaging samplers do not depend on � andwork for every 0 � � � 1.



4 Oblivious Transfer in the Bounded Storage ModelWe now turn to formally de�ne oblivious transfer in the bounded storage model.The following de�nitions 
hara
terize mali
ious strategies for Ali
e and Bob.Note that in the de�nitions below the mali
ious strategies are asymmetri
. Werestri
t mali
ious strategies for Bob to have bounded storage while no boundsare pla
ed on mali
ious strategies for Ali
e. Clearly, if a proto
ol is se
ure againstunbounded strategies for Ali
e, it is also se
ure against bounded strategies. Thus,the se
urity de�ned here is even stronger than that explained in the introdu
tion.De�nition 4.1 (Mali
ious Strategy for Ali
e) A (mali
ious) strategy A�forAli
e is an unbounded intera
tive ma
hine with inputs R 2 f0; 1gN and s0; s1 2f0; 1gu. That is, A� re
eives R and s0; s1 and intera
ts with B, in ea
h stage,it may 
ompute the next message as any fun
tion of its inputs, its randomnessand the messages it re
eived thus far. The view of A� when intera
ting with Bthat holds input 
 (denoted viewhA�;BiA� (s0; s1; 
)) 
onsists of its lo
al output. 12The following de�nition 
aptures a bounded storage strategy with storagebound K. Loosely speaking, the only restri
tion made on a bounded storagestrategy B� is that it has some memory fun
tion g� : f0; 1gN ! f0; 1gK andits a
tions depend on R only through g�(R). This formally 
aptures that B�remembers only K bits about R.De�nition 4.2 (Bounded storage strategy for Bob) A bounded storage strat-egy B� for Bob with memory bound K is a pair (g�; bB�) where:{ g� : f0; 1g � f0; 1gN ! f0; 1gK is an arbitrary (not ne
essarily eÆ
iently
omputable) fun
tion with input 
 and R.{ bB� is an unbounded intera
tive ma
hine with inputs 
2f0; 1g and b�2f0; 1gK.The behavior des
ribed by a strategy B� with input 
 is the following: When giventhe string R 2 f0; 1gN , B� 
omputes b� = g�(
; R). B� then intera
ts with Ausing the intera
tive ma
hine bB� re
eiving inputs 
 and b�. The view of B� withinput 
 when intera
ting with A with inputs s0; s1 (denoted viewhA;B�iB� (s0; s1; 
))is de�ned as the view of bB� when intera
ting with A.We now turn to the de�nition of oblivious transfer in the bounded storagemodel. The se
urity of Bob asks that for any mali
ious strategy for Ali
e, itsview is identi
ally distributed whether Bob inputs 
 = 0 or 
 = 1. The de�nitionof Ali
e's se
urity is a bit more 
omplex be
ause one of her se
rets is passed toBob. For this de�nition, we partition every proto
ol that implements OT intotwo stages. The �rst stage 
alled the Setup Stage and in
ludes the transmissionof the long string R and all additional messages sent by Ali
e and Bob until thepoint where Ali
e �rst makes use of her input s0; s1. The remaining steps in theproto
ol are 
alled the Transfer Stage. Next de�ne 
onsistent pairs of se
rets.12 The view of A may be thought of as also 
ontaining the party's randomness, inputsand outputs, as well as the messages re
eived from B. This more intuitive \view" ispossible sin
e w.l.o.g. the mali
ious party may 
opy this view to his output.



De�nition 4.3 Two pairs �s=(s0; s1) and �s0=(s00; s01) are 
-
onsistent if s
=s0
.The se
urity of Ali
e asks that following the setup stage (whi
h does notdepend on the se
rets), there is an index C (possibly a random variable whi
hdepends on R and the messages sent by the two parties in the setup stage) su
hthat Bob's view is (
lose to) identi
ally distributed for every two C-
onsistentpairs. In other words, Bob's view is (almost) independent of one of the se
rets(de�ned by 1� C). We next present the a
tual de�nition.De�nition 4.4 (Oblivious Transfer) A proto
ol hA;Bi is said to implement(1��)-oblivious transfer (OT) if it is a proto
ol in whi
h Ali
e inputs two (se
rets)s0; s1 2 f0; 1gu, Bob inputs a 
hoi
e bit 
 2 f0; 1g, and that satis�es:Fun
tionality : If Ali
e and Bob follow the proto
ol then for any s0; s1 and 
,1. The proto
ol does not abort with probability 1� �.2. If the proto
ol ends then Bob outputs s
, whereas Ali
e outputs nothing.Se
urity for Bob: The view of any strategy A� is independent of 
. Namely,for every s0; s1:nviewhA�;BiA� (s0; s1; 
) j 
 = 0o � nviewhA�;BiA� (s0; s1; 
) j 
 = 1o(K; �)-Se
urity for Ali
e: for every bounded storage strategy B� for Bob withmemory bound K and input 
 there is a random variable C de�ned by the endof the setup stage su
h that for every two pairs �s and �s0 that are C-
onsistent:nviewhA;B�iB� (�s; 
)o �� nviewhA;B�iB� (�s0; 
)oIf Bob is semi-honest then C = 
,13 however, a dishonest re
eiver 
an always
hoose to ignore 
 and play with an input 
0 whi
h depends on R and themessages in the setup stage. Thus, letting C depend onR and the messages in thesetup stage is unavoidable. We remark that the de�nition would be meaninglessif C was allowed to depend on the se
rets s0; s1, and this is the reason we requirea partitioning of a proto
ol into a setup stage and transfer stage. We stress thatthe se
urity a
hieved in this de�nition is information theoreti
.Remark. We mention that it does not immediately follow that all the \standard"appli
ations of OT 
an be performed in the bounded storage model (this is alsothe 
ase for the previous proto
ols in this model [CCM98, Din01℄). Nevertheless,we now explain how this proto
ol 
an be used as a sub-proto
ol to perform other
ryptographi
 tasks. For this we note that the above de�nition implies se
urityby a simulation argument (although the simulator is not ne
essarily eÆ
ient).1413 A semi-honest re
eiver is one that follows the proto
ol but remembers more thanrequired about R and attempts to use this information to learn both se
rets.14 Loosely speaking, the simulation paradigm requires that any atta
k of a mali
iousparty 
an be simulated in an ideal setting where the parties intera
t only througha trusted party. This insures that the proto
ol is as se
ure as an intera
tion in theideal setting.



Thus, for example, our OT proto
ol 
an be used as in the 
onstru
tion of Kilian[Kil88℄, to give a proto
ol for se
ure two-party 
omputation in the boundedstorage model. The se
urity a
hieved guarantees that an unbounded party learnsnothing about the input of the other party. We stress that typi
ally one requiresthat the simulators should run with essentially the same eÆ
ien
y as the atta
kbeing simulated, and that this provides a stronger notion of se
urity.We now give a sket
h of the simulator for the re
eiver's strategy B�. Thesimulator plays the roles of both B� and A in the proto
ol up to the transferstage. At this point the simulator 
omputes the random variable C and 
alls thetrusted party asking for se
ret C. It 
ontinues by simulating A with inputs sC asre
eived from the trusted party and a random s1�C . By the de�nition this turnsout to be a valid simulation, however, 
omputing C is not ne
essarily eÆ
ientand therefore the simulation is unbounded.5 Intera
tive HashingOne of the main tools we use in this paper is the intera
tive hashing proto-
ol. While useful in the bounded storage model, it is important to note thatintera
tive hashing is not ne
essarily related to this model. As a matter of fa
t,the de�nitions and proto
ols given here a
hieve se
urity against all powerfuladversaries with no storage bounds at all.5.1 Preliminaries: Permutations and Hash Fun
tionsDe�nition 5.1 (2k-to-1 Hash Fun
tions) A hash fun
tion h : f0; 1gm !f0; 1gm�k is 2k-to-1 if for every output of h there are exa
tly 2k pre-images.That is, jh�1(z)gj = 2k for every z 2 f0; 1gm�k.One simple method of 
onstru
ting a 2k-to-1 hash fun
tion is to take a per-mutation on m-bit strings and omit the last k bits of its output. Clearly everyoutput of the resulting fun
tion 
an be extended to 2k di�erent strings andtherefore has 2k pre-images. Examples of useful permutations follow.Almost t-wise Independent Permutations. In our dis
ussion we would liketo use a random permutation on m bit strings. However, a des
ription of su
ha permutation would be exponentially long sin
e there are (2m)! su
h permuta-tions. The solution is to use a permutation that falls short of being truly randombut still has enough randomness to it. Spe
i�
ally we want to eÆ
iently samplea permutation � out of a small spa
e of permutations su
h that when lookingat � applied on any t points in f0; 1gm then � behaves like a truly randompermutation. Su
h a spa
e is 
alled a t-wise independent permutation spa
e.Unlike in the 
ase of fun
tions, where there are extremely randomness eÆ-
ient 
onstru
tions of t-wise independent fun
tions, we are unaware of su
h 
on-stru
tions for permutations. Instead we further relax our demands and ask the
onstru
tion to be almost t-wise independent, that is, the distribution indu
edby the permutation � on any t points is statisti
ally 
lose to the distributionindu
ed on these points by a truly random permutation. Formally:



De�nition 5.2 An �-almost t-wise independent permutation spa
e is a pro
e-dure that takes as input a seed of l bits and outputs a des
ription of an eÆ
iently
omputable permutation in S2m .15 A uniformly 
hosen seed indu
es a distribu-tion �t;� on permutations su
h that for any t strings x1; : : : xt 2 f0; 1gm:f�(x1); : : : �(xt)g� r �t;� �� f�(x1); : : : �(xt)g� r S2mWe use the 
onstru
tion presented by Gowers in [Gow96℄.Theorem 5.3 ([Gow96℄) There exists an �-almost t-wise independent permu-tation spa
e �t;� with t = m, � = � 12m �t and seed length l = mC for some 
on-stant C. Furthermore, �t;� runs in time and spa
e polynomial in the seed length.We note that the main Theorem of Gowers requires some spe
ial propertiesfrom the value ofm. However, this is only needed to improve parameters, and theweaker results presented in the middle of the paper (Lemma 3) are satisfa
toryand put no limitation on the value of m. The 
onstant in the exponent of theabove Theorem is around C = 10, whi
h is high but a

eptable.Other 
onstru
tions of almost t-wise independent permutations were dis-
ussed in [NR99℄ and other referen
es therein.Pairwise Independent Permutations. A widely used tool is a pairwise in-dependent permutation of strings of m bits. This is simply a 2-wise independentpermutation as de�ned above (i.e., a 0-almost 2-wise independent permutation).The 
onstru
tion that we use identi�es f0; 1gm with the �eld GF (2m). A per-mutation is sampled by randomly 
hoosing two elements a; b 2 GF (2m) with therestri
tion that a 6= 0. The permutation is then de�ned by ga;b(x) = ax+b (whereall operations are in the �eld). Generating a pairwise independent permutationtherefore requires 2m random bits.Note: To 
onstru
t a pairwise independent 2-to-1 hash fun
tion simply take apairwise independent permutation and omit the last bit of its output.5.2 De�nition: Intera
tive HashingIntera
tive hashing is a proto
ol between Ali
e with no input and Bob with aninput string. At the end of the proto
ol Ali
e and Bob should agree on twostrings: One should be Bob's input and intuitively the other should be random.Moreover, Ali
e should not be able to distinguish whi
h of the two is Bob's inputand whi
h is the random string.De�nition 5.4 (Intera
tive Hashing) A proto
ol hA;Bi is 
alled an inter-a
tive hashing proto
ol if it is an eÆ
ient proto
ol between Ali
e with no inputand Bob with input string W 2 f0; 1gm. At the end of the proto
ol both Ali
eand Bob output a (su

in
t representation of a) 2-to-1 fun
tion h : f0; 1gm !15 S2m denotes the family of all permutations on m bit strings



f0; 1gm�1 and two values W0;W1 2 f0; 1gm (in lexi
ographi
 order) so thath(W0) = h(W1) = h(W ).Let d 2 f0; 1g be su
h that Wd = W . Furthermore, if the distribution ofthe string W1�d over the randomness of the two parties is �-
lose to uniform,then the proto
ol is 
alled �-uniform intera
tive hashing (or simply uniformintera
tive hashing if � = 0).De�nition 5.5 (Se
urity of Intera
tive Hashing) An intera
tive hashing pro-to
ol is se
ure for B if for every unbounded deterministi
 strategy A�, and everyW , if h;W0;W1 are the outputs of the proto
ol between an honest Bob with inputW and A�. ThennviewhA�;BiA� (W) jW =W0o � nviewhA�;BiA� (W) jW = W1oAn intera
tive hashing proto
ol is (s; �)-se
ure for A if for every S � f0; 1gmof size at most 2s and every unbounded strategy B�, if W0;W1 are the outputsof the proto
ol, then: Pr[W0;W1 2 S℄ < �where the probability is taken over the 
oin tosses of A and B�.An intera
tive hashing proto
ol is (s; �)-se
ure if it is se
ure for B and(s; �)-se
ure for A.Remark. The de�nition above does not deal with the 
ase that dishonest playersabort before the end of the exe
ution. Intuitively, su
h a de�nition is suÆ
ientfor our purposes sin
e in our OT proto
ol, the intera
tive hashing is used beforethe players send any message that depends on their se
rets, and thus their se
retsare not 
ompromised.5.3 Partial Result: A Two Message Intera
tive HashingWe start by showing that when the bad set S is small enough then the followingna��ve proto
ol is suÆ
iently good. In this 2 message proto
ol 
alled 2M-IH, Ali
esends a random 2-to-1 hash fun
tion h : f0; 1gm ! f0; 1gm�1 and Bob replieswith z = h(W ).Claim 5.6 For all u, the 2M-IH proto
ol is a (s; 2�(m�2s+1))-se
ure uniformintera
tive hashing.Proof: The 2M-IH is 
learly an intera
tive hashing proto
ol, and sin
e h ispairwise independent, then it is also uniform (W1�d is uniformly distributed).The 2M-IH is also se
ure for B sin
e all that Bob sends to Ali
e is h(W ), whi
his the exa
t same view whether Bob has input W = W1 or W = W0. On theother hand, sin
e h is a pairwise independent hash fun
tion, then the probabilityover the 
hoi
e of h for any two strings W0;W1 to be mapped to a 
ertain 
ellz 2 f0; 1gm�1 is perfe
tly random, that is:Prh[h(W0) = h(W1) = z℄ = 2 � 12m � 12m � 1



Denote Xz = 1 if both strings mapped to 
ell z are from the set S and Xz = 0otherwise. Then:Prh[Xz = 1℄ � �2s2�Prh[h(W0) = h(W1) = z℄ � 2s2m � 2s � 12m � 1 � 22s22mDenote by X the number of 
ells z su
h that both values mapped into z arefrom the set S, then:E(X) = E�Xz Xz� =Xz E (Xz) � 2m�1 � 22s22m � 2�(m�2s+1)The proto
ol is inse
ure only if Bob �nds a 
ell z with two bad values, that isonly if X � 1. But using Markov's inequality we have that Pr[X � 1℄ � E(x) �2�(m�2s+1). Thus this proto
ol is (s; 2�(m�2s+1))-se
ure for Ali
e.5.4 A Four Message Proto
ol for Intera
tive HashingThe two message proto
ol is useful when the bad set S is very small. However, ifS is large (for example, if jSj = 2s and s = 
m for any 
onstant 
) then this pro-to
ol does not suÆ
e. While the intera
tive hashing proto
ol of [NOVY98℄ takesm round of 
ommuni
ation to over
ome this, the following proto
ol a
hieves thisusing an intera
tion of just four messages.4M-IH (4 Message Intera
tive Hashing)Common Input: Parameters m and s.Let v = s� logm.A family � of �-almost t-wise independent permutations � : f0; 1gm ! f0; 1gmTake t = m and � = � 12v �t.A family G of 2-wise independent 2-1 hash fun
tions g : f0; 1gm�v!f0; 1gm�v�1A family H (indu
ed by �;G) of 2-1 hash fun
tions h : f0; 1gm ! f0; 1gm�1de�ned as: h(x) def= �(x)1; : : : ; �(x)v; g (�(x)v+1 : : : ; �(x)m)where �(x)i denotes the ith bit of �(x).Input of Ali
e: ?.Input of Bob: W 2 f0; 1gm.{ Ali
e: Choose � r �. Send � to Bob.{ Bob: Compute z1; : : : zm = �(W ). Send �0(W ) = z1; : : : ; zv to Ali
e (let �0denote � when trun
ated to its �rst v bits).{ Ali
e: Choose g r G. Send g to Bob.{ Bob: Send g(zv+1; : : : ; zm) to Ali
e.{ Ali
e and Bob: Output W0;W1 s.t. h(W0) = h(W1) = h(W ).Fig. 3. The four message proto
ol for intera
tive hashing.



Theorem 5.7 For all s, the 4M-IH proto
ol is an (s; 2�(m�s+O(logm)))-se
ure�-uniform intera
tive hashing proto
ol for � = � 12s�logm �m < 2�m.Proof: We start by noting that the proto
ol is eÆ
ient for both parties due tothe eÆ
ien
y of the permutations used. Furthermore, they 
an run in small spa
e.This is an �-uniform intera
tive hashing proto
ol sin
e h is � 
lose to pairwiseindependent and therefore the distribution of W1�d is � 
lose to uniform.The 4M-IH proto
ol is se
ure for B sin
e no matter what strategy A� Ali
euses, the messages that Bob sends are identi
al whether his input is W =W0 orW =W1 (re
all that h(W0) = h(W1)).This proto
ol has two stages of question and answer (4 messages), and inorder to prove the se
urity for A we view ea
h of these two parts separately. Inthe �rst part, all strings W 2 f0; 1gm are divided by �0 into 2v 
ells (a

ordingto the value of �0(W )). Our goal is to show that no 
ell z0 2 f0; 1gv has toomany strings from the bad set S mapped to it. The se
ond part of the proto
ol
an then be viewed as implementing the 2M-IH proto
ol on strings in the 
ellz0, yielding the se
urity of the 
ombined proto
ol (the portion of bad strings inthe 
ell z0 is redu
ed to less than a square root of the strings in the 
ell). Westart by bounding the probability that a spe
i�
 set of t strings are mapped by�0 to the same 
ell z.Claim 5.8 For every z 2 f0; 1gv and all x1; : : : ; xt 2 f0; 1gm we have that:� = Pr�2� [�0(x1) = �0(x2) = : : : = �0(xt) = z℄ � � 12v�t + �Proof: Suppose that � was a t-wise independent fun
tion (and not permuta-tion), then for every xi 2 f0; 1gm we have that the probability that �0(xi) = zis exa
tly 12v and the probability that this is the 
ase for t di�erent values isexa
tly � 12v �t. But sin
e � is a permutation, this probability is smaller sin
e forevery i we have Pr[�0(xi) = zj�0(x1) = �0(x2) = : : : �0(xi�1) = z℄ � 12v . But� is a
tually an almost t-wise independent permutation, the probability on telements may deviate by be up to � from the truly random permutation andtherefore � � � 12v �t + �Let us fo
us on a spe
i�
 
ell z 2 f0; 1gv. For every set of t elementsx1; : : : ; xt 2 S denote the Y �z (x1; : : : ; xt) the indi
ator if all xi is mapped toz or not. That is:Y �z (x1; : : : ; xt) = �1 �0(x1) = �0(x2) = : : : = �0(xt) = z0 otherwiseLet Y �z denote the number of strings from S mapped to 
ell z by �0. Let E = 2s2v ,whi
h is the expe
ted number of strings from S in ea
h 
ell, if they were divideduniformly at random. We 
laim that with high probability, Y �z does not deviatemu
h from E.



Lemma 5.9 For all z 2 f0; 1gv,Pr�2� [Y �z � 4E℄ � 2�(t�1)Proof: Consider the table of all possible Y �z (x1; : : : ; xt), where ea
h row standsfor a spe
i�
 set x1; : : : ; xt and ea
h 
olumn stands for a 
hoi
e of �. By Claim 5.8,the fra
tion of ones in ea
h row and hen
e the fra
tion of ones in the whole tableis at most � 12v �t + �. On the other hand, for ea
h � su
h that Y �z � 4E thereare at least �4Et � sets of t elements for whi
h Y �z (x1; : : : ; xt) = 1, therefore thefra
tion of ones is at least Pr�2� [Y �z � 4E℄ � �4Et �=�2st �. Therefore we get that:Pr�2� [Y �z � 4E℄ � �2st ��4Et �  � 12v�t + �!Re
all that � = � 12v �t and using the fa
t that �a
�=�b
� � � ab�
+1�
 we get:Pr�2� [Y �z � 4E℄ � � 2s4E � t+ 1�t � 2 � � 12v�tWe take t+ 1 � 2E and re
all that E = 2s2v :Pr�2� [Y �z � 4E℄ � 2 � � 2s2E2v�t� 2 � � 2s2 2s2v 2v�t = 2 � 2�tThis 
ompletes the proof of Lemma 5.9.As a 
orollary of Lemma 5.9 we get that with high probability there is no 
ellthat 
ontains a large number of bad elements. Applying a union bound gives:Pr�2� [9z s.t. Y �z � 4E℄ � 2�(t�1�v)Re
all that t = m and v = s � logm so the probability of error here is2�(m�s)+logm�1.Assuming that indeed for all 
ells z we have Y �z < 4E then the se
ond partof the proto
ol is a
tually running the 2M-IH on the strings in a spe
i�
 
ell z0.This 
ell 
ontains all the possible extensions of z0 into an m bit string. There-fore, the 2M-IH is run on strings of length m0 = m� v. There are no more than2s0 = 4 � 2s�v strings that belong to the bad set S. A

ording to Claim 5.6 these
ond part of the proto
ol is an (s0; 2�(m0�2s0+1))-intera
tive hashing proto
ol.The probability that Bob 
an 
hoose a 
ell with two string from the bad setis therefore 2�(m0�2s0+1) = 2�(m�v�2(s�v+2)+1) = 2�(m�s)+logm+3. Combinedwith the probability that there exist a z with Y �z � 4E we get that the prob-ability that any strategy B� that Bob plays su

eeds in 
hoosing both W0 andW1 in the set S is at most 2�(m�s+O(logm)).



6 The Oblivious Transfer proto
olOur BS-OT proto
ol is presented in �gure 4. The proto
ol relies on three ingredi-ents: An extra
tor, a min-entropy sampler, and an intera
tive hashing proto
ol.The pre
ise requirements from the ingredients are presented in �gure 5.Input of Ali
e: Se
ret bits s0; s1 2 f0; 1gu.Input of Bob: Choi
e bit 
 2 f0; 1g.Setup Stage:Subsets Stage: Ali
e and Bob store subsets of the string R 2 f0; 1gN .{ Ali
e: Choose P r LA. Compute A � [N ℄ of size n by A = SampA(P )and store the bits RA.{ Bob: Choose random B � [N ℄ of size n and store the bits RB .{ Ali
e: Send A to Bob by sending P .{ Bob: Determine C = A \ B. If jCj < ` abort. If jCj > `, randomlytrun
ate it to be of size `.{ Bob: Compute hm as in De�nition 3.2. Choose Q r [hm℄ and 
omputeW = Fm(C;Q).?Intera
tive Hashing Stage: Intera
tively hash W .{ Bob: Input W into the intera
tive hashing proto
ol.{ Ali
e and Bob: Intera
tively obtain h and W0;W1 s.t. h(W0) =h(W1) = h(W ). Compute the subsets C0; C1 en
oded by W0;W1. If W0or W1 isn't a valid en
oding then abort.Choi
e Stage:{ Bob: Let d 2 f0; 1g be su
h that Wd =W . Send e = 
� d.{ Ali
e: For i 2 f0; 1g send Yi r f0; 1gdE .Transfer Stage:{ Ali
e: Set X0 = RC0 and X1 = RC1 .{ Ali
e: Send \en
rypted" values of s0 and s1: For i 2 f0; 1g, Send Zi =si�e �E(Xi; Yi).{ Bob: Compute X = RC . Bob's output is given by Ext(X;Y
�e)� Z
�e? The range of Fm is [n℄ and not A = SampA(P ). For simpli
ity, we treat C as a subset of A.Fig. 4. Proto
ol BS-OT for 1-2 OT in the bounded storage model.In our suggested implementation of BS-OT we 
hoose SampA to be the sam-pler from [Vad03℄, Ext to be an extra
tor from [RRV99℄ and use the 4M � IHintera
tive hashing proto
ol from the previous se
tion. The pre
ise 
hoi
es ofparameters for these ingredients appear in Se
tion 8. These 
hoi
es meet therequirements of �gure 5 with � = 2�
(`).The main theorem of this paper assertsthat this implementation of BS-OT is a 
onstant round proto
ol for oblivioustransfer in the bounded storage model.At �rst reading, the reader may safely ignore the sampler and assume thatthe set A is 
hosen uniformly at random. That is assume that SampA is theidentity mapping on �[N ℄n �.1616 Using di�erent samplers allows 
hoosing a \random" set A whi
h has a shorterdes
ription. Spe
i�
ally, using the sampler from Se
tion 8 redu
es the des
riptionsize of A from log �Nn� = �(n log n) to O(`).



Parameters:{ N - the length of the long random string R.{ n - the number of bits honest players remember about R.{ u - the length of the se
rets.{ ` = n2=2N - the size of the interse
tion set.{ � - the dishonest re
eiver remembers at most �N bits about R.{ � - the error of the proto
ol. We 
an only a
hieve � � 2�
Æ0A`= log(1=Æ0A) whereÆ0A is de�ned below and 
 > 0 is some 
onstant whi
h may depend on the
onstant 
IH de�ned below. We therefore require that � satisfy this 
ondition.Ingredients:{ A (ÆA; Æ0A; �A; �A)-min-entropy sampler SampA : [LA℄! [N ℄n with:� ÆA � (1� �)=2.� Æ0A = ÆA=8.� �A � �=20.� �A � �=20.� LA determines the length of the �rst message sent by Ali
e.{ A (kE ; �E)-strong extra
tor Ext : f0; 1gnE � f0; 1gdE ! f0; 1gmE with:� nE = `� dE � Æ0A`=12� mE = u � Æ0A`=12.� kE � Æ0A`=6.� �E � (�=20)2.{ An (s; �)-se
ure (2�m)-uniform intera
tive hashing proto
ol for strings oflength m = 10` log n with:� s � m� 
IHÆ0A`= log Æ0A + 1 (
IH > 0 is a 
onstant 
hosen in the proof).� � � �=20.?? Note that � depends on 
IH and this is why we allow the 
onstant 
 in the requirement on � todepend on 
IH . The order of quanti�ers is as follows: There is some 
onstant 
IH > 0 
hosen inthe proof. The 
onstant 
 depends on this 
onstant.Fig. 5. Ingredients and requirements for Proto
ol BS-OT.Theorem 6.1 There is a 
onstant � > 0 su
h that if N;n and ` satisfy logn �` � n� then for every 
onstant � < 1 let proto
ol BS-OT use the ingredientsdes
ribed in Se
tion 8. Proto
ol BS-OT is a (1 � �)-oblivious transfer proto
olfor � = 2�
(`). Furthermore:{ The proto
ol has 5 messages.{ The strategies for Ali
e and Bob runs in time poly(n) and spa
e k = O(n logn).{ The proto
ol passes se
rets of length u = 
(`).{ The overall number of bits ex
hanged is TC = O(`O(1)).The 
onstants hidden in �, s, u and TC above depend on �.1717 Tra
ing this dependen
y gives that for Æ = (1 � �): � = 2�
(Æ`= log(1=Æ)), s = m �O(Æ`= log(1=Æ)), and u = 
(Æ`). This holds even when � isn't a 
onstant as long asn � `=Æ4. That is, the Theorem holds even for � � 1� (`=n)4.



The results mentioned in the introdu
tion 
an be obtained by 
hoosingn = N1=2+a= logN for some small 
onstant a > 0. Note that if a is suÆ
ientlysmall then the spa
e of honest players satis�es k = O(n logn) = O(N1=2+a) �O(K1=2+a), where the last inequality follows assuming � > 1=2 whi
h we 
anassume w.l.o.g. As ` = n2=2N we have that ` = n2a=2 logN � ka for largeenough n, and we have that � = 2�
(`) = 2�
(ka).7 The Fun
tionality and Se
urity of the OT Proto
olThe proof of Theorem 6.1 follows from the 
ombination of several lemmas statedbelow. The �rst Lemma asserts that proto
ol BS-OT indeed implements oblivi-ous transfer.Lemma 7.1 For every 
hoi
e of ingredients for BS-OT and every s0; s1; 
, IfAli
e and Bob follow proto
ol BS-OT then{ With probability 1� 2�
(`) the proto
ol does not abort.{ If the proto
ol does not abort then Bob's output is indeed s
.Proof: We �rst show that with high probability jA \ Bj � `. This is be
ausefor every �xed A, as B is a random set the expe
ted size of A\B is n2=N � 2`.A standard Lemma (see for example Corollary 3 in [Din01℄) 
an be used to showthat there exists a 
onstant 0 < d < 1 su
h that probability that jA \ Bj < ` isat most 2e�d`.We now show that the probability that one ofW0;W1 is not a valid en
odingof a subset is small. Wd was 
hosen by Bob and is 
ertainly a valid en
oding.By the de�nition of Intera
tive Hashing, the other string W1�d is �-
lose touniformly distributed in f0; 1gm, for � < 2�m. By Lemma 3.3 the probabilitythat a random string W 2 f0; 1gm is not a valid en
oding is at most �ǹ�2�m �2` log n�m � 2�`�1 as m = 10` logn. It follows that the probability of abort isbounded by 2�m + 2�`�1 � 2�`.To see that whenever the proto
ol does not abort Bob indeed outputs s
, weobserve that X = RC is known to Bob (sin
e C = A \ B � B and Bob hasstored all the bits RB). In parti
ular, Bob is always able to 
ompute E(X;Y
�e)and subsequently use it in order to \de
rypt" the value Z
�e. By the de�nitionof the proto
ol we then have:E(X;Y
�e)� Z
�e = E(X;Yd)� (s
 �E(Xd; Yd))= E(X;Yd)� (s
 �E(X;Yd)) (1)= s
where Eq. (1) follows from the fa
t that Xd equals RC (= X), whi
h in turnsfollows from the fa
t that Cd = C (sin
e Wd = W and the en
oding Fm isone-to-one). The lemma follows.Theorem 7.2 For every 
hoi
e of ingredients of BS-OT, the proto
ol is se
urefor Bob.



Proof: We show that for any strategy A�, the view of A� is independent of thebit 
. This is shown by the following argument: Fix the randomness of A� andR. We show a perfe
t bije
tion between possible pairs of B's randomness rB andinput 
. That is, for ea
h pair (rB ; 
) that is 
onsistent with the view V of A�,there exists a unique pair (r0B ; 1� 
) su
h that r0B and 1� 
 are 
onsistent withthe same view V . There are two possible options for a V = viewhA�;BiA� :{ The proto
ol aborts before the 
hoi
e stage where Bob sends Ali
e the valuee = 
� d. In su
h a 
ase, the view V is totaly independent of 
 and we mapevery 
onsistent rB to itself (r0B = rB). Clearly rB is 
onsistent with both
 = 0 and 
 = 1.{ V in
ludes the message e = 
 � d sent by Bob. In su
h a 
ase, supposethat (rB ; 
) is 
onsistent V . That is, rB is the randomness that 
hooses therandom set B so that C = A\B is en
oded by the stringWd. By the fa
t thatthe proto
ol did not abort, we are assured that alsoW1�d en
odes a legal setC 0. Then we 
hoose r0B to be the randomness that 
hooses B0 = B n C [ C 0and en
odes C 0 by W1�d. This perfe
tly de�nes (r0B ; 1� 
) that is 
onsistentwith the view V . Furthermore, (r0B ; 1 � 
) is mapped by the same pro
essba
k to (rB ; 
), hen
e we get a perfe
t bije
tion.Theorem 7.2 follows.The following theorem (whi
h is te
hni
ally the most 
hallenging theorem ofthis paper) guarantees Ali
e's se
urity against bounded storage re
eivers. Thistheorem refers to a list of requirements on the parameters of the ingredientswhi
h appears in �gure 5.Theorem 7.3 For every � < 1 (not ne
essarily 
onstant), if all the requirementsin �gure 5 are met then proto
ol BS-OT is (�N; �)-se
ure for Ali
e.The proof of this theorem is long and te
hni
al and appears in the full versionof this paper. Se
tion 9 is dedi
ated to giving an outline of this proof.As we show in se
tion 8, Ext and SampA and 4M�IH satisfy all the requirementsin �gure 5 for � = 2�
(`). Theorem 7.3 thus implies the following 
orollary.Corollary 7.4 Let Ext, SampA and IH be 
hosen as in Theorem 6.1. Proto
olBS-OT is (�N; �)-se
ure for Ali
e, for � = 2�a` where a > 0 is a 
onstant thatdepends on �.Lemma 7.5 Let Ext, SampA and IH be 
hosen as in Theorem 6.1. The state-ments in the itemized list in Theorem 6.1 hold.Proof: It is easy to verify that the proto
ol has 5 messages (not in
ludingthe transmission of R). By se
tion 8 the extra
tor and sampler run in timepolynomial in n and spa
e `O(1)+O(n). Proto
ol 4M-IH runs in time and spa
epolynomial in m = 10` logn. Thus, both parties run in time polynomial in n.Both parties require spa
e n to store RA and RB and spa
e mO(1) to play 4M-IH. Ali
e's set A is 
hosen by a sampler with logLA = O(`), thus it 
an be stored



in spa
e O(`). Overall, Ali
e's spa
e is bounded by O(n) + poly(`). Bob's set Bis a random set, and thus takes O(n logn) bits to store. We 
on
lude that bothplayers 
an run their strategies in spa
e O(n logn) + poly(`) whi
h is boundedby O(n) for suÆ
iently small � as required. The proto
ol passes se
rets of lengthmE where mE = 
(`). Finally, the longest message sent in the proto
ol is thedes
ription of the permutation � in the intera
tive whi
h is of length at most`O(1).8 Choosing the ingredientsWe now turn to 
hoose the ingredients for BS-OT to get the parameters guaran-teed in Theorem 6.1. Given n;N; u; �, we shoot for � = 2�
(`). We need to showan extra
tor and sampler that satisfy the 
onditions spe
i�ed in �gure 5.The extra
tor. In [RRV99℄ it was shown how to 
onstru
t a (kE ; �E)-strongextra
tor, Ext:f0; 1g`�f0; 1gdE ! f0; 1gu, for every kE , u = kE�2 log(1=�E)�O(1) and dE = 
 log(1=�E) for some 
onstant 
 as long as log(1=�) > log4 `.Setting kE = Æ0A`=6, we 
an get u = Æ0A`=12 for dE � Æ0A`=6 and �E =2�
0Æ0A` for some 
onstant 
0 > 0 (whi
h depends on 
). This 
hoi
e satis�es therequirements in �gure 5. We note that the above extra
tor 
an be 
omputed intime and spa
e polynomial in `.The sampler. In [Vad03℄ it was shown how to 
onstru
t a (�; �; 
)-averagingsampler Samp : [L℄ ! [v℄t with distin
t samples for every � > � > 0 and
 > 0 as long as t � 
(log(1=
)=�2). This sampler has logL � log(v=t) +log(1=
)(1=�)O(1). By Lemma 3.9, for every Æ; 
 su
h that log(1=
)=Æ4 � n thissampler yields a (Æ; Æ=2; (
+2�
(Æn))1=2; (
+2�
(Æn))1=2)-min-entropy samplerSampA : [LA℄ ! [N ℄n. Setting 
 = 2�` we have that as long as n � `=Æ4 thissampler has � = � = 2�
(Æ`)), and logLA � logn+ `(1=Æ)O(1).Note that the 
ondition n � `=Æ4 is satis�ed when � is a 
onstant (as in this
ase Æ = ÆA is also a 
onstant).18 We also note that the above sampler 
an be
omputed in time polynomial in n and spa
e O(n).The intera
tive hashing proto
ol. We need to show that proto
ol 4M-IH satis�es the requirements of �gure 5. It is required there that 4M-IH is(s; 2�
(Æ0A`= log Æ0A))-se
ure for s � m � 
IHÆ0A`= log Æ0A + 1 where 
IH > 0 issome 
onstant and Æ0A = �(1��) for some � > 0. By Theorem 5.7, we have that� � 2�(m�s+logm) � 2�
IHÆ0A`= log Æ0A+O(logm) � 2�
(Æ0A`= log Æ0A)as m = 10` logn and ` � logn. When � is a 
onstant, Æ0A is also a 
onstantand we have that � = 2�
(`) as required. We note that Proto
ol 4M-IH requiresrequires time and spa
e polynomial in `.18 We remark that we don't have to require that � is a 
onstant. Our proto
ol alsoworks for � = 1� o(1) as long as the 
ondition above (n � `=Æ4) is satis�ed.



9 Overview of Proof of Se
urity for Ali
eTheorem 7.3 regarding Ali
e's se
urity is somewhat te
hni
al and involves manyparameters. Due to la
k of spa
e, we will only give a sket
h of the proof whileignoring the pre
ise parameters.Fix some bounded storage strategy B� with storage bound �N for some� < 1, and an input 
. We need to show that there exists a random variable Cdetermined in the setup stage su
h that for every two pairs of se
rets s; s0 whi
hare C-
onsistent the view of B� is distributed roughly the same way no matterwhether Ali
e's input is s or s0.Re
all that in the proto
ol, the se
rets s0; s1 are only involved in the transferstage where zi = Ext(Xi; Yi) � si for i 2 f0; 1g. Our goal is to show that thereexists a random variable I determined in the setup stage su
h that for every
hoi
e of se
rets s0; s1, the string ZI is 
lose to uniformly distributed from B�'spoint of view. More pre
isely, for every i 2 f0; 1g we split Ali
e's messages intoZi and all the rest of the messages whi
h we denote by MSGi. For every �xingof r of R andmsgi ofMSGi, B�'s point of view on Zi is 
aptured by 
onsideringthe distribution Z 0i = (Zijg�(R) = g�(r);MSGi = msgi). We show that for most�xings r and msgI , the random variable Z 0I is 
lose to uniformly distributed.We now explain how we a
hieve this goal. It is instru
tive to �rst 
onsidera simpli�ed s
enario in whi
h B� 
hooses to remember the 
ontent of R at �Nindi
es. We 
all these indi
es \bad" indi
es, and the remaining (1� �)N indi
es\good" indi
es. Let Æ = (1� �). The proof pro
eeds as follows:1. We note that B� does not remember the ÆN good indi
es.2. When Ali
e uses a sampler to 
hoose A, with high probability she hits alarge fra
tion (say Æn=2) of the good indi
es.3. We have that the set A 
ontains many good indi
es. If we were to 
hoosea random subset of A with ` indi
es, then with high probability we will hitmany (say Æ`=4) good indi
es. Let S be the set of all su
h subsets whi
h hitless indi
es. By the above argument S is a small set.4. It follows that when Ali
e and Bob use intera
tive hashing to determine thesubsets C0 and C1, at least one of the subsets is not in S. We de�ne therandom variable I to point to this subset. It follows that CI 
ontains manygood indi
es.5. We now 
onsider XI = RCI givenMSGI . As it 
ontains many good indi
es,it has high min-entropy. It follows that with high probability over the 
hoi
eof YI , E(XI ; YI ) is 
lose to uniformly distributed even given MSGI . Thus,ZI is 
lose to uniformly distributed as required.We now sket
h how to make this argument work when B� is allowed toremember an arbitrary fun
tion g� : f0; 1gN ! f0; 1g�N of R. Intuitively, thenotion of \min-entropy" repla
es that of \good bits" in this 
ase.1. It is easy to see that for most �xings r ofR, the random variable (Rjg�(R) =g�(r)) has high min-entropy (say 
(ÆN)).



2. When Ali
e uses a min-entropy sampler for most �xings p of P she obtainsa set A su
h that (RAjg�(R) = g�(r); P = p) has high min-entropy.3. Choosing a random subset is a min-entropy sampler, and thus for most
hoi
es of a subset of C of size `, (RC jg�(R) = g�(r); P = p) has highmin-entropy.4. As before it follows that following the intera
tive hashing with high prob-ability there exists an I su
h that (RCI jg�(R) = g�(r); P = p) has highmin-entropy.5. Here we have to be a little more 
areful than before. It is no longer the 
asethat RC0 and RC1 are independent given the 
onditioning. Thus, it maybe the 
ase that Z1�I gives information about RCI . However, we set theparameters so that RCI has min-entropy mu
h larger than the length of thepair (Z1�I ; Y1�I). As a 
onsequen
e we 
an argue that for most �xings z1�Iand y1�I , (RCI jg�(R) = g�(r); P = p; Z1�I = z1�I ; Y1�I = y1�I) has highmin-entropy. Thus, running an extra
tor, with high probability over YI weobtain a distribution whi
h is 
lose to uniform given MSGI just as before.10 Con
lusions and open problemsWe have shown a 5-message proto
ol for oblivious transfer in the bounded stor-age model. As mentioned before, this proto
ol has some additional 
on
reteimprovements over previous work [CCM98, Din01℄.Our proto
ol a
hieves k very 
lose to pK � pN . In words, the spa
e ofthe honest parties is about a square root of the spa
e allowed for the mali
iousparties. It is not 
lear whether there exist proto
ols that allow k = N Æ for every
onstant Æ > 0. We remark that to a
hieve Æ < 2 it is required to break the\birthday paradox barrier". A typi
al �rst step of a bounded storage proto
olinstru
ts both parties to store random subsets of the R. When k << pN thesesets are not likely to overlap. It seems that breaking this barrier requires in-trodu
ing some new ideas. We mention that to the best of our knowledge, thisbarrier is also present in proto
ols for Key-Agreement in the bounded storagemodel [Mau93, CM97℄.We give a new 
onstant round proto
ol for intera
tive hashing. This proto
ol
an repla
e the NOVY-proto
ol of [NOVY98℄ in our setting. A similar phe-nomena was observed also in the 
ontext of Zero-Knowledge. Damg�ard [Dam93℄used the NOVY-proto
ol to give 
ertain transformations of \honest veri�er"Zero-Knowledge proto
ols into general Zero-Knowledge proto
ols. Later works[DGOW95, GSV98℄ repla
ed the NOVY-proto
ol with a 
onstant round proto-
ol. This raises the question whether the NOVY-proto
ol 
an be repla
ed by a
onstant round proto
ol for the appli
ation in [NOVY98℄. That is, for 
onstru
t-ing perfe
tly hiding bit 
ommitment s
hemes from arbitrary one-way permuta-tions. We remark that 
onstant round perfe
tly hiding bit 
ommitment s
hemesare known only using seemingly stronger assumptions [NY89, DPP93, GK96℄.The NOVY-proto
ol a
hieves a stronger se
urity for intera
tive hashing thanthe one de�ned here. This stronger se
urity allows its use in the appli
ation of



[NOVY98℄. Loosely speaking, it is shown in [NOVY98℄ that their proto
ol isse
ure in the following sense: For every polynomial time mali
ious strategy B�for Bob there is a polynomial time \simulator" AB�(W 0) su
h that for mostW 0 2 f0; 1gm, the simulator 
an run B� playing Ali
e's role and generate randomtrans
ripts in whi
h one of the outputs is W 0. (Intuitively, this is a strongerand 
omputational form of the intuition that Bob does not \
ontrol" the twooutputs.) Obtaining this property with fewer rounds seems hard. A very relatedopen problem was raised in [DGW95℄ in the 
ontext of Zero-Knowledge.A
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